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Abst r act

Thi s docunent defines a conceptual framework for handling identity
assertions in application-layer protocols. It introduces a nodel
in which identity on the Internet is optional, but any asserted
identity MJUST be verifiable.

It further defines a delegation mechanismthat allows entities to
authorize third-party infrastructure to act on their behalf in a
verifiable and transparent nanner.

The goal is to reduce identity msrepresentation while fully
preserving the ability for anonynous and pseudonynous i nteraction.

Thi s docunent does not define a protocol; it defines the principles
that protocol specifications SHOULD fol | ow when addressi ng agent
identity.

A concrete protocol inplementation of these principles is defined
in [SAP].
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I nt roducti on

The Internet is built on a principle of openness: entities may
conmuni cate wi thout being required to identify thenselves. This
property is fundanental and MJST be preserved.

However, nodern internet systens increasingly rely on identity
assertions for access control, prioritization, rate limting,

and trust evaluation. Autonmated agents -- Al crawl ers, |oT devices,
backup systens, enterprise automation -- routinely assert identities
to influence how servers treat their requests.

A critical problemarises when these identity assertions cannot be
verified. An agent that clainms to be "GoogleBot" or "legitinmate-
backup-servi ce" w thout cryptographic proof provides no nore
assurance than an agent that clains nothing at all. Wrse, false
identity assertions actively harmthe ecosystem by:

Al'lowi ng malicious actors to imnpersonate trusted services
Corrupting reputation systens that depend on identity signals
Underm ning filtering nmechani snms that woul d otherw se work
Creating false trust that del ays detection of abuse

O O0OO0Oo

The fundanental issue is not the presence or absence of identity
clainms -- it is the verifiability of those claimns.

Thi s docunent defines the VICDM principle

Anonynous interaction is permitted.

Identity assertion is pernitted.

Fal se identity assertion is not.
This seemingly sinple principle has significant architectural
i mplications for how protocols handling agent identity should
be desi gned.

A concrete protocol inplementing these principles is defined in
the Signed Agent ldentity Protocol [SAlP].

.1. Relationship to webbotauth Wrk

The | ETF webbot aut h worki ng group is devel opi ng nechani sns for
bot authentication. Current proposals focus on anonynous



attestation nodels in which a bot proves it is vouched for by
a trusted attester without revealing its specific identity.

Anonynous attestation and VICDM are conpl enentary, not conpeting

0 Anonynous attestation addresses the privacy use case: a bot
proves legitimacy w thout disclosure of its identity.

0 VICDM addresses the accountability use case: when a bot DCES
assert an identity, that assertion nust be verifiable.

Bot h nodel s are needed. They serve different threat nodels and
different operational requirenents.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

Anonynous Client: A client that does not assert any identity.
This is always a valid and perm tted node
of interaction.

Claimng dient: A client that asserts an identity, such as
a donmai n nane, organi zation, or service
nane.

Verified Cient: A client whose asserted identity has been

val i dat ed through one or nore verifiable
mechani sns as defined in Section 5.

ldentity daim Any statement or netadata by which a client
represents itself as belonging to a specific
domai n, organization, or service

Del egat ed Third-party systens that have been
I nfrastructure: explicitly authorized to act on behal f of
an entity through verifiable nechanisns.

Attester: An entity that vouches for the legitinmacy
of a client w thout necessarily disclosing
the client’s identity. Used in anonynous
attestation nodels.

The Core Principle
The VI CDM nodel is founded on a single, mninmal principle

Systens MJST al | ow anonynous interaction

A client asserting an identity MJST provide verifiable |inkage
to that identity.

Failure to provide verifiable linkage to an asserted identity
MUST result in that identity claimbeing treated as invalid.

This principle is deliberately mininmal. It does not require
universal identity. It does not prohibit anonymty. It requires
only that identity clains, when nade, be honest and verifiable.

The distinction between an Anonynous Cient and a Caining Cient
whose claimis unverifiable is operationally significant:



5

5

0 An Anonynous Cient makes no representation about its origin
or affiliation. Servers may apply default anonynous policies.

0o An unverified Claimng Cient actively misrepresents itself.
This is categorically different fromanonynmty and SHOULD be
treated with | ower trust than genui ne anonynity.

| npl enent ati ons SHOULD di sti ngui sh between these two cases and
SHOULD NOT treat unverified identity clains as equivalent to
anonynous i nteraction.

ldentity C asses
Under the VICDM nodel, clients fall into one of four classes

Class 0 -- Anonynous:
The client asserts no identity. No identity claimis present.
This is a valid and fully supported node of interaction
Servers apply default anonynmous policies.

Cass 1 -- Unverifiable Caim
The client asserts an identity but provides no verifiable
I i nkage. The claim MJST be treated as invalid. Trust SHOULD
be lower than for Cass 0 (anonynous) clients, as the client
is actively msrepresenting itself.

Class 2 -- Partially Verified:
The client asserts an identity and provides partial verification
(e.g., DNS consistency but no cryptographic proof). Servers
MAY grant limted el evated trust based on depl oyment policy.

Class 3 -- Fully Verified:
The client asserts an identity and provides full cryptographic
verification of that identity. Servers MAY grant el evated
trust, priority handling, or increased rate linmts based on
depl oynent policy.

Identity Verification
Verification of identity clains MAY use one or nore of the
foll owi ng mechani sms. No single nechani smis nmandated; systens
MAY combine multiple signals to increase confidence.

1. DNS-Based Verification

The asserted identity SHOULD be consistent with DNS records
for the clainmed domain:

0o Forward DNS resolution of the clained donain SHOULD return
an address associated with the client’s network

0 Reverse DNS (PTR) resolution of the client’s | P address
SHOULD return a hostnane within the clai nred donmain

0 DNS TXT records at a well-known prefix (see Section 6.2)
MAY carry cryptographic key material for stronger binding.

DNS- based verification al one provi des weak assurance. It SHOULD
be conbi ned wi th cryptographic nechani sns where possi bl e.

2. Cryptographic Verification
The client provides a cryptographic signature over a defined

canoni cal string using a private key whose correspondi ng public
key is discoverable and bound to the clainmed identity.



This is the strongest formof verification and i s RECOMVENDED
for all deploynments where security is a concern. A concrete
implementation is defined in [ SAl P].

5.3. Transport-Layer Indicators

Consi stency between the identity claimand transport-|ayer
signals (e.g., TLS SNI, TLS client certificate) MAY be used
as a supporting signal. These indicators SHOULD NOT be used
as the sole verification nechani sm

5.4. Attester-Based Verification

A trusted third-party Attester MAY vouch for the legitinacy of

a client without disclosing the client’s specific identity. This
is the basis of anonynous attestation nodels such as those being
devel oped in the | ETF webbot aut h worki ng group

Attester-based verification satisfies the VICDM requirenent
for Class 2 or Class 3 verification only if the Attester itself
is verifiable and its delegation is explicit per Section 6.

6. Del egation Mdel

Large-scale internet deployments commonly use third-party
infrastructure -- CDN providers, cloud services, proxy networks --
to serve content or operate agents on behal f of a domain owner

This creates an identity del egation problem the actual client

| P address or User-Agent may belong to the infrastructure

provi der, not the domain owner. Wthout explicit, verifiable
del egati on, servers cannot determ ne whether the infrastructure
is legitimtely acting on the domain owner’s behal f.

6.1. Delegation Requirements

Any infrastructure acting on behalf of an entity and asserting
that entity’'s identity MJST be explicitly authorized through
verifiabl e mechani sns.

Specifically:

o0 The domai n owner MJST publish an explicit authorization for
the delegated infrastructure to act on its behal f.

o0 The authorization MJST be verifiable by any server w thout
requiring prior coordination with the domai n owner.

0 Absence of verifiable del egation authorization MIST result
inthe identity claimbeing treated as invalid (Cass 1).

0 The del egation authorization SHOULD be bound to specific
infrastructure identifiers (IP ranges, ASNs, public keys)
rat her than bei ng open-ended.

This requirement directly addresses scenarios where |arge
infrastructure providers assert client identities on behalf

of multiple custoners without explicit per-custoner authorization
Such assertions, without verifiable delegation, MJST be treated
as invalid identity claims under this nodel

6.2. DNS-Based Attestation Discovery

Entities MAY publish del egation authorization using DNS TXT
records at the follow ng well-known prefix:



_sai p. <domai n>.

The record format is:

_sai p.<domai n>. I N TXT "v=saipl; [paraneters]”
The foll owi ng paraneters are defined:

v=sai pl Version indicator. MJST be present.

re=<hostname> Preferred Registration Entity hostnane.
MAY be present. Multiple re= paranmeters
are permtted.

pk=<key> Base64URL- encoded public key for statel ess
verification. MAY be present.

asn=<list> Conme- separated |ist of authorized ASNs for
del egated infrastructure. MAY be present.

i p=<prefix> CIDR prefix of authorized del egated
infrastructure. MAY be present. Miltiple
i p= paranmeters are permtted

exp=<t s> Unix timestanp after which this record
SHOULD be consi dered expired. MAY be present.

Exanpl e DNS records

; Vendor publishing their SAIP public key
_saip.acne.com |IN TXT "v=sai pl; pk=base64url key...;
re=rel. sai p-registry. exanpl e"

; Vendor authorizing a CDN provider by ASN
_saip.acne.com |IN TXT "v=sai pl; asn=13335, 15169;
re=rel. sai p-registry. exanpl e"

; Vendor authorizing specific |IP ranges
_saip.acne.com |IN TXT "v=saipl; ip=192.0. 2.0/ 24;
i p=2001: db8: :/ 32"

DNS record TTL SHOULD be set to a value appropriate for
the key rotation policy of the deploynent. A TTL of 3600
seconds (1 hour) is RECOMMENDED as a defaul t.

Servers perform ng DNS-based verification MJST validate
DNSSEC si gnat ures where avail abl e [ RFC4033] .

Crypt ographi ¢ Del egati on Tokens

As an alternative or supplenment to DNS-based Attestation
Di scovery, donain owners MAY issue signed Del egati on Tokens
to authorized infrastructure:

Del egati onToken = Si gn( Mast er Key,
infrastructure_id |
valid from||
valid_until |]
scope)

Wher e:

o infrastructure_id identifies the authorized infrastructure

(e.g., ASN, IP range, or public key fingerprint)
o valid_fromand valid_until define the validity period
0 scope limts the actions the infrastructure may take



Infrastructure presenting a valid Del egati on Token MAY assert
the domain owner’s identity for requests within the token’s scope
and validity period.

6.4. DNS-Native Agent Self-Registration (Alternative Trust Model)

This section defines an alternative trust establishment nmechani sm
that replaces the Registration Entity nodel with the existing DNS
infrastructure. Vendors adopting this nodel use their DNS zone as
the identity registry for their agents, follow ng the sane
principles established by DKIM [ RFC6376] .

The DNS-Join trust nodel rests on three principles: hardware
secures the Master Key, DNS publishes it and acts as the trust
circuit breaker, and Rolling Keys provide speed and network
efficiency.

6.4.1. Model Overvi ew

In traditional agent identity systens, a central registry holds
agent public keys. In the DNS-Native nodel, the vendor’s DNS zone
serves as the distributed registry. Each agent self-registers by
publishing its Master Public Key as a DNS TXT record within the
vendor’s del egat ed subdomai n.

This is directly anal ogous to DKIM key publication [ RFC6376]:

DKI M mai | . _domai nkey. exanpl e.com TXT "v=DKI ML; p=<pubkey>"
SAI P-DNS: agent-id._saip. exampl e.com TXT "v=saipl; pk=<pubkey>"

The vendor del egates the _sai p. <donmi n> subdomai n, granting
agents the ability to publish and manage their own TXT records
within it. The vendor retains control as the DNS zone authority --
the ultimate trust circuit breaker

6.4.2. Key Hierarchy
The DNS-Native nodel uses a two-tier key structure:
Tier 1 -- Master Key (long-term DNS-published):

o The agent generates a Master keypair on its hardware security
nmodul e (TPM HSM or Secure Encl ave)
0 The Master Private Key MJUST NEVER | eave t he hardware nodul e.
0 The Master Public Key is uploaded once to the DNS TXT record:
agent -i d. _sai p. <vendor-domai n>. TXT "v=sai pl; pk=<Mast er PubKey>"
o This record represents the agent’s long-termidentity.
o The vendor, as DNS zone authority, acts as the trust
circuit breaker: deleting this record instantly revokes
the agent’s identity across the entire ecosystem after
DNS TTL expiry.

Tier 2 -- Rolling Keys (per-request, locally generated):

o For each request, the agent generates a fresh epheneral
keypair (RollingKeypair).

0 The agent signs the Rolling Public Key with its Master
Private Key, producing a Rolling Key Certificate (rcert):

rcert = Sign(MasterPrivatekKey,
Rol | i ngPubl i cKey |
i nstancel D |
ts | |
nonce |
met hod |



pat h)

o The nonce, ts, nethod, and path fields bind the rcert to
exactly one request, making it non-replayabl e by design

o The Rolling Private Key signs the canonical request string.

0 Both the Rolling Public Key (rpk=) and rcert= are
transmitted in the SAI P header

6.4.3. Verification Fl ow

Server verification requires a DNS | ookup only once per agent,
after which the Master Public Key MAY be cached per DNS TTL:

1. Server receives SAIP header containing rpk= and rcert=.

2. On first encounter with this agent id=, the server perforns
a DNS TXT | ookup
agent -i d. _sai p. <vendor - domai n>.
and retrieves the Master Public Key. This result SHOULD be
cached according to the record TTL.

3. Server verifies rcert= using the cached Master Public Key.
This confirns that the Rolling Public Key was authorized
by the legitimte Master Key holder for this exact request.

4. Server verifies the request signature using rpk=
This confirns the request was nade by the hol der of the
Rolling Private Key.

5. Both verifications MIST succeed for the request to be
accept ed.

DNS is consulted once per agent (or per TTL expiry), while
per-request verification is entirely local -- providing both
strong security and hi gh performance.

6.4.4. Trust Circuit Breaker

Because the Master Public Key is published in DNS under the
vendor’'s authoritative zone, the vendor retains ultimte control

o0 To revoke a single agent: delete its _saip TXT record.
After DNS TTL expiry, servers will reject its rcert= val ues
as they can no | onger verify them against a Master Public Key.

0 To revoke all agents: rotate the vendor’s zone signing key
or renove the _saip subdonmain del egation entirely.

0o DNS TTL for _saip records SHOULD be set to 300 seconds
(5 minutes) to mnimze the revocation wi ndow while
mai nt ai ni ng reasonabl e DNS query | oad.

0 Servers MJST NOT cache Master Public Keys beyond the DNS TTL
of the record fromwhich they were obtained.

6.4.5. Security Properties

| Threat | Mtigation |
| Stolen rcert | Per-request nonce+t s+net hod+pat h bi ndi ng

| | -- structurally non-replayable

o e e e e o s o m e e e e e e e e e e e e e e mee—ooon +
| Stolen rpk+rcert | Valid for exactly one request only |
Fom e e e e e oo o o m m e e e e e e e e e e e e e eee— oo s +

| Master Key theft | Hardware nmodul e (TPM HSM -- never



| | leaves hardware |

o e e e e oo T +
| DNS poi soning | DNSSEC + short TTL (300s) |
Fom oo o m o oo +
| Mass conprom se | DNS record deletion -- all instances

| revoked after TTL expiry |
o e e e T +

Thi s nodel provides stronger replay protection than TLS Session
Ti ckets [ RFC5077] because rcert=is bound to a single request
rather than a time wi ndow, while retaining equival ent perfornmance
characteristics through DNS cachi ng.

6.4.6. Conparison with RE-Based Mdel

| Property | RKDF + RE Mbdel | DNS-Native Mdel |
| Key registry | RE infrastructure | DNS TXT records |
o e e e e oo o e e e e oo o e e e e e oo oo +
| Revocation | RE propagation | DNS deletion + TTL |
| | (within 300s) | (default 300s) |
Fom e e e e e oo o o e e e oo o +
| Per-request key | HMAC derivation | Fresh keypair + |
| | (determnistic) | MasterKey rcert |
o e e e e oo o e e e e oo o e e e e e oo oo +
| Replay protection | Nonce + sequence | Nonce bound in rcert |
o e e oo o e e oo s g +
| Infrastructure | RE ecosystem | Existing DNS only |
Fom e e e e oo o o e e e e oo oo o e e e e e e oo +
| Best suited for | Enterprise, | Decentralized, loT, |
| | regul ated envs | small vendors, KISS |
o e e e e o s o e e o s g +

Both nmodel s i npl ement VI CDM principles. |Inplementations MAY
support both simultaneously. Servers SHOULD apply equival ent
trust to successfully verified agents regardl ess of nodel used.

6.4.7. MAC-Based ldentity Binding (Hardware ldentity Layer)

This section defines an optional extension to the DNS-Native
model that adds a hardware identity | ayer through MAC address
bi ndi ng. When present, this creates a verifiable triplet:

MAC addr ess (hardware identity |ayer)

I P/ ASN (network identity |ayer)

Mast er Publ i cKey (cryptographic identity |ayer)
Conpl ete Agent ldentity

I+ +

Al'l three conponents MJUST be consistent for an agent to be
classified as Class 3 (Fully Verified) under this extension.
I nconsi stency in any conponent MUST result in downgrade to
Class 1 (Unverifiable Caim.

6.4.7.1. The Bot as ldentity Broker

Because MAC addresses operate at Layer 2 and are not visible
beyond the | ocal network segnent, direct MAC verification by
renote servers is not possible. Instead, the agent acts as a
| ocal identity broker:

The agent:

1. Reads the MAC address fromits |local network interface
(Real MAC), OR derives a Virtual MAC (V-MAC) fromits
Mast er Publ i cKey (see Section 6.4.7.3).

2. Signs the MAC address using its MasterPrivateKey,



produci ng a MAC Attestation Proof (mac_proof).
3. Includes mac= and mac_proof= in the SAI P header.

The server:

1. Retrieves the MasterPublicKey from DNS.

2. Verifies mac_proof using MasterPublicKey.
This proves the MAC was attested by the legitimte
Mast er Key hol der -- not nerely asserted.

3. Applies identity binding policy.

The MasterPublicKey in DNS is the root of trust that validates
everything -- both Real MAC and V-MAC attestations. The DNS
record is the single source of truth; the bot is the

crypt ographic bridge between | ocal hardware and renote
verification.

6.4.7.2. Real MAC -- Physical Hardware Binding

A Real MAC is the hardware MAC address of the agent’s network
interface, as reported by the operating system

Li nux: / sys/ cl ass/ net/ <interface>/address
W ndows: Get- Net Adapter | Sel ect-Ohject MacAddress
mac OS: ifconfig en0 | grep ether

Real MAC binding is RECOMVENDED f or:

o 10T devices with fixed network interfaces

0 Physical servers with stable hardware

0 High-assurance depl oynents where hardware binding
is a conpliance requirenent

The MAC Attestation Proof for a Real MAC

mac_proof = Sign(MasterPrivat eKey,
"real " | ]
mac_bytes ||
ts | ]
nonce)

Where nac_bytes is the 6-byte | EEE 802 MAC address in
canoni cal form (big-endian, no separators).

6.4.7.3. Virtual MAC (V-MAC) -- Cryptographic ldentity
A V-MAC is derived mathenmatically fromthe MasterPublicKey,
providing a stable, unique, human-readable identifier for

virtual agents, cloud instances, and software bots that do
not have a neaningful physical MAC address.

V- MAC deri vati on:

raw
V_nac

SHA256( Mast er Publ i cKey) [ 0: 6] (first 6 bytes)
raw with bit 1 of byte 0 set to 1 (LAA bit)
(ranf 0] | 0x02) || raw 1:6]

The LAA (Locally Adm nistered Address) bit distinguishes
V- MAC from gl obal |y assi gned hardware MACs per | EEE 802.

Exanpl e:

Mast er Publ i cKey -> SHA256 -> first 6 bytes: AC: CE 7F: 3A: Bl: 09
Set LAA bit: AE: CE: 7F: 3A: B1: 09
V- MAC: AE: CE: 7F: 3A: B1: 09

The V-MAC is mat hematically bound to the MsterPublicKey.
Any server can verify:
(SHA256( cl ai med_Mast er Publ i cKey)[ 0] | 0x02) == v_mac[ 0]



AND SHA256( cl ai med_Mast er Publ i cKey) [ 1: 6] == v_mac[ 1: 6]
The MAC Attestation Proof for a V-NAC

mac_proof = Sign(MasterPrivat eKey,
"virtual" ||
mac_bytes ||
ts W
nonce)

V- MAC i s RECOMVENDED f or:

o0 Cdoud agents and virtual machi nes

0 Software bots wi thout neaningful hardware identity

o Privacy-sensitive deploynents (V-MAC reveal s no
har dwar e manuf acturer information)

6.4.7.4. DNS Record Format wi th MAC Bi ndi ng

VWhen MAC binding is used, the DNS TXT record SHOULD i ncl ude
the mac= paraneter:

; Real MAC binding (10T device)
wm bg- 4471. sai p. manuf acturer.com 300 I N TXT
"v=sai pl;
mac=B8: 27: EB: 4A: 3C: 11,
mac-t ype=real ;
pk=<Mast er Publ i cKey>;
asn=1234"

; V-MAC bi nding (cloud agent)
crawl er-nyc-042. _saip.acne.com 300 IN TXT
"v=sai pl;
mac=AE: CE: 7F: 3A: B1: 09;
mac-type=vi rtual ;
pk=<Mast er Publ i cKey>;
asn=64496"

Defi ned MAC-rel at ed DNS par aneters:

mac= The MAC address (real or virtual) in
XX XX XX XX XX XX f or mat .

mac-type= Either "real” or "virtual". MJST be present
when mac= is present.

6.4.7.5. Network Identity: IP and ASN Bi ndi ng

The network identity component of the triplet MAY be
expressed as either an I P address, CIDR prefix, or ASN

For stable depl oynents (physical servers, 10T):
i p=203. 0. 113. 42 (exact 1P)
i p=203. 0.113.0/ 24 (CIDR prefix)

For dynani c depl oynents (cloud, autoscaling):
asn=64496 (Aut ononpus Syst em Nunber)

I P/ ASN binding is OPTI ONAL. \WWen present, servers SHOULD
verify that the source network matches the registered val ue.
M smat ch SHOULD result in trust downgrade but MJST NOT
cause automatic rejection wthout additional policy context,
as legitinmte network changes (ISP failover, cloud

m gration) nmay cause tenporary n smatches.

6.4.7.6. Verification Triplet Summary



[} e ——————— e ——_——————— Ll p—r
| Conponent | Source | Verification Method |
[ el el el
| MasterPublicKey | DNS TXT pk= | Signature verification |
dememmemeeieeaaaas . S +
| MAC (real) | DNS TXT mac= | mac_proof verified by |

| + hardware | Mast er Publ i cKey |
o e e e e oo R o e e e e e e e e e +
| MAC (virtual) | DNS TXT mac= | SHA256(pk) derivation check |
| | + derivation | + mac_proof by MasterKey |
oo mmeeemeeaaaas . T +
| P/ ASN | DNS TXT | Source address comparison |
| | ip=/ asn= | (advisory, not mandat ory) |
o e e e e oo R o e e e e e e e e e +

Al'l cryptographic verifications (MasterPublicKey signature,
mac_proof) are REQUI RED for C ass 3 classification
I P/ ASN verification is RECOMVENDED but OPTI ONAL.

.5. Agent Letter of Intent (ALO)

This section defines the fourth principle of the VI CDM nodel
extending the core franework with behavioral comm tnent:

Anonynous interaction is permtted.

Identity assertion is permitted if cryptographically proven
Del egated infrastructure nmust be explicitly authorized.

Decl ared i ntent MJUST be honor ed.

Sel f-reported deviation is good faith.

Conceal ed deviation is fraud.

This principle is anal ogous to voluntary disclosure in financia
regul ation: entities that self-report violations to regulators
recei ve reduced penalties conpared to those di scovered through
external audit. SAIP applies this principle cryptographically --
an agent that self-reports an ALAO deviation is denonstrably
acting in good faith, and the ecosystem SHOULD reward t hat
behavi or with reduced sanctions.

6.5.1. Definition and Purpose

An Agent Letter of Intent (ALO) is an optional, cryptographically
bound decl aration that an agent publishes, stating its intended
operational conduct.

The nane is deliberate. An ALO is a Letter of Intent: a signed,
bi ndi ng decl aration by which an agent announces what it intends
to do. It is aninvitation to enter into agreement -- not an
agreenment in itself. An ALO commits the agent to its declared
intent; it does not, by itself, bind any server

The ALO serves three purposes:

o Commitnent: The agent formally declares what it will do,
creating a verifiable, signed statenent of intent.

0 Detection: Servers can automatically detect deviation from
decl ared intent w thout subjective judgment.

0 Accountability: Deviation is cryptographically attributable
to a specific agent instance, enabling proportional sanctions.

ALO is OPTIONAL. An agent that does not publish an ALO operates
under standard identity verification only (Section 5). An agent
that publishes an ALO is held to its declared intent.



6.5.1.1. ALAO Content (Modul ar)

An ALO declaration is nmodular. It MAY carry two distinct kinds
of content, independently:

0 Operational boundaries: the agent’s own decl ared scope,
access boundaries, rate limts, and exclusions. These
paraneters are defined in Section 6.5.2.

o Policy conpliance (OPTIONAL): a declaration that the agent
has observed, and comits to honor, a site’'s published,
resol ved policy outcone.

The policy conpliance content is policy-source-agnostic. The
resol ved policy outcome MAY originate fromany externa
preference or policy system The Al PREF framework [AlIPREF] is
one such systeny robots.txt is another. ALO does not privil ege
any particular policy source: it references the resolved policy
out come, not the systemthat produced it.

When an ALO carries policy conpliance content, it MJST nane the
policy source it refers to (for exanple, "aipref" or "robots"),
so that a server can apply the correct interpretation. This
mrrors the identity-mechani smnam ng used el sewhere in this
docunent famly: the mechanismis named, never assuned

Declaring policy compliance in an ALO is a unilateral act. The
agent states, on its own, that it will honor the site’'s already-
publi shed policy. This requires no response fromthe site; the
agent has bound itself.

6.5.1.2. The Dual Nature of an ALO
An ALO has a dual nature

As an initial proposal: an ALAO is the agent’s opening position
toward formng a bilateral agreenent. An agent that wi shes to
enter into a Verifiable Data Access Contract [VDAC] MAY use its
ALO as the agent-side initial proposal

As a standing declaration: independently of any agreenent, an
ALO is a valid unilateral declaration of intent. It is in force
fromthe monent it is issued. Its effect does not depend on any
server’s response

These two rol es coexist. The same ALO is sinultaneously an
openi ng proposal (should agreenent fornmation follow) and a
standi ng decl aration (whether or not it does).

6.5.1.3. ALO and Server Response: Three Qutcones

Because an ALO is a Letter of Intent and not an agreenent,
what follows fromit depends on how the server responds. There
are exactly three outcones:

1. The server explicitly accepts. If the server cryptographically
accepts the ALO, the declaration transitions into a bilatera
agreenent. The nmechani cs of that agreement -- dual signatures,
per-request binding, mutual logging -- are specified in [VDAC.
At this point the agent is a Contracted Agent (the highest
trust class; see Section 7).

2. The server explicitly declines. The server nmay issue a signed
refusal. No agreenent is formed. The agent knows, unanbi guously,
that it was declined, and acts accordingly -- operating
anonynously, or not accessing the site.



3. The server is silent. If the server does not respond, NO
agreenent is formed. Server silence MJUST NOT be interpreted
as acceptance. The absence of a "no" is not a "yes".

The third outconme is the critical one. Earlier infornal
treatments of ALAO left the silent case inplicit, which risked
the assunption that an unanswered ALO was sonehow agreed to
Thi s specification renoves that anbiguity: an unanswered ALO
forns no agreenent.

However -- and this is the value of the standi ng-decl aration
nature -- an unanswered ALO does not vanish. It remains in
force as a unilateral declaration of intent. The agent operates
under its own declared ALO constraints and is held to them
(Sections 6.5.5 through 6.5.8), but it does so as an

I ntent-Declaring agent, NOT as a Contracted Agent. It carries
no agreement and the elevated trust and protections of a
contract do not apply.

In short:
ALO issued -> declaration in force
ALO + server acceptance -> bilateral agreement [VDAC
ALO + server refusal -> no agreenent; declined
ALO + server silence -> no agreenent; declaration

remains in force
The ALO conpl ements robots.txt:

robots.txt: The server declares what bots MAY access
(server-defined policy, unilateral)

ALO : The bot declares what it WLL do
(agent - defined conmi tment, cryptographic)

These are conpl ementary nmechani sns. A wel | - behaved agent SHOULD
respect both robots.txt restrictions and its own ALO decl aration

6.5.2. ALO Paraneters
The foll owi ng paranmeters are defined for ALO publication in

DNS TXT records. Al ALO paraneters use the "aloi-" prefix
for namespace isol ation:

al oi = Primary intent category. MJST be one of:
"craw " -- web crawl ing and i ndexing
"backup" -- data backup and archiva
"monitor" -- nonitoring and heal th checks
"api " -- APl integration and data sync
"smnt p" -- mail relay and delivery
"iot" -- | oT telenetry and control
"sync" -- file and data synchronization

| mpl enent ati ons MAY define additional val ues.

al oi - scope= URL path scope the agent declares it wll
access. Supports gl ob patterns:
[ public/* -- all paths under /public/
/blog/*.htm -- HIM. files under /bl og/
* -- unrestricted (use with caution)

aloi -rate= Maxi mum request rate the agent self-inposes
Format: <nunber>/<unit>
Exanpl es: 10/ sec, 1000/day, 60/m n

al oi - excl ude= Comma- separated |ist of paths or categories



the agent declares it will NOT access:
[adm n, /api, /private, /user-data

al oi -ua= User- Agent string the agent declares it wll
use. MJST be consistent with the agent
identity asserted by the identity mechani sm
in use (for exanple, the SAIP id= field, or
the corresponding identifier of whichever
ot her nechanismis in use). Servers SHOULD
flag m snat ches.

al oi -expires= Unix timestanp after which this ALO
decl aration shoul d be consi dered expired.
Agents SHOULD refresh ALO before expiry.

6.5.3. ALO Cryptographic Binding

The ALO declaration MJST be cryptographically bound to the
agent’s identity. This binding is achieved in two ways:

First, publication in the agent’s DNS TXT record ties the ALO
to the MasterPublicKey in the same record. Any server can verify
that the ALO was published by the legitinmte key hol der.

Second, each request MJST include an ALO conmtnent hash:
al oi - hash = SHA256( canoni cal ALO string from DNS record)

The al oi -hash= value is carried in the request-authentication
data of the identity mechanismin use (for example, within the
SAI P header, where SAIP is the nechanismin use) and MJST be
covered by that nmechanism s request signature. Were SAIP is
used, the canonical signed string is:

i d=<i d>; t s=<t s>; nonce=<nonce>; net hod=<METHOD>; pat h=<pat h>;
al oi - hash=<al oi - hash>

O her identity nechanisns carry and sign the al oi -hash val ue
usi ng their own equival ent request-authentication data; the
requirenent is that aloi-hash be present and signed, not that
any particul ar mechani sm be used.

This cryptographically proves that the agent is operating under
the stated ALO for this specific request. A server that detects
devi ation has cryptographic proof of the conmitnent and the

vi ol ation simultaneously.

6.5.4. DNS Record Format with ALO
Exanpl e DNS TXT records with ALO decl arati on:

; Web crawm er with strict scope declaration
crawl er-nyc-042. _saip.acne.com 300 IN TXT
"v=sai pl;

pk=<Mast er Publ i cKey>;

al oi =craw ;

al oi -scope=/public/*,/blog/*,/sitemap.xm ;

al oi -rat e=10/ sec;

al oi - excl ude=/api,/admn,/private,/user-data;

al oi -ua=AcmeBot /2.0 (+https://acne.com bot)"

; Backup agent with narrow scope
backup-agent-01. saip.corp.com 300 IN TXT
"v=sai pl;
pk=<Mast er Publ i cKey>;
al oi =backup;



al oi - scope=/ exports/*,/snapshots/*;
al oi -rate=100/ m n;
al oi -excl ude=/1ive, /user-sessi ons"

; 1oT nonitoring device
sensor - bg-4471. sai p.vendor.com 300 IN TXT
"v=sai pl;
pk=<Mast er Publ i cKey>;
al oi =i ot;
al oi -scope=/tel enetry/submt,/config/read,
al oi -rat e=1/ sec;
al oi -exclude=/config/wite,/adnin,/firmare"

6.5.5. Server-Side ALO Enforcenent

Servers inplenmenting ALO enforcenment MJUST performthe follow ng
checks on each request froman ALO -decl aring agent:

1. Retrieve ALO from DNS cache (sane | ookup as Master Publi cKey).

2. Verify aloi-hash=, as carried by the identity nechanismin
use, matches SHA256 of the DNS ALAO record. M snatch
i ndicates ALO substitution attenpt and MJST be treated
as a Class 1 violation.

3. Check request path agai nst al oi -scope=:
If path does not match decl ared scope -> scope violation.

4. Check request path agai nst al oi -excl ude=:
If path matches any excl uded pattern -> exclusion violation.

5. Check request rate against al oi-rate=:
If rate exceeds decl ared nmaxi mum-> rate viol ation.

6. Check User-Agent against aloi-ua= (if present):
If User-Agent does not match -> identity inconsistency.

Viol ation detection MJST trigger the sanctions defined in
Section 6.5.7.

6.5.6. ALO Violation Response Header

When a server detects an ALO violation, it SHOULD include a
structured violation signal in the response. The header is naned
for the layer to which it belongs -- the ALO |ayer -- and not
for any identity nechanism Its name is fixed and does not vary
with the identity mechanismin use:

ALO -Viol ation: <violation-type>;
mechani sme<i dent i t y- mechani sne;
decl ar ed=<decl ar ed- val ue>;
at t enpt ed=<at t enpt ed- val ue>;
penal t y=<appl i ed- penal ty>

The nechani sm= field names the identity nechani smunder which
the agent was operating (for exanple, "saip" or "vicdmdns").
The header nane itself renmains ALO -Violation regardl ess of
that value: a server always knows which header to read, while
the identity nechanismis recorded in the content.

Exanpl e:

ALO - Vi ol ation: scope-exceeded;
mechani smesai p;
decl ared=/ public/*;
att enpt ed=/ api / pri vat e- dat a;
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penal ty=throttle

Defined violation types:

scope- exceeded Request path outside decl ared al oi -scope=
excl usi on-breach Request path matches al oi - excl ude=

r at e- exceeded Request rate exceeds al oi-rate=

ua-m smat ch User - Agent inconsistent with aloi-ua=

al oi -expired al oi -expires= tinestanp has passed

al oi - hash-m smat ch al oi - hash= does not match DNS record

5.7. Violation Sanctions and Scoring

5

ALO viol ations MIUST be handl ed proportionally. The foll ow ng
scoring nodel is RECOVMVENDED:

| Violation Count | Penalty | Action |
[} e ———————— Ll p—p——_—_—— s —p—_—(———(———————r
| 1 | Warning | ALO -Violation header only. |
| | | Log for audit. No rate change.

R - "' +
| 2-3 | Throttle | Reduce to mininmal rate limt. |
| | | Report to vendor via header. |
o e e e oo R o e e e e e e e e e e e o m o +
| 4-5 | Downgrade | Trust downgrade to O ass 1. |
| | | Report to RE (optional). |
R - T ' +
| 6-10 | Bl ock | Reject all requests. |
| | | Report to RE for revocation. |
o e e e oo R o e e e e e e e e e e e o m o +
| >10 | Revocation | RE revokes |nstancelD. |
| | | Vendor notified. |
R - ' +

Vi ol ati on scores SHOULD decay over tine. A RECOWENDED decay
rate is -1 point per 24 hours of conpliant behavior.

Servers MAY report violations to the RE using a standardized
viol ation report:

POST <re-endpoi nt>/viol ati on
Cont ent - Type: application/json

{
"instance-id": "<agent-id>",
"viol ation": "<violation-type>",
"decl ared": "<decl ar ed- val ue>",
"attenpted": "<attenpt ed-val ue>",
"ts": <uni x-ti mest anp>,
"server-sig": "<MasterKeySig over_report>"
}
8. Agent Self-Reporting (Good Faith Mechanisn

An agent that detects it has unintentionally violated its own
ALO decl aration MAY self-report the violation before the server
detects it. This is the Good Faith Mechani sm

This principle is directly anal ogous to voluntary disclosure

in financial and regulatory contexts: entities that proactively
report their own violations to authorities receive reduced
penal ties conpared to those di scovered through external audit.

Self-reporting is performed by including a self-report signa
in the imediately follow ng request. As with the violation



header (Section 6.5.6), the header name belongs to the ALO
|layer and is fixed; it does not vary with the identity
mechani smin use:

ALO - Sel f-Report: violation=<violation-type>;

mechani sme<i dent i t y- nechani sne;

decl ar ed=<decl ar ed- val ue>;

at t enpt ed=<at t enpt ed- val ue>;

t s=<uni x-ti nest anp- of -vi ol ati on>;

sel f-sig=<Sign(identity-private-Kkey,
vi ol ati on-type| | decl ared|
attenpted||ts]||nonce)>

The nechani sm= field nanmes the identity nechanismin use (for
exanpl e, "saip" or "vicdmdns"). The self-sig= MJST be signed
by the agent’s identity private key under whi chever mechani sm
is in use (under SAIP, the MasterPrivateKey). This proves the
self-report is genuine and cannot be fabricated by a third

party.

Sel f-reported violations MJST result in reduced penalties:

| Condition | Server-Detected | Self-Reported |
[} g ——————— pp—p—p————————————————_ Ll o
| 1st violation | Warning | No penalty |
R +
| 2nd-3rd | Throttle | Warning only |
oo mmeeemeeaaaas I o mmemeeeeeeaeeaaas +
| 4th-5th | Downgr ade | Throttle |
o e e e oo o e e e T +
| 6th-10th | Bl ock | Downgrade |
R +
| >10 | RE Revocation | Block (no revocation)|
oo mmeeemeeaaaas I T +

Agents that consistently self-report SHOULD receive el evated
trust scores over tine, as self-reporting denonstrates that
the agent’s vendor has inplenented responsible operationa
practi ces.

The Good Faith Mechani smcreates a positive incentive structure:
vendors who build self-reporting into their agents benefit from
hi gher trust |evels and reduced sanctions, while vendors whose
agents conceal violations face progressively harsher penalties.

6.6. Verifiable Data Access Contract (VDAC)

This section introduces the fifth principle of the VI CDM nodel
The full protocol specification is defined in a conpanion
docunent, the Verifiable Data Access Contract [VDAC].

The VICDM Core Principle is extended as foll ows:

Anonynous interaction is permtted.

Identity assertion is permitted if cryptographically proven
Del egated infrastructure nmust be explicitly authorized.

Decl ared i ntent MJST be honored (ALA).

Agreed intent MJST be honored bilaterally (VDAC).
Self-reported deviation is good faith.

Conceal ed deviation is fraud.

VDAC is the natural bilateral extension of ALO. Were ALO
(Section 6.5) is a unilateral declaration by the agent ("here
is what | intend to do"), VDAC is a cryptographi c agreenent
between a site and an agent ("here is what we have agreed



will do").

Under VDAC, a site publishes an access Ofer, an agent accepts
that Offer, both parties sign the resulting Contract, and each
subsequent request references the Contract cryptographically.
Both parties retain non-repudiabl e | ogs, making any divergence
bet ween agreed terns and actual behavi or provabl e rather than
merely asserted.

An agent operating under a valid VDAC contract is classified
as Cass 4 (Contracted Agent) under the VICDM trust node
(Section 7), receiving the highest trust level in that

cl assification.

VDAC verifies the existence of an agreenent, not the w sdom

of its ternms. Pricing, paynent, comercial settlenent, and the
substantive content of agreements are explicitly outside the
scope of both VICDM and VDAC. These remain entirely between
the contracting parties.

The conplete VDAC wire protocol -- including the Ofer, the
Acceptance, and the Contract docunent formats; discovery
mechani sims; per-request contract reference; mutual tracking
obligations; reconciliation; violation handling; and contract
termnation -- is specified in [VDAC]. Inplenmenters requiring
the bilateral agreenent nechani smshould refer to that
docunent .

.1. Relationship to ALO
ALO and VDAC are conpl enentary, not alternative:

0 ALO is unilateral. The agent declares; the site receives
o VDACis bhilateral. Both parties agree; both are bound.

An agent MAY operate under both sinmultaneously. ALO defines
the agent’s general operational scope across all interactions;
VDAC defines the specific terns for one particular site. Wen
in conflict, the nore specific commtnent governs: VDAC terns
supersede ALO declarations for requests under the contract,
while ALO continues to apply for interactions outside any
VDAC contract.

This creates a natural progression: agents start with ALO for
general accountability, then enter VDAC agreenents with
specific sites where bilateral terns are warranted.

Trust Cassification
The VICDM trust nodel classifies every interacting entity into

one of five trust classes. Servers use this classification to
apply proportionate access policy.

[ e ool s el °)
| dass | Identity Status | Trust | Recommended
| | | Level | Policy
[ ety e ety ey Ll o
| Cdass 4 | Contracted Agent | Highest | Contract terns
| | (VDAQ | | govern access
I R i I T R I I il T I
| Cdass 3| Fully Verified | High | Full access, may

| | | receive el evated
| | | | rate limts
R Feom e e e e e e e - - R Feom e e e e m - - -
| dass 2 | Partially Verified | Medium | Standard access

| | | with nonitoring



| dass 0| Anonynous | Low | Default anonynous |
I I I | policy

S o e e e e oo s S o e e oo +
| dass 1 | Unverifiable laim | Mnimal | Lower than Cass 0O

| | | | log for audit |
S R o e e e e e oo - S R o e e e +

Note that Cass 1 (unverifiable clain) receives LOANER trust than
Class 0 (anonynous). This is intentional: an entity that actively
msrepresents its identity is nmore concerning than one that sinply
does not identify itself.

8. Policy Enforcenent

Systens SHOULD NOT rely on binary all ow deny deci si ons. |nstead,
they SHOULD apply adaptive trust-based policies proportional to
the verified identity cl ass.

Pol i cy actions MAY include:

Full acceptance and priority handling for Class 3 clients
St andard acceptance with nonitoring for Class 2 clients
Def aul t anonynous handling for Class O clients

Throttling and | ogging for Class 1 clients

Rejection in high-risk or sensitive contexts for Cass 1

OO0Oo0Oo0oo

The specific thresholds and actions are depl oynent-specific and
out side the scope of this docunent.

9. Relationship to Anonynous Authentication

Anonynous aut henti cation systens (such as Privacy Pass and
rel ated nmechani sns bei ng devel oped in the | ETF webbot aut h
wor ki ng group) allow a client to prove it is vouched for by a
trusted Attester without revealing its specific identity.

Anonynmous aut hentication is fully conpatible with VI CDM

o A client using anonymous attestation falls under Cass O
(Anonymous) or Cass 2 (Partially Verified, via Attester)
depending on the Attester’s trust |evel

0o Aclient using identified authentication (such as SAIP [ SAI P])
falls under Class 3 (Fully Verified) when verification
succeeds.

The two nodel s serve different operational requirenents

Anonynous attestation is appropriate when

0 The site’'s primary concern is rate limting and abuse
prevention at the Attester |eve

0 Bot privacy is a design requirenent

o0 Per-instance accountability is not needed

Identified authentication is appropriate when

o Per-instance revocation is required

0 Audit trails are a conpliance requirenent

0 Reputation systens depend on persistent agent identity
o |oT or enterprise fleet nanagenment is invol ved

Systens MAY support both nodel s sinultaneously and apply
different policies to each class of client.

10. Non-Goal s
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11.

11.
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12.

Thi s docunent does NOT:

o Elimnate or restrict anonynous interaction. Anonynbus access
MUST remain a first-class node of operation

0 Require universal identity adoption. Identity remains opt-in.

o Define a mandatory inplenentation protocol. Protoco
specifications inplenmenting these principles are separate
docunents (see [SAIP]).

0 Replace existing standards for authentication, authorization,
or access control

o0 Define specific rate limts, trust scores, or policy
threshol ds. These are depl oynent - speci fi c.

Security Considerations
1. False Identity Clains

The primary security concern addressed by this docunent is false
identity assertion -- clients that claimto be trusted entities
wi t hout cryptographic proof.

By defining Class 1 (unverifiable claim as receiving | ower trust
than Cass 0 (anonynous), this nodel renoves the incentive to
make unverifiable identity clains. An agent that cannot prove its
identity is better served by not claimng one.

2. DNS Security

DNS- based verification (Section 5.1 and 6.2) is subject to

DNS spoofing and cache poi soning attacks. |nplenentati ons MJST
use DNSSEC [ RFC4033] where available to validate DNS responses
used for identity verification

3. Del egation Scope Creep

Del egati on tokens and DNS del egati on records SHOULD be scoped

as narrowW y as possible. Overly broad del egation (e.g., an open-
ended authorization for all infrastructure operated by a | arge
provi der) defeats the purpose of the del egation nodel by creating
de facto anonynous identity clains under a trusted nane.

4. Attester Conprom se

I n anonynous attestation nodels, conprom se of an Attester
al | ows i ssuance of credentials to malicious clients. This node
does not address Attester security directly; that is the
responsibility of the attestation protocol specification

Privacy Considerations

Thi s docunent preserves anonymity as a first-class node of
operation. No client is required to assert an identity.

When a client does assert an identity, the verification
mechani sms in Section 5 may di sclose information about the
client’s network location and infrastructure to the verifying
server. Cients that wish to preserve privacy SHOULD use
anonynous interaction (Cass 0) rather than identity assertion

DNS- based Attestation Discovery records (Section 6.2) are publicly
accessible. Entities publishing such records should be aware
that the records disclose information about their infrastructure
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and del egation rel ati onshi ps.
I ANA Consi der ati ons

Thi s docunent requests IANA to create the foll ow ng new registry:

Regi stry name: VI CDM DNS Del egati on Record Paraneters
Regi stration policy: Specification Required
Initial contents: v, re, pk, asn, ip, exp

as defined in Section 6.2 of this docunent.
Thi s docunent has no other | ANA acti ons.
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Appendi x A, Document Hi story

This appendix is informative and will be renoved before
publication as an RFC

Changes in draft-jovancevic-vi cdm 08:

o0 Made the ALAO layer explicitly identity-nmechani smagnostic
Earlier text tied ALO to SAIP in several places, which
m srepresented ALO as a SAIP extension. ALO is an
i ndependent |ayer; SAIP is only one of several identity
mechani snms that may carry it. This is a conceptua
correction, not an editorial one.

0 Section 6.5.2 (aloi-ua): the User-Agent consistency
requirenent now refers to the agent identity asserted by
the identity nechanismin use, with SAIP id= given only as
one exanpl e.

0 Section 6.5.3 (ALO Cryptographic Binding): the al oi-hash
commitnent is now described as carried by whichever identity
mechanismis in use, not by SAIP specifically.

0 Section 6.5.5: the server-side aloi-hash verification step
is |likew se nechani smindependent.

0 Sections 6.5.6 and 6.5.8: the violation and self-report
response headers were renanmed from SAI P-Viol ati on and
SAl P- Sel f-Report to ALO -Violation and ALO - Sel f - Report,
because these headers belong to the ALAO |ayer, not to any
identity nmechani sm The header nane is fixed and does not
vary with the identity mechanismin use. A mechanism= field
was added to both headers to record, in the content, which
identity nmechanismwas in use

Changes in draft-jovancevic-vi cdm 07

0 Expanded Section 6.5.1 (ALO Definition and Purpose) into a
preci se definition plus three subsections. ALO is defined
as a Letter of Intent: an invitation to enter into agreenent,
not an agreenent in itself.

0 Added Section 6.5.1.1 (ALO Content, Mdular): ALO may carry

operati onal boundaries and optional policy-conpliance
content. The policy-conpliance content is policy-source-
agnostic; AIPREF is given as one exanple, robots.txt as
anot her. The policy source nust be naned.

0 Added Section 6.5.1.2 (Dual Nature): an ALO is both an
initial proposal toward agreenment and a standing unilatera
decl arati on.

0 Added Section 6.5.1.3 (Three Qutcones): server acceptance,
refusal, or silence. Server silence fornms no agreenent;
the absence of a refusal is not acceptance.



0 Added the [AIPREF] reference; updated the [VDAC] reference.
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