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Abst ract

The nodern internet |acks a reliable nechanismfor verifying the
identity of automated software agents. Existing nmethods such as
User - Agent strings and | P-based attribution are insufficient due to
spoofing, shared infrastructure (NAT), and the rapid growth of

aut omat ed agents including Al crawers, |oT devices, and enterprise
aut omati on systens.

Thi s docunent specifies SAIP (Signed Agent Identity Protocol), a

| i ghtweight, opt-in nechanismfor verifiable client identity at the
application layer. SAIP inplenments the principles defined in the
Verifiable Identity O ains and Del egati on Mbdel [VICDM and enabl es
servers to distinguish legitimte automated traffic from malicious
actors through cryptographic identity at three levels of granularity:
vendor, agent type, and individual instance.

SAI P is protocol -agnostic and applicable to HTTP, SMIP, and ot her
header - based protocols. It introduces DNS-based Attestation D scovery as
a lightweight alternative to registry-based key | ookup, nmaking

depl oynent accessible to organizations of any size.
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I nt roducti on

The nodern internet increasingly relies on automated software agents
— Al crawl ers, backup systens, |oT devices, nonitoring agents, and
enterprise integration services — to performessential functions.
However, these agents have no reliable, verifiable way to prove
their identity to the servers they conmunicate with.

Current approaches are fundanental |y i nadequat e:

0 User-Agent strings are trivially spoofable text fields with no
crypt ogr aphi ¢ bi ndi ng.

0 |P-based filtering causes coll ateral damage on shared
infrastructure and is ineffective against distributed agents.

0 Existing authentication franeworks (QAuth2, JWI, niTLS) operate
at the session or user level, not the agent instance |evel

SAI P addresses this gap by introducing a cryptographic identity
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signal at the application |layer — a single header that allows any
server to verify the identity of the agent nmking a request at the
| evel of the individual software instance, w thout disrupting

exi sting protocol semantics

1.1. Design Philosophy: The VI CDM Principl e

SAIP is grounded in the Verifiable Identity Cainms and Del egati on
Model [VICDM, which establishes the followi ng core principle

Anonynous interaction is permtted.
ldentity assertion is permtted.
Fal se identity assertion is not.

This principle has a critical inplication for policy:

An agent that asserts an identity it cannot prove is nore
dangerous than an agent that asserts no identity at all. The
former actively corrupts trust signals; the latter is sinply
anonynous. Systens inplenenting SAIP SHOULD treat unverifiable
identity clainms with | ower trust than genui ne anonynous clients.

SAIP is the protocol -1ayer inplenmentation of this principle:
it provides the cryptographi c mechani smby which identity
assertions become verifiable.

1.2. Relationship to Anonynous Aut hentication
Anonynmous bot authentication systens (such as Privacy Pass and
rel ated mechani snms under devel oprment in the | ETF webbot aut h
wor ki ng group) allow a bot to prove it is vouched for by a
trusted attester without revealing its specific identity.
SAI P and anonynous aut hentication are conplenmentary:

0 Anonynous authentication addresses the privacy use case.
0 SAIP addresses the accountability use case.

The web needs both. Sites that require per-instance revocati on,
audit trails, and fleet managenent need SAIP. Sites whose prinary
concern is privacy-preserving rate limting may prefer anonynous
attestation. Many deployments will benefit from both.

1.3. Changes fromdraft-jovancevic-sai p-02

Thi s docunent adds the following relative to -02

o

Explicit alignment with [VICDM principles (Section 1.1)

DNS- based Attestation Discovery (Section 10.2) as a |ightweight
alternative to RE registry | ookup

DNS del egation record format (Section 10.2)

VICDM identity class nmappi ng (Appendi x C)

DNS record exanpl es (Appendi x D)

Clarified relationship to anonynous authentication (Section 1.2)

o]
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

Agent : A software process that nakes autonated requests on
behal f of a vendor or operator. Exanples include Al
crawl ers, backup agents, 10T devices, and nonitoring



syst ens.

Vendor : The organi zation or devel oper responsible for an
agent. Holds the Master Key and is registered with
a Registration Entity or publishes keys via DNS

I nst ance: A specific, uniquely identified installation or
depl oynent of an agent. Each instance has its own
derived identity and Rolling Key state.

Mast er Key: A long-term cryptographic key held by the vendor,
used to derive per-instance Rolling Keys via RKDF
MJST be stored in hardware-backed secure storage
wher e avail abl e.

Rol I'i ng Key: A short-lived cryptographic key derived fromthe
Master Key via RKDF, used to sign exactly one
request. MJIST be destroyed inmedi ately after use.

Regi stration An organi zation authorized to nmmintain and

Entity (RE): distribute the public key registry for SAIP
vendors. Qperates anal ogously to a Certificate
Aut hority in PKI systens.

RKDF: Rol I'i ng Key Derivation Function. The nmechani sm by
which Rolling Keys are derived sequentially from
the Master Key and sequence state.

Sequence: A nonotoni cally increasing integer maintai ned by
both client and server to track Rolling Key state.

VI CDM Verifiable Identity O ains and Del egati on Mdel
The conceptual framework [VICDM that defines
the principles this protocol inplenents.

Pr obl em St at enment

Spoof ability: User - Agent strings are trivial to manipul ate.
Any agent can claimany identity wthout
crypt ographi ¢ proof.

| P Fatigue: | P-based filtering is unreliable for agents
operating behind NAT, shared proxies, or cloud
infrastructure

Aut omat i on Critical systenms (backup agents, internal APIs,

Friction: Al bots, 10T devices) are frequently bl ocked by
generic security rules that cannot distinguish
legitimate automation frommalicious traffic.

SMIP Trust GGap: Lack of granular client-level identity allows
spam and abuse from conproni sed mail servers

Zero There is no existing mechanismto revoke access
Accountabi lity: for a specific software instance w thout
affecting all other instances of the sane vendor.

Fal se ldentity: Under [VICDM, an agent asserting an identity
it cannot prove is categorically nore harnful
than an anonynous agent. Current protocols
provi de no mechani smto distinguish or penalize
false identity clains.

Desi gn CGoal s

Sinplicity M ni mal over head, single-header inplementation



(KI'SS): No changes to existing protocol senantics.

ot - I n: No mandat ory adoption. Conpatible with | egacy
systems. Servers that do not inplenent SAIP
MUST i gnore the SAI P header without error.

Backwar d SAIP MUST NOT alter the semantics of HITP,

Conpatibility: SMTP, or any other protocol.

Pr ot ocol - Applicable to HTTP, SMIP, and ot her header-

Agnosti c: based protocols.

Granul ar Pol i cy deci sions MJST be applicable at vendor,

Control : agent type, and instance |evel independently.

Identification SAIP is strictly an identification protocol.

Only: It MUST NOT be used as an authorization
mechani sm

Accessi bl e DNS- based Attestation Discovery enabl es organi zati ons

Depl oynent : of any size to deploy SAIP without RE

regi stration.
5. Pr ot ocol Overvi ew
5.1. ldentification vs. Authorization

SAI P provides a verifiable cryptographic assertion of WHO an agent
is. It does not determ ne what that agent is permitted to do.

Aut hori zation remains the exclusive responsibility of existing
application-layer nmechani sms such as QAuth 2.0 [ RFC6749], JWI,
or ACLs.

Under [VICDM, SAIP clients with successful verification are
Class 3 (Fully Verified). See Appendix C for the full napping.

5.2. Header For mat

The SAI P header is structured as a sem col on-separated |ist of
parameters transnmitted as a standard HTTP header field [ RFC9110]:

SAIP: id="<ID>"; alg="<ALG",; ts="<TS>"; nonce="<NONCE>";
[ pk="<PK>"]; [tnmE"<TM>"]; sig="<SI G"

Each paraneter MJUST be encoded as a quoted string. The order of
paraneters is NOT significant for parsing. Parameter nanmes are
case-sensitive.

5. 3. Paranet ers

+ + +

I I I

t=====m==== t=====m==== +

id | String | MUST | Agent instance identifier. |
| | | Allowed chars: a-z, 0-9, ., _, |
| | | -. Maxinmum 128 characters. |
| | | RECOMMVENDED f or mat : |
| | | vendor.type.instance |
| | | Where vendor conponent SHOULD |
| | | correspond to the domain used |
I I I

in DNS-based Attestation Discovery.

| Algorithm "ed25519" or |
| "hmac-sha256". |nplenmentations |
| MUST support "ed25519". |



| nonce | String | MUST | Per-request unique val ue, |
| | | | mnimm 8 chars, cryptographic |
| | | | randomess per [RFC4086]. |

S R TS TS o e e e e e e e e e e e o m o +
| sig | Base64 | MUST | Signature over canonical string|

| | | per Section 6. |
S S S o m e e e e e e i e e ee oo +
| pk | Base64URL| MAY | Public key for statel ess |
| | | | verification. |
S R TS TS o e e e e e e e e e e e o m o +

tm Base64 MAY Qpt-in telenmetry comm t nent.

present unless explicitly

I I
| See Section 8. MJUST NOT be |
I I
| enabl ed by depl oyment policy. |

I mpl enent ati ons MUST rej ect headers m ssing any MJST paraneter.
I mpl enent ati ons MUST silently ignore unknown paraneters.

6. Canonicalization and Signature
6.1. HITP Canonical String
i d=<i d>; t s=<t s>; nonce=<nonce>; net hod=<METHOD>; pat h=<pat h>

Where <METHOD> is uppercase and <path> includes the query string
if present.

Exanpl e:

i d=acne. craw er. nyc-042;ts=1744200000; nonce=f 3k9p2m;
met hod=CET; pat h=/ api / v1/ dat a?f or mat =j son

6.2. SMIP Canonical String
i d=<i d>; t s=<t s>; nonce=<nonce>; phase=EHLO hel o=<hel 0_nane>
6.3. Oher Protocols
i d=<i d>; t s=<t s>; nonce=<nonce>; phase=<PHASE>
The canonical string definition for each protocol binding MIST
be docunented by the inplenmenting software or a future conpanion
speci fication.
7. Rolling Key Derivation Function (RKDF)
7.1. Key Rotation Mdel
SAI P uses per-request Rolling Key rotation.
Rol I i ngKey_(n+1) = HVAC- SHA256( Mast er Key, InstancelD || Seq_n)

Where Seq n is a big-endian unsigned 64-bit integer.

The Rolling Key MJST be used to sign exactly one request and
MUST be destroyed i medi ately after use.

The MasterKey SHOULD be stored in hardware-backed secure storage
(TPM 2.0, HSM Apple Secure Enclave, Android StrongBox).

7.2. Sequence W ndow



Servers MJST inpl enent a configurabl e | ook-ahead sequence w ndow

o Default w ndow size SHOULD be 5.

0 Maxi mum wi ndow si ze MJUST NOT exceed 10.

0 Received sequence nunbers within the wi ndow cause the server
to advance state and invalidate prior sequences.

0 Sequences outside the wi ndow MIUST be rejected.

Upon successful verification, servers SHOULD respond with:
SAl P- Next - Seq: <n+1>

Clients MJST advance sequence state on recei pt of this header.
On missing response, clients MUST retry with the sane Rolling Key.

7.3. Renegotiation and Recovery

7.

7.

8.

Ful | Renegotiation MAY be initiated when a client |oses sequence
state entirely.

Ful | Renegotiation MJST be authorized exclusively by an RE
Endpoi nt servers MJST NOT aut horize Full Renegoti ation.

The Full Renegotiation process:

1. Cdient sends a Renegotiation Request to RE contai ni ng:
- Instancel D, reason code, tinestanp, nonce
- Signature using previous MasterKey (valid wi ndow 24 hours
fromts val ue)
- Hardware Attestation evidence per [RFC9334] ( RECOVMENDED)

2. RE MJST validate:
- MasterKey signature valid and within validity w ndow
- Instancel D not revoked
- Rate limt: maximum 3 renegotiation requests per InstancelD
per 24-hour period
- Hardware Attestation consistent with registered hardware
(i f provided)

3. On success, RE issues new RKDF seed and starting Sequence.
Previ ous sequence range is permanently invalidated.

4. Vendor MJST be notified of all Full Renegotiation events.

4. G aceful Key Rotation

Key transitions use the SAl P-Key-Version header:

SAl P- Key- Versi on: <new>; fall back=<ol d>;
fal | back-expires=<uni x_ti nest anp>

0 Servers with new key MJUST accept new key version.
Servers wi thout new key SHOULD accept fallback until expiry.
o After fallback-expires, old key MIST be rejected.

(]

5. Forward-Only Constraint
I mpl ement ati ons MUST enforce:

Sequence nunbers MJST NOT decrease.

Al gorithm MJUST NOT downgrade during renegotiation.
Ful | Renegotiation MJST be RE-authorized.

Vi ol ati ons MUST be rejected and | ogged.

O O0OO0Oo

Opt-In Telemetry (tme field)



8.

8.

8.

9.

9.

1. Commitnent-Based Mdel

The tnme field MUST NOT be transnmitted w thout explicit opt-in.
tm = HVAC- SHA256( Rol | i ngKey, Metadata_String)

VWhere Metadata_String is a sem col on-separated key=val ue string.
The tnr value is conputed using the sanme RollingKey as sig=

Raw net adata MUST NOT appear in the header

Exanpl e:

asn=1234; geo=RS; attest=trusted; fw=2.1.4
2.  Audit-on-Denmand

Servers SHOULD store tnr in audit |logs. During incident response:
1. Operator obtains raw Metadata_String fromclient or RE | og

2. Verifier reconputes HVAC- SHA256( Rol | i ngKey, Metadata_String).
3. Match confirns netadata authenticity.

3. Telenetry Field Registry

RECOMVENDED st andard fields (1 ANA registry requested):

asn Aut ononpbus Syst em Numrber

geo | SO 3166-1 al pha-2 country code
attest Hardware attestation status

fw Firmvare or software version
aps Physi cal coordi nates (10T)

api _hash HWVAC of associated APl credentia

Pr ocessi ng Model

.1. dient Processing

1. Construct canonical string per Section 6

2. Derive current Rolling Key via RKDF (Section 7.1).

3. Sign canonical string using Rolling Key and al g=

4. |f telemetry enabl ed, conpute tm= per Section 8.1

5. Construct and transmit SAI P header.

6. On receiving SAl P-Next-Seq response: advance Sequence state,
destroy used Rolling Key i mediately.

7. On missing response: retry with sanme Rolling Key and Sequence.

2. Server Processing
1. Parse SAIP header. Reject if any MJST parameter is absent.
2. Validate ts=. MJST reject if |server_time - ts| > 300 seconds.

3. Validate nonce. SHOULD track nonces within validity w ndow
for sensitive endpoints.

4. (Cbtain public key via discovery order (Section 10.4).

5. Reconstruct canonical string and verify signature using
constant-time conparison.

6. On success, include SAI P-Next-Seq in response.
7. Apply policy per Section 12 based on verified identity.

8. If tme present and audit node active, store in audit |og.
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10.

10.

9. Cassify client per [VICDM identity cl asses:

- Verified signature: Class 3 (Fully Verified)

- DNS partial match only: Class 2 (Partially Verified)
- No SAIP header: Class 0 (Anonynous)

- Invalid/unverifiable: Class 1 (treat below O ass 0)

Trust and Attestation D scovery
1. Statel ess Mde (pk=)

If pk=is present, the server MAY verify inmredi ately w thout
ext ernal | ookup.

Servers SHOULD verify pk= consistency with prior observations
for the same id= to detect key substitution attacks.

2. DNS-Based Attestation Discovery

DNS- based Attestation Discovery allows vendors to publish a

verifiable attestation statement — including cryptographic key
mat eri al, authorized infrastructure, and preferred Registration
Entity — using existing DNS infrastructure, w thout requiring

prior RE registration.

This mechanismis inspired by the DNS-based key publication
patterns established by DKIM[RFC6376] and SPF [ RFC7208], and
extends themto the agent identity |ayer.

Servers performa DNS TXT query at:

_sai p. <vendor - domai n>.

Wher e <vendor-donmain> is derived fromthe vendor conponent of
the id= paraneter (the leftnost |abel before the first dot).

Exanmpl e: for id="acme.craw er.nyc-042", the server queries:
_sai p. acne.

The DNS TXT record fornmat follows [VICDM Section 6.2:

_sai p.<domai n>. I N TXT "v=saipl; [paraneters]"”

Def i ned paraneters:

v=sai pl MUST be present. Version indicator.

pk=<key> Base64URL- encoded Ed25519 public key.
Used directly for signature verification.

r e=<host > Preferred RE hostname for registry-based | ookup.
MAY be used as fallback if pk= verification fails.

asn=<list> Comma-separated authorized ASNs for del egated
infrastructure per [VICDM Section 6.1.

i p=<prefix> CIDR prefix of authorized del egated infrastructure.
Multiple ip= paraneters are pernitted.

exp=<t s> Uni x timestanp after which this record SHOULD be
consi dered expired. Servers SHOULD NOT use expired
records for verification.

Exanpl e records:

; Sinple public key publication
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_saip.acne.com IN TXT "v=sai pl; pk=MCowBQYDK2Vd..."

; Wth preferred RE
_saip.acne.com |IN TXT "v=sai pl; pk=MCowBQYDK2Vd. ..
re=rel. sai p-registry. exanpl e"

; Wth delegated infrastructure authorization
_saip.acne.com |IN TXT "v=saipl; pk=MCowBQYDK2Vd. . .
asn=13335, 15169"

DNS- based verification requirenments:

0 Servers MIST validate DNSSEC si gnatures where avail abl e
[ RFC4033] .

0 Servers MJST NOT use DNS responses with TTL of 0 for
key materi al

0 Servers SHOULD cache DNS key material according to the
record TTL. Default TTL SHOULD be 3600 seconds.

o |If the DNS record contains asn= or ip= paraneters, the
server SHOULD verify that the client’s network source is
within the authorized set before accepting the key.

o If the DNS record has expired (exp= in the past), the server
MUST NOT use the key material for verification and SHOULD
treat the request as Cass 1 (unverifiable claim per [VICDM.

3. Registry-Based Discovery

The server uses the id= parameter to | ook up the public key
froma distributed RE registry.

I mpl enent ati ons MJST support caching of registry responses:
m ni mum TTL 60 seconds, maxi mum TTL 3600 seconds.

4. Discovery Priority Oder

When nul tiple discovery nethods are avail able, servers MJST
apply themin the following priority order:

1. pk= parameter (stateless, highest priority)
2. DNS-based Attestation Discovery (_saip.<donmai n> TXT record)
3. RE registry | ookup (using id=)

Servers MAY skip lower-priority methods once a valid key is
found. Servers MJUST NOT accept a request if no valid key can
be found through any avail abl e net hod.

Servers MAY skip lower-priority nmethods once a valid key is
found. Servers MJUST NOT accept a request if no valid key can
be found through any avail abl e net hod.

5. DNS-Native Mbde with Rolling Key Certification

The DNS-Native node inplenents the alternative trust nodel defined
in [VICDM Section 6.4. It replaces the RE registry with the
vendor’s DNS zone as the identity trust anchor

The DNS-Join trust nodel rests on three principles: hardware
secures the Master Key, DNS publishes it and acts as the trust
circuit breaker, and Rolling Keys provide speed and network

ef ficiency.

5.1. Additional Header Paraneters



DNS- Nati ve node introduces two additional SAlI P header paraneters

F e ool oo s s e e =}
| Param | Type | Required | Description

| rpk | Base64URL| MUST | Rolling Public Key. A fresh

| | | (DNS- | epheneral Ed25519 public key

| | | Native | generated per request.

I I | node) I

Fome e oo Fome e - Fome e oo o
| rcert | Base64 | MUST | Rolling Key Certificate

| | | ( DNS- | Signature by MasterPrivat eKey

| | | Native | over rpk + instancelD + ts +

| | | node) | nonce + nethod + path.

| | | | Binds rpk to exactly one

| | | | request. Non-repl ayabl e.

B S Fomm e e e oo Fomm e e e oo o mm e e e e e e e e e e e e e oo

When operating in DNS-Native node, the sig= paranmeter MJST be
conputed using the Rolling Private Key (corresponding to rpk=)
rat her than an RKDF-derived key. The pk= paraneter MJST NOT be
present sinultaneously with rpk= and rcert=.

.5.2. DNS-Native Header Exanple

SAl P; id="acne. agent - nyc- 042";
al g="ed25519";
t s="1744200000";
nonce="7f 3k9p2nt’;
r pk="<base64ur| _rol | i ng_pubkey>";
rcert="<base64 rolling_key cert>";
si g="<base64_sig by rolling_privkey>"

.5.3. Rolling Key Certificate Format
The rcert= val ue MJST be conputed as:

rcert = Sign(MasterPrivatekKey,
r pk | |
i nstancel D ||
ts | |
nonce | ]
met hod | ]
pat h)

Where || denotes byte-level concatenation and all string val ues
are UTF-8 encoded. The inclusion of nonce, nethod, and path
binds the rcert= to exactly one request, naking replay attacks
structurally inpossible regardless of the rcert= validity period.

.5.4. Server Processing for DNS-Native Mde
When rpk= and rcert= are present, servers MJIST:

1. Extract the vendor domain fromthe id= paraneter
(l eftmost conponent before the first dot).

2. Perform DNS TXT | ookup at:
<i nst ance- | abel >. _sai p. <vendor - domai n>.
to retrieve the Master Public Key. Cache per DNS TTL.
MUST val i dat e DNSSEC where avai |l abl e [ RFC4033].

3. Verify rcert= using the retrieved Master Public Key.
This confirnms rpk= is authorized by the Master Key hol der
for this exact request.
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4. Verify sig= using rpk=.
This confirns the request was signed by the hol der of the
corresponding Rolling Private Key.

5. Both verifications MJUST succeed. Either failure MJST result
in request rejection and SHOULD be | ogged.

6. Servers MJST NOT cache Master Public Keys beyond the DNS TTL
of the source record.

5.5. Security Considerations for DNS-Native Mde

Repl ay Protection: rcert=is bound to nonce + ts + nethod +
path. Each rcert=is valid for exactly one
request. Replay is structurally inpossible.

Key Conprom se: Conpromi se of a Rolling Private Key exposes
exactly one request. The Master Private Key
remains in hardware and is never transnitted.

Revocati on: Vendor del etes the agent’s _saip DNS record.
After TTL expiry (RECOMVENDED: 300 seconds),
all servers reject the agent’s rcert= val ues.

DNS Security: Servers MJST use DNSSEC [ RFC4033] where
avail abl e. _saip record TTL SHOULD be 300
seconds to bound the revocati on w ndow.

Conparison with TLS: This nodel provides stronger replay
protection than TLS Session Tickets [ RFC5077]
because rcert= is bound per-request rather
than per tine-w ndow, while retaining
equi val ent perfornmance via DNS cachi ng.

5.6. MAC-Based ldentity Binding (Optional Extension)

This section specifies the MAC identity binding extension defined
conceptually in [VICDM Section 6.4.7. Wen inplenmented, it adds
a hardware identity layer to the DNS-Native trust nodel.

5.6.1. Additional Header Paraneters

MAC bi ndi ng introduces the follow ng optional SAlIP header
par anet ers:

| MAC address in |
| XX XX XX XX: XX: XX format. |
| Real or Virtual (V-MAC). |
| MUST be signed via nmac_proof.|

| mac_proof | Base64 | MUST if | MAC Attestation Proof. |
| | | mac= | Sign(MasterPrivateKey, |
| | | present | type||nmac_bytes||ts|]|nonce). |
| | | | Proves MAC was attested by |
| | | | MasterKey hol der. |
N Fomm oo - B o e e e e e e e e m e e +

mac= and mac_proof = MUST al ways appear together. nac= wi thout
mac_proof = MJUST be rejected as an unverifiable identity claim
per [VICDM d ass 1.

5.6.2. Virtual MAC (V-MAC) Derivation
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For agents wi thout a neani ngful physical MAC address, a V-MAC
MUST be derived fromthe MasterPublicKey as foll ows:

raw
v_nac

SHA256( Mast er Publ i cKey) [ 0: 6]
(ranf 0] | 0x02) || raw 1:6]

The LAA bit (bit 1 of octet 0, value 0x02) distinguishes V-NMAC
fromglobal |y assi gned hardware MAC addresses per | EEE 802.

Servers MAY verify V-MAC derivation independently:
(SHA256( Mast er Publ i cKey)[0] | 0x02) == mac[ 0]
AND SHA256( Mast er Publ i cKey) [ 1: 6] == mac|[ 1: 6]

Thi s provides a secondary cryptographi c bi ndi ng between the
V- MAC and the MasterPublicKey w thout requiring the mac_proof.

5.6.3. MAC Attestation Proof Format
The mac_proof = val ue MJST be conputed as:

For Real MAC

mac_proof = Sign(MasterPrivat eKey,
"real " |
mac_bytes ||
ts W
nonce)

For V- MAC:

mac_proof = Sign(MasterPrivateKey,
"virtual" ||
mac_bytes ||
ts W
nonce)

Wher e:

o "real" and "virtual" are UTF-8 encoded type prefixes

0o mac_bytes is the 6-byte MAC in big-endian, no separators
0 ts and nonce are the sane values as in the SAI P header

o0 || denotes byte-level concatenation

The inclusion of ts and nonce binds mac_proof to this specific
request, preventing mac_proof replay across different requests.

5.6.4. Conplete DNS-Native MAC Header Exanple

; Real MAC (10T device, TPM bound key)
SAl P: i d="manuf act urer.washer.wnm bg-4471";
al g="ed25519";
t s="1744200000";
nonce="7f 3k9p2nt';
mac="B8: 27: EB: 4A: 3C. 11";
mac_pr oof =" <Si gn(Mast erKey, 'real ' | | mac| | t s| | nonce) >";
r pk="<Rol | i ngPubKey>";
rcert="<Rol | i ngKeyCert >";
si g="<Rol | i ngKeySi g>"

i V-MAC (cloud craw er, software or HSM key)
SAI P: id="acme.craw er.nyc-042";
al g="ed25519";
t s="1744200000";
nonce="alb2c3d4";
mac="AE: CE: 7F: 3A: B1: 09";
mac_pr oof =" <Si gn(Mast erKey, 'virtual ' | | mac| | t s| | nonce) >";
r pk="<Rol | i ngPubKey>";
rcert="<Rol | i ngKeyCert >";
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si g="<Rol | i ngKeySi g>"
5.6.5. Server Verification with MAC Binding

When mac= and nmac_proof= are present, servers MJST perform
the follow ng additional verification steps after standard
SAIP verification (Section 9.2):

1. Check DNS record for mac= field:
Verify that the mac= value in the SAI P header matches
the mac= value in the agent’s DNS TXT record.
M smatch MJUST result in rejection.

2. Verify mac_proof = using MasterPublicKey:
Reconstruct the signed payl oad:
type prefix || mac_bytes || ts || nonce
Verify mac_proof signature with MasterPublicKey.
Failure MJUST result in rejection.

3. For V-MAC. optionally verify derivation:
Check SHA256( Mast er Publ i cKey) [ 0: 6] agai nst mac= val ue
(with LAA bit applied). Msnmatch SHOULD be | ogged.

4. |If ip= or asn= present in DNS record:
Conpar e agai nst request source address.
M smat ch SHOULD trigger trust downgrade and | oggi ng
but MAY be accepted under depl oynent policy.

5. On full triplet verification success:
Classify as Cass 3+ (Fully Verified with Hardware
Attestation) per [VICDM Section 6.4.7.

5.6.6. Privacy Considerations for MAC Bi ndi ng

Real MAC addresses reveal hardware manufacturer information
via the QU (Organizationally Unique ldentifier — first 3
octets). Inplenentations using Real MAC

0 MJST transnmit SAIP headers over TLS [ RFC8446] to prevent
MAC di scl osure to network observers.

0 SHOULD consi der whether OU disclosure is acceptable
under applicable privacy policy.

V- MAC reveal s no hardware manufacturer information and is
RECOMVENDED f or privacy-sensitive depl oynents.

MAC bi nding is OPTIONAL. Agents that do not include mac=
and mac_proof= operate in standard SAI P node and are not
penal i zed for absence of MAC bi ndi ng.

6. Agent Letter of Intent (ALO)

This section inplements the ALO nechani smdefined in [VICDM
Section 6.5. ALAO enables agents to publish a cryptographically
bound behavi oral declaration at registration tine.

6.1. ALO Header Paraneter

When an agent operates under an ALO declaration, it MJST
include the followi ng parameter in every SAl P header:

MUST if | SHA256 of the canonical ALO
ALO | string fromthe agent’s DNS



| | | declared| TXT record. Binds this |
| | | | request to the declared ALO . |

The al oi - hash= MJST be included in the canonical string that
is signed by the Rolling Key:

i d=<i d>; t s=<t s>; nonce=<nonce>; net hod=<METHOD>; pat h=<pat h>
al oi - hash=<al oi - hash>

Thi s creates cryptographic proof that the agent is operating
under its declared ALO for this specific request.

10.6.2. DNS Record For nat
ALO parameters are published in the agent’s DNS TXT record

using the "aloi-" prefix. See [VICDM Section 6.5.4 for
compl ete exanpl es. A summary of defined parameters:

al oi = Primary intent: crawl, backup, nonitor
api, sntp, iot, sync
al oi - scope= Decl ared access scope (gl ob patterns)
aloi -rate= Self-inmposed rate linmt (e.g., 10/sec)
al oi -exclude= Paths the agent declares it will not access
al oi -ua= Decl ared User-Agent string

al oi -expires= ALO expiry tinestanp
10.6.3. Server Enforcenent
Servers inplementing ALO enforcenent MJST

1. Verify al oi -hash= matches SHA256 of the DNS ALO record
M smatch MJUST be treated as a critical violation

2. Verify request path matches al oi -scope=

3. Verify request path does not match al oi - excl ude=

4. Verify request rate does not exceed al oi-rate=

5. Verify User-Agent matches aloi-ua= (if declared).

On violation detection, servers MIST include in the response:

SAl P-Viol ation: <type>; decl ared=<val >; attenpted=<val >;
penal t y=<acti on>

Defined violation types per [VICDM Section 6.5.6:

scope- exceeded, excl usion-breach, rate-exceeded,

ua- m smat ch, al oi -expired, al oi-hash-m smatch.
10.6.4. Violation Scoring and Sanctions

Servers SHOULD apply progressive sanctions per the node
defined in [VICDM Section 6.5.7:

1 violation: Warning only (SAIP-Violation header + |o0qQ)

2-3: Throttle to minimal rate

4-5: Trust downgrade to Class 1

6- 10: Bl ock all requests

>10: Report to RE for InstancelD revocation

Vi ol ati on scores SHOULD decay at -1 point per 24 hours of
fully conpliant behavior, allow ng agents to recover trust.

10.6.5. Good Faith Self-Reporting
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Agents that detect they have unintentionally violated their
ALO decl aration MAY sel f-report before server detection
usi ng the Good Faith Mechani smdefined in [VICDM Section 6.5.8

Self-reporting is performed by including in the next request:

SAl P- Sel f - Report: viol ation=<type>;
decl ar ed=<decl ar ed- val ue>;
at t enpt ed=<at t enpt ed- val ue>;
t s=<ti nest anp- of -vi ol ati on>
sel f - si g=<Si gn( Mast er Pri vat eKey,
type| | decl ared| | att enpt ed|
ts|| nonce) >

The sel f-sig= MUST be verifiable using the MsterPublicKey
retrieved fromDNS. This proves the self-report is authentic.

Self-reported viol ati ons MIST recei ve reduced penal ties per
[VICDM Section 6.5.8. Agents that consistently self-report
SHOULD receive el evated trust scores, as self-reporting
denonstrates responsi bl e vendor inplenmentation

Thi s mechani sminplements the voluntary di scl osure principle:
proactive transparency is rewarded; conceal nent is penalized

6.6. RE Violation Reporting
Servers MAY report violations to the RE for ecosystem wi de
awar eness. The violation report MJST be signed by the server

to prevent fabrication:

PCST <re-endpoi nt >/ viol ation

{

"instance-id": "<agent-id>",

"violation": "<viol ati on-type>",

"decl ared": "<decl ar ed- val ue>",

"attenpted": "<att enpted-val ue>",

"ts": <uni x-ti mest anp>,

"server-sig": "<Sign(ServerKey, report-hash)>"
}

The RE MAY aggregate violation reports frommultiple servers

to build a cross-ecosystem behavioral profile of agent instances,
enabl i ng coordi nated revocati on when patterns of abuse energe
across multiple i ndependent servers.

Regi stration Entity (RE) Requirements
1. REEigibility

An organization qualifies as a Registration Entity if it
satisfies all of the follow ng:

G obal Infrastructure: Qperates internet-scale infrastructure
with sufficient geographic distribution
to serve RE queries globally.

Operational Track Record: Denpbnstrated history of reliably
operating critical internet
infrastructure

Neutrality Commtnent: Formal agreenment not to discrimnate
agai nst any vendor, agent type, or
conpeting RE
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Conmuni ty Approval : Maj ority consensus approval from
existing active REs via cryptographically
si gned statenents.

An RE MUST nmaintain query availability of no I ess than 99. 9%
on a rolling 30-day basis.

An RE MUST propagate revocation events to all peer REsS within
300 seconds of issuance.

2. RE CGovernance
No single entity controls the set of Registration Entities.

A new RE MAY be added when a strict majority of existing active
REs approve via signed statenents in the RE audit | og.

An RE MUST be renoved if:

0 Availability requirenent fails for nore than 72 consecutive
hours, OR

0 Neutrality commitnment is violated (ngjority vote), OR

0 RE ceases operations voluntarily.

Al'l RE nmenbershi p changes MUST be recorded in a publicly
accessi bl e, append-only, verifiable audit |og.

3. Bootstrap and Evol ution

The initial RE set is defined in the SAIP RE Bootstrap Registry
(I'ANA, Section 16). The bootstrap set SHOULD i ncl ude:

0 Regional Internet Registries (RIPE NCC, ARIN, APN C
LACNIC, AFRINIC) — non-profit, geographically distributed,
operationally neutral by nandate.

0 Academc and neutral institutions (Internet Society, | CANN
est abl i shed research universities) — independent, non-
commer ci al representation

o Infrastructure operators nmeeting Section 11.1 criteria.

No single comercial organization category SHALL hold a majority
of bootstrap RE positions.

Vendors register with any RE of their choice. Servers configure
which REs they trust. DNS-based Attestation Discovery (Section 10.2) is
avail abl e as a zero-registration alternative
Granul ar Policy Model
SAI P enabl es policy enforcenent at three | evels independently:

Vendor Level : Al'l agents and instances of a given vendor.

Agent Type Level: Al'l instances of a specific agent type from
a gi ven vendor.

I nstance Level: Exactly one agent instance (full id= value).

I mpl enent ati ons MUST support instance-level revocation w thout
af fecting other instances of the sane vendor or agent type.

Policy actions include:

o BLOCK: Reject all requests fromthe targeted entity.



0o THROTTLE: Apply rate limts to the targeted entity.
0 DECGRADE: Reduce trust classification
o ALLOW Grant priority or elevated rate linmts.

VICDM identity class mappi ng (see Appendi x C) SHOULD i nform
the base trust |evel before granular policy is applied.

Informative traffic classification

[ ool oo sy s s
| I'nternal Systens Verified Hi gh Unrestricted

o e e oo oo oo o e oo - R S —— oo o -
| Known Partners | Verified | Medium | 100 req/sec
o e e oo s oo s S o e e oo
| General dients | Verified | Low | 10 req/sec

o e e e e m e i oo o e e e e o - B S o e e e e a e oo m
| Anonynous | None | Mnimal | 1 req/sec

o e e oo oo oo o e oo - R S —— oo o -
| False Claim | Unverifiable | Below | Reject or

| | | Mnimal | 0.1 reqg/sec

o e e e oo o e e o - S Fom e e e oo

13. SMIP Integration

SAI P MAY be applied as an agent identity layer in SMIP [ RFC5321]
wi t hout nodifying the SMIP prot ocol

The sending server MAY transmit a SAIP header line i mediately
after the server’s EHLO response and before MAIL FROM

The SMIP canonical string per Section 6.2 MJST be used.
Exanpl e exchange:

C. EHLO backup- agent . exanpl e. com
S: 250-numil.exanpl e.com Hel | o backup-agent. exanpl e. com
250- Sl ZE 52428800
250- 8BI TM ME
250 STARTTLS
C. SAIP: id="acne.mailer.rel ay-bg-01"; al g="ed25519";
t s="1744200000"; nonce="7f3k9p2nt;
pk="<base64ur| public_key>"; sig="<base64_sig>"
S: (validates signature, tinmestanp, nonce)
If invalid: 550 5.7.1 SAIP verification failed
If valid: (continue)
C. MAIL FROM <sender @xanpl e. conp

0 Non-inplenmenting receivers MIST treat SAIP |ine as
unrecogni zed conmand and conti nue per [ RFC5321].

o Inplenmenting receivers MAY reject with 550 5.7.1 (pernmanent)
or 421 4.7.1 (tenporary) based on local policy.

0o A future SMIP extension advertising SAIP capability in EHLO
i s RECOWENDED for strict environnents.

0 SAlP-verified SMIP agents correspond to Cass 3 per [VICDM.
Unverifiable SMIP identity clains correspond to Class 1 and
SHOULD be treated with | ower trust than anonynous senders.

14. Security Considerations

14.1. Tinmestanp Validation



Servers MJST reject requests where |server_time - ts| > 300s.
.2. Nonce Requirenents

Nonce MUST be generated via cryptographically secure RNG per
[ RFC4086]. Servers SHOULD track nonces within the validity w ndow.

.3. Constant-Tine Verification
Al'l signature conparisons MJST use constant-tinme al gorithns.
.4. Key Storage Requirements

Mast er Keys SHOULD be stored in hardware-backed storage:
TPM 2. 0, Apple Secure Enclave, Android StrongBox, or HSM

Rol li ng Keys MJST be derived on demand and destroyed after use.
.5.  Conprom se Scope Limtation

Per-request RKDF linmits stolen key value to one in-flight
request. Vendors MUST revoke affected Instancel Ds via RE
Revocati on MJST propagate to all REs within 300 seconds.

.6. Header Injection Prevention
Restricting id=to a-z, 0-9, '.’, ' ', '-' prevents header
i njection and parsing anbiguities.

.7. Downgrade Attack Prevention
Per Section 7.5, renegotiation is strictly forward-only.
.8. DNS Security

DNS- based Attestation Di scovery MJST val i date DNSSEC [ RFC4033] where
avail abl e. I nplenmentati ons MJUST NOT rely on unauthenti cated
DNS responses for key material in high-security depl oynents.

DNS cache poi soning could cause a server to accept a spoofed
public key. DNSSEC validation and nmonitoring of unexpected key
changes SHOULD be used to mitigate this risk.

.9. False ldentity dains

Under [VICDM, clients asserting identities they cannot verify
(A ass 1) SHOULD receive |ower trust than anonynmous clients
(Cass 0). Inplenmentations SHOULD log Cass 1 interactions for
audi t purposes.

.10. Renpte Attestation

I mpl enent ati ons SHOULD provi de Renpte Attestation evidence per
[ RFC9334] during Full Renegotiation. Attestation status MAY be
committed in tn= (Section 8.3).

Privacy Consi derations

The id= paraneter discloses vendor and instance identity to
servers and network observers. Connections carrying SAl P headers
SHOULD use TLS [ RFC8446] or equival ent transport encryption.

DNS- based Attestation Discovery (Section 10.2) causes the server to nake
a DNS query for the vendor’s donmin, which nmay be observabl e.

I mpl enentations in sensitive depl oynments SHOULD use statel ess

mode (pk=) or RE-based di scovery to avoi d DNS-observabl e | ookups.



The tnme field MUST NOT be transmitted w thout explicit opt-in.

SAl P does not provide anonymty. Agents requiring anonymty
SHOULD use anonynous attestation nechani sns instead.

| ANA Consi der ations

Thi s docunent requests |IANA to register the follow ng HITP
header fields in the "Permanent Message Header Field Nanes"
registry [ RFC9110]:

SAl P (defined in Section 5.2)
SAl P- Next - Seq (defined in Section 7.2)
SAl P- Key- Ver si on (defined in Section 7.4)

Thi s docunent requests IANA to create the followi ng registries:

SAIP RE Bootstrap Registry
Regi stration policy: Expert Review
Initial contents: To be determ ned through | ETF consensus.

SAIP Tel enetry Field Nanes
Regi stration policy: Specification Required
Initial contents: asn, geo, attest, fw, gps, api_hash
(Section 8.3)

Thi s docunent requests | ANA to update the following registry
created by [VICDM:

VI CDM DNS Del egati on Record Paraneters
Add paraneter: re (defined in Section 10.2 of this docunent)
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Appendi x A. 10T Use Case (Infornmative)

SAIP is particularly well-suited for 10T depl oynments:

Vendor : Manuf acturer (registered at RE or via DNS,
hol ds Master Key)
Agent Type: Product line (e.g., washing nmachi nes)
I nst ance: I ndi vi dual device (identity bound to on-device TPM

DNS- based Attestation Discovery sinplifies 10T deployment significantly:
t he manuf acturer publishes _saip. manufacturer.com TXT record

once, and all devices are immedi ately verifiable by any server

wi thout RE registration. The manufacturer’s cloud service

verifies device identity cryptographically; conprom sed devices

are revoked at the instance |evel w thout fleet disruption.

Per [VICDM, verified |IoT devices are Cass 3. Counterfeit
devi ces without TPM access fall to Class 1 and receive | ower
trust than anonynous devices — renoving the incentive to

i npersonate | egitimte products.

Appendi x B. Relationship to Existing Standards (I nformative)
B.1. RFC 9421 (HTTP Message Si gnat ures)

RFC 9421 signs nessage content (WHAT). SAIP signs agent identity
(WHO . Conpl ementary, not conpeting.

B.2. DKM (RFC 6376)

DKI M signs enmai|l messages at donmin level. SAIP signs agents at
instance level. The DNS TXT record pattern in Section 10.2 is
directly inspired by DKIMs use of DNS for key publication.

B.3. SPF (RFC 7208)

SPF aut horizes | P addresses to send mail for a domain using DNS
TXT records. SAIP's DNS asn= and i p= del egation paraneters in
Section 10.2 serve an anal ogous purpose for agent identity.

B.4. RATS (RFC 9334)
SAIP's hardware attestation requirenents (Section 14.10) and
the tm= attestation field (Section 8.3) are conpatible with
RATS attestation evidence formats.

Appendix C.  VICDM Alignnent (Informative)

Thi s appendi x maps SAIP verification outcones to VICDMidentity
cl asses [VICDM .

[S bbb oo fomey oo s s ooy e s
| VICDM | SAIP Condition | Trust | Notes |
| dass | | Level | |
[ oo oo s e s s s
| Gass 3 | Valid signature via | High | Full SAIP |
| | pk=, DNS, or RE | | verification |
S R o e e e e e e e e oo o - S R o e e e e oo oo +
| Class 2 | DNS record exists but | Medium | Partial: domain |

| no valid signature | | identity only |
S Fom e S Fom e +
| dass 0| No SAIP header present | Low | Anonynous;

I
| | | apply default |



R o e e e e e e oo oo oo R o e e e e oo oo +
| Cdass 1 | SAIP header present | Below | False claim |
| | but unverifiable or | Cdass 0| log; apply | ower

| signature invalid | | trust than anon
B o e e e e e a oo B Fom e e e oo +

The Class 1 row is operationally significant: an agent that

presents an invalid or unverifiable SAIP header MJST receive

| ower trust than one that presents no SAI P header at all

This renmoves the incentive to nake fal se identity clains.
Appendi x D. DNS Record Exanples (Informative)

D.1. Mninmal deploynment (public key only)

_sai p.exanmpl e.com 3600 IN TXT "v=sai pl; pk=MCowBQYDK2VJAYEA..."

D.2. Wth preferred RE fall back

_sai p. exanpl e.com 3600 IN TXT "v=sai pl; pk=MCowBQYDK2VdJAYEA. ..
re=rel. sai p-registry. exanpl e"

D.3. CDN del egation by ASN (no pk, RE-based)

_sai p. exanpl e.com 3600 IN TXT "v=sai pl; asn=13335, 15169;
re=rel. sai p-registry. exanpl e"

D.4. Full record with expiry
_sai p. exanpl e.com 3600 IN TXT "v=sai pl; pk=MCowBQYDK2VJAyEA. . . ;

re=rel. sai p-registry. exanpl g;
asn=13335; exp=1767225600"

D.5. 10T manufacturer (devices have hardware-bound keys)
_saip.gorenje.com 3600 IN TXT "v=sai pl; re=rel.saip-registry. exanple"
In this case the pk=is not in DNS — each device instance has
its owmn TPM bound key registered directly at the RE under the
vendor’s registration. DNS provides the RE di scovery pointer
In this case the pk=is not in DNS — each device instance has
its own TPM bound key registered directly at the RE under the
vendor’'s registration. DNS provides the RE di scovery pointer
Appendi x E.  Operational Guide — DNS-Join How To (I nformative)
Thi s appendi x provides practical guidance for adm nistrators
deploying SAIP in DNS-Native node. Al exanples are illustrative.
Producti on depl oynents MUST foll ow the security requirenents
defined in Sections 10.5 and 14.
E.1. Prerequisites
Bef ore depl oyi ng SAIP DNS-Native node, the follow ng are required

0 Authoritative DNS control over your domamin (ability to create
TXT records and del egat e subdonai ns).

0 A hardware security mnmodul e or equivalent for Master Key
generation and storage. See Section E. 2 for options.

0 DNSSEC enabl ed on your zone (RECOMVENDED, see Section 14.8).

o0 DNS TTL set to 300 seconds for all _saip records ( RECOMVENDED



to mnimze revocation wi ndow, see Section 10.5.4).

The non-negotiabl e security requirenent across all depl oynent
options is:

The Master Private Key MJST NOT be exportable fromthe
hardware nodule in which it was generated. Any hardware
or software configuration that does not enforce this
property MJST NOT be used in production depl oynents.

E.2. Key Generation
E.2.1. Software — Devel opment and Testing Only

WARNI NG Sof t war e- gener at ed keys are stored on disk and are
exportable. This nethod MJUST NOT be used in production
It is provided only for devel opnent and testing purposes.

Usi ng OpenSSL (all platforns):

# Cenerate Ed25519 Master keypair
openssl genpkey -al gorithm ed25519 -out naster. key

# Extract public key
openssl pkey -in master.key -pubout -out master.pub

# Base64URL encode for DNS TXT record
openssl pkey -in naster.key -pubout -outformDER | \
tail -c 32 | base64 | tr "+/" - | tr -d =

The output of the last command is the pk= value for the DNS
TXT record

E. 2.2. Hardware-Backed — Producti on Recomended

Al'l production depl oynents SHOULD use har dwar e- backed key
generati on where the Master Private Key is generated inside
the hardware nodul e and narked non-exportable at creation tine.

PKCS#11 is the standard interface supported by nobst hardware
nmodul es and is conpatible with OpenSSL via provider/engine:

# Install OpenSSL PKCS#11 provi der (Linux exanple)
apt install |ibpkcsll-provider # or distro equivalent

# Generate non-exportabl e Ed25519 key i nside hardware nodul e
openssl genpkey \
-provider pkcsll \
-al gorithm ed25519 \
- pkeyopt "pkcsll-uri: pkcsll:token=SAl P- Master; obj ect =sai p- key" \
- pkeyopt "non-exportabl e:true”

# Extract public key (private key never |eaves hardware)
openssl pkey \
-provider pkcsll \
-in "pkcsll:token=SAl P- Mast er; obj ect =sai p- key" \
-pubout -out master. pub

E.2.3. Linux — TPM 2.0 (tpnR2-tools)

TPM 2.0 is avail able on nbst npdern Linux servers and enbedded
devices. The tpnR-tools suite provides direct TPM access:

# Create primary key context in TPM
tpm2_createprimary -C e -g sha256 -G ecc -c primary. ctx



E. 2.

# Create non-exportabl e Ed25519-equi val ent key under primary
tpm2_create -C primary.ctx -G ecc256 -u saip.pub -r saip.priv \
--attributes "fixedtpm fixedparent|sensitivedataorigin|\
userwi t haut h| si gn| noda"

# Load key into TPM
tpm2_load -C primary.ctx -u saip.pub -r saip.priv -c saip.ctx

# Extract public key in PEM format via tpnR-pkecsll
tpn2_pt ool addkey --al gorithmrecc256 --1abel =sai p-naster
openssl pkey -provider tpn2 -in "handl e: sai p-nmaster"” -pubout

Note: The "--attributes fixedtpnifixedparent” flags ensure the
key is permanently bound to this TPM and cannot be exported.

.4. Wndows — CNG and TPM

W ndows exposes TPM functionality through the Cryptography API:
Next Generation (CNG. Power Shell exanpl e:

# Cenerate non-exportable key in TPM via CNG
$key = [System Security. Cryptography. ECDsa] :: Creat e(

[ System Security. Crypt ography. ECCurve] : : NamedCur ves. ni st P256
)

# Store in TPM backed key storage provider
$cngParans = New (hj ect
System Security. Crypt ography. ChgKeyCreati onParaneters
$cngPar anms. Provi der = [ System Security. Crypt ography. CngProvider]::
M crosoft Pl at f or nCr ypt ogr aphyProvi der # TPM provi der
$cngPar ans. Export Policy = *
[ System Security. Crypt ography. ChgExport Polici es]:: None # Non-exportable
$cngKey = [ System Security. Cryptography. ChgKey]:: Creat e(
[ System Security. Crypt ography. CngAl gorithm:: ECDiffieHel | manP256,
"sai p- mast er - key", $cngPar ans

)

The ExportPolicies::None flag enforces non-exportability at the
CNG | evel, which is enforced by the TPM har dwar e.

.5. macCS and i OS — Secure Encl ave

Appl e platforns expose the Secure Enclave via the Security
framewor k. Exanpl e using the security command-1line tool:

# Cenerate non-exportable key in Secure Encl ave
security create-keypair \

-a ec \

-s 256 \

-k sai p-master \

-T /usr/bin/security \

-X # non-extractable flag

For programmati c access, use SecKeyCreat eRandonKey with
kSecAttr Tokenl DSecur eEncl ave and kSecAttr| sPernmanent set to
true, and kSecAttrlsExtractable set to fal se.

6. Enbedded and RTGS Environnents

For 10T and enbedded depl oyments (QNX, FreeRTOS, Zephyr,
and simlar):

wol f TPM (C |i brary, platformagnostic):

/* Generate non-exportable ECC key in TPM */
WOLFTPM2_KEY mast er Key;



wol f TPM2_Get KeyTenpl at e ECC( &publ i cTenpl at e,
&sensitiveTenpl at e,
TPM_ECC_NI ST_P256,
TPM ALG ECDSA) ;
[* Set fixedTPM and fixedParent to prevent export */
publ i cTenpl at e. obj ect Attri butes | = TPMA_OBJECT_FI XEDTPM
publi cTenpl at e. obj ect Attri butes | = TPMA_OBJECT_FI XEDPARENT,;
wol f TPM2_Cr eat eKey( &dev, &nmasterKey, &parent,
&oubl i cTenpl ate, &sensitiveTenpl ate);

Moed TLS + PSA Crypto APl (ARM Trust Zone):

/* Generate key with no export perm ssion */
psa_key attributes t attrs = PSA KEY ATTRI BUTES | NI T;
psa_set _key algorithm &ttrs, PSA ALG ECDSA(PSA ALG SHA 256));
psa_set _key type(&attrs, PSA KEY TYPE ECC KEY_ PAI R(
PSA ECC FAM LY_SECP R1));
psa_set _key bits(&attrs, 256);
psa_set _key usage flags(&attrs, PSA KEY USAGE S| GN HASH);
/* PSA KEY_USAGE EXPORT intentionally omtted */
psa_generate_key(&attrs, &key id);

E.2.7. C oud HSM

Cl oud HSM servi ces expose the same PKCS#11 interface and are
suitable for cloud-native agent depl oynents:

AWS C oudHSM
Use cloudhsm ngnt _util or PKCS#11 SDK.
Set CKA EXTRACTABLE=f al se at key creation.
Conpatible with QpenSSL via the C oudHSM PKCS#11 provi der.

Azure Dedi cated HSM/ Azure Key Vault Managed HSM
Use az keyvault key create --protection hsm
Keys created with HSM protection are non-exportable by policy.

Googl e C oud HSM (via C oud KMS):
Use gcl oud ks keys create --protection-level hsm
Private key material never |eaves Googl e HSM boundary.

Al'l cloud HSM provi ders enforce non-exportability at the
hardware | evel. The PKCS#11 interface is consistent across
provi ders, enabling portable SAIP agent inplenentations.

E. 3. DNS Record Publishing
E.3.1. Zone Structure
The recomrended DNS zone structure for SAIP is:

; Delegate _saip subdonmain to allow bot self-registration
_sai p. yourdomrai n. com IN NS nsl.yourdonai n.com

; Vendor root attestation record

_sai p. yourdomai n. com 300 IN TXT "v=saipl;
pk=<Vendor Mast er PubKey>;
re=rel. sai p-registry. exanpl e"

; I'ndividual agent records (one per bot instance)
agent - nyc-042. _sai p. yourdomai n.com 300 IN TXT "v=sai pl;
pk=<Agent Mast er PubKey>"

The 300-second TTL is RECOMVENDED for all _saip records to
bound the revocation wi ndow to 5 m nutes.

E. 3. 2. Record Verification



After publishing, verify with standard DNS t ool s:

# Verify vendor root record
dig TXT _saip. yourdomai n.com +short

# Verify individual agent record
dig TXT agent-nyc-042. sai p. yourdomai n. com +short

# Verify DNSSEC (recomrended)
dig TXT _saip. yourdomai n. com +dnssec

Expect ed out put format:
"v=sai pl; pk=MCowBQYDK2VdAyEA<base64url >..."

E. 4. Conpl ete Depl oynent Exanpl es
E.4.1. Small Vendor — Statel ess Depl oynent

Suitable for: snall teans, internal tools, devel opnent.
No RE registration required.

; DNS records

_sai p.smal | vendor. com 300 I N TXT "v=sai pl;
pk=MCowBQYDK2VdAy EAx. . . "

backup-agent-01. saip.snallvendor.com 300 IN TXT "v=sai pl;
pk=MCowBQYDK2VdAy EAy. . . "

; SAI P header sent by backup-agent-01
SAI P: id="smal | vendor . backup. agent - 01";
al g="ed25519";
ts="1744200000";
nonce="alb2c3d4e5f 6g7h8";
r pk="<Rol | i ngPubKey>";
rcert="<Master Sig_over_rpk_ts _nonce_nethod_pat h>";
si g="<Rol | i ngPri vKeySi g_over _canoni cal >"

Server verification steps:

DNS | ookup: agent-01. sai p.snal |l vendor.com — Mast er PubKey
Verify rcert wi th MasterPubKey

Verify sig with rpk

Accept request as Cass 3 (Fully Verified) per [VICDM

bk

E.4.2. Enterprise Fleet — Al Crawl er
Suitable for: large-scale cramer fleets, CDN-delivered agents.

; Zone del egation for self-registration
_sai p. bi gcorp.com 300 IN NS ns1. bigcorp.com

; Vendor root with RE pointer

_sai p. bigcorp.com 300 I N TXT "v=sai pl;
pk=<Vendor Root PubKey>;
re=rel. sai p-registry. exanpl e;
asn=64496"

; Crawler fleet (each bot registers its own record)

crawl er-us-east-01. saip. bigcorp.com 300 IN TXT "v=sai pl;
pk=<Cr awl er PubKey1>"

craw er-us-west-02. _saip. bigcorp.com 300 IN TXT "v=sai pl;
pk=<Cr awl er PubKey?2>"

crawl er - eu-de-03. _sai p. bi gcorp. com 300 I N TXT "v=sai pl;
pk=<Cr awl er PubKey3>"

; Revoke single m sbehaving craw er:
Del ete craw er-us-east-01. _saip. bigcorp.com TXT record

’



; After 300s TTL expiry — all servers reject its rcert val ues
; Other craw ers unaffected < surgical precision

E.4.3. 10T Fleet — Hone Appliances
Suitable for: device manufacturers, enbedded systems, |o0T.

; Manufacturer root — RE handl es per-device registry
_sai p. manuf act urer. com 300 I N TXT "v=sai pl;
re=rel. sai p-registry. exanpl e"

; I'ndi vidual devices with TPM bound keys

; (published by device during factory provisioning or first boot)

wm bg- 4471. sai p. manuf acturer.com 300 IN TXT "v=sai pl
pk=<TPM Devi ce_PubKey 1>"

wm ns- 1823. sai p. manuf acturer.com 300 IN TXT "v=saipl
pk=<TPM Devi ce_PubKey_2>"

wn | j -0392. sai p. manuf acturer.com 300 IN TXT "v=saipl
pk=<TPM Devi ce_PubKey 3>"

; Firmnare conprom se scenari o:

; Batch wm bg-4471 through wm bg-4999 affected

; Manufacturer deletes their DNS records

; After 300s — fleet protected, unaffected devices continue
; No service interruption for wnns-* or wnlj-* devices

E.4.4. SMIP Mail Rel ay
Suitable for: mail infrastructure, anti-spam enforcemnent.

; Mail relay agent records

rel ay-bg-01. sai p. conpany.com 300 IN TXT "v=saipl
pk=<Rel ayPubKey1>;
asn=1234"

rel ay- de- 02. _sai p. conpany.com 300 IN TXT "v=saipl
pk=<Rel ayPubKey2>;
asn=5678"

SMIP exchange (see Section 13 for full protocol detail)
C. EHLO rel ay-bg-01. conpany. com
S: 250-muil.recipient.comHello ..
C. SAIP: id="conpany.relay.relay-bg-01"; al g="ed25519";
t s="1744200000"; nonce="x9y8z7we";
r pk="<Rol | i ngPubKey>"; rcert="<cert>"; sig="<sig>
(verifies via DNS — rel ay-bg-01. sai p. conpany. con
S: (if valid, continues; if invalid, 550 5.7.1)
C. MAIL FROM <sender @onpany. cone

’

’

’

’

3
"

3

’

’

’

E.5. Revocation Procedures
E.5.1. Single Agent Revocation
To revoke one agent immediately:
1. Delete the agent’s _saip DNS TXT record:
; Renmove from zone file or DNS nmanagenent AP

; DELETE agent - nyc-042. sai p. yourdonai n.com TXT

2. Lower TTL to O or mininmum supported val ue before del etion
to accel erate propagation (if DNS provider supports it).

3. After TTL expiry (default 300s), all servers will return
NXDOVAI N for this agent’s DNS | ookup. rcert= verification
will fail as no Master Public Key can be retrieved.

4. Log the revocation event for audit purposes.



E.5.2. Full Fleet Revocation
To revoke all agents of a vendor inmediately:
1. Rotate the vendor’s Master Public Key at the zone apex:
; Update _saip.yourdomain.com TXT wi th new pk=
; Od pk=is imediately invalid for new rcert verification

2. O renove the _saip subdomain delegation entirely.

3. Al outstanding rcert= values signed by the old Master
Private Key beconme unverifiable i mediately upon DNS TTL
expiry.

E.5.3. Emergency Revocation

For inmmedi ate revocation without waiting for DNS TTL:

0 Notify RE (if registered) to add InstancelD to revocation
list. RE-aware servers will check revocation i ndependently
of DNS TTL.

0 Use Anycast DNS or DNS NOTIFY to accel erate propagation
to authoritative servers.

o0 For critical infrastructure: pre-negotiate with major
RE operators to mmintain an enmergency revocati on channel.

E.6. Common M stakes and How to Avoid Them
M STAKE 1: Exportabl e Master Key

Wong: openssl genpkey -al gorithm ed25519 -out mnaster. key
(key stored on disk, exportable)

Right: Use PKCS#11 provider with non-exportable flag,
TPMwi th fixedTPM fi xedParent attributes, or
equi val ent hardwar e enforcenent.

I mpact: Attacker with fil esystem access can clone the
entire agent identity permanently.

M STAKE 2: TTL too high

Wong: _saip.exanple.com 86400 IN TXT "v=saipl; pk=..."
(24 hour TTL)

Right: _saip.exanple.com 300 IN TXT "v=sai pl; pk=..."
(5 minute TTL)

| npact: Revocation takes up to 24 hours to propagate.
Conpr omi sed agent conti nues operati ng.

M STAKE 3: No DNSSEC
Wong: Publishing saip records w thout DNSSEC enabl ed.
Ri ght: Enabl e DNSSEC on the zone and validate at server.

I mpact: DNS cache poi soning can substitute attacker’s
public key, allow ng inpersonation.

M STAKE 4: Reusing nonce in rcert

Wong: Using tinestanp al one as nonce (ts= only).



Ri ght: Generate cryptographically random nonce per
request per [ RFC4086], m ninmum 8 bytes.

I mpact: rcert becones replayable within the ts= w ndow.
M STAKE 5: Cachi ng Master Key beyond DNS TTL

Wong: Caching MasterPublicKey for 24 hours regardl ess
of DNS record TTL.

Right: Cache MJST expire at DNS record TTL. Servers MJST
re-query DNS after TTL expiry.

I npact: Revoked agents continue to be accepted by servers
t hat cache beyond TTL.

E.7. Attack Scenario: The Great Inpersonation Kill-Swtch

Thi s scenario denonstrates Dynanmic Del egation — the core
operational advantage of DNS-Native SAIP over static certificate
nmodel s. It illustrates what happens when an agent identity is

conprom sed, and how the DNS trust anchor enabl es surgical,
near-instant response.

E.7.1. Background: Static vs. Dynami c Del egation
Traditional PKI uses static del egation:

Vendor — CA issues cert — cert valid for 1 year
At t acker conprom ses key — attacker has 1 year of validity
Revocation (CRL/OCSP) — conplex, slow, often ignored

SAI P DNS- Nati ve uses dynam ¢ del egati on:

Vendor — DNS publishes MasterPublicKey — TTL: 300 seconds
At t acker conprom ses key — attacker has at nost 300 seconds
Revocation — delete DNS record — done

The DNS record is not a static artifact. It is a live trust
anchor that the vendor controls in real tine. This is Dynanic
Del egation in its purest form

E.7.2. Scenario Setup
Consi der the foll owi ng depl oynment:

Vendor : Bi gCorp, running an Al crawl er fleet

Agent : craw er-us-east-01. _saip. bi gcorp.com

Key type: SOFTWARE- based Master Key (not TPM backed)
< This is the vulnerability. See E.7.5.

The agent’s DNS record:
craw er-us-east-01. _saip. bigcorp.com 300 IN TXT
"v=sai pl; pk=<Craw er Mast er PubKey>"

The attacker gains read access to the agent’s fil esystem and
extracts the Master Private Key. Because the key was stored
in software (not hardware), it is exportable.

Wth the Master Private Key, the attacker can:

0 GCenerate valid rcert= values for any request

0 Signh requests that appear to originate fromthe legitimte
craw er-us-east-01 instance

0 Bypass rate linits and access controls granted to this agent



E. 7.3.

Attack Tineline

T+0: 00 Attacker extracts MasterPrivateKey fromfil esystem

Begi ns generating valid SAl P headers i npersonating
craw er-us-east-01.

T+0: 00 Attacker’s requests are accepted by all servers.

Each rcert=is valid — signed by the real Master Key.
No cryptographic al armexists yet.

T+5: 00 Bi gCorp nonitoring detects anonaly:

crawl er-us-east-01 appears to be making requests
simul taneously fromtwo geographically distant ASNs.
Vol unetric spi ke detected from unexpected | P ranges.

T+5: 30 Security team confirns: agent identity is conprom sed.

Deci sion: activate Kill-Sw tch.

T+6: 00 Adm n executes DNS rotation — one operation:

; Option A. Rotate to new Master Key
crawl er-us-east-01. saip. bigcorp.com 300 IN TXT
"v=sai pl; pk=<NEW Cr awl er Mast er PubKey>"

; Option B: Delete record entirely (full revocation)
; DELETE craw er-us-east-01. saip. bi gcorp.com TXT

T+6: 00 DNS propagation begins. Authoritative servers

i medi ately serve the updated/del eted record.

T+11: 00 DNS TTL expires on all caching resolvers (300s).

Every server that queries DNS now receives either:
- The new MasterPublicKey (Option A), or
- NXDOVAI N (Option B).

T+11: 00 Attacker’s rcert= values, signed by the old

Mast er Pri vat eKey, fail verification everywhere.
The stolen key is cryptographically worthl ess.
Chain of Trust is severed.

T+11: 00 If Option A the legitimte craw er-us-east-01

(re-keyed with new Master Key) resunes nor mal
operation i medi ately.
O her crawers in the fleet: unaffected throughout.

T+11: 00 KILL-SWTCH COWLETE. Total response tine: ~11 m nutes

E.7.4.

fromdetection to full ecosystem protection.

VWhy This Works — Dynam c Del egation

The Kill-Switch works because of three properties acting together:

Property 1 — DNS as Live Trust Anchor:

The MasterPublicKey in DNS is not a static artifact.

It is alive signal that every verifying server re-checks

on every TTL expiry. The nonent the signal changes, the

entire ecosystem adapts — autonatically, wi thout coordination,
wi t hout notifying individual servers.

Property 2 — Short TTL as Security Parameter:

The 300-second TTL is not a performance tuning paraneter.

It is a security paraneter that bounds the nmaxi num w ndow
during which a conprom sed key remains valid after revocation.
Admi ni strators SHOULD treat TTL as a security control and

set it accordingly.



Property 3 — Per-Request rcert Binding:
Even before the DNS TTL expires, the attacker faces a
structural limtation: each rcert=is bound to one specific
nonce + ts + method + path conbi nati on and cannot be reused.
The attacker must continuously generate new rcert= values —
whi ch requires the MasterPrivateKey — which they have.
But after DNS rotation, those new rcert= val ues reference
a MasterPublicKey that no | onger exists in DNS.
The Chain of Trust is broken at the root.

The conbi nati on of these three properties creates a revocation

mechani smthat is:

o Faster than CRL or OCSP in practice

o Sinpler to operate (one DNS record change)

0 dobally consistent (DNS propagation is the distribution
mechani sm — no separate revocation infrastructure needed)

0 Surgical (only the conprom sed instance is affected)

E. 7.5. Lessons Learned — The Rol e of Hardware

Thi s scenario began with one m stake: the Master Private Key
was stored in software, making it exportable.

Had the key been generated in a hardware nodule (TPM HSM
Secure Enclave), the scenario would not have occurred:

Attacker gains fil esystem access:
Sof tware key — EXPORTED. Attack proceeds.
TPM bound key — NOT EXPORTABLE. Attack fails at step 1.

The DNS Kill-Switch is a powerful recovery nechani sm But
har dwar e- bound keys are the prevention nechani smthat nakes
the Kill-Switch rarely necessary.

The two-1 ayer defense:

Layer 1 (Prevention): Hardware-bound MasterPrivat eKey.
Attacker cannot export the key even
with full filesystem access.

Layer 2 (Recovery): DNS Dynani ¢ Del egation Kill-Swtch.
If Layer 1 fails (physical access,
supply chain conprom se, insider threat),
Layer 2 contains the damage in 300s.

This is defense in depth applied to agent identity:

"Hardware makes the Kill-Sw tch unnecessary.
DNS nmakes the Kill-Switch sufficient.”
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