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Abst ract

The nodern internet |acks a reliable nechanismfor verifying the
identity of automated software agents. Existing nmethods such as
User - Agent strings and | P-based attribution are insufficient due to
spoofing, shared infrastructure (NAT), and the rapid growth of

aut omat ed agents including Al crawers, |oT devices, and enterprise
aut omati on systens.

Thi s docunent specifies SAIP (Signed Agent Identity Protocol), a

| i ghtweight, opt-in nechanismfor verifiable client identity at the
application layer. SAIP enables servers to distinguish legitinmate
automated traffic frommalicious actors through cryptographic
identity at three levels of granularity: vendor, agent type, and

i ndi vidual instance. SAIP is protocol -agnostic and applicable to
HTTP, SMIP, and ot her header-based protocols.

The design rationale, extended use cases, and inplenmentation
gui dance are docunented in [ GENESI S].
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I nt roducti on

The nodern internet increasingly relies on automated software agents
— Al craw ers, backup systens, |oT devices, nonitoring agents, and
enterprise integration services — to performessential functions.
However, these agents have no reliable, verifiable way to prove
their identity to the servers they conmunicate with.

Current approaches are fundanental |y i nadequat e:

0 User-Agent strings are trivially spoofable text fields with no
crypt ogr aphi ¢ bi ndi ng.

0 |P-based filtering causes coll ateral damage on shared
infrastructure and is ineffective against distributed agents.

0 Existing authentication franeworks (QAuth2, JWI, niTLS) operate
at the session or user level, not the agent instance |evel

SAI P addresses this gap by introducing a cryptographic identity
signal at the application |layer — a single header that allows any
server to verify the identity of the agent nmking a request at the
| evel of the individual software instance, w thout disrupting

exi sting protocol semantics

SAIP is designed as a supplenental identity layer, not a repl acenent



3.

for existing authentication or security frameworks. It is strictly
an identification protocol: it establishes WHO an agent is, not
what it is authorized to do. Authorization remains the
responsibility of application-layer nmechanisns.

Thi s docunent updates draft-jovancevic-sai p-00 [SAIP-00] with the
foll owi ng significant additions:

Rol Iing Key Derivation Function (RKDF) with per-request rotation
Sequence W ndow for network resilience

Renegoti ati on and Recovery mechani sims

Oot-In Telemetry (tm= field) with comm tment-based node

Regi stration Entity (RE) governance node

Granul ar three-level policy nodel (vendor, type, instance)

SMTP i ntegration gui dance

Hardware attestation via [ RFC9334]

OO0OO0OO0OO0OO0OO0OOo

The design rational e, extended use cases, and inplenentation
gui dance are docunented in [ GENESI S].

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

The following terms are used in this docunent:

Agent : A software process that nakes automated requests on
behal f of a vendor or operator. Exanples include Al
crawl ers, backup agents, 10T devices, and nonitoring
syst ens.

Vendor : The organi zation or devel oper responsible for an
agent. Holds the Master Key and is registered with
a Registration Entity.

I nst ance: A specific, uniquely identified installation or
depl oynent of an agent. Each instance has its own
derived identity and Rolling Key state.

Mast er Key: A long-termcryptographic key held by the vendor,
used to derive per-instance Rolling Keys via RKDF
MUST be stored in hardware-backed secure storage
wher e avail abl e.

Rol I'i ng Key: A short-lived cryptographic key derived fromthe
Mast er Key via RKDF, used to sign exactly one
request. MJUST be destroyed inmedi ately after use.

Regi stration An organi zation authorized to maintain and

Entity (RE): distribute the public key registry for SAIP
vendors. Qperates anal ogously to a Certificate
Authority in PKlI systens.

RKDF: Rol ling Key Derivation Function. The mechani sm by
whi ch Rolling Keys are derived sequentially from
the Master Key and sequence state.

Sequence: A nmonotonically increasing integer maintai ned by
both client and server to track Rolling Key state.

Pr obl em St at enent



Spoof ability:

| P Fatigue:

Aut omat i on
Friction:

SMIP Trust Gap:

Zero

Accountabi lity:

Desi gn Coal s

Sinplicity
(KI'SS):

Opt -1 n:

Backwar d
Conpatibility:

Pr ot ocol -
Agnosti c:

G anul ar
Cont r ol

Identification
Ol y:

User - Agent strings are trivial to manipul ate.
Any agent can claimany identity w thout
crypt ogr aphi c proof.

| P-based filtering is unreliable for agents
operating behind NAT, shared proxies, or cloud
infrastructure

Critical systens (backup agents, internal APIs,
Al bots, 10T devices) are frequently bl ocked by
generic security rules that cannot distinguish
legitimate automati on frommalicious traffic.

Lack of granular client-level identity allows
spam and abuse originating from conproni sed
mai | servers

There is no existing mechanismto revoke access

for a specific software instance w thout
affecting all other instances of the sane vendor.

M ni mal over head, single-header inplementation
No changes to existing protocol senantics

No mandat ory adoption. Conpatible with | egacy
systems. Servers that do not inplenent SAIP
MUST i gnore the SAI P header without error

SAIP MUST NOT alter the semantics of HITP,
SMIP, or any other protocol to which it is
appl i ed.

Applicable to HTTP, SMIP, and ot her header-
based protocol s using a consistent header
format and canonical string definition

Pol i cy deci sions MJST be applicable at the
vendor |evel, agent type level, and individua
i nstance | evel independently.

SAIP is strictly an identification protocol
It MJUST NOT be used as an aut horization
mechani sm

5. Protocol Overview

5.1. ldentification vs. Authorization
SAI P provides a verifiable cryptographic assertion of the identity
of an agent (WHO is making the request). It does not determ ne
what that agent is pernmitted to do
Aut hori zation, access control, and perm ssioning remain the
excl usive responsibility of existing application-Ilayer nechani sns
such as QAuth 2.0 [RFC6749], JWI, or ACLs.

SAIP acts as the "Passport"”™ — it proves the bearer’s identity.
The application decides if that bearer has the "Visa" to proceed.

5.2. Header For mat

The SAI P header is structured as a sem col on-separated |ist of
parameters transnmitted as a standard HTTP header field [ RFC9110]:



SAIP: id="<ID>"; alg="<ALG",; ts="<TS>"; nonce="<NONCE>";
[ pk="<PK>"]; [tnmE"<TM>"]; sig="<SI G"

Each paraneter MJST be encoded as a quoted string. The order of
paraneters is NOT significant for parsing. Parameter nanmes are
case-sensitive and MUST be treated as such by inpl enentations.

The sig parameter MJST al ways be conputed last, as it covers
all other paraneters. |nplenentations MJUST NOT rely on paraneter
ordering for parsing.

.3. Paraneters
Al'l Base64 encodi ng MJST use the URL-safe al phabet as
defined in [ RFC4648] Section 5, wi thout padding

Agent instance identifier. |
Al'l owed chars: a-z, 0-9, ., _, |
-. No semicol ons or spaces. |
Maxi mum 128 char act ers. |
RECOMMVENDED f or mat : |
vendor . type. i nstance |

| Algorithmidentifier. |
| MUST be one of: "ed25519" or |
| "hmac-sha256". |
| I'npl enentations MJUST support |
| "ed25519". "hmac-sha256" MAY |
| be used for symretric shared- |
| secret deploynents. |

| ts | Integer | MJST | Unix tinmestanp (seconds since |
| | | | epoch) at time of signing. |

| Per-request unique val ue. |
| MJUST be at minimum 8 characters
| of cryptographi c randommess |
| per [RFC4086]. |

| sig | Base64 | MUST | Signhature computed over the
| | | | canonical string (Section 6). |

| | Public key for stateless |
| | | verification. Wen present, |
| | the server MAY verify without |
| | a registry | ookup. |

| Opt-in telemetry commitnment |
| hash. See Section 8. MJST NOT |
| be present unless telenetry |
| is explicitly enabl ed. |

I npl enent ati ons MJST reject SAIP headers m ssing any MJST
paraneter. |nplenentations MJST silently ignore unknown paraneters
to ensure forward conpatibility.

Canoni cal i zati on and Si gnature
The signature MUST be conputed over a canonical string that binds
the identity assertion to the specific request context, preventing
signature reuse across di fferent endpoints or protocols.

.1.  HTITP Canonical String



For HTTP requests, the canonical string MJST be constructed as:

i d=<i d>; t s=<t s>; nonce=<nonce>; net hod=<METHOD>; pat h=<pat h>

Wher e:

0 <id>is the exact value of the id paraneter

0 <ts>is the exact value of the ts paraneter

0 <nonce> is the exact value of the nonce paraneter

0 <METHOD> is the HTTP nethod in uppercase (GET, POST, etc.)

0 <path> is the request path including query string if present

Exanpl e:

i d=acne. craw er. nyc-042;ts=1744200000; nonce=f 3k9p2mi;
met hod=CET; pat h=/ api / v1/ dat a?f or mat =j son

6.2. SMIP Canonical String
For SMIP [ RFC5321], the canonical string MJST be constructed as:
i d=<i d>; t s=<t s>; nonce=<nonce>; phase=EHLO hel o=<hel o_nane>
VWere <hel o_name> is the hostnane presented in the EHLO conmand.
Exanpl e:

i d=acne. mai | er.rel ay-bg-01; ts=1744200000; nonce=alb2c3d4;
phase=EHLQ, hel o=mmai | . acne. exanpl e. com

6.3. Oher Protocols
For other protocols, inplenentations MIST use the base format:
i d=<i d>; t s=<t s>; nonce=<nonce>; phase=<PHASE>
Where <PHASE> is a short, unanbi guous descriptor of the connection
phase (e.g., CONNECT, AUTH). The canonical string definition for
each protocol binding MIST be docunented by the inplenenting
software or a future comnpani on specification.

7. Rolling Key Derivation Function (RKDF)

7.1. Key Rotation Mdel

SAI P uses per-request Rolling Key rotation. The Rolling Key MJST
advance exactly once per conpleted request/response cycle.

The RKDF fornula MUST be:
Rol I i ngKey (n+1) = HVAC- SHA256( Mast er Key, InstancelD || Seq_n)
Wher e:

o MasterKey is the vendor’s |ong-term secret

o0 InstancelDis the unique identifier of this agent instance
encoded as UTF-8

0 Seqg_n is the current sequence nunber as a fixed-w dth
bi g- endi an unsi gned 64-bit integer

o || denotes byte-l|evel concatenation

The Rolling Key MJUST be used to sign the canonical string for
exactly one request. The Rolling Key MJIST be destroyed
i medi ately after use and MJST NOT be persi sted.



The MasterKey SHOULD be stored in hardware-backed secure storage
(TPM 2.0, HSM Apple Secure Enclave, Android StrongBox). Were
har dwar e- backed storage is unavail able, inplenmentations MJST use
encrypted key storage with derivation from a hardware-bound
secret where possible.

. 2.  Sequence W ndow (Look-ahead)

To handl e network failures and packet |oss gracefully, servers
MUST i npl enent a confi gurabl e | ook-ahead sequence w ndow.

o0 The default w ndow size SHOULD be 5 sequences.

o0 The maxi mum wi ndow si ze MJUST NOT exceed 10 sequences.

0 When a server receives a valid sequence nunber within the
wi ndow, it MJST advance its accepted sequence state to that
nunber and invalidate all prior sequence nunbers.

0 Requests with sequence nunbers outside the accepted w ndow
MJST be rej ect ed.

Upon successful verification, the server SHOULD i ncl ude the
next expected sequence nunber in its response:

SAl P- Next - Seq: <n+1>

Clients MJST use this value to advance their sequence state
when received. If no SAIP-Next-Seq is received (e.g., due to
network failure), the client MJST retry with the sane Rolling
Key, which renmains within the server’s |ook-ahead w ndow.

.3. Renegotiation and Recovery

When a client loses its sequence state entirely (e.g., due to
system failure, restoration from backup, or state corruption
beyond the | ook-ahead wi ndow), a Full Renegotiation MAY be
initiated to obtain a new RKDF seed without re-registering the
Vendor | D.

Ful | Renegotiation MJST be authorized exclusively by a
Regi stration Entity (RE). Endpoint servers MJST NOT authorize
Ful | Renegoti ation.

The Full Renegotiation process is as foll ows:

1. The client constructs a Renegotiati on Request contai ni ng:

- Instancel D

- Reason code (systemrestart, backup-restore, corruption)

- Tinmestanp and nonce (per Section 5.3)

- Signature using the previous MasterKey. This signature
MJUST be within a validity wi ndow of no nore than 24 hours
fromthe ts val ue.

- Hardware Attestation evidence per [RFC9334] ( RECOVMENDED)

2. The RE MJST validate that:

- The MasterKey signature is valid and within the validity
wi ndow.

- The Instancel D is not revoked.

- The rate of Renegotiation Requests for this InstancelD
does not exceed 3 per 24-hour period.

- Hardware Attestation evidence is consistent with
regi stered hardware (if provided).

3. If validation succeeds, the RE issues a new RKDF seed and
starting Sequence nunber. The previ ous sequence range is
permanent |y inval i dated.

4. The vendor MUST be notified of all Full Renegotiation events



as they may indicate conprom se or operational issues.
7.4. Gaceful Key Rotation

When a Mast er Key approaches or reaches the end of its defined
validity period, SAIP supports a zero-downtime key transition
via an overlap period, anal ogous to certificate overlap in PKI.

The client signals key transition using an additional header:

SAl P- Key- Versi on: <new>; fall back=<ol d>;
fal | back- expi res=<uni x_ti nest anp>

During the overlap peri od:

0 Servers that have received the new key version fromthe RE
MUST accept requests signed with the new key version.

0 Servers that have not yet updated their cached key SHOULD
accept requests signed with the fall back key version until
fal | back-expires.

o After fallback-expires, servers MJIST reject requests signed
with the old key version.

7.5. Forward-Only Constraint

SAI P Renegotiation is strictly forward-only. |nplenentations
MUST enforce all of the foll ow ng:

0 Sequence nunbers MJST NOT decrease at any point.

o0 The alg parameter MJST NOT change to a weaker al gorithm
during or after renegotiation.

o Full Renegotiation MIUST be authorized by a RE. Requests
to bypass RE authorization MJST be rejected.

0 Any renegotiation attenpt that violates these constraints
MUST be rejected i medi ately.

o Al violations MIST be |ogged with sufficient detail to
support incident response.

These constraints prevent downgrade attacks in which an
adversary attenpts to force the use of a weaker al gorithm or
replay a previously valid sequence nunber.

8. Opt-In Telemetry (tm= field)

SAI P i npl enent ati ons MAY include optional telenetry nmetadata for
audit and operational nonitoring via the tm= paraneter.

The tm= field MUST NOT be transmitted unless explicitly enabled
by the participating inplenmentation and permitted by the |ocal
depl oynent policy. No telenetry is transmtted by default.

8.1. Conmitnent-Based Mdel
To preserve privacy and m nim ze bandw dth overhead, SAIP uses a
Conmi t ment - based Tel emetry Mbdel. Raw tel emetry netadata MJST
NOT appear in the SAIP header. Instead, the client MJST conpute
a Telenetry Conmitnent Hash:
tm = HVAC- SHA256( Rol | i ngKey, Metadata_String)

VWhere Metadata_String is a sem col on-separated string of
key=val ue pairs for the telenetry fields being conmmitted.

Exanpl e Metadata_String:

asn=1234; geo=RS; attest=trusted; fw=2.1.4



The tnmr value is a fixed-length opaque hash. No netadata is
visible in transport. Only entities possessing the RollingKey or
Mast er Key, or authorized RE Audit Nodes, can performa revea
and verify metadata authenticity.

The tel emetry commi tment MJST be conputed using the same

Rol I i ngKey as the request signature sig=. This binding ensures
that forged telenetry nmetadata will not match the stored
conmi t nent .

8.2. Audit-on-Denmand

Servers SHOULD store the tm= value in audit | ogs al ongside the
conpl ete SAI P header. During incident response:

1. The operator obtains the raw Metadata_String fromthe client

or RE audit I og.
2. The verifier reconputes HVMAC SHA256( Rol | i ngKey, Metadata_String).
3. If the result matches the stored tnme value, the netadata is

aut henti cated and tanper-evi dent.

8.3. Telenmetry Field Registry

The following field nanes are RECOMVENDED for interoperability.
Depl oynments MAY define additional fields using the same key=val ue
format. A registry of standard field names is requested from | ANA
(see Section 16).

asn Aut ononpbus Syst em Number of the agent’s network

geo | SO 3166-1 al pha-2 country code

attest Hardware attestation status: "trusted", "untrusted",
or "unavail abl e"

fw Firmvare or software version string

aps Physi cal coordinates "l atitude, | ongitude" (I0T)

api _hash HWVAC of an associated APl credential for binding
9. Processing Mdel
9.1. dient Processing

1. The client constructs the canonical string per Section 6
appropriate for the protocol in use.

2. The client derives the current Rolling Key via RKDF
(Section 7.1) using the current Sequence nunber.

3. The client signs the canonical string using the Rolling Key
and the algorithmspecified in al g=.

4. |f telenmetry is enabled by local policy, the client conputes
tnm= per Section 8.1 using the sane Rolling Key.

5. The client constructs the SAIP header with all required
paraneters and transmits it with the request.

6. Upon receiving a response containing SAl P-Next-Seq, the
client MJST advance its Sequence state to that val ue and
MUST destroy the used Rolling Key i mediately.

7. If no response is received within the inplenentation’s
retry tinmeout, the client MJUST retry using the same Rolling
Key and Sequence nunber. The server’s | ook-ahead w ndow
(Section 7.2) acconmopdates this retry.

9.2. Server Processing



1. The server parses the SAIP header. |f any MJST paraneter
is absent or malfornmed, the server MJST reject the request
with an appropriate HTTP error status.

2. The server validates the ts= paraneter. The server MJIST
reject requests where ts differs fromthe server’s current
time by nore than 300 seconds.

3. The server validates nonce uni queness. Servers SHOULD
mai ntain a nonce cache within the tinmestanp validity w ndow
for sensitive endpoints to prevent replay attacks.

4. The server obtains the agent’s public key either
a. Fromthe pk= parameter directly (statel ess node), or
b. By querying the RE registry using the id= paraneter
(regi stry-based node).

5. The server reconstructs the canonical string fromthe
request netadata per Section 6 and verifies the signature.
Signature verification MJUST use constant-tine conparison
to prevent timng side-channel attacks.

6. If verification succeeds, the server SHOULD i ncl ude
SAl P-Next - Seq in the response to acknow edge advancenent.

7. The server applies policy per Section 12 based on the
verified identity at the appropriate granularity |evel

8. If tm= is present and the server operates in audit node,
the server SHOULD store the tn= value in its audit |og
al ongsi de the conpl ete SAI P header and request netadat a.
10. Trust and Di scovery Mbdel
10.1. Statel ess Mde

If the pk= paraneter is present, the server MAY verify the
signature i medi ately without any registry | ookup. This nbde
i s RECOMMENDED f or:

o Internal deploynments with pre-configured keys
o Small-scale or early-adopter deploynents
0 Bootstrapping before RE registration is conplete
Servers SHOULD verify that pk= values are consistent with
previ ously observed val ues for the same id= to detect key
substitution attacks.

10. 2. Registry-Based Mde
The server uses the id= parameter to |l ook up the agent’s public
key froma distributed RE registry. The wire protocol for RE
queries is outside the scope of this document and is deferred
to a conpani on specification
I mpl enent ati ons MJST support caching of registry responses:

0 Mninmum TTL: 60 seconds
o Maxi mum TTL: 3600 seconds

Thi s bal ances key freshness agai nst RE | oad and network | atency.
11. Registration Entity (RE) Requirenents

11.1. RE Eligibility



11.

11.

An organi zation qualifies as a Registration Entity if it
satisfies all of the following criteria:

G obal Infrastructure: The organi zation operates internet-
scal e infrastructure with geographic
distribution sufficient to serve RE
queries with low | atency gl obally.

Operational Track Record: The organi zati on has a denonstrated
history of reliably operating critica
internet infrastructure.

Neutrality Commtnent: The organi zation commts formally to
not using RE status to discrimnate
agai nst any vendor, agent type, or
conpeting RE

Conmuni ty Approval : The organi zation receives majority
consensus approval fromexisting active
REs via cryptographically signed
statenments.

An RE MUST maintain query service availability of no | ess than
99. 9% neasured on a rolling 30-day basis.

An RE MUST propagate revocation events to all peer REsS within
300 seconds of issuance.

2. RE Gover nance

No single entity controls the set of Registration Entities.
The RE list is mmintained collectively through consensus anobng
exi sting active REs.

A new RE MAY be added to the active set when a strict majority
of existing active REs approve its application via
cryptographically signed statenents recorded in the RE audit | og.

An RE MUST be renoved fromthe active set if any of the
followi ng conditions are net:

o The RE fails to maintain the availability requirement of
Section 11.1 for nore than 72 consecutive hours.

0 The RE violates its neutrality commtnent, as deterni ned
by a strict najority vote of the remaining active REs.

0 The RE ceases operations voluntarily with notice.

Al'l RE nenbershi p changes MJST be recorded in a publicly
accessi bl e, append-only, verifiable audit |1og. No nmenbership
change takes effect before it is recorded in this |og.

3. Bootstrap and Evol ution

The initial set of REs is defined in the SAIP RE Bootstrap
Regi stry nmaintained by | ANA (Section 16). The bootstrap set
SHOULD i ncl ude organi zations fromthe foll owi ng categories
to ensure diversity of interest and geography:

0 Regional Internet Registries (RIRs): organizations such as
RIPE NCC, ARIN, APNIC, LACNIC, and AFRINIC. These are fully
non-profit, geographically distributed, and operationally
neutral by mandate.
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13.

0 Academ c and neutral institutions: organizations such as
the Internet Society (1SOC) and established acadenic research
institutions. These provide independent, non-comrerci al
representation.

o Infrastructure operators: organizations neeting all RE
eligibility criteria of Section 11.1. No single comerci al
organi zation category SHALL hold a najority of bootstrap
RE positions.

Dynam ¢ bal ancing: At any tine, the top 5-7 npst active REs
by query volume act as primary replicators. As new qualifying
organi zations join and participation evolves, the replication
set sel f-bal ances

Vendors register their agents with any RE of their choice,
anal ogous to certificate authority selection in PKI. Servers
are free to configure which REsS they trust.

Granul ar Policy Model

Because SAI P provides cryptographic identity at the instance
| evel, policy engines MAY apply enforcement decisions at any
of three |l evels independently:

Vendor Level : Policy applies to all agents and al
i nstances associated with a given Vendor |ID

Agent Type Level: Policy applies to all instances of a
specific agent type froma given vendor
identified by the type conponent of id=

I nstance Level : Policy applies to exactly one agent instance,
identified by the full id= value.

I mpl enent ati ons MJST support instance-level revocation w thout
af fecting other instances of the sane vendor or agent type.
This is the primary operational advantage of SAIP over |P-based
or User-Agent-based filtering.

Policy actions at any level include but are not limted to:

o BLOCK: Reject all requests fromthe targeted entity.

0 THROTTLE: Apply rate limts to the targeted entity.

0 DEGRADE: Reduce the trust classification of the targeted
entity.

o ALLOW Gant priority or elevated rate limits to the
targeted entity.

The following traffic classification nodel is informative and
illustrates a typical deploynent policy:

[ ool e s s s
| Agent Category | SAIP Status | Trust | Exanple Rate |
[} e ————————— L ——————————— Ll —p——_—_ Ll —p—p—_————————(——r
| I'nternal Systens | Verified | High | Unrestricted

- - S I +
| Known Partners | Verified | Medium | 100 req/sec |
TR T S IR e +
| General dients | Verified | Low | 10 req/sec |
o e e e o o e e - S R o e e e e oo oo +
| Anonynous | None | Mnimal | 1 req/sec |
R - - S I +

SMIP | ntegration



14.

14.

14.

14.

SAI P MAY be applied as an additional agent identity |layer in
SMIP [ RFC5321] without nodifying the SMIP protocol

The sending server MAY transnit a SAIP header line inmediately
after receiving the server’s response to the EHLO command and
before issuing the MAIL FROM conmand

The SMIP canonical string defined in Section 6.2 MJST be used.
Exanpl e exchange:

C. EHLO backup- agent . exanpl e. com
S: 250-nmail . exanpl e. com Hel | o backup-agent. exanpl e. com
250- SI ZE 52428800
250- 8BI TM ME
250 STARTTLS
C. SAIP: id="acne.nmiler.rel ay-bg-01"; al g="ed25519";
t s="1744200000"; nonce="7f 3k9p2m';
pk="<base64ur| _public_key>"; sig="<base64_sig>"
S: (SAIP mddl eware validates signature, tinestanp, nonce)

If invalid:
550 5.7.1 SAIP verification failed: Invalid agent identity
If valid:

(conti nue normal ly)
C. MAIL FROM <sender @xanpl e. conw

The foll owi ng apply:

o |If the receiving server does not inplenent SAIP, it MJST
treat the SAIP line as an unrecogni zed comand and MJST
continue normally per [RFC5321]. Sending servers MJST NOT
rely on SAIP being enforced by receiving servers.

0 Receiving servers that inplement SAIP MAY reject the
connection with "550 5.7.1" (permanent failure) or
"421 4.7.1" (temporary failure) based on | ocal policy.

o For strict environnments, a future SMIP service extension
advertising "SAIP" capability in the EHLO response is
RECOMVENDED t o enabl e negoti ated enforcenent.

0 SAIP for SMIP provides early rejection before any nessage
data is transferred, reducing server resource consunption
fromillegitimte connections.

Security Considerations

1. Timestanmp Validation

Servers MJST reject requests where the ts= paraneter differs

fromthe server’s current tinme by nore than 300 seconds. This

wi ndow SHOULD be configurable and SHOULD be as small as the
depl oynent’ s cl ock synchronizati on accuracy all ows.

2. Nonce Requirenents

The nonce= paraneter MJST be generated using a cryptographically

secure random nunber generator per [RFC4086]. Servers SHOULD
mai ntain a nonce cache within the ts= validity w ndow for
sensitive endpoints to prevent replay attacks.

3. Constant-Tinme Verification

Al'l signature conparison operations MJST use constant-tine
algorithms to prevent tining side-channel attacks.
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4. Key Storage Requirements
Mast er Keys SHOULD be stored in hardware-backed secure storage:

o TPM 2.0 (Wndows, Linux servers and enbedded devi ces)
0 Apple Secure Enclave (macGCS, i 0S)

0 Android StrongBox (Android devices)

0 Hardware Security Mdule (HSM for high-assurance depl oynents

Rol I'i ng Keys MJUST be derived on demand and MJUST be destroyed
i medi ately after use. Rolling Keys MJUST NOT be persisted to
any storage nedi um

5. Conpronise Scope Linmtation

Per-request RKDF rotation limts the cryptographic val ue of any
stolen Rolling Key material to at nobst one in-flight request.
Vendors MUST revoke the affected I nstancel D via the RE upon
confirnmed or suspected conprom se. Revocation MJST propagate

to all active REs within 300 seconds.

Servers SHOULD report anomal ous agent behavi or (geographic
anomal i es, nonce irregularities, sequence inconsistencies,
abnormal request patterns) to the rel evant vendor or RE to
enabl e early conprom se detection

6. Header |njection Prevention

By restricting the id= character set to the characters a-z,
0-9, '.’, "', and '-', SAIP prevents header injection attacks
and parsing anbiguities in all target protocols.

7. Downgrade Attack Prevention

Per Section 7.5, renegotiation is strictly forward-only.
I mpl enent ati ons MJUST reject any attenpt to negotiate a weaker
al gorithm val ue or to decrease a sequence numnber.

8. Counterfeit Prevention

When MasterKey storage is hardware-bound (TPM HSM Secure
Encl ave), the cryptographic identity cannot be exported or
cloned. Counterfeit agents |acking access to the origina
har dwar e cannot produce valid SAlIP signatures

9. Renpte Attestation

| mpl enent ati ons supporting hardware-bound keys SHOULD provi de
Renote Attestation evidence per [RFC9334] during Ful
Renegotiation (Section 7.3). Attestation status MAY be
committed in the tnr telenetry field (Section 8.3).

Privacy Considerations

The id= paraneter discloses the vendor and agent instance
identity to every server receiving the request and to any

net wor k observer if the connection is not encrypted. Connections
carrying SAI P headers SHOULD use TLS [ RFC8446] or equival ent
transport-layer encryption

Agents operating in contexts where identity disclosure is
undesi rabl e MAY use statel ess node (pk=) with epheneral key
pairs, accepting the | oss of RE-based revocation capability.

The tme telenetry field MUST NOT be transmitted without explicit
opt-in. No netadata is disclosed in transport; only the opaque



16.

17.

17.

commitnent hash is visible. Raw netadata is accessible only to
entities possessing the Rolling Key, the MasterKey, or
aut hori zation froman RE Audit Node.

SAl P does not provide anonymity. Agents that require anonymity
SHOULD NOT i nmpl enent SAI P

I ANA Consi derations
Thi s docunent requests |IANA to register the follow ng HITP

header field in the "Permanent Message Header Field Names"
registry [ RFC9110]:

Header field nane: SAl P
Applicable protocol: http

St at us: st andard
Aut hor / Change

controller: | ETF
Speci ficati on: This RFC

Thi s docunent requests IANA to register the follow ng HITP
header field in the "Permanent Message Header Field Nanes"
registry

Header field nane: SAl P- Next - Seq
Applicable protocol: http

St at us: st andard

Aut hor / Change

controller: | ETF

Speci ficati on: This RFC

Thi s docunent requests IANA to register the follow ng HITP
header field in the "Permanent Message Header Field Nanes"
registry

Header field nane: SAl P- Key- Ver si on
Applicable protocol: http

St at us: st andard

Aut hor / Change

controller: | ETF

Speci ficati on: This RFC

Thi s docunent requests IANA to create the foll ow ng new
registry

Regi stry nane: SAI P Registration Entity Bootstrap
Regi stry

Regi stration policy: Expert Review

Initial contents: To be determ ned through | ETF consensus
process.

Thi s docunent requests |ANA to create the foll owi ng new
registry

Regi stry name: SAIP Tel enetry Field Nanes

Regi stration policy: Specification Required

Initial contents: asn, geo, attest, fw, gps, api_hash
as defined in Section 8.3 of this
docunent .
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Appendi x A. 10T Use Case (Informative)
Thi s appendi x is infornmative.
SAIP is particularly well-suited for 10T depl oynents where
device identity is critical and hardware security nodul es are

increasingly avail abl e as standard conponents.

Consi der a home appliance manufacturer depl oying a cl oud-
connect ed product fleet:

Vendor : Manuf acturer (registered at RE, holds Master Key)
Agent Type: Product line (e.g., washing nachi nes)
I nst ance: I ndi vi dual device (identity bound to on-device TPM

Wthout SAIP, the cloud service has no reliable way to
distinguish a legitimate device froman attacker spoofing the
device’'s User-Agent string or APl credential s.

Wth SAIP, the follow ng properties hol d:

0 Each device carries a unique InstancelD cryptographically
bound to its hardware TPM nuaking the identity non-exportable
and non-cl onabl e.

o If a batch of devices receives a conprom sed firmvare update,
the manuf acturer revokes only the affected InstancelDs via
the RE. The remai nder of the fleet continues operating w thout
i nterruption.

0 Counterfeit devices cannot produce valid SAlP signatures
because they | ack access to the original hardware TPM and
the Master Key derivation.

0o The tmr telenmetry field MAY carry firmnare version, hardware
attestation status, and network ASN — committed as an opaque
hash, private in transport, and avail abl e on-denand for audit
and conpl i ance purposes.

o This approach aligns with energing regulatory requirenents
for verifiable |oT device identity, including the EU Cyber
Resilience Act (CRA) and sinilar franeworks.

Appendi x B. Relationship to Existing Standards (I nformative)

Thi s appendi x is infornative.

B.1. RFC 9421 (HTTP Message Signat ures)

RFC 9421 [ RFC9421] defines a nechani smfor signing HITP nessage

conponents — headers, body, and derived values — to provide

nmessage integrity and non-repudiation

SAI P and RFC 9421 are conpl ementary and non-conflicting:



0 SAIP establishes WHO i s naking the request (identity |ayer).
0 RFC 9421 establishes integrity of WHAT is being transnitted
(message | ayer).

SAI P MAY be used in conjunction with RFC 9421. SAI P MJUST NOT
be presented as a repl acenent for RFC 9421.

B.2. DKM (RFC 6376)

DKI M [ RFC6376] provi des cryptographic signatures for enmail
messages at the dommin | evel, proving domain responsibility
for message content. SAIP provides cryptographic identity for
agents at the individual instance |evel. These operate at
different layers and are conplenentary in SMIP depl oynents.

B.3. RATS (RFC 9334)

The RATS architecture [ RFC9334] defines procedures and data
formats for renpote attestation of hardware and software state.
SAI P's hardware key storage requirenents (Section 14.4) and
the tne attestation field (Section 8.3) are designed to be
conpatible with RATS attestation evidence formats, enabling
SAI P inplenentations to | everage exi sting RATS infrastructure.
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