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Abst ract

The HTTP User-Agent header field allows any client to claimany
browser identity wi thout cryptographic proof. Any software may
assert "Mozillal/5.0 Chrone/ 124" regardless of its actual origin,
di stribution source, or software provenance.

Thi s docunent specifies BVAP (Browser Vendor Attestation Protocol),
a mechani sm by which browser vendors cryptographically attest that
a browser instance originates froma legitimte, vendor-issued
browser build. Attestation occurs at installation time and is
periodically renewed. The resulting Vendor Attestation Sea

(BVAP Seal) is carried by the browser and is primarily transnitted
via the Sec-BVAP header field. The Seal MAY additionally appear

in the User-Agent string for backward conpatibility with | egacy
infrastructure

BVAP provi des software provenance and vendor authenticity at the
browser |ayer. The protocol allows servers to distinguish between:

0 Vendor-attested browser software,
0 Anonynous or self-built browser software (Unattested), and
o Software falsely claimng vendor browser identity.

BVAP requires no per-request cryptography and no DNS | ookups
during normal operation.



BVAP proves browser origin, not browser behavior.
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1. I nt roducti on

1.1. The User-Agent Problem

Current web architecture contains no standardi zed mechani sm f or

Dedi cated Header -- Sec-BVAP (REQUIRED for BVAP use) .

Optional Verification Mbde (Crypt ographl C Assura.nce).

O~NOOO~NOOOUIDWW

browser vendors to cryptographically attest that a browser instance

genuinely originates fromtheir distributed software.

The HTTP User-Agent field [RFC9110] is informational
carries no cryptographic authenticity guarantees. As

0 Any software may claimany browser identity.
0 Browser vendor identity is trivially spoofable.

only and

a result:



0 Servers cannot distinguish vendor-attested browser software
fromarbitrary software asserting browser identity.

0 Anonynous browser software and fal sely clainmed browser
identity are operationally indistinguishable at the
prot ocol |ayer.

This represents a software provenance gap in nodern web
architecture. BVAP addresses this gap by enabling browser vendors
to issue cryptographically verifiable attestations for browser
software they distribute.

1.2. The BVAP Approach

BVAP addresses this problemat the point of browser installation
rat her than at the point of each HITP request.

When a browser is installed, it contacts its vendor’s Attestation
Service and presents itself for verification. The vendor confirnmns
that the installation corresponds to a legitimte, unnodified
build of their software, and issues a cryptographic Vendor
Attestation Seal (BVAP Seal).

The browser stores this Seal and transmits it primarily via
the Sec- BVAP HTTP header. The Seal MAY additionally be enmbedded
in the User-Agent string for backward conpatibility. Every
subsequent HTTP request carries the Seal, allow ng servers to
identify the vendor that attested this browser installation

No DNS | ookups occur during nornmal request processing.
No per-request cryptography is required.
Seal s are short-lived and periodically renewed (Section 3.5).

This is anal ogous to a physical inspection seal: the inspector
(vendor) exam nes the product (browser installation), applies

a seal, and periodically reissues it. The seal travels with the
product but does not |ast forever.

1.3. Scope and Non- Goal s

BVAP is a browser software provenance and vendor attestation
protocol. It answers exactly one question

"Does this browser instance originate froma
vendor - att ested browser buil d?"

BVAP does NOT answer:

Who t he user is.

VWhet her the user is human.

Whet her the browser behavior is benign

Whet her the browser is automated or renotely controll ed.
Whet her the endpoint device is conprom sed.

Whet her the request is fraudul ent or abusive.

Oo0Oo0Oo0o0oo

Behavi oral trust, fraud analysis, abuse mtigation, automation
detection, and user authentication remain outside the scope
of this protocol

BVAP is NOT:

o A CAPTCHA repl acenent.

0 A human verification system
0 A bot elinination nechanism
o A fraud prevention system

0 A behavioral trust engine.

0 A user identity system



BVAP intentionally pernmits:

Anonynmous browsi ng (no BVAP token required).

Sel f-conpil ed browser builds (Anonynous/Unattested status).
Open source browser forks (vendor registers independently).
Research browser environments.

Ent er pri se- managed browser depl oynents.

Aut omat ed operation of legitinmate browser software.

OO0OO0OO00Oo

Non- Browser HTTP Cdients:

BVAP does not attenpt to attest generic HITP clients, API
libraries, command-line tools (curl, wget), scripts, nobile
enbedded agents, 10T devices, or any non-browser HTTP software

Such clients operate as Anonynous/ Unattested when interacting
wi th BVAP-aware servers. They are not penalized for the absence
of BVAP attestation. Operators of non-browser HITP clients MAY
voluntarily participate as vendors under their own donain if
they wish to provide vendor attestation for their software,

but no such participation is required or expected.

For automated agent identity (bots, crawl ers, |oT devices),
see rel ated work such as the Signed Agent ldentity Protocol
whi ch operates on the agent side of the sane architectura
probl em

BVAP proves browser origin, not browser behavior.
.4. Specification Phil osophy
BVAP is a proposal, not a prescription

Thi s docunent specifies the protocol semantics required for
interoperability:

Seal format (Section 3.4).

Crypt ographi ¢ signature schene (EJd25519, Section 3.4.2).
Transport (Sec-BVAP header, Section 4).

Verification procedure (Section 3.4.3, Section 6.2).
DNS- based public key publication (Section 6.2).

OO0Oo0Oo0oo

These el enents MJST be observed by conform ng inpl enentations
because they define the wire-level contract between browsers,
vendors, and servers. Wthout them interoperability is

i mpossi bl e.

Thi s docunent does NOT prescri be:

0 How vendors internally validate their browser builds
(Section 8.6).

0 How vendors operate their Attestation Service infrastructure
(subj ect to operational privacy requirements in Section 3.6).

0 How servers interpret BVAP signals beyond the trust
classification framework (Section 6.3).

o0 Wich vendors are trustworthy (Section 8.1 -- vendor trust
is at the discretion of relying parties).

Vendors and operators retain full operational discretion within
the boundaries defined by this specification. The protoco
establishes the rules of the gane; participants choose how to
play within those rules.

Thi s separation between specification (mandatory for
interoperability) and inplenmentation (vendor-defined) is



consistent with established | ETF practice: protocols define
the wire, not the engine room

1.5. Relationship to Existing Code Signing

A natural question is why BVAP is needed given that browser

bi nari es are already cryptographically signed through platform
code signing nechani sms: Aut henti code (Wndows), codesign
(mac0S), and various Linux package signing schenes.

These nechani sns validate the browser binary LOCALLY at instal
or launch tinme. The operating systemverifies the signature
and confirms the binary is authentic before all ow ng execution.

However, this verification is invisible at the HITP | ayer

0 The server has no visibility into the |ocal code signing
state of the browser making the request.

o Platform code signing signals do not traverse HITP

0 A bot or scraper pretending to be Chrome cannot fail any
code signing check, because there is no code signing check
at the server side to begin wth.

BVAP exports provenance fromthe | ocal code signing |ayer into
the HTTP | ayer. The vendor |everages its existing code signing
and rel ease infrastructure (Section 8.6) to issue a Seal that
the server can verify, bridging the gap between | ocal software
authenticity and remote HTTP visibility.

BVAP is therefore conplenmentary to code signing, not a

repl acenent: | ocal code signing protects the integrity of the
binary on the user’s device; BVAP conmuni cates that protection
to renote servers in a privacy-preserving nanner.

1.6. Relationship to Miuitual TLS

A second natural question is why BVAP does not use mutual TLS
(mfLS) client certificates, an established | ETF nmechani smfor
client authentication

mrLS and BVAP address different problens at different |ayers
of the identity stack

0 ldentity axis: niLS authenticates the USER or organi zation
presenting the certificate. BVAP attests the SOFTWARE naki ng
the request. These are orthogonal identity axes -- one
identifies WHO the other identifies WHAT

o Enrollnent nodel: niLS requires per-site enrollnment. A
client certificate is typically issued for a specific
service, trust domain, or PKI hierarchy. BVAP requires no
enrollnment with any server -- a single vendor attestation
wor ks with any server that chooses to recognize it.

o0 User experience: niLS inposes significant UX overhead.
Browser certificate selection dialogs interrupt the user
and require active selection. BVAP is invisible to the
user and requires no interaction.

o Lifetine and tracking: niLS certificates are typically
long-lived and carry stable identity, enabling cross-site
correlation. BVAP Seals rotate every 14-30 days with
Revocation Discard (Section 3.6) to prevent |ong-term
tracking by servers or by the vendor itself.

0 Revocation: nmILS revocation requires CRL or OCSP



3.

3.

infrastructure. BVAP revocation is achi eved through
renewal denial (Section 7) with no separate revocation
infrastructure required.

0 Deploynent cost: niLS depl oynent requires per-server PK
configuration, trust store nanagenent, and client
enrol | ment workfl ows. BVAP depl oynent requires only
vendor DNS key publication (Section 6.2) and Sec- BVAP
header parsi ng.

BVAP is therefore not a replacenent for nfLS. The two
mechani sms address different |ayers of the identity stack
and may coexist in the sanme depl oynent when both software
provenance and user authentication are required.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', " NMAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

Br owser Vendor: Any entity that conpiles, signs, and
distributes a browser build to end users.
I ncl udes commerci al organi zati ons, open
source projects, and individual devel opers
who di stribute browser software.

Vendor Attestation A service operated by the Browser Vendor
Servi ce: that verifies browser installations and
i ssues BVAP Seals. MJUST be operated under
the vendor’s dormai n.

BVAP Seal : A short-lived cryptographic token issued by
the Vendor Attestation Service to a verified
browser installation. Carried by the browser
via Sec-BVAP and periodically renewed.

Attested Browser: A browser that carries a valid BVAP Seal
i ssued by a recogni zed vendor

Unattested Cient: Any HTTP client that does not carry a BVAP
Seal . Includes legitinmte browsers without
BVAP support, privacy-opt-out browsers,
aut onat ed agents, and HTTP librari es.

Vendor Domai n: The domai n under which the vendor operates
their Attestation Service and publishes
their attestation keys. Exanples:
googl e.com nozilla.org, apple.com

Installation Attestation Mdel

1. Overview

The BVAP attestation nodel has three phases:

Phase 1 -- Installation:
The browser is installed on the user’s device. At the
compl etion of installation, the browser initiates the
attestation process with the Vendor Attestation Service.

Phase 2 -- Attestation

The vendor verifies that the installation corresponds to
a legitimate, unnodified build of their software and issues



a BVAP Seal to the browser.

Phase 3 -- Qperation:
The browser stores the BVAP Seal locally and transmits it
primarily via the Sec-BVAP header for subsequent HTTP
requests. The Seal MAY additionally appear in the User-Agent
string for backward conpatibility. The Seal is periodically
renewed per Section 3.5.

Initial attestation occurs once per installation. Seal renewal
occurs periodically (every 14-30 days per Section 3.5) and does
not require user action. Attestation MAY also be re-triggered
after browser updates at vendor discretion.

3.2. Installation Flow
The foll owi ng describes the attestation flow at installation
1. Browser installation conpletes on the user’s device.
2. The browser generates an Installation Identity:
install-id = random(256-bit)
The install-id MJST be:
0 Cenerated using a cryptographically secure random
nunber generator per [RFC4086].
0 Conposed of pure randonmmess, with NO i nput derived
from devi ce hardware, MAC addresses, hardware | Ds,
CPU I Ds, or any other device-specific val ue.
0 Unique per installation (per browser profile, per

user account on the device).
o0 Never reused across reinstallations.

Thi s design ensures install-id cannot be used for
device fingerprinting or cross-installation correlation
An install-id is a fresh, random nonce -- not a derived

device identifier.
3. The browser contacts the Vendor Attestation Service:

POST https://attest. <vendor-domai n>/ bvap/ vl/ attest
Cont ent - Type: application/json

{
"buil d": "<br owser - nane>- <ver si on>",
"bui | d- hash": "<SHA256 of browser binary>",
"install-id": "<install-id>",
"platforn: "<os-pl at f or mp",
"ts": <uni x-ti mest anp>

}

4. The Vendor Attestation Service validates:
o The build-hash corresponds to a known, signed rel ease.
0 The build version matches the claimed build identifier
0 The request appears to originate froma fresh installation
(rate limting and anti-abuse checks at vendor discretion).

5. On successful validation, the Service i ssues a BVAP Sea
(Section 3.4) and returns it to the browser.

6. The browser stores the Seal in tanper-evident |ocal storage
and transmits it in subsequent HTTP requests primarily via
the Sec-BVAP header (Section 4). The Seal is periodically
renewed per Section 3.5.
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If attestation fails (e.g., tanpered binary, network error),
the browser operates without a BVAP Seal as an Unattested
Client. Attestation failure MJUST NOT prevent browser operation

Vendor Attestation Service

The Vendor Attestation Service is operated by the Browser Vendor
under their domain. It MJUST

0 Be reachable at https://attest.<vendor-domai n>/ bvap/vl/ attest
during installation and Seal renewal phases.

o Verify that the presented buil d-hash corresponds to a known,
signed rel ease build of the vendor’s browser software

0 |Issue BVAP Seals only to verified installations.

0 Sign Seals using Ed25519 [RFC8032] with the
Vendor Si gni ngPri vat eKey hel d i n hardwar e-backed secure
storage (HSM or equival ent).

0 Include an expiry timestanp in every issued Sea
(maxi mum 30 days from i ssuance).

0 Support Seal renewal requests fromexisting installations.
o Inplenment Revocation Discard per Section 3.6.

o Publish the Vendor Si gni ngPublicKey in DNS for offline
server verification:
_bvap. <vendor-domai n>. I N TXT "v=bvapl; pk=<Ed25519-pubkey>"

The Attestation Service MJST NOT:

0 Log or retain information that can identify the user.

o Link install-id values across different installations.

o Miintain any mappi ng between successive Seals issued to
the sane installation (see Section 3.6).

0 Share installation data with third parties.

The Vendor Attestation Service is contacted at installation
and at Seal renewal. It is NOT contacted during nornmal browser
operation or per-request processing.

BVAP Seal Fornmat (Canonical Payl oad)

The BVAP Seal is a conpact, URL-safe string with three col on-
separ ated conponents. This canonical format elimnates payl oad
reconstruction anbiguity and enables fully offline verification

For mat :

<vendor - domai n>: <encoded- cl ai ns>: <seal - si g>

Wher e:

vendor - donai n: The vendor’'s domain (e.g., google.com
nmozilla.org). ldentifies who issued the Sea
and which DNS record to consult for the
public key.

encoded-cl ai n5: Base64URL- encoded JSON obj ect containing the

public attestation clains. This is the payl oad
that the vendor signs.



seal -si g: Base64URL- encoded Ed25519 signature [ RFC3032]
over the canonical signing input (see bel ow).

3.4.1. Encoded C ains Structure

The encoded-cl ai ms conmponent is a Base64URL encodi ng of a
compact JSON obj ect containing the follow ng fields:

{

"ver": "<browser-versi on>",
"exp": <expi ry-uni x-ti nest anp>,
"iat": <i ssue-uni x-ti nest anp>

}

Field definitions:

ver String. Browser build version identifier as recognized
by the vendor (e.g., "chrome-124", "firefox-125").
MJUST be present.

exp Integer. Unix timestanp (seconds) at which this Sea
expires. MJST NOT exceed iat + 30 days.
MUST be present.

i at Integer. Unix timestanp (seconds) at which this Sea
was i ssued. MJST be present.

The JSON obj ect MJST be serialized in canonical form
o UTF-8 encoded.

0 No whitespace between tokens.

o0 Keys in the order: "ver", "exp",

i at
The serialized JSON is then Base64URL-encoded (w thout padding)
to produce the encoded-cl ai nrs conponent.

Not e: The encoded-cl aims contains ONLY public attestation

met adata. It does NOT contain install-id, build-hash, device
information, or any user-identifiable data. The install-id used
during attestation (Section 3.2) is consuned by the vendor and
is NOT transmitted in the Seal

Future versions of this specification MAY define additiona
optional claimfields. Inplementations MJST i gnore unknown
claimfields for forward conpatibility.

3.4.2. Signing | nput

The signature is conputed over the concatenation of the vendor
domai n and the encoded-cl ai ns, separated by a single colon

si gni ng-input = <vendor-domain> || ":" || <encoded-clai ns>

This is the exact byte sequence that the vendor signs and that

the server reconstructs for verification -- character-for-character
identical to what appears in the Sec-BVAP header before the

second col on.

seal -sig = Base64URL(
Ed25519. Si gn( Vendor Si gni ngPri vat eKey, signi ng-input)
)

The Ed25519 signature schene [ RFC8032] is REQUI RED for BVAP
Future versions of this specification MAY define additiona
signature algorithnms identified by a "v' field in encoded-cl ai ns.

3.4.3. Verification Procedure



To verify a BVAP Seal, the server

1. Splits the Seal on ":" into three conmponents:
vendor - domai n, encoded-cl ai s, seal -sig.

2. Retrieves the VendorSi gni ngPubl i cKey from DNS at
_bvap. <vendor-domai n>. (cached per Section 6.2).

3. Decodes encoded-cl ai ns (Base64URL) and parses the JSON
Val i dates that exp > current _time (Seal not expired).

4. Reconstructs the signing i nput EXACTLY:
signi ng-input = <vendor-domain> || ":" || <encoded-cl ai ns>

Not e: encoded-clains is used in its original Base64URL form
NOT the decoded JSON. This elininates JSON canoni calization
anbiguity during verification

5. Verifies the signature using Ed25519
Ed25519. Veri f y(Vendor Si gni ngPubl i cKey, signi ng-input, seal-siQg)

6. If verification succeeds and Seal is not expired: classify
as Attested Browser per Section 6.3.

This procedure is fully self-contained. The server does not
need to know install-id, build-hash, or any other vendor-side
state. The encoded-cl ai ms provides everything needed.

3.4.4. Exanple
Concept ual exanpl e (signature abbreviated)
vendor - donai n: googl e. com

cl aine JSON: "ver":"chrone- 124",
"exp": 1746748800,
"iat":1744156800}

encoded- cl ai ns: eyJ2ZXli O Jj aHIvbWt MTI Ol i wi ZXhwl j ox Nz Q2 Nz Q4 CDAW
LCIpYXQ G E3NDQXNTY4NMDB9

si gni ng-i nput: googl e. com eyJ2zXl i G Jj aHIvbWJt MT1 0. .

seal -si g: <Ed25519 si gnature over signing-input,
Base64URL encoded, ~88 characters>

Fi nal Seal : googl e. com eyJ2ZXIi G Jj aHJ. .. : <seal -si g>

Transmtted in: Sec- BVAP: googl e. com eyJ2ZXli...:<seal -si g>
3.5. Seal Rotation (Short-Lived Seal s)

BVAP Seal s MJUST be short-lived and periodically rotated.

0 Seal validity SHOULD NOT exceed 30 days.

0 Seal validity of 14 days is RECOVMENDED for privacy-
sensitive deploynments to reduce |long-termcross-site
correlation potenti al

0 Browsers SHOULD initiate Seal renewal within 5 days before
expiry by contacting the Vendor Attestation Service.

0 Renewal is silent and automatic -- no user action required.

0 Seals that have expired MIST be treated as absent by servers.
Browsers with expired Seals operate as Anonynous/ Unattested
clients until renewal succeeds.



Seal rotation provides three conpoundi ng benefits:

Privacy:
Cross-site correlation is linted to the Seal validity
wi ndow (meaxi mum 30 days) rather than the lifetinme of the
browser installation. After each rotation, the browser
presents a different signature to all sites, breaking
any correlation built on the previous Seal

Revocati on:
A conpromi sed or abusive installation is revoked by
refusing Seal renewal. No server-side revocation |ist
infrastructure is required. The existing Seal expires
naturally within at nbost 30 days

Conpr omi se Response:
A | eaked or stolen Seal becones invalid at the next
rotati on boundary without requiring active propagation
of revocation information to servers

Aut 0- Renewal Fl ow

Day 1: Installation -> Vendor issues Seal #1
Valid for 30 days. Enbedded in User-Agent.

Day 25: Browser contacts Vendor Attestation Service:
"My seal expires in 5 days. |ssue renewal."
Vendor checks: is this installation revoked?
NO -> Issues Seal #2. Discards Seal #1 record.
YES -> Refuses. Browser becones Unattested.

Day 30: Seal #1 expires. Browser switches to Seal #2.
No user action. No service interruption

.6. Revocation Discard (Operational Privacy Obligation)

Revocation Discard is a protocol -1evel operational privacy
requi renent inposed on participating vendors. It is NOT a
crypt ographi ¢ guarantee enforced by the protocol itself.

The BVAP protocol cannot cryptographically prove that a vendor
has di scarded correl ati on data. Vendors are expected to conply
with Revocation Discard as part of their operational obligations
when i npl erenting the BVAP Vendor Attestation Service.

This is the sane governance nodel used by Certificate Authorities
in PKI: a CAis operationally required to followits Certificate
Practice Statenment, even though the protocol cannot enforce CA

i nternal behavior cryptographically.

The Operational Requirenent:
Upon issuing a renewed Seal, the Vendor Attestation Service MJST:
o Inmmediately invalidate the previous Seal
o Discard records linking the previous Seal to the renewed
Seal -- including | ogs, databases, anal ytics pipelines,
and backup systenms -- within a reasonabl e operationa
wi nhdow ( RECOMVENDED: 24 hours).

o0 NOT maintain any mappi ng between successive Seal s issued
to the same installation across rotation boundari es.

This commitnent ensures that a conpliant vendor cannot
reconstruct a tracking chain across Seal rotation periods.



A malicious or non-conpliant vendor can undermine this
property; see Section 8 (Security Considerations) on the
vendor trust assunption.

The ONLY persistent record the vendor MAY naintain is a binary
installation status: active (eligible for renewal) or revoked
(ineligible for renewal ). This binary status:

0 MJST NOT be linkable to specific Seal val ues.
0 MJST NOT be linkable to user identity or browsing history.
0 MJIST only be used to determine renewal eligibility.

Revocation Discard + Seal Rotation together provide:

0 Server-side privacy: servers cannot track across rotations
(different signature).

0 Vendor-side privacy: conpliant vendors cannot track across
rotations (Discard obligation).

The protocol is designed so that BVAP is not a tracking
i nfrastructure when operated by conpliant vendors. Non-conpliance
is a vendor governance issue, not a protocol-level guarantee.

.7. Seal Storage and Enbeddi ng

The BVAP Seal MUST be stored in persistent, tanper-evident
storage on the user’s device. Recommended storage | ocations:

0 OS credential store (Wndows Credential Mnager,
macOS Keychain, Linux Secret Service)
0 Browser profile storage with integrity verification

The Seal MUST survive browser restarts. Browser updates
SHOULD NOT invalidate the Seal unless the vendor explicitly
requires re-attestation for that update.

The Seal MJST NOT be shared between different browser profiles
or different user accounts on the sanme device.

Transport -- Header Integration

BVAP defines two transport methods for transmtting the Seal
the dedi cated Sec- BVAP header (REQUI RED for security use) and
User - Agent enbedding (i nformational conpatibility only).

Sec-BVAP is REQUI RED for any depl oynent that relies on BVAP
for any operational decision beyond infornmational |ogging.

User - Agent enbeddi ng i s NOT RECOMVENDED for security-sensitive
use. It exists solely for backward conpatibility with | egacy
infrastructure that cannot yet process the Sec-BVAP header

.1. Dedicated Header -- Sec-BVAP (REQUI RED for BVAP use)

The Sec-BVAP HTTP header is the REQU RED transport for the BVAP

Seal . Any server that intends to act on BVAP signals -- including
Optional Verification Mdde, traffic classification beyond raw

| ogging, or any policy decision -- MJST receive the Seal via

Sec- BVAP.

Header format:
Sec- BVAP: <vendor - donmai n>: <encoded- cl ai ns>: <seal - si g>

The full Seal format including the encoded-clainms payload is
defined in Section 3.4.



The "Sec-" prefix follows the convention for security-rel evant
request headers [FETCH]. This prefix:

0 Indicates that the header is restricted frombeing set by
JavaScri pt and other web content.

0 Signals to internediaries that the header is security-
rel evant and shoul d be handl ed accordi ngly.

o Enables CDNs and anal ytics systens that nask Sec-* headers
by default to preserve user privacy.

o Allows cleaner separation from User-Agent semantics.

Browsers inpl ementi ng BVAP MJUST support Sec- BVAP. Browsers NMNAY
additionally include the Seal in the User-Agent string per
Section 4.2 for backward conpatibility.

Exanpl e:

GET /api/data HTTP/ 1.1

Host: exanpl e. com

User-Agent: Mdzilla/5.0 Chrone/124.0.0.0

Sec- BVAP: googl e. com <encoded- cl ai ns>: <seal - si g>

4.2. User-Agent Enbedding (Conpatibility Only)

The BVAP Seal MAY al so be enbedded in the User-Agent string as
a product token per [RFC9110] Section 10.1.2. This transport
formexists solely for backward conpatibility with | egacy
infrastructure that does not yet support Sec-BVAP.

User - Agent enbeddi ng i s NOT RECOMVENDED for security-sensitive

use. Servers SHOULD prefer Sec-BVAP and SHOULD i gnore BVAP

tokens in the User-Agent string when Sec-BVAP is al so present.

For mat :

User - Agent: <exi sting-ua-string> BVAP/ <seal >

Wiere <seal > is the full BVAP Seal as defined in Section 3.4.

The BVAP t oken MJST be appended at the end of the User-Agent

string, separated by a single space character

Operational concerns with User-Agent enbeddi ng:

0 User-Agent values are commonly | ogged by CDNs, internediaries,
and anal ytics systens, exposing the Seal to broader visibility
than the Sec- BVAP header.

0 User-Agent strings are parsed by countl ess | egacy systens
that may corrupt, truncate, or misinterpret the BVAP token

0 User-Agent strings are subject to fingerprinting concerns
that the Sec-BVAP transport avoids.

0 Future protocol evolution is harder when BVAP is bound to
User - Agent senanti cs.

Servers that rely on BVAP for any operational decision MJST

use Sec-BVAP. Servers MAY accept User-Agent enbedding as a

secondary signal during migration periods, but MJST NOT nake

security decisions based on User-Agent - enbedded Seal s al one.
4.3. Exanpl es

RECOMVENDED - - Sec-BVAP transport:



GET /api/data HTTP/ 1.1

Host: exanpl e. com

User-Agent: Mzilla/5.0 (Wndows NT 10.0; W n64; x64)
Appl eWebKi t/537. 36 Chrone/ 124.0.0.0 Safari/537.36

Sec- BVAP: googl e. com <encoded- cl ai ns>: <seal - si g>

NOT RECOMMENDED - - User - Agent enbeddi ng (conpatibility only):

CGET /api/data HTTP/ 1.1

Host: exampl e.com

User-Agent: Mzilla/5.0 (Wndows NT 10.0; Wn64; x64)
Appl eWebKi t/537. 36 Chrone/ 124.0.0.0 Safari/537. 36
BVAP/ googl e. com <encoded- cl ai ns>: <seal - si g>

Firefox with Sec- BVAP:

Sec- BVAP: nozil | a. or g: <encoded- cl ai ns>: <seal - si g>

Tor Browser w th Sec-BVAP:

Sec- BVAP: torproject.org: <encoded-cl ai ns>: <seal - si g>
Browser wi thout BVAP attestation (Anonynous/Unattested):

GET /api/data HTTP/ 1.1

Host: exanpl e. com

User-Agent: Mzilla/5.0 (Wndows NT 10.0; W n64; x64)
Appl eWebKi t/537. 36 Chrone/ 124.0.0.0 Safari/537.36

[no Sec-BVAP, no BVAP in UA]

5. Vendor Responsibility
5.1. The Vendor Principle

Any entity that compiles, signs, and distributes a browser
buil d assunes responsibility for attesting that build.

This principle applies w thout exception:

Googl e is responsible for attesting Chrone builds.

Mozill a Foundation is responsible for attesting Firefox.
Apple Inc. is responsible for attesting Safari .

The Tor Project is responsible for attesting Tor Browser.
A devel oper distributing a custombrowser fork is
responsible for attesting that fork’s builds.

Oo0Oo0oo0oo

Vendor responsibility is triggered by distribution, not by
i censing nodel. An open source browser is not exenpt from
vendor responsibility if it is distributed to end users.

A vendor that does not operate a BVAP Attestation Service
produces Unattested Cients. This is permtted. Browsers
wi t hout BVAP attestation are treated as anonynous clients,
not as nalicious actors.

5.2. Vendor Categories

Commer ci al vendors:
Organi zations such as CGoogle, Myzilla Foundation, Apple,
and M crosoft that distribute browser software at scale.
These vendors operate the Attestation Service under their
est abl i shed donai n.

Open source projects:
Projects such as the Tor Project, Brave Software, and
Vival di that distribute open source or open core browsers.



These projects MJIST operate their Attestation Service
under their own domain. Being open source does not
transfer vendor responsibility to the upstream project.

Exanpl e: LibreWlf is a Firefox fork distributed by the
Li brewol f Project. Librewlf operates its own Attestation
Service at attest.librewlf.net. Librewlf browsers carry
BVAP/ | i brewol f. net seals, NOT BVAP/ nozilla.org seals.

Custom and fork buil ds:
Devel opers distributing nodified browser builds MJUST NOT
claimthe identity of the upstream vendor in their BVAP
token. A custom Chrom um fork MJST use its own vendor
domai n, not googl e. com

Enterpri se and nmanaged bui |l ds:
An enterprise distributing internally nodified browser
builds to its enpl oyees, custoners, or controlled
envi ronments assunes vendor responsibility for those builds.

Ent er pri se- managed, ki osk, governnent-hardened, and
internally distributed browser variants MAY participate
in BVAP using enterprise-controlled vendor domains.

Exampl e: A bank distributing a hardened Firefox variant

toits internal users may operate an Attestation Service
at attest.bank. exanpl e and i ssue BVAP/ bank. exanpl e seal s.
The bank assunes vendor responsibility for these builds.

Thi s preserves provenance accountability while all ow ng
depl oynent - speci fic browser nodification, including:

o Pinned versions for conpliance environnents.

0 Renoved features for hardened depl oynents.

0 Added enterprise policies and nmanaged confi gurati ons.
0 Localization or branding variants.

Sel f-conpi |l ed buil ds:
Users who conpile browsers fromsource for personal use
only and do not distribute themare NOT vendors. Their
sel f-conpil ed browsers operate as Anonynous/ Unattested
clients. This is intentional and by design.

The freedomto conpile, nodify, and run browser software
fromsource is a fundanmental principle of open source
software. BVAP does not restrict this freedomin any way.

A sel f-conpil ed browser
0 Operates as Anonynous/ Unatt ested.
0 |s NOT penalized or treated as malicious.
o MAY optionally self-register as a vendor under their
own domain if they distribute the build to others.
Future work MAY define a Community Attestation nodel for
reproduci bl e open source builds (e.g., via established
reproduci bl e build verification infrastructure).
6. Server-Side Handling
6.1. Basic Mde (Informational Provenance Signal)
Basi c Mode is | NFORVATI ONAL ONLY.

Servers MJST treat Basic Mbde as unaut henticated. Basic Mde
MJUST NOT be used for access control decisions.

In Basi c Mbde, the server reads the BVAP token fromthe request



and uses it as a provenance signal for traffic classification.
No cryptographic verification is perforned. The vendor claim
in Basic Mbde is unauthenticated and trivially spoofabl e.

Servers operating in Basic Mbde MJUST NOT grant security-sensitive
privil eges based solely on the presence of a BVAP token without
cryptographic verification. Basic Mde provides provenance
signaling and traffic classification benefits, but does NOT
provi de cryptographi c assurance of vendor identity.

Server | ogic:

1. Parse the request for a BVAP token
2. | f BVAP token present:
a. Extract vendor-domain fromthe seal
b. Use the vendor claimas an unauthenticated provenance
si gnal .

c. Apply traffic classification policy.
3. If no BVAP token present:
a. Treat as Anonynous/Unattested Cient.
b. Apply default anonynous policy.
4. 1f User-Agent clains a specific browser but no BVAP token
is present:
a. Apply standard anonynous policy.
b. MAY log as Unverifiable C aim(per Section 6.3).

Basi ¢ Mode is appropriate for

Traffic classification and routing deci sions.

Di stinguishing attested-claimng fromnon-claimng clients.
Soft policy (rate limt tiers, log enrichnent).

Tel enetry and anal ytics on browser provenance signaling.

O O0OO0Oo

Basi ¢ Mode MUST NOT be used for:

Aut hentication

Aut hori zation or access control

Bypassi ng security controls.

Granting access to sensitive resources.
Anti-fraud or abuse prevention enforcenent.

Oo0oooo

Servers requiring any formof access control or cryptographic
assurance MJST use Optional Verification Mdde (Section 6.2).

.2. Optional Verification Mde (Cryptographic Assurance)

In Optional Verification Mde, the server cryptographically
verifies the BVAP Seal signature using the vendor’s Ed25519
public key retrieved from DNS. This node provides ful

crypt ographi ¢ assurance of vendor identity and Seal authenticity.

This node is OPT-I1N and i ntended for deploynents requiring
strong assurance (security-sensitive APls, regul ated services,
hi gh- val ue endpoints).

Verification steps (per Section 3.4.3):

1. Parse the Seal fromthe Sec- BVAP header:
<vendor - domai n>: <encoded- cl ai ns>: <seal - si g>

2. Decode encoded-cl ai ms (Base64URL) and parse as JSON
Verify exp > current _tinme. If expired, treat as absent
(Anonynous/ Unat t est ed) .

3. Retrieve the Vendor Si gni ngPubl i cKey from DNS



6. 3.

_bvap. <vendor -domai n>. I N TXT "v=bvapl; pk=<Ed25519-pubkey>"

Cache the result per DNS TTL. DNS | ookups MJST occur at
nmost once per vendor-donain per cache TTL period. Servers
MUST val i dat e DNSSEC [ RFC4033] where avail abl e.

4. Reconstruct the signing input exactly:
si gni ng-input = <vendor-domain> || ":" || <encoded-clai ns>

Use the encoded-cl ai ns conponent in its original Base64URL
formfromthe Seal -- NOT a re-encoded version. This is the
i dentical byte sequence the vendor signed.

5. Verify the signature:

Ed25519. Veri f y( Vendor Si gni ngPubl i cKey,
si gni ng-i nput
Base64URL. Decode( seal -si g))

6. On successful verification: classify as Attested Browser
per Section 6. 3.

On verification failure: treat as Anonynous/ Unatt ested.
MAY | og as potential Seal forgery attenpt.

Optional Verification provides cryptographi c assurance of:

o Vendor authenticity: only the vendor with the correspondi ng
Vendor Si gni ngPri vat eKey can produce a valid signature

0 Seal integrity: any nodification to vendor-donain,
encoded-cl ains, or the signature itself invalidates
verification.

o0 Non-forgery: without the vendor’s private key, valid
si gnatures cannot be produced for any clai s.

Verification is performed entirely locally by the server. The
vendor’'s Attestation Service is NOT contacted during per-request
verification. Only the DNS public key |ookup occurs, and this

i s cached aggressively (RECOVWENDED TTL: 3600 seconds).

DNS Key Pinning (Optional):

Servers MAY pin vendor public keys locally to reduce operationa
dependency on DNS resolution during verification. Pinned keys:

o MAY be obtai ned out-of-band from vendor publications,
security advisories, or established trust channels.

0 SHOULD be periodically refreshed agai nst DNS to detect
vendor key rotation events.

o Provide resilience agai nst DNS poi soning, captive portals,
resol ver conpronise, enterprise interception, and other
DNS- | ayer attacks.

When a pinned key disagrees with the current DNS record, servers
SHOULD | og the di screpancy and apply policy according to their
security posture (treat as Anonynous/Unattested, alert

adm nistrators, or refresh pin).

Pinning is OPTIONAL. Servers that do not pin keys rely entirely
on DNS ( RECOMMENDED wi t h DNSSEC val i dation) for key distribution

Provenance C assification
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BVAP defines three provenance categories that servers MAY use
to inform policy decisions:

| dient Type | Condition | Provenance

| Attested Browser | Valid BVAP Seal present. | Verified

| | Vendor claimaccepted (Basic)

| | or verified (Optional). |
o e e oo s o m e e e e e e i e e ee oo S
| Anonymous / | No BVAP Seal present. | Unknown

| Unattested | OR sel f-conpiled build, |

| | OR browser without BVAP, |

| | OR user opted out. |

| | Honest about its status. |
o e e oo s o m e e e e e e i e e ee oo S
| Unverifiable | Cainms specific browser vendor | Cained but
| daim | in UA but no BVAP Seal . | Unverified

| | daimw thout proof. |

o e e e e oo T S

The distinction between Anonynous/ Unattested and
Unverifiable Claimis operationally significant:

0 Anonynous/ Unattested clients make no fal se assertions.
They are unknown, not dishonest. Default policy applies.

o Unverifiable laimclients actively assert an identity
they cannot prove. This is nore concerning than honest
anonymty and SHOULD receive reduced trust accordingly.

Provenance classification refers exclusively to confidence in
software origin and vendor authenticity. It MJST NOT be
interpreted as proof of human presence, benign intent, or
absence of automation. Verified Provenance does NOT inply
trustworthy behavior -- a Seal-attested browser may stil
originate from aut omated, headl ess, or mal ware-controll ed
sessi ons.

The term"trust"” is intentionally avoided in this classification
because it carries behavioral semantics. BVAP operates strictly
at the provenance | ayer.

BVAP proves browser origin, not browser behavior.
Seal Revocation

BVAP Seal revocation is achieved through Seal rotation deni al
rather than active revocation |ist propagation.

1. Revocation by Renewal Denia

When the Vendor Attestation Service determ nes that a browser
installation should not be renewed, it refuses to i ssue a new
Seal when the browser requests renewal

The existing Seal continues to be accepted until its expiry

timestanp. After expiry, the browser operates as Anonynous/

Unattested until it successfully obtains a new Seal -- which
wi Il not happen for non-renewed install ations.

| MPORTANT -- Revocation Scope and Limts:
0 Revocation affects ONLY BVAP attestation status. |t MJST

NOT prevent browser operation, web access, or any other
browser functionality.



0 A revoked browser continues to function fully as an
Anonynmous/ Unattested client. The user retains full access
to the web.

0 Revocation does NOT inply maliciousness on the part of the
user. A user MJST NOT be characterized as a bad actor on
t he basis of BVAP revocation status al one.

0 Vendors SHOULD publish their revocation criteria
transparently. Arbitrary or opaque revocation underm nes
the trust nodel

0 Servers MJST NOT use BVAP revocation status as the sole
basis for bl ocking, denying service, or restricting access.
BVAP is an informational provenance signal -- not an access
control mechani sm

BVAP is not an internet access control system The protoco
provi des provenance signaling only. Revocation renobves the
provenance signal but does not renove the browser, the user
or the right to browse anonynously.

This design elimnates the need for:

Server-side revocation |ists.

Real -ti me revocation checking by servers
OCSP-styl e revocation infrastructure.
Revocati on propagati on del ays.

O o0Oo0oo

Revocation is eventual (bounded by Seal validity period) rather
than imedi ate. This is an accepted trade-off for the significant
reduction in infrastructure conplexity.

7.2. Revocation Discard Obligation

The Revocation Discard conmitnent defined in Section 3.6 applies
t hroughout the revocation process. Even when revoking an
installation, the vendor MJUST NOT:

o Link the revoked Seal to any previous Seals.

0 Use revocation records to reconstruct browsing history.

0 Share revocation data with third parties in a formthat
identifies the installation or user

7.3. I mmedi ate Revocation (Optional)
For depl oynents requiring i medi ate revocation (before Sea
expiry), servers MAY inplenment optional real-time revocation
checki ng agai nst the vendor’s revocati on endpoint:
GET https://attest.<vendor-domai n>/ bvap/vl/ st atus/<seal -si g>
Response: { "status": "valid" } or { "status": "revoked" }
Thi s endpoint is OPTIONAL for vendors and OPTI ONAL for servers.
Servers that do not inplenent real-tinme revocati on checking
rely on natural Seal expiry for revocation enforcenent.
The seal signature transmitted in this request is opaque and does
not reveal user identity. However, vendors MJUST NOT | og these
status check requests in association with site identity, to
prevent vendor-side correl ation of browsing patterns

8. Security Considerations



8.1. Vendor Trust Assunption (Foundational)

BVAP fundanental |y assunes that browser vendors operate their
Attestation Service infrastructure according to the privacy,
operational, and security requirenents of this specification

The BVAP trust nodel relies on ecosystemlevel trust in vendors,
simlar to PKI. No central authority governs vendor behavi or

Thi s incl udes:

Honest Seal issuance only to verified browser installations.
Conpl i ance with Revocation Discard (Section 3.6).

Secure storage of Vendor Si gni ngPri vat eKey.

Honest revocati on when warranted by stated criteria.

No use of attestation infrastructure for user tracking.

Oo0oooo

A malicious or non-conpliant vendor can underni ne BVAP privacy
and security guarantees independently of the protocol nechanics.
Specifically, a non-conpliant vendor coul d:

| ssue Seals to non-browser software (inpersonation enabl enent).
Mai nt ai n hi dden nappi ngs between rotated Seals (tracking).
Share installation data with third parties.

Ref use Seal renewal arbitrarily or based on opaque criteria.

O O0OO0Oo

This trust nodel is consistent with established PKI governance:
Certificate Authorities operate under simlar operational trust
assunptions, enforced through audit, transparency, and ecosystem
accountability rather than cryptographic conpul sion. There is

no central governing body that conpels CA behavior -- trust
energes from ecosystem participation, public accountability,

and the practical consequences of nisbehavior.

The sane applies to BVAP vendors. Trust is established and
mai nt ai ned t hr ough:

Vendor reputation and accountability to their user base.
Public scrutiny of vendor conpliance with this specification
Server-side discretion in which vendors to trust.

User choice of browser vendor.

O o0oo0oo

Servers and users SHOULD eval uate vendor trustworthiness

i ndependently. Vendors wi th poor conpliance reputation MAY be
treated with reduced trust regardl ess of valid BVAP attestation
Conversely, a server is never required to trust any particul ar
vendor -- vendor trust is always at the discretion of the

relying party.
To make this explicit:

BVAP does not define a central trust authority.

BVAP does not establish a vendor approval program

BVAP does not mmintain a mandatory vendor registry.

BVAP does not require ecosystemw de vendor accreditation

O O0OO0Oo

Trust decisions remain entirely local to relying parties.

A server is free to trust any subset of vendors, no vendors,
or all vendors, based on its own policy. There is no protocol -
| evel entity that conpels server trust in any vendor.

This design intentionally avoids reproducing the centralization
patterns of established PKI ecosystens. BVAP provides the
verification nechanism relying parties retain full discretion
over how that verification is used.
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Seal Forgery

The Seal signature is conputed using Ed25519 [ RFC8032] with the
Vendor Si gni ngPrivat eKey hel d exclusively by the vendor. A forger
without this private key cannot produce a valid Seal signature
for a given vendor-domain.

In Optional Verification Mdde (Section 6.2), servers detect
forged Seal s through Ed25519 signature verification using the
vendor’s public key retrieved fromDNS. This is a cryptographic
guarantee: forged signatures cannot pass verification

In Basic Mbde (Section 6.1), the server does not verify the

signature and is informationally vul nerable to forged Seal s.
This is by design: Basic Mdde is informational only and MJST
NOT be used for security-sensitive decisions.

Servers requiring strong forgery resistance MJST use Opti onal
Verification Mde.

Vendor Key Conprom se

I f the Vendor Si gni ngPrivateKey is conpronised, an attacker can
generate valid Seal signatures for any installation under that
vendor’s domain. This is the primary cryptographic risk in BVAP

M ti gations:

0 Vendor Si gni ngPrivateKey MUST be stored in hardware security
modul es (HSM with non-exportable key attributes.

0 Vendors SHOULD rotate Vendor Si gni ngPri vat eKey periodically
( RECOMMENDED: annual | y) .

0 On detected conprom se, the vendor MUJST:
- Imediately update the public key in DNS to a new key.
- Invalidate all Seals signed by the conprom sed key.
- Force re-attestation of all active installations.
- Notify the ecosystemyvia standard channels (security
advi sories, browser vendor lists, etc.).

o DNS TTL for _bvap records SHOULD be set to 300-3600 seconds
to bound the propagati on wi ndow for energency key rotation

0 Servers in Optional Verification Mdde automatically reject
Seal s signed by the ol d key once the DNS public key has
been updat ed.

Seal Cloning and Distributed Reuse

BVAP attests to software provenance, not operational execution
state or real-time orchestration. A malicious actor may extract
a valid BVAP Seal froma legitimte browser installation and
distribute it across a high-vol une automated bot net
infrastructure

This limtation is a structural property of stateless client-
side delivery over the open web. BVAP does not guarantee that
the executing agent is free of automation. It only guarantees
that the cryptographically bound installation footprint was
initially validated by the vendor

Mtigating the distributed reuse of a cloned Seal falls outside
the scope of this protocol. Servers and networks MAY utilize
standard rate-liniting, IP reputation profiling, or statefu
tracking to detect anomal ous, multi-source presentation of



i dentical signature tokens.
Protocol -1 evel mitigations that DO apply:

0 Seal storage in OS credential stores (Section 3.7) reduces
extractability from conprom sed endpoints

0 Seal rotation (Section 3.5) bounds the maximumlifetine of
any cloned Seal to the Seal validity wi ndow (30 days nax,
14 days RECOWMMENDED) .

0 Vendor-side anomaly detection during renewal: if a single
install-id is observed renewi ng frominprobabl e patterns,
the vendor MAY refuse renewal (Section 7).

0 Optional Verification Mdde (Section 6.2) detects forgery
but does NOT detect legitimate Seals presented by
unaut hori zed parties.

BVAP intentionally does not attenpt to solve the distributed
reuse problemat the protocol layer. Solving it would require
per-request server interaction with the vendor, underm ning
the KISS principle and creating significant centralization
and privacy concerns. This trade-off is intentional and
consistent with the protocol’s scope (Section 1.3).

Attestation Service Availability

The Vendor Attestation Service is only required during browser
installation. If the service is unavailable at install tinme,
the browser operates as an Unattested Client until attestation
succeeds. Service unavailability does not affect browsers

that have al ready been attested.

Buil d Validation (Vendor-Defined)

This specification defines the attestation transport,
verification semantics, and provenance nodel, but does not
mandat e how vendors internally validate browser builds

A vendor MJST validate that a browser instance corresponds to a
legitimate, distributed build of their software before issuing
a BVAP Seal. The specific mechanismfor this validation is
vendor - def i ned and MAY i ncl ude:

0 SHA256 hash matching against a list of known signed rel ease
hashes.

0 Signed Build Manifest verification with conponent-|eve
attestation.

o Platformspecific code signing chain validation (Authenticode
on W ndows, codesign on macQCS, etc.).

0 Reproducible build verification for open source projects.

0 Any conbination of the above, or other vendor-specific
mechani sns.

The validation mechanismis internal to the Vendor Attestation
Service. Different vendors MAY inplenent different validation
approaches based on their build, release, and distribution
processes. This flexibility accommopdates the operationa
diversity across conmerci al vendors, open source projects,
enterprise depl oynents, and custom forks.

What ever nechani smis chosen, the vendor MJUST NOT attest builds
they cannot independently verify as their own legitimte
di stribution.



8.7. Threats Qutside BVAP Scope
BVAP does not protect against:

o Automation franeworks controlling a legitimte attested
browser (Selenium Playwight, Puppeteer, etc.).

o Mlware controlling an attested browser installation.

0 Renote desktop or renpote control of a legitimte browser.

0 Bot farns using genuine browser installations.

These threats are outside the scope of a software provenance
prot ocol . BVAP proves browser origin, not browser behavior.

9. Privacy Considerations
9.1. User Non-ldentification

BVAP MUST NOT enabl e identification or tracking of individual
users. The BVAP Seal carries only:

o The vendor domain (public information).
0 An opaque Ed25519 signature that does not contain PII.

The install-id used during attestation is epheneral and is
NOT enbedded in the BVAP Seal or the User-Agent string.

9.2. Cross-Site Non-Linkability via Seal Rotation
BVAP Seal s rotate every 30 days (Section 3.5). This neans:

o The Seal signature changes at each rotation boundary.

0 Cross-site correlation using the Seal signature is linmted to
the current Seal validity wi ndow (nmaxi num 30 days).

0 After rotation, the browser presents a new signature that
cannot be linked to the previous one by any server.

The Revocation Discard obligation (Section 3.6) ensures that
even the vendor cannot |ink successive Seals to reconstruct
a long-term browsing profile.

Thi s design provides meani ngful privacy protection while
preserving vendor attestation functionality. The protocol
is not a permanent identifier system

Servers MJST NOT attenpt to |ink Seal signhatures across rotation
boundari es for user tracking purposes. Storing Seal signatures
in association with user identity or browsing history

MJUST be considered a violation of this specification.

9.3. Opt-out

Users MJUST be able to disable BVAP attestation in browser
settings. Wen disabl ed:

o0 The browser operates as an Unattested Cient.
0 The BVAP token is NOT included in the User-Agent string.
0 Browser functionality MJUST NOT be degraded.

Browser vendors MJST NOT penalize users who opt out of
BVAP attestation.

9.4. Attestation Service Privacy

The Vendor Attestation Service is contacted once per
installation. The service:
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0 MJST NOT log information that identifies the user.

MUST NOT retain install-id values after issuing the Seal.

0 MJST NOT associate the installation with any account,
profile, or identity of the user.

o

| ANA Consi der ati ons

Thi s docunent requests IANA to register the follow ng HITP header
field in the "Permanent Message Header Field Nanes" registry
[ RFC9110] :

Header field nane: Sec- BVAP
Applicable protocol: http

St at us: st andard
Aut hor / Change

controller: | ETF
Speci ficati on: This RFC

Thi s docunent requests 1ANA to register the foll ow ng product
token in the HTTP "Product Tokens" registry [RFC9110]:

Product token: BVAP

Descri pti on: Browser Vendor Attestation Protocol seal
(User - Agent backward-conpatibility node).
For mat :

BVAP/ <vendor - donmai n>: <encoded- cl ai n8>:
<seal - si g>
Speci ficati on: This RFC

Thi s docunent requests IANA to create the foll ow ng new registry:

Regi stry nane: BVAP Vendor Attestation DNS Paraneters
Regi stration policy: Specification Required
Initial contents: v, pk

as defined in Section 6.2 of this docunent.
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Appendi x A, Transport Exanples (Informative)

Thi s appendi x shows BVAP transport exanples for both the
REQUI RED Sec- BVAP header (Section 4.1) and the User- Agent
backwar d- conpatibility form (Section 4.2).

Note: In these exanpl es:

0 <claims> represents Base64URL-encoded JSON cl ai ns
(e.g., {"ver":"chrone-124",6 "exp":1746748800, "i at": 1744156800}
-> eyJ2zXIi G Jj aHIvbWUt MTIOli . . .)

0 <sig> represents the 88-character Base64URL Ed25519 si gnature.

A. 1. Attested Browsers (Sec-BVAP, REQUI RED)

Chrone (W ndows):

CGET /api/data HTTP/ 1.1

Host: exanpl e. com

User-Agent: Mozilla/5.0 (Wndows NT 10.0; W n64; x64)
Appl eWebKi t/537. 36 Chrone/ 124.0.0.0 Safari/537. 36

Sec- BVAP: googl e. com <cl ai ns>: <si g>

Fi ref ox (Linux):

CGET /api/data HTTP/ 1.1

Host: exanpl e. com

User-Agent: Mzilla/5.0 (X11; Linux x86_64; rv:125.0)
Gecko/ 20100101 Firefox/125.0

Sec- BVAP: nozill a. org: <cl ai ms>: <si g>

Safari (macOS):

Sec- BVAP: appl e. com <cl ai ns>: <si g>

Tor Browser:

Sec- BVAP: torproject.org: <clains>: <sig>

Li brewl f (custom fork, own vendor):

Sec- BVAP: | i brewol f. net: <cl ai ns>: <si g>



Enterprise hardened Firefox (bank exanple):
Sec- BVAP: bank. exanpl e: <cl ai ms>: <si g>

A 2. Attested Browsers (User-Agent backward-conpatibility)
Chrone with BVAP in User-Agent (NOT RECOMMVENDED for security):

CGET /api/data HTTP/ 1.1

Host: exampl e. com

User-Agent: Mzilla/5.0 (Wndows NT 10.0; W n64; x64)
Appl eWebKi t/537. 36 Chrone/ 124.0.0.0 Safari/537. 36
BVAP/ googl e. com <cl ai ns>: <si g>

Not e: Sec-BVAP is REQU RED for any deploynment that relies on
BVAP for operational decisions. User-Agent enbedding is for
backward conpatibility only. See Section 4.

A.3. Anonynous / Unattested Cients
Anonynmous browser (no claim no BVAP):

CGET /api/data HTTP/ 1.1

Host: exanpl e. com

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Custom Browser/1.0
[ No Sec-BVAP, no BVAP in User-Agent. Honest anonymity.]

A 4. Unverifiable Claim
Client claimng Chrone identity w thout BVAP attestation:

CGET /api/data HTTP/ 1.1
Host: exampl e.com
User-Agent: Mzilla/5. 0 (Wndows NT 10.0; Wn64; x64)
Appl eWebKi t/537. 36 Chrone/ 124.0.0.0 Safari/537. 36
[Aains Chrome but no Sec-BVAP and no BVAP in UA
Server treats as Unverifiable Caimper Section 6.3.]

Appendi x B. Vendor Attestation Service Exanples (Informative)
B.1. Attestation Request

PCST https://attest.googl e.conl bvap/vl/ attest
Cont ent - Type: application/json

{
"bui | d": "chrone- 124",
"bui | d-hash": "sha256: a3f 8c2d1e9b7...",
"install-id": "<256-bit random nonce, Base64URL encoded>",
"platforn': "W ndows- x64",
"ts": 1744200000
}

B.2. Attestation Response (Success)

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"seal ": "googl e. com <base64ur | - encoded- cl ai ns>:
<baseb64url - si gnat ur e>",
"clains":
"ver": "chrone- 124",
"exp": 1746748800,

"iat": 1744156800



} ]
"signature-al g": "ed25519",
"status": "attested"

}

The "seal" field contains the conplete canoni cal BVAP Seal as
defined in Section 3.4. The browser stores this Seal and
transmits it in subsequent requests via Sec-BVAP header
(Section 4.1). The "clains" field is shown decoded for clarity
and is identical to the Base64URL-decoded encoded- cl ai ns
enbedded in the seal

B.3. Attestation Response (Failure)

HTTP/ 1.1 403 For bi dden
Cont ent - Type: application/json

"status": "rejected",
"reason": "unknown-buil d- hash",
"detail": "Presented build hash does not correspond

to any known signed rel ease.”

}

Browser operates as Anonynous/ Unattested Cient.
MUST NOT retry nore than 3 tines within 24 hours.
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