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Abst ract

Thi s docunent specifies Certificate Expectation Assertions (CEA), a
DNS- based nechani sm enabl i ng domain owners to publish expected
certificate authority identities for their domains. Cients can
conpare observed TLS certificates agai nst these published
expectations to identify potential unauthorized interception

CEA uses DNSSEC-si gned DNS TXT records, supports nultiple certificate
authorities, and enploys fail-open transparency rather than bl ocking
connections. This approach differs fromHPKP s fail-secure nodel and
provi des an optional mechanismfor interception detection

This document is published as Informational to document the CEA
protocol for experinmental deploynment. It does not nodify TLS or PKI
infrastructure and is not an | ETF standard. This is an experinmenta
specification that has not been endorsed by any | ETF Wirki ng G oup
and does not represent |ETF consensus.

Not e: This docunent does not nodify the TLS protocol (RFC 8446),
certificate validation procedures (RFC 5280), or PKI infrastructure.
CEA is an optional client-side transparency overlay that provides
additional information to users. Inplenentations that do not support
CEA continue to function nornmally with no changes to TLS behavi or.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 20, 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
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I nt roduction

TLS [ RFC8446] provides confidentiality and integrity for Internet
communi cations. TLS interception by internediaries creates
transparency chall enges. Existing nechanisns have limtations: HPKP
[ RFC7469] deprecated due to operational brittleness, Certificate
Transparency [ RFC6962] provi des post-issuance auditing but not real-
time detection.

Thi s docunent specifies Certificate Expectation Assertions (CEA), a
DNS- based nechani sm enabl i ng donains to publish expected CA SPKI
hashes and clients to identify m smatches, providing transparency
signals that MAY indicate interception

CEA is conplenmentary to CT [ RFC6962] and DANE [ RFC6698]. CEA does not
replace PKI X validation (RFC 5280) or nodify TLS (RFC 8446). CEA
operates as an application-layer overlay AFTER standard TLS validation
succeeds. All standard TLS validation (chain verification, hostname
mat chi ng, expiration) continues unchanged.

CEA does not define a new authentication nmechani sm does not introduce
new trust anchors, and does not alter TLS handshake processing; it
provi des an advi sory transparency signal evaluated after successfu
PKI X val i dati on.

This specification is submtted as an experinental |ndependent Stream
docunent. It does not claimto be the optinmal solution for TLS
transparency and wel comes feedback fromthe | ETF community.

I mpl enenters should carefully eval uate whether CEA fits their specific
depl oynent requirements

Requi renent s Language

Key words per RFC 2119 [RFC2119]. Since this is Informational,
normati ve | anguage applies only to inplementations that elect to
support CEA.

Ter mi nol ogy

CA: Entity that issues certificates [ RFC5280].

CEA Record: DNS TXT record with certificate expectations.
Interception: Intermediary termnates TLS, inspects plaintext.
SPKI : DER- encoded public key from CA certificate [ RFC5280].
Expected Issuer: CA in CEA record authorized to issue certificates.
observed Issuer: CAin certificate presented during TLS handshake.

Key Design Features
1. SPKI-based expectations via DNS
2. Multi-path consensus (resolver diversity, 75%threshol d)
3. Semantic categories (Financial, Healthcare) for conpliance
4. Tiered confidence |evels (DNSSEC, DoT/DoH, multi-path, TOFU)
5. Fail-open transparency (warnings, not bl ocking)



.4. Scope and Non- Scope

CEA is NOT: a TLS protocol nodification (RFC 8446), a change to
certificate validation (RFC 5280), a PKI replacenent, or nmandatory.

Clients that inplenment CEA are RECOMMVENDED to: continue standard TLS
val i dation per RFC 5280, avoid rejecting connections based solely on
CEA failures, allow users to proceed despite m smatches

.4.1. Explicit Non-GCoal s

CEA does NOT protect against: state-level DNS infrastructure
conmprom se (attacker controls authoritati ve DNS and DNSSEC), CA
conprom se listed in CEA record, client-side conprom se, fail-open
bypass (attacker blocks all verification paths).

Mtigation for state-level DNS: Milti-path consensus with
geographi cally diverse resol vers provides partial protection

.4.2. Relationship to | ETF Worki ng G oups

Thi s docunent does not clai mconsensus fromany | ETF Wrki ng G oup
CEA is an experinmental nechani smsubnitted through the | ndependent
Submi ssion stream (RFC 8729). This specification does not represent
| ETF consensus and does not nodify or supersede any | ETF standards-
track work. Inplenenters should be aware that CEA has not been
reviewed or endorsed by the TLS Working G- oup, DNSOP Woirki ng G oup,
or any other |ETF body.

.5. Relationship to Existing Wrk

CEA bui | ds upon | essons |learned fromprior certificate validation
mechani snms. This section clarifies CEA's relationship to existing

| ETF specifications and expl ai ns design choices informed by

depl oynent experi ence.

.5.1. Relationship to DANE (DNS-Based Authentication of Named Entities)

DANE (RFC 6698, RFC 7671) is the nost simlar existing nechani sm
using DNS to publish certificate expectations. Key differences:

Desi gn Phi | osophy:

o DANE: Fail-secure enforcenment (MJST reject m smatches)
0 CEA Fail-open transparency (MAY warn users)

DNSSEC Dependency:

o0 DANE: DNSSEC required for all deployments
0 CEA Tiered nodel works without DNSSEC (Levels 1-3)

Depl oynent Status for HTTPS (2026):

o DANE HTTPS: Linited browser adoption despite RFC 6698 publication
in 2012

o DANE has seen deploynent prinmarily in the email/SMIP domain

0 CEA Experinental proposal inforned by DANE depl oynent experience

DANE Depl oynent Chal | enges for HTTPS

o Fail-secure enforcenent creates operational challenges for
enterprise TLS i nspection scenari os

0 DNSSEC depl oynent renains limted in sone regions

0 Qperational conplexity simlar to challenges faced by HPKP

CEA Desi gn Approach:
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o Transparency-focused nodel accombdates enterprise inspection
scenari os

0 Tiered validation nodel functions wi thout DNSSEC dependency

o Fail-open behavi or reduces operational risk

Rel ati onshi p: CEA does not replace DANE. Both serve conpl ementary
roles for different use cases (DANE for mail servers with fail-secure
needs, CEA for HITPS with transparency focus).

Techni cal Conpari son Tabl e:

o e e e e e e e e oo o - o e e e e o e e e e oo oo +
| Aspect | CEA | DANE |
Fom e e e e a e e oo e o e e e oo +
| DNSSEC Requi red | No (Levels 1-3) | Yes (mandatory)

| | Optional (Level 4) | |
o e e e e e a oo Tt Fom e e e oo +
| PKI X Repl acement | No (overlay only) | Optional |
| | | (DANE- TA node) |
Fom e e e e a e e oo e o e e e oo +
| Depl oynent Scope | Application policy | DNS + TLS |
| | layer | infrastructure |
o e e e e e a oo Tt Fom e e e oo +
| Trust Anchor Change | No (uses OS/ browser | Potentially yes

| | CA store) | (DANE-TA) |
Fom e e e e a e e oo e o e e e oo +
| Failure Mode | Fail-open (warnings) | Fail-secure |
| | | (bl ocks) |
o e e e e e a oo Tt Fom e e e oo +
| Enterprise TLS | Conpati bl e (warns) | I'ncompati bl e |
| Inspection | | (bl ocks) |
Fom e e e e a e e oo e o e e e oo +
| Browser Support | Experinental | Limted browser

| | | adoption |
o e e e e e a oo Tt Fom e e e oo +
| Primary Use Case | HTTPS transparency | SMIP/ Mai l |
| | | authentication |
Fom e e e e a e e oo e o e e e oo +
| TLS Validation | None (advisory | May augnent or |
| Semantics | overlay only) | replace PKIX |
| | | validation |
o e e e e e e e e oo o - o e e e e o e e e e oo oo +

DANE i s appropriate for environnents where fail-secure enforcenent is
acceptable (e.g., mail servers). CEA is designed for environnments
requiring transparency w thout blocking (e.g., enterprise web

br owsi ng) .

Architectural Distinction

CEA and DANE have conpl enentary architectural approaches. DANE can
nmodi fy TLS certificate validation (replacing or augnenting PKI X
trust), while CEA operates as a transparency |ayer AFTER standard TLS
val i dation succeeds. CEA provides transparency signals w thout

bl ocki ng connections. This architectural difference allows both
mechani sns to serve conplenmentary roles in different depl oynent

cont exts.

2. Relationship to HPKP (HTTP Public Key Pinning)

HPKP ( RFC 7469, deprecated 2018) provides the historical |esson that
i nformed CEA' s design

What HPKP Got Right:



0 SPKI-based pinning (CEA uses sanme approach)
0 Recogni zed need for CA-level expectations

Why HPKP Fai | ed:

0 Operational Brittleness: M sconfigurations |ocked users out
per manent |y
0 Chicken-and-Egg: Delivered over HTTPS, couldn’'t validate first
connecti on
0 No Recovery: Once pinned incorrectly, donmain becanme inaccessible
o \Weaponi zation: Attackers could pin to malicious certificates

CEA Desi gn | nprovenents:

DNS Delivery: Qut-of-band, can validate first connection
Fail - Open: M sconfigurations don't break sites

TTL-Based Expiry: Errors automatically heal after TTL
Mul tiple CAs: Supports smooth CA rotation

Transparency Not Prevention: Users retain agency

OO0Oo0o0oo

Speci fic HPKP Probl em CEA Sol ves:

HPKP Scenari o: Domai n owner sets pin for CA-A later switches to
CA-B, forgets to update pin. Result: Al users |locked out until nax-
age expires (nonths).

CEA Equi val ent: Domain owner publishes CEA for CA-A, switches to
CA-B. Result: Users see warning but can proceed. CEA record updates
via DNS TTL (hours), or domain owner can pre-publish both CAs.

Hi storical Context: Chrome renpoved HPKP support in 2018 citing
"l'imted legitimte usage and high risk of misconfiguration." CEA
addresses these exact concerns through fail-open design and DNS- based
updat es.

1.5.3. Relationship to Certificate Transparency (CT)

Certificate Transparency (RFC 6962) and CEA are conpl enentary, not
conpetitive

CT' s Rol e:

o Detects unauthorized i ssuance after the fact
o Mnitors: "Did a CAissue a certificate it shouldn’t have?"
o Tineline: Post-issuance detection (hours to days)

CEA' s Rol e:

0 Detects unauthorized usage at connection tine
o Mnitors: "Is this certificate being used as expected?"
o Tineline: Real-time detection during TLS handshake

Conpl erent ary Def ense

o CT: Detects unauthorized CA issuance (post-hoc nonitoring)
0 CEA Detects when legitinate CAs are used for interception
(real -time transparency)

Exanpl e Scenari o:

1. Enterprise installs corporate CA in enpl oyee devices

2. CT logs show no unauthorized issuance (CAis legitinate)

3 CEA identifies connection uses corporate CA instead of expected
public CA (SPKI mi smatch)

4. User inforned of potential interception



CT Cannot Detect:

0 Enterprise proxy using locally-trusted CA
0 State-level interception with conpelled CA
0 TLS interception using legitimate internedi ate CAs

CEA Cannot Detect:

0 Conpronised CA issuing fraudulent certificates (CI's job)
0 Zero-day CA key conproni se before CT | oggi ng

Layered Security: Organizations should deploy both CT nonitoring AND
CEA validation for conprehensive protection

1.5.4. Relationship Summary

CEA occupi es a unique position in the certificate security ecosystem

| DANE (RFC 6698) | Fail-secure | HTTPS | Not depl oyed |
| HPKP (RFC 7469) | Fail-secure | HTTPS | Deprecated 2018 |
| CT (RFC 6962) | Cbservability| CA | Universal |
| CAA (RFC 8659) | Enforcement | CA | NA (CA-side)

| CEA (This doc) | Transparency| HTTPS | Experinmental |

Design Principle: CEA is transparency-focused and fail -open,
differing fromthe fail-secure approaches of HPKP and DANE. CEA
compl enents CT' s post-issuance nmonitoring by detecting active
interception in real-tine.

Key Feature: CEA provides user awareness through transparency signals
rat her than connection bl ocking, allow ng depl oyment w thout the
operational risks associated with fail-secure nechani sns.

2. Modtivation and Probl em St at enent
2.1. TLS Interception Landscape

TLS interception nodifies the end-to-end security nodel of encrypted
communi cations. Interception occurs in various contexts:

Mal i cious Activity: Attackers use interception techniques to
eavesdrop on communi cations, steal credentials, inject malware,
or perform man-in-the-m ddl e attacks.

Surveill ance: Government entities may intercept TLS traffic for
intelligence gathering purposes, raising privacy concerns.

Enterprise Mnitoring: O ganizations deploy SSL/TLS inspection
appl i ances for security analysis, though these systens create
transparency and conpli ance consi derati ons.

Content Filtering: Educational institutions and public networks
use interception for policy enforcenment, often w thout explicit
user notification.

The common characteristic of all interception scenarios is that the
client application receives a certificate issued by an entity ot her
than the donmain owner’s chosen certificate authority. Wen the
intercepting CA's root certificate is trusted by the client (either
through the systemtrust store or nmanual installation), the client
has no mechanismto detect that interception has occurred



This creates fundanental security and privacy probl ens:

Privacy Violation (PRIMARY CONCERN): Users are unaware when their
supposedly private comunications are being read by third parti es.
This violates the reasonabl e expectation of privacy that TLS
encryption is intended to provide. Users cannot give inforned
consent when interception is invisible.

Loss of Expected End-to-End Security: Wen TLS interception occurs,
the security nodel changes from end-to-end encryption to two
separate TLS sessions (client-to-proxy and proxy-to-server). Wile
this remains valid TLS behavi or when the proxy CA is trusted, users
may have a reasonabl e expectation of direct end-to-end encryption
that is not net. This occurs wi thout user awareness or explicit
consent in nmany depl oynents.

Attack Surface Expansion: |Interception increases the attack surface
by addi ng additional points where plaintext is exposed. Inspection
appl i ances and their credential stores becone high-value targets
for attackers.

[ Vineeth Joseph , Ethan Hamadeh , Chen Zhang] Expi res August 20, 2026
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Conpl i ance Ri sk: Organizations performng inspection may
i nadvertently violate regulations (e.g., GDPR H PAA PCl-DSS)
by intercepting sensitive data flows. Current systens |ack
mechani snms to prove non-interception of regulated traffic.
2.2. Limtations of Existing Solutions
2.2.1. HITP Public Key Pinning (HPKP)
HPKP [ RFC7469] all owed websites to instruct browsers to only accept
specific public keys for a given donmain. Wile conceptually sound,
HPKP suffered fromcritical operational issues:

0 Rigidity: Wbsites could not easily change certificate providers
wi t hout risking wi despread connection failures.

0 No Recovery Mechanism M sconfigured pins could render websites
i naccessi bl e for extended peri ods.

0 Cache Persistence: Pins were cached in browsers for extended
periods with no ability for imedi ate updates.

0 Depl oynent Conplexity: Backup pins and careful operationa
procedures were required but often not inplenmented correctly.

These limtations led to HPKP' s deprecation in 2018.

2.2.2. Certificate Transparency (CT)
Certificate Transparency (CT) [ RFC6962] provi des append-only public |ogs
of issued certificates. While valuable for detecting unauthorized
certificate issuance, CT does not address interception detection

o CT logs record certificate issuance events, not certificate usage

o CT does not provide real-tine validation during TLS handshakes



2

2

0 CT does not informusers when interception is occurring
3. Certification Authority Authorization (CAA) Records

Certification Authority Authorization (CAA) [RFC6844] enabl es domain
owners to restrict which CAs may issue certificates. However:

0 CAA restricts issuance authorization, not certificate usage

0 CAA is checked during certificate issuance, not during client
connecti ons

[ Vineeth Joseph , Ethan Hamadeh , Chen Zhang] Expi res August 20, 2026
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3.

0 CAA does not detect when a validly issued certificate is being
used by an intercepting proxy

4. Application-Level Pinning

Some applications inplenent certificate or public key pinning
internally. This approach:

0 Requires per-application inplementation

o Does not benefit web browsers or other TLS clients

o Suffers fromthe sane operational chall enges as HPKP
Desi gn Requi rement s

Based on the limtations of existing nmechani sns, CEA addresses the
foll owi ng design requirenents:

R1: MJUST provide a mechanismfor domain owners to publish expected
certificate authorities

R2: MJUST enable clients to validate observed certificates against
publ i shed expectations

R3: MUST support nultiple authorized certificate authorities to
enable CA rotation without service disruption

R4: MUST provide a nechanismfor rapid updates to published
expect ations

R5: MJUST be cryptographically protected against tanpering

R6: SHOULD provi de user transparency when interception is detected
rat her than bl ocki ng connections

R7: SHOULD be depl oyabl e without requiring changes to certificate
authorities

R8: SHOULD | everage existing infrastructure where possible

R9: MAY provide semantic categorization to enable policy automation
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CEA Mechani sm Overvi ew

.1. Publishing Certificate Expectations

Domai n owners publish certificate expectations by creating DNS TXT
resource records under the " _cea" subdomain. For exanple, to publish
expectations for "exanple.cont, the donmain owner creates a record at
" _cea. exanpl e. cont'.

The CEA record contains:

0o A version identifier

o Alist of authorized certificate authority nanes

0 Optional semantic trust categories

0 Optional cache duration paraneters

The CEA record SHOULD be DNSSEC-signed to provide cryptographic
assurance of authenticity and integrity. DNSSEC provides the highest
security guarantee (confidence Level 4), but CEA depl oynent does NOT
require universal DNSSEC adoption. Cients MAY use alternative
verification nethods (DoT/DoH, multi-path consensus, registry) for
domai ns wi thout DNSSEC, as specified in Section 4.5.

.2. Cdient Validation Process

When a client establishes a TLS connection, it perforns validation
in tw phases:

Phase 1 - Standard TLS Validation (REQU RED):

1. Performconplete RFC 5280 certificate validation: chain
verification, hostnane matching, expiration, revocation checks

2. |If RFC 5280 validation fails, reject connection per standard TLS
procedures. CEA validation does NOT proceed.

Phase 2 - CEA Transparency Check (OPTIONAL, only after Phase 1 succeeds):
3. Query DNS for CEA record for the target domain
4. |If available, validate DNSSEC signature chain
5. Extract expected CA SPKI hashes from CEA record
6. Compute SPKI hash of the issuing CA certificate (the
certificate that directly signed the end-entity certificate,
typically an intermedi ate CA)

7. |If SPKI matches any expected hash: CEA check passes, no action

8. If SPKI does not match: CEA check fails, MAY display
transparency warning. Connection remains established (fail-open).



Important: CEA is a post-validation transparency overlay. RFC 5280
validation is unchanged and takes precedence.
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3.3. User Experience and Transparency
CEA is designed to provide transparency and user enpowerment. The
primary goal is to restore informed consent by making interception
visible to users.

When a CEA validation failure occurs (indicating potentia
i nterception), the reconmended behavior prioritizes user agency:

For Interactive Clients (e.g., Wb Browsers):
o Display a clear warning that interception may be occurring

o Provide information about the expected cryptographic identity
(SPKI hash) and the observed identity

o Explain the inplications: "Your organization or network may be
readi ng this connection”

0 Present options with clear privacy inplications:
- Continue (user accepts interception for this session)
- Always trust this network (user consents to nonitoring)
- Use alternative connection (VPN, cellular, etc.)
- Do not connect (preserve privacy)

0 Log the event for user’s own security awareness

0 Recommended: Warnings SHOULD be user-facing. |nplenmentations MAY
allow enterprise policy control, but SHOULD ensure users have
visibility into policy-suppressed warni ngs through | ogging or
notification mechani sms where operationally feasible.

For Automated Clients (e.g., APl Cients, 10T Devices):

0 Log the validation failure

0o Optionally alert admi nistrators

0 Proceed or abort based on local policy configuration

Thi s approach bal ances security with operational flexibility,

particularly in enterprise environments where |legitimte SSL

i nspection rmay be enpl oyed.

4. CEA Record Specification

4.1. DNS Resource Record Format



CEA records are published as DNS TXT resource records [ RFC1035] under
the " _cea" subdomain | abel

For dommi n "exanple.conm', the CEA record is at " _cea.exanpl e.cont'.
For subdomai n "www. exanple.con, it is at "_cea.ww. exanpl e.coni.

4.2. CEA Record Syntax
The CEA record is a sem col on-separated string of tag-value pairs:
cea-record = "v=CEAl" *(";" tag "=" val ue)
Supported tags:
- v: Version (REQUI RED, nust be "CEAl1")
- pins: SPKI hashes (REQUI RED)
- cat: Categories (OPTIONAL)
- max_age: Cache lifetinme in seconds (OPTIONAL, default: 86400)

Exanpl e:
v=CEAL; pi ns=sha256/ X3pGIrsQuJeEVwWO89I1 J/ cEt XUEny52zs1TZQ UO6KUKg=; cat =Fi nanci a

4.3. Field Definitions
4.3.1. Version (v)

REQUI RED. Must be "CEA1". dients MJST ignore unknown versi ons.
4.3.2. Pins (pins)

REQUI RED. Comma- separated |ist of expected CA SPKI hashes.

For mat : hash-al gorithnf base64- encoded- hash

Supported al gorithmns:

- sha256 ( REQUI RED)

- sha384 ( RECOMVENDED)

- shab512 (OPTI ONAL)

SPKI Cal cul ati on: Extract SubjectPublicKeylnfo fromthe issuing CA
certificate, conmpute SHA-256 hash, Base64 encode [ RFC4648].

Chain Level darification: In a typical PKI chain (Root CA ->
Internediate CA -> End-Entity), the "issuing CA" is the certificate
that directly signed the end-entity certificate (typically the
i ntermedi ate). Domain owners MAY pin the internediate, the root, or
both. Pinning the internedi ate provides stronger binding; pinning the
root provides operational flexibility during intermediate rotation
Exampl e: pi ns=sha256/ X3pGIrsCuJeEVwo891 J/ cEt XUEny52zs1TZQ U06KUKg=
4.3.3. Categories (cat)
OPTI ONAL. Commra- separated senmantic trust categories (see Section 6).
Exampl e: cat =Fi nanci al , Heal t hcare
4.3.4. Maxi rum Age (rmax_age)
OPTI ONAL. Cache lifetime in seconds. Default: 86400 (24 hours).
Exampl e: max_age=3600
4.4. DNSSEC Requirenents

CEA records SHOULD be signed with DNSSEC [ RFC4033] when avail abl e.
DNSSEC provi des cryptographi c authenticity and prevents cache



poi soni ng.

Clients MAY require DNSSEC for high-security deploynents. Wien DNSSEC
validation fails or is unavailable, clients SHOULD use alternative
verification nethods (Section 4.5).

4.5. Alternative Verification Methods
When DNSSEC i s unavail able, clients can verify CEA records using:
4.5.1. Trust on First Use (TOFU) - Level 1
On first connection, client caches the observed CA SPKI. On subsequent
connections, client conpares presented certificate agai nst cached SPKI
WArns on m smat ch.
Limtation: Vulnerable to MTM on first connection

4.5, 2. DNS- over - TLS / DNS-over-HTTPS - Level 3.5

Query CEA records via encrypted DNS (DoT [ RFC7858] or DoH [ RFC8484])
to prevent passive DNS eavesdroppi ng and active nodification

Recommended DoH resol vers: Coudflare (1.1.1.1), Google (8.8.8.8),
Qad9 (9.9.9.9).

4.5.3. Milti-Path Consensus - Level 3

Query CEA record fromn >= 8 geographically diverse DNS resol vers
Accept result if t >= 75% of resol vers agree

Provi des increased resistance to |ocalized DNS nani pul ati on through
resol ver diversity. Assunes independent, honest resol ver selection
Does NOT provide formal Byzantine fault tol erance due to: |ack of
resol ver coordi nation, potential upstreamcorrelation, and no
protection agai nst coordi nated attacks. See Section 7.8.3 for
limtations.

Exanpl e: Query 8 resolvers, require 6 to agree (75%threshol d).
I ncreases resistance to single-resolver conprom se.

4.5.4. Public Registry Lookup - Level 2

Query CEA records froma public registry of verified CEA assertions
(e.g., certificate transparency-style |og).

Regi stry provi des independent verification but introduces centralization
5. dient Validation Al gorithm

This section describes the validation algorithmfor clients that
i mpl ement CEA. | nplenentation is OPTI ONAL.

5.1. CEA Record Discovery
Clients discover CEA records by querying " cea.<donmai n>" TXT records.

Verification nethods (in order of preference):

DNSSEC val i dati on (Level 4) - highest confidence
DNS- over - HTTPS/ TLS (Level 3.5) - encrypted DNS

Mul ti-path consensus (Level 3) - resolver diversity
Regi stry | ookup (Level 2) - independent verification
TOFU (Level 1) - first-use caching

ghrwNE

If no method succeeds, proceed wi thout CEA validation (fail-open).



5.

5.

Parse the TXT record per Section 4.2. Cache the result using max_age
or DNS TTL.

2. Certificate Validation
After obtaining the CEA record, validate the presented certificate:

1. Extract the issuing CA certificate (the certificate that directly
signed the end-entity certificate, typically an internediate)
Conmput e SHA- 256 hash of the issuing CA's SubjectPublicKeylnfo
Conpare agai nst pins in CEA record

If any pin matches, validation succeeds

If no match, validation fails

hwnN

SPKI is the DER-encoded ASN. 1 structure from[RFC5280] Section
4.1.2.7. Hash includes SEQUENCE tag and | ength octets.

3. Error Handling
CEA validation results:

- PASS. Certificate SPKI matches a pin in CEA record. Proceed with
connecti on.

- FAIL: CEA record exists but SPKI does not match. Warn user of
potential interception.

- ERROR CEA record unavail able (DNS tineout, parse error). Fail-
open: proceed with connection, optionally informuser.

- NONE: Domain does not publish CEA record. Proceed with standard
TLS val i dati on.

5.3.1. User Warnings

On CEA validation failure (FAIL state), clients SHOULD present a
war ni ng that indicates:

- Unexpected certificate detected

- Possible TLS interception

- Option to proceed or abort connection
- Option to report the incident

Warni ng UX should differentiate CEA failures fromstandard TLS errors
(invalid certificate, expired, hostnane m smatch).

5.3.2. Fail-Open vs Fail-d osed

5.

CEA inmpl enents fail-open behavior: if CEA record is unavail able
(ERROR state), connection proceeds.

Rational e: Fail-closed (bl ock connection on CEA unavailability) would
enabl e DoS attacks by suppressing CEA records. Domains can enforce
fail-closed via semantic categories (Section 6.2).

3.3. Network Menory
Clients SHOULD i npl ement network nmenory: if a domain previously
publi shed a CEA record, subsequent absence (transition from PASS/ FAI L
to ERROR/ NONE) triggers a warning.
Menory retention: 90 days recomended.

This mitigates downgrade attacks where attackers suppress CEA records
after initial publication.



Operational Considerations: Network nmenory introduces statefu
behavi or simlar to nechanisns |ike HPKP that experienced operationa
chal | enges. However, CEA's fail-open design significantly reduces
brittleness risk: menory failures trigger warnings rather than

bl ocki ng connections. |nplenentati ons SHOULD provi de nmechani sns to
clear nenory state if operational issues arise (e.g., legitimte
domai n configuration changes, CA nmigration failures).

5.4. Milti-Path Consensus Al gorithm

Mul ti-path consensus queries n >= 8 diverse resolvers and accepts
results with t >= 75% agr eenent.

5.4.1. Resolver Selection

Recomended di versity:

- Ceographic: Different jurisdictions

- Organizational: Different operators

- Infrastructure: Different anycast networks

5.4.2. Consensus Threshol d
Threshold t = 75% i ncreases resi stance to resol ver conprom se

For n=8: requires 6/8 agreement, tolerates up to 2 conprom sed
resol vers (assuning independence).

For n=12: requires 9/ 12 agreenent, tolerates up to 3 conprom sed
resol vers (assum ng i ndependence).

The 75% threshold is a depl oyment trade-off between availability and
comprom se resi stance. Lower thresholds (e.g., 50% provide
insufficient resistance to partial resolver conprom se, while higher
thresholds (e.g., 90% significantly reduce availability under benign
resol ver disagreenent. The 75% value tolerates linited resol ver
conmprom se while maintaining practical connectivity. |nplenentations
MAY choose stricter threshol ds based on | ocal policy.

5.4.3. Tie Handling

If no result achieves threshold (e.g., 50/50 split), treat as ERROR
and fail - open.

6. Semantic Trust Categories

The optional "cat=" paraneter allows donmains to signal semantic trust
categories for policy automation.

6.1. Category Taxonony
St andard categories include: Financial, Healthcare, Governnent,
Mlitary, Education, E-comerce, Social-Media, Comrunication, C oud-
Provider, Enterprise, 10T, Critical-Infrastructure.

I mpl enent ati ons MAY define additional categories. See | ANA
Consi derations (Section 11.3) for registry.

6.2. Policy Autonmation

Cat egories enable policy signaling for enterprise conpliance, but
requi re i ndependent verification due to self-attestation

Security Warning: Categories are self-attested by domain owners.
Mal i ci ous domai ns can claimany category to bypass security controls.
Enterprises MJUST NOT trust categories w thout verification

- Miintain verified allowists of known Fi nanci al / Heal t hcare dommi ns



- Cross-reference with business registrations or industry databases
- Mnitor for category abuse and require manual approval for

cat egory- based exenptions
- Log all category clains for audit

Exanpl e i npl enentation with verification:

| F categories CONTAINS "Financial" OR "Healthcare" THEN
IF domain IN verified financial _allowist THEN
DO NOT intercept (verified conpliance requirenent)
LOG exenption for audit
ELSE
LOG "Unverified category claim " + domain
APPLY normal inspection policy
END | F
END | F

Cat egori es provide a conpliance signal but MJST NOT be trusted
wi t hout independent verification. Unverified category exenptions
create security bypass opportunities.

7. Security Considerations

Thi s section provides security analysis including attack classification,
threat nodeling, resolver diversity properties, and explicit
limtations.

Not e: CEA provides detection signals, not cryptographic proof of
interception. SPKI m smatches and consensus failures indicate potentia
i nterception but do not constitute unforgeabl e proof. CEA enabl es user
transparency and i nformed deci si on- maki ng.

7.1. Attack dassification and Threat Mbde

CEA addresses a specific threat class: network-level TLS interception
by MTM attackers using locally-trusted CAs. This includes enterprise
proxi es, governnent M TM conprom sed network equi pnment, and malicious
software that installs root certificates.

7.1.1. Attacks CEA Mtigates

- Enterprise MTMwi th Self-Signed CA: Detection when DNS is not
suppressed and domai n publishes CEA record excluding the
enterprise CA

- Nation-State M TM ( Net work-Level ): Detection when attacker cannot
control all DNS resolution paths

- Rogue Certificate from Authorized CA: Partial detection based on
pi nning granularity

- Cache Poi soning DNS Injection: Detection via DNSSEC validation or
mul ti - path consensus

7.1.2. Explicit Limtations (CQut-of-Scope)

CEA does NOT protect against:

- State-level DNS control: Attacker controlling authoritative DNS and
DNSSEC i nfrastructure can nodify CEA records. Mtigation: Milti-path
consensus w th geographically diverse resolvers

- Conpromised CAlisted in CEA: If attacker conprom ses a CA that

domai n authorizes in CEA record, CEA validation passes. This is
wor ki ng as desi ghed.
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- dient-side conpromse: If attacker controls the client (malware,
CS nodification), CEA validation can be bypassed.

- Fail-open bypass: |f attacker blocks all CEA verification paths
(DNSSEC + DoT/DoH + multi-path + registry), client fails open to
prevent DoS. This is intentional

3. Resolver Diversity and Consensus Limtations

CEA mul ti-path consensus uses resolver diversity to increase
resistance to |l ocalized DNS mani pul ation. This approach has specific
properties and inmportant limtations:

Property 1 (Transparency Under Network-Level Attack): If an attacker
has on-path DNS control and M TM capabilities but cannot conprom se
DNSSEC i nfrastructure, CEA's nulti-path consensus MAY provide
transparency signals under specific conditions.

Property 2 (Fail-Open Limtation): If an attacker bl ocks al
verification paths, CEA fails open. This is an acknow edged limtation
required for internet-scal e depl oynent.

Property 3 (Resolver Diversity): Milti-path consensus (e.g., querying
8 resolvers with 75%threshol d) increases resistance to single-

resol ver conprom se. However, this is NOT formal Byzantine fault

tol erance because: (a) resolvers do not coordinate, (b) resolvers may
share upstream providers, creating correlation, (c) resolver selection
assunes honest choices, (d) no protection against coordi nated resol ver
conprom se

Property 4 (Jurisdictional Diversity): Querying resolvers across
jurisdictional boundaries MAY provide partial protection against

singl e-nati on DNS nmani pul ation, subject to the limtations in Property
3.

These properties assume i ndependent, honest resolver selection
Correl ated resolver infrastructure or coordi nated attacks reduce
ef fecti veness.

DNSSEC Requi renent s

CEA records SHOULD be signed with DNSSEC when avail abl e:

- DNSSEC provides cryptographic authenticity for CEA records

- DNSSEC-si gned CEA records prevent cache poi soning attacks

- Cdients MAY require DNSSEC for high-security depl oynents

VWhen DNSSEC i s unavail able or validation fails, clients SHOULD f al
back to multi-path consensus or registry |ookup (Section 5.1).

DNS Poi soni ng and Cache Attacks

CEA is vulnerable to DNS cache poisoning attacks if:

1) DNSSEC i s not depl oyed, AND

2) Multi-path consensus is disabled, AND

3) Registry fallback is not used

Mtigation: Enable at |east two of {DNSSEC, nulti-path, registry}.
Downgr ade Attacks and Fail - Open Behavi or

Attackers may attenpt to suppress CEA records via:

- Active suppression: Return NXDOVAIN for _cea TXT queries

- DNS tineout: Block all DNS queries to force ERROR state
- DNSSEC stripping: Rembve DNSSEC signatures to bypass validation



CEA enpl oys network nenory to detect suppression: once a domain has
published a CEA record, clients renmenber this for 90 days. Subsequent
absence triggers warnings. This mtigates downgrade attacks agai nst
domai ns that previously published CEA

Fai | - open behavior is | NTENTI ONAL: bl ocking all internet connectivity
(fail-closed) enables DoS attacks and viol ates depl oynent constraints.

7.5. Privacy Considerations

CEA' s privacy properties are conmpared to existing DNS-based trust
mechani sms (CAA, TLSA, OCSP).

7.5.1. Privacy Characteristics

CEA introduces no new DNS query patterns beyond domai n-scoped TXT

| ookups and therefore does not materially alter DNS visibility
characteristics. DNS observers | earn the domain being accessed (sane
as A/ AAAA queries), with DoT/DoH encryption avail abl e.

Note: Multi-path consensus (Section 4.5.3) queries 8+ resolvers,
expandi ng the set of observers who | earn about the connection. This
creates additional privacy exposure conpared to single-resolver DNS
Clients using multi-path SHOULD use DoH DoT to all resol vers when
possi bl e.

St andard singl e-resol ver CEA queries do not introduce privacy | eaks
beyond exi sting DNS infrastructure.

7.5.2. Privacy Requirenents for DoT/ DoH
CEA clients SHOULD use DNS-over-TLS (DoT) or DNS-over-HTTPS (DoH) when
avail abl e to prevent passive DNS eavesdropping. This is a
recommendation, not a requirenment, to naintain deploynment flexibility.

Enterpri se networks may bl ock DoT/ DoH;, CEA gracefully degrades to
standard DNS in these environnments.

7.5.3. Network Taggi ng Concern
CEA queries may reveal that a client is interception-aware. However:
- DNS queries are observabl e regardl ess (A AAAA queries reveal donmains)
-  DoT/ DoH usage already signals privacy-consci ous behavi or
- CEA adoption reduces tagging risk over time (nornalization)

7.6. Certificate Authority Conprom se
If an attacker conpronises a CAthat is authorized in a domain’s CEA
record, CEA validation will pass (certificate is "expected"). This is
not a vulnerability--it is working as designed.

Mtigation: Domains should mnimze the nunber of authorized CAs in
their CEA record (principle of least privilege).

7.7. Interaction with Encrypted CientHell o (ECH)

ECH encrypts the TLS SNI field to prevent passive observers from
| earning the target domain. CEA and ECH are conpl ementary:

-  ECH prevents passive eavesdroppi ng of SN
- CEA detects active MTM attacks

CEA val i dation occurs AFTER TLS handshake compl etion, using the
certificate presented by the server. CEA does not validate ECH public



keys or configurations--this remains the responsibility of the TLS
st ack.

ECH downgrade attacks (attacker stripping ECH extension) are outside
CEA' s scope; however, if the downgrade results in certificate
m smatch, CEA will detect it.

7.8. Additional Security Considerations
7.8.1. CEA Does Not Replace TLS Validation

CEA is an ADDI TI ONAL check perforned after standard TLS vali dati on.
Clients MJST continue to validate:

- Certificate chain to trusted root CA
- Certificate validity period

-  Hostnane verification

- Revocation status (OCSP/ CRLSetSs)

CEA augnents TLS validation; it does not replace it.

CEA does not alter certificate validation success or failure as
defined by RFC 5280. A certificate that passes RFC 5280 validation
MJST be treated as valid regardl ess of CEA outconme. CEA results are
advi sory transparency signals and MJUST NOT nodify the TLS state
machi ne.

7.8.2. Enterprise Warning Fatigue

Users in enterprise environments with legitimte TLS interception may
experience warning fatigue if CEA warnings are too aggressive.

Mtigation: Network nenory inplenmentation (Section 7.2.1) |earns
stable enterprise interception patterns and reduces warni ng frequency
for known-stable environments.

7.8. 3. Mul ti-Path Resolver Trust and Limtations

Mul ti-path consensus assunes that >= 75% of queried resolvers are
honest. This assunption has known linmitations:

- Wirks well against: Enterprise proxies, local MTM single-
resol ver conprom se

- Weak against: Jurisdictional capture (state controls nultiple
resol vers), coordinated resolver coll usion

- Fails when: Attacker controls >= 25% of selected resolvers AND
bl ocks remai ni ng queries

Recommended resol ver diversity (hel ps but doesn’t elimnate risk):
Geographic diversity (different jurisdictions), organizationa
diversity (different operators), infrastructure diversity (different
anycast networks).

Important Limitation: Milti-path consensus is a best-effort resolver
diversity mechani sm not a cryptographic guarantee or formal Byzantine
fault tol erance system Effectiveness depends on resol ver independence
and honest selection. Users shoul d understand these linitations when
relying on Level 3 validation

7.8.4. Downgrade: CEA Record Stripping
Attackers may return NXDOVAIN for _cea queries to suppress CEA
validation. Mtigation: Network nenory (Section 7.2.1) detects
suppression for donmi ns that previously published CEA

Initial deployment (domain first publishes CEA): No protection against



suppression. However, this is no worse than current state (no CEA)

7.8.5. Active DNS Suppression

State-level attackers may actively suppress CEA TXT queries. Milti-
pat h consensus provides partial mtigation by querying diverse
resol vers across jurisdictional boundaries.

Limtation: If all resolvers are suppressed, CEA fails open (Section
8.4).

.6. Semantic Categories Privacy

The "cat=" paranmeter may reveal domain's security posture. This is
intentional: donains explicitly signal their policy to enable
aut onated client responses (Section 6).

Oper ational Considerations
Certificate Authority Rotation

CEA supports smooth CA rotation by listing nultiple CA SPKlIs
si nul t aneousl y.

Recomended procedure:

1. Expand CEA record to include both old and new CA SPKls
2. Wait for DNS propagation (TTL + safety margin)

3. Obtain and deploy certificate fromnew CA

4. After verification, renove old CA SPKI from CEA record

Emergency migration: If imediate CA change is required, update CEA
record first, then deploy new certificate. Sonme clients may
experi ence warni ngs during propagation del ay.

Key Rol | over

DNSSEC key rol |l over foll ows RFC 6781 procedures. CEA records should
use sufficiently long TTL (>= 3600 seconds) to avoi d excessive re-
queryi ng during normal operation.

Moni toring and I nci dent Response

Domai n operators should monitor for

- CEA record availability (DNS query success rate)
- DNSSEC validation success rate

- Cient-reported validation failures

I nci dent response: |f unexpected validation failures occur, verify
CEA record accuracy, check for certificate chain issues, and

i nvestigate potential DNS poisoning or unauthorized certificate

i ssuance.

CDN and Multi-Certificate Scenari os

Domains using multiple CAs (e.g., CONwith different CAs per region)
should list all CA SPKIs in the CEA record. Exanpl e:

pi ns=sha256/ CA1_SPKI , sha256/ CA2_SPKI , sha256/ CA3_SPKI

Important Limitation (Shared CA Risk): CEA validates the CA SPKI, not
the end-entity certificate. In shared hosting/ CDN scenari os, an
attacker with a valid certificate fromthe sane CA (even for a
different domain) will pass CEA validation. Exanple: If

bank. exampl e.com lists "C oudFl are CA' and attacker.exanpl e.net has a
Cl oudFl are certificate, MTMusing attacker’s certificate passes CEA
Mtigation: RFC 5280 hostname validation prevents this attack. CEA
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provi des CA transparency; RFC 5280 provides hostnane verification.
Depl oynent Gui dance
For Domain Oawners

Depl oyi ng CEA requires publishing a DNS TXT record and maintaining it
during CA rotation.

St eps:

1. ldentify authorized CAs: List all CAs that issue certificates for
your domai n

2. Compute SPKI hashes: Extract CA certificates, conpute SHA-256
hash of SPKI

3. Publish CEA record: Add " _cea. <domai n>" TXT record with pins

4. Enabl e DNSSEC. Sign CEA records with DNSSEC when possi bl e

5 Monitor: Track CEA query success rates and validation failures

Exanpl e:

_cea. exanpl e.com TXT "v=CEAL; pi ns=sha256/ X3pGISQu. . . ; cat =Fi nanci al "
Update during CA rotation: Add new CA SPKI before depl oyi ng new
certificate, remove old CA SPKI after migration conpletes.

For Cient |nplementers

Client inplenentation options:
- Browser extension

- Systemlevel proxy

- TLS library integration

- Enterprise gateway

Recomrended f eat ures:

- Milti-path consensus for resolver diversity
- Network nenory for downgrade detection

- Cear user warnings on validation failure

- Category-based policy automation

For Enterprise Networks

Enterprises perform ng TLS i nspection shoul d:

. Publish CEA records for internal services listing inspection CA
2. Respect category exenptions (Financial, Healthcare)

3. Provide transparency to users about interception

4. Maintain clear docunentation of interception policy

=

CEA enabl es transparent and auditable enterprise inspection while
protecting privacy-sensitive categories.

I ANA Consi derations
1. DNS TXT Record Prefix Registration

I ANA is requested to register the " _cea" DNS subdomain | abel prefix.

Prefix: _cea

Purpose: Certificate Expectation Assertions for TLS validation
Ref erence: This docunent

2. CEA Version Registry

I ANA is requested to create a CEA Versions registry.

Initial registration:

- Version: CEAl
- Status: Current
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- Reference: This docunent

Regi stration Procedure: Specification Required [ RFC8126]

3. CEA Category Registry

I ANA is requested to create a CEA Categories registry.

Initial registrations: Financial, Healthcare, Governnent, Mlitary,

Educati on, E-commerce, Social - Medi a, Comuni cati on, C oud-Provider,

Cl oud- Storage, Entertai nment, News-Media, Enterprise, 10T, Critical-

Infrastructure (as defined in Section 6.1).

Regi stration Procedure: Expert Review [ RFC3126]

3.1. Expert Review Criteria

Desi gnat ed Experts MJST eval uate regi stration requests agai nst:

1. Legitimate regulatory or conpliance purpose: Category nust
correspond to recogni zed | egal /regul atory franework (e.g.
Heal t hcare for H PAA, Financial for PC -DSS)

2. (Objective verifiability: Miust be possible to verify domain
bel ongs to category (business registration, industry

certification, governnent designation).

3. Non-circunvention purpose: Category nust not be designed to
circunmvent legitimate security nonitoring

Cat egories designed primarily for conveni ence w thout regul atory
basi s SHOULD be rej ect ed.

3.2. Registration Tenplate

Request ers must provide

- Category nane

- Regul atory/ conpliance basis

- Verification nmethod

- Use case justification

- Reference docunentation

3.3. Designated Expert Appointnment

The | ndependent Stream Editor will appoint Designated Experts for the
CEA Category Registry.
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Appendi x A.  Exanpl es
A.1l. Example 1: Financial Institution
A bank publishes the followi ng CEA record:

_cea. bank. exanpl e. com 3600 I N TXT "v=CEA1; pi ns=sha256/ X3pGIrsCuJeEvVwo89l1 J/ cEt XUEny52zs
1TZQ U06KUKg=, sha256/ YLh1dUR9y6Kj a30Rr An7JKnbQE uEt LMkBgFF2Fui hg=; cat =Fi nanci al "

Wien a user connects from hone:

- Browser queries _cea.bank.exanpl e.comvia DoH (encrypted)

- Receives CEA record (DNSSEC validated, Level 4)

- TLS handshake provides certificate from Di gi Cert

- Browser extracts SPKI fromDigiCert CA certificate

- Conput es SHA-256 hash: X3pGTrSOuJeEVWO89I J/ cEt XUENy52zs1TZQ U0O6KUKg=
- Matches first pin in CEA record

- Validation succeeds: [PASS] Direct connection

When a user connects fromcorporate network with TLS inspecti on:

- Browser queries _cea.bank. exanmpl e.com (DNSSEC val i dat ed)

- Receives CEA record with bank’s expected SPKI pins

- TLS handshake provides certificate from "CorporateProxyCA"

- Browser extracts SPKI from Corporate CA certificate

- Conput es SHA-256 hash: Zzh2eUSOa7Lka31SsAo8KLobRH vFuMNI ChG&E3Gvj i j =
- Does NOT match any pin in CEA record

- Validation fails: [WARNING Warning di splayed to user

A. 2. Example 2: Coud Service with Multiple CAs

A cloud service provider publishes:

_cea. cl oud. exanpl e.com 3600 I N TXT "v=CEAL; pi ns=sha256/ AAAA. . . =, sha256/ BBBB. . . =, sha25
6/ CCCC. . . =; cat =Cl oud- Provi der"
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Week 1: Service uses DigiCert certificate
- SPKI hash matches first pin (sha256/ AAAA. .. =)
- Validation succeeds [PASS]

Week 2: Service switches to CoudFlare certificate
- SPKI hash matches second pin (sha256/BBBB.. . =)

- Validation succeeds [PASS]

- No service disruption, no user warnings

Week 3: Service uses Let’s Encrypt for new regions
- SPKI hash matches third pin (sha256/ CCCC... =)
- Validation succeeds [PASS]



- Smooth nulti-CA operation with cryptographic validation
A. 3. Example 3: Enterprise with Policy Autonmation
Hospital publishes:

_cea. hospital . exanpl e.org. 3600 I N TXT "v=CEAL; pi ns=sha256/ YLh1dUR9y6Kj a30Rr An7JKnbQ&
uEt LMKBgFF2Fui hg=; cat =Heal t hcar e, Hl PAA"

Corporate firewall inplenments policy with verification:

I F cea_record. categories CONTAINS "Heal t hcare" OR "H PAA" THEN
I'F hostnane IN verified healthcare_allowist THEN
BYPASS ssl _i nspection
LOG "Exenpted " + hostname + " (verified H PAA conpliance)"
ELSE
LOG "WARNI NG Unverified Healthcare claim " + hostname
PERFORM ssl _i nspecti on
END | F
ELSE
PERFORM ssl| i nspection
END | F

Resul t:

- Verified hospital traffic is exenpted frominspection

- H PAA conpliance with security controls (verified allowist)
- Audit | og provides evidence

- Unverified category clains are | ogged and i nspected nornally

Appendi x B. Frequently Asked Questions
B.1. Wy DNS TXT Records Instead of HTTPS Resource Record?

CEA uses DNS TXT records for imredi ate deployability (100% DNS server

compatibility) and scope separation. The HTTPS RR (RFC 9460) descri bes
"how to connect"” (ALPN, ECH), while CEA describes "what to expect

when connected" (certificate validation). Future versions may explore

HTTPS RR i ntegration.

B.2. Wy Not Extend CAA?

CAA (RFC 8659) specifies which CAs MAY issue certificates (issuance

aut hori zation). CEA specifies which CAs a domai n CURRENTLY uses
(expectation assertion). These are orthogonal: CAA is a policy for CAs,
CEA is a signal for clients. Extending CAA would conflate these

semanti cs.

B.3. Wy Not Solve Via Certificate Transparency?

Certificate Transparency (CT) detects m s-issuance AFTER certificates
are | ogged. CEA provides real-tine detection DURING TLS handshake
before any data is transnmitted. CT and CEA are conplenentary: CT
audits the CA ecosystem CEA detects network-1level interception.

B.4. How Does This Wrk with Enterprise TLS I nspection?

CEA respects enterprise environnments: enterprises can publish CEA
records listing their inspection CA or clients can learn stable
enterprise patterns via network nenory (Section 7.2.1). CEA does not
break legitimate enterprise inspection--it makes interception
transparent and auditable.

B.5. What |Is Novel Conpared to Prior Work?

CEA conbi nes ideas from HPKP (pinning), DANE (DNS-based trust), and
resol ver diversity. The novelty is the integration: nulti-path DNS



consensus for increased attack resistance, semantic categories for
policy automation, and network menory for warning fatigue mitigation.
See Section 1.5 for detail ed conparison to prior nmechani sns.
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