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1. Introduction

Thi s docunent describes the xxHash digest algorithmfor both 32-bit

and 64-bit variants, named XXH32 and XXH64. The algorithmtakes an

i nput a nmessage of arbitrary length and an optional seed val ue, then
produces an output of 32 or 64-bit as "fingerprint" or "digest".

xxHash is primarily designed for speed. It is |abeled non-
cryptographic, and is not neant to avoid intentional collisions (sane
digest for 2 different nessages), or to prevent producing a nessage
with a predefined digest.

XXH32 is designed to be fast on 32-bit machines. XXH64 is designed
to be fast on 64-bit machines. Both variants produce different
output. However, a given variant shall produce exactly the sane
output, irrespective of the cpu/ os used. |In particular, the result
remai ns identical whatever the endianness and width of the cpu is.

1.1. Qperation notations
Al'l operations are perforned nodul o {32,64} bits. Arithnetic
overflows are expected. XXH32 uses 32-bit nodul ar operations. XXH64
and XXH3 use 64-bit nodul ar operations. Wen an operation ingests
i nput or secret as multi-bytes values, it reads it using little-
endi an conventi on
* +: denotes nodul ar addition
* -: denotes nodul ar subtraction

* *: denotes nodular multiplication
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*Exception:* In XXH3, if it is in the form (ul28)x * (ul28)y,
it denotes 64-bit by 64-bit normal multiplication into a ful
128-bit result.

* X <<< s: denotes the value obtained by circularly shifting
(rotating) X left by s bit positions.

* X >> s: denotes the value obtained by shifting X right by s bit
positions. Upper s bits becone 0.

* X << s: denotes the value obtained by shifting X left by s bit
positions. Lower s bits becone O.

* X xor Y: denotes the bit-wise XOR of X and Y (sanme w dth).
* X | Y: denotes the bit-wise OR of X and Y (sanme w dth)
* ~X. denotes the bit-w se negation of X

2. XXH32 Al gorithm Description

2.1. COverview

We begi n by supposing that we have a nessage of any length L as
input, and that we wish to find its digest. Here L is an arbitrary
nonnegative integer; L may be zero. The follow ng steps are
performed to conpute the digest of the nessage

The algorithmcollect and transforminput in _stripes_ of 16 bytes.
The transforns are stored inside 4 "accunul ators", each one storing
an unsigned 32-bit value. Each accunulator can be processed

i ndependently in parallel, speeding up processing for cpu with
mul ti pl e execution units.

The al gorithmuses 32-bits addition, multiplication, rotate, shift
and xor operations. Many operations require some 32-bits prine
nunber constants, all defined bel ow

// 0b10011110001101110111100110110001
static const u32 PRI ME32_1 = Ox9E3779B1lU
// 0b10000101111010111100101001110111
static const u32 PRI ME32_2 = Ox85EBCA77U
// 0b11000010101100101010111000111101
static const u32 PRIME32 3 = 0xC2B2AE3DU
// 0b00100111110101001110101100101111
static const u32 PRI ME32_4 = 0x27D4EB2FU
// 0b00010110010101100110011110110001
static const u32 PRIME32 5 = 0x165667B1U
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These constants are prime nunbers, and feature a good nmix of bits 1
and 0, neither too regular, nor too dissymretric. These properties
hel p di spersion capabilities.

2.1.1. Step 1. Initialize internal accunul ators

Each accumul ator gets an initial value based on optional seed input.

Since the seed is optional, it can be O.
u32 accl = seed + PRI ME32_1 + PRI ME32_2;
u32 acc2 = seed + PRI ME32 2;
u32 acc3 = seed + 0;
u32 acc4 = seed - PRI ME32_1;

2.1.1.1. Special case: input is less than 16 bytes

When the input is too small (< 16 bytes), the algorithmw ||l not
process any stripes. Consequently, it will not make use of parall el
accunul at or s.

In this case, a sinplified initialization is performed, using a
singl e accurnul at or:

u32 acc = seed + PRI ME32_5;
The al gorithmthen proceeds directly to step 4.
2.1.2. Step 2. Process stripes
A stripe is a contiguous segnent of 16 bytes. It is evenly divided
into 4 _lanes_, of 4 bytes each. The first lane is used to update
accunmul ator 1, the second lane is used to update accunul ator 2, and

SO on.

Each | ane read its associated 32-bit value using *little-endi an*
conventi on.

For each {lane, accumulator}, the update process is called a _round_,
and applies the follow ng formul a:

accN = accN + (laneN * PRI ME32_2);
accN = accN <<< 13;
accN = accN * PRI ME32_1;

This shuffles the bits so that any bit frominput _|ane_ inpacts

several bits in output _accumulator_. All operations are perforned
nmodul o 2732
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Input is consunmed one full stripe at atine. Step 2 is |ooped as
many tines as necessary to consunme the whol e input, except for the
| ast remai ning bytes which cannot forma stripe (< 16 bytes). Wen
t hat happens, nove to step 3.
2.1.3. Step 3. Accunul ator convergence
Al 4 lane accumul ators fromthe previous steps are merged to produce
a single remaining accurmul ator of the sane width (32-bit). The
associated fornula is as foll ows:
acc = (accl <<< 1) + (acc2 <<< 7) + (acc3 <<< 12) + (accd <<< 18);
2.1.4. Step 4. Add input length
The input total length is presuned known at this stage. This step is
just about adding the length to accunulator, so that it participates
to final m xing.
acc = acc + (u32)inputLength;

Note that, if input length is so large that it requires nore than
32-bits, only the lower 32-bits are added to the accunul at or.

2.1.5. Step 5. Consune remaining input

There may be up to 15 bytes remaining to consume fromthe input. The
final stage will digest themaccording to follow ng pseudo-code

whi l e (remaini ngkength >= 4) {
lane = read_32bit_little_endian(input_ptr);

acc = acc + |ane * PRI ME32_3;
acc = (acc <<< 17) * PRI ME32_4;
i nput _ptr += 4; remainingLength -= 4;
}
whil e (remaini ngLength >= 1) {
| ane = read_byte(input_ptr);
acc = acc + |ane * PRI ME32_5;
acc = (acc <<< 11) * PRI ME32_1;
i nput _ptr += 1; remainingLength -= 1
}
This process ensures that all input bytes are present in the fina
m x
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2

2

3.

3.

1.6. Step 6. Final mx (aval anche)

The final mx ensures that all input bits have a chance to inpact any
bit in the output digest, resulting in an unbiased distribution
This is also called aval anche effect.

acc = acc xor (acc >> 15);
acc = acc * PRI ME32 2;
acc = acc xor (acc >> 13);
acc = acc * PRI ME32_3;
acc = acc xor (acc >> 16);

1.7. Step 7. Cutput
The XXH32() function produces an unsigned 32-bit val ue as output.

For systens which require to store and/or display the result in

bi nary or hexadecimal format, the canonical format is defined to
reproduce the same value as the natural decinmal format, hence foll ows
*bi g- endi an* convention (most significant byte first).

XXH64 Al gorithm Description
1. Overview

XXH64' s al gorithm structure is very sinmlar to XXH32 one. The mgjor
difference is that XXH64 uses 64-bit arithnetic, speeding up nenory
transfer for 64-bit conpliant systens, but also relying on cpu
capability to efficiently perform 64-bit operations.

The algorithmcollects and transforns input in _stripes_ of 32 bytes.
The transforns are stored inside 4 "accunul ators", each one storing
an unsi gned 64-bit value. Each accumul ator can be processed

i ndependently in parallel, speeding up processing for cpu with
mul ti pl e execution units.

The al gorithm uses 64-bit addition, nmultiplication, rotate, shift and
xor operations. Many operations require some 64-bit prime numnber
constants, all defined bel ow
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// 0b10011110001101110111100110110001100001011110101111001010100001112
static const u64 PRI ME64_1 = Ox9E3779B185EBCA87ULL
// 0b1100001010110010101011100011110100100111110101001110101101001111
static const u64 PRI ME64_2 = OxC2B2AE3D27D4EBAFULL
// 0b0001011001010110011001111011000110011110001101110111100111111001
static const u64 PRI ME64 3 = 0x165667B19E3779F9ULL
// 0b10000101111010111100101001110211111000010101100101010111001100011
static const u64 PRI ME64_4 = Ox85EBCA77C2B2AE63ULL
// 0b0010011111010100111010110010111100010110010101100110011111000101
static const u64 PRI ME64_5 = Ox27D4EB2F165667C5ULL

These constants are prinme nunbers, and feature a good nmix of bits 1
and 0, neither too regular, nor too dissymetric. These properties
hel p di spersion capabilities.

3.1.1. Step 1. Initialize internal accunul ators

Each accumul ator gets an initial value based on optional seed input.

Since the seed is optional, it can be O.
u64 accl = seed + PRIME64_ 1 + PRI ME64 2;
u64 acc2 = seed + PRI ME64 2;
u64 acc3 = seed + O;
u64 acc4 = seed - PRI ME64_1;

3.1.1.1. Special case: input is less than 32 bytes
When the input is too small (< 32 bytes), the algorithmw |l not
process any stripes. Consequently, it will not make use of parall el
accunul at or s.

In this case, a sinplified initialization is performed, using a
singl e accumnul at or:

ué4 acc = seed + PRI ME64_5;
The al gorithmthen proceeds directly to step 4.
3.1.2. Step 2. Process stripes
A stripe is a contiguous segnent of 32 bytes. It is evenly divided
into 4 _lanes_, of 8 bytes each. The first lane is used to update
accunul ator 1, the second lane is used to update accunul ator 2, and

SO on.

Each | ane read its associated 64-bit value using *little-endi an*
conventi on.
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For each {lane, accurmulator}, the update process is called a _round_,
and applies the follow ng forml a:

round(accN, | aneN)
accN = accN + (laneN * PRI ME64_2);
accN = accN <<< 31;
return accN * PRI ME64_1,

This shuffles the bits so that any bit frominput _|ane_ inpacts
several bits in output _accumulator_. All operations are perforned
nmodul o 2764

Input is consunmed one full stripe at atine. Step 2 is |ooped as
many tines as necessary to consunme the whol e input, except for the
| ast remai ning bytes which cannot forma stripe (< 32 bytes). Wen
t hat happens, nove to step 3.

3.1.3. Step 3. Accumul ator convergence

Al'l 4 lane accumrul ators from previous steps are merged to produce a
singl e remai ning accurrul ator of same width (64-bit). The associated
formula is as follows.

Not e that accunul ator convergence is nore conplex than 32-bit
variant, and requires to define another function called
_mergeAccunul ator () _:

mer geAccunul at or (acc, accN)
acc = acc xor round(0, accN)
acc = acc * PRI ME64_1;
return acc + PRI ME64_4;

which is then used in the convergence formul a:

acc = (accl <<< 1) + (acc2 <<< 7) + (acc3 <<< 12) + (accd <<< 18);
acc = nergeAccumul at or (acc, accl);
acc = nergeAccunul at or (acc, acc2);
acc = nergeAccunul at or (acc, acc3);
acc = nergeAccumnul at or (acc, acc4);

3.1.4. Step 4. Add input length
The input total length is presumed known at this stage. This step is
just about adding the length to accunulator, so that it participates
to final mxing

acc = acc + inputlLength;
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Consune renmai ni ng i nput

There may be up to 31 bytes remaining to consume fromthe input. The
stage will digest themaccording to foll ow ng pseudo-code

final

whil e (remaini ngLength >= 8) {

| ane read_64bit _little_endi an(input_ptr);
acc = acc xor round(0, |ane);
acc = (acc <<< 27) * PRI ME64_1;
acc = acc + PRI ME64_4;
i nput _ptr += 8; remainingLength -= 8;
}
i f (remainingLength >= 4) {
| ane read_32bit _little_endi an(input_ptr);
acc = acc xor (lane * PRINME64 1);
acc = (acc <<< 23) * PRI ME64_2;
acc = acc + PRI ME64_3;
i nput_ptr += 4; renainingLength -= 4;
}
whil e (remainingLength >= 1) {
| ane read_byte(input_ptr);
acc = acc xor (lane * PRI ME64 5);
acc = (acc <<< 11) * PRI ME64_1,
i nput_ptr += 1; remainingLength -=1
}
This process ensures that all input bytes are present in the fina
m Xx.
3.1.6. Step 6. Final mx (aval anche)
The final mx ensures that all input bits have a chance to inpact any
bit in the output digest, resulting in an unbiased distribution
This is also called aval anche effect.
acc = acc xor (acc >> 33);
acc = acc * PRI ME64_2;
acc = acc xor (acc >> 29);
acc = acc * PRI ME64_3;
acc = acc xor (acc >> 32);
3.1.7. Step 7. Cutput

The XXH64() function produces an unsigned 64-bit val ue as output.
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For systens which require to store and/or display the result in

bi nary or hexadeci mal format, the canonical format is defined to
reproduce the same value as the natural decimal format, hence follows
*bi g- endi an* convention (nost significant byte first).

4. XXH3 Al gorithm Overview

XXH3 comes in two different versions: XXH3-64 and XXH3-128 (or
XXH128), producing 64 and 128 bits of output, respectively.

XXH3 uses different algorithns for small (0-16 bytes), nedium (17-240
bytes), and | arge (241+ bytes) inputs. The algorithnms for small and
medi um i nputs are optim zed for performance. The three algorithns
are described in the foll ow ng sections.

Many operations require sone 64-bit prine nunber constants, which are
nmostly the same constants used in XXH32 and XXH64, all defined bel ow

// 0b10011110001101110111100110110001

static const u64 PRIME32 1 = Ox9E3779B1U

// 0b10000101111010111100101001110111

static const u64 PRI ME32_2 = Ox85EBCA77U

// 0b11000010101100101010111000111101

static const u64 PRI ME32_3 = OxC2B2AE3DU

// 0b10011110001101110111100110110001100001011110101111001010100001112
static const u64 PRI ME64 1 = Ox9E3779B185EBCA87ULL

/1 0b11000010101100101010111000111101001001111101010011101011010011112
static const u64 PRI ME64_2 = OxC2B2AE3D27D4EBAFULL

// 0b0001011001010110011001111011000110011110001101110111100111111001
static const u64 PRI ME64 3 = 0x165667B19E3779F9ULL

// 0b10000101111010111100101001110211111000010101100101010111001100011
static const u64 PRI ME64 4 = Ox85EBCA77C2B2AE63ULL

/1 0b0010011111010100111010110010111100010110010101100110011111000101
static const u64 PRI ME64_5 = Ox27D4EB2F165667C5ULL

// 0b0001011001010110011001111001000110011110001101110111100111111001
static const u64 PRIME MX1 = 0x165667919E3779F9ULL

// 0b1001111110110010000111000110010100011110100110001101111100100101
static const u64 PRI ME MX2 = Ox9FB21C651E98DF25ULL

The XXH3_64bits() function produces an unsigned 64-bit value. The
XXH3 128bits() function produces a XXH128 hash_t struct containing
| ow64 and hi gh64 - the | ower and higher 64-bit half values of the
result, respectively.

For systens requiring storing and/or displaying the result in binary
or hexadecimal format, the canonical format is defined to reproduce

the sane value as the natural decinmal format, hence follow ng *big-

endi an* convention (nost significant byte first).
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4.1. Seed and Secret

XXH3 provi des seeded hashing by introducing two configurable
constants used in the hashing process: the seed and the secret. The
seed is an unsigned 64-bit value, and the secret is an array of bytes
that is at least 136 bytes in size. The default seed is 0, and the
default secret is the follow ng 192-byte val ue:

static const u8 defaultSecret[192] = {
Oxb8, Oxfe, 0x6c, 0x39, 0x23, O0xa4, 0x4b, Oxbe,
0x7c, 0x01, 0x81, 0x2c, Oxf7, 0x21, Oxad, Oxlc,
Oxde, 0xd4, 0x6d, 0xe9, 0x83, 0x90, 0x97, O0xdb,
0x72, 0x40, Oxa4, Oxa4, Oxb7, O0xb3, 0x67, Oxif,
Oxcb, 0x79, 0Oxe6, Ox4e, Oxcc, OxcO, Oxeb5, 0x78,
0x82, Oxb5a, 0xdO, Ox7d, Oxcc, Oxff, 0x72, O0x21,
Oxb8, 0x08, 0x46, 0x74, Oxf7, 0x43, 0x24, 0x8e,
Oxe0, 0x35, 0x90, Oxe6, 0x81, O0x3a, 0x26, O0x4c,
0x3c, 0x28, 0x52, Oxbb, 0x91, 0xc3, 0x00, O0xcb,
0x88, 0xd0, 0x65, 0x8b, O0xl1lb, 0x53, 0x2e, 0xa3,
0x71, 0x64, 0x48, 0x97, Oxa2, 0x0d, O0xf9, Ox4e,
0x38, 0x19, Oxef, 0x46, Oxa9, Oxde, Oxac, 0xd8,
Oxa8, Oxfa, 0x76, O0x3f, 0xe3, 0x9c, 0x34, Ox3f,
0xf 9, Oxdc, Oxbb, 0xc7, 0xc7, 0xO0b, 0x4f, 0x1d,
0x8a, 0x51, 0xe0, 0x4b, Oxcd, Oxb4, 0x59, 0x31,
0xc8, 0x9f, O0x7e, 0xc9, 0xd9, 0x78, 0x73, 0x64,
Oxea, 0Oxc5, Oxac, 0x83, 0x34, 0xd3, Oxeb, 0xc3,
0xc5, 0x81, 0Oxal, Oxff, Oxfa, 0x13, 0x63, Oxeb,
0x17, 0x0d, Oxdd, 0x51, Oxb7, OxfO, Oxda, 0x49,
0xd3, 0x16, 0x55, 0x26, 0x29, 0xd4, 0x68, 0x9e,
0x2b, 0x16, Oxbe, 0x58, 0x7d, 0x47, Oxal, Oxfc,
0x8f, Oxf8, 0xb8, 0xdl, Ox7a, 0xdO, 0x31, Oxce,
0x45, Oxcb, 0x3a, O0x8f, 0x95, 0x16, 0x04, 0x28,
Oxaf, 0Oxd7, Oxfb, Oxca, Oxbb, 0x4b, 0x40, Ox7e,

}s

The seed and the secret can be optionally specified using the
* withSecret and *_withSeed versions of the hash function

The seed and the secret cannot be specified sinultaneously
(*_withSecret AndSeed is actually * withSeed for short and nedi um

i nputs <= 240 bytes, and * withSecret for large inputs). Wen one is
specified, the other one uses the default value. There is one
exception though: when input is large (> 240 bytes) and a seed is
given, a secret is derived fromthe seed value and the default secret
using the foll owi ng procedure:
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deriveSecret (u64 seed):
u64 derivedSecret[24] = defaultSecret[0:192];
for (i =0; i <12; i++) {
derivedSecret[i*2] += seed;
derivedSecret[i*2+1] -= seed;

}

return derivedSecret; // convert to u8[192] (little-endian)

The derivation treats the secrets as 24 64-bit values. In XXH3
al gorithms, the secret is always read simlarly by treating a
contiguous segnent of the array as one or nore 32-bit or 64-bit
val ues. *The secret values are always read using little-endian
conventi on*.

4.1.1. Final Mxing Step (aval anche)

To make sure that all input bits have a chance to inpact any bit in
the out put digest (aval anche effect), the final step of the XXH3
algorithmis usually one of the two fixed operations that m x the
bits in a 64-bit value. These operations are denoted aval anche() and
aval anche_XXH64() in the foll owi ng XXH3 descri ption

aval anche(u64 x):

X = x xor (x >> 37);
X = x * PRI ME_MX1,

X = X xor (x >> 32);
return x

aval anche_XXH64(u64 x):
X = X xor (x >> 33);

X * PRI ME64_2;

X xor (x >> 29);

x * PRI ME64_3;

X xor (x >> 32);

urn x;

Foar o

X
X
X
X
re
5. XXH3 Al gorithm Description (for small inputs)

The algorithmfor small inputs (0-16 bytes of input) is further

divided into 4 cases: enpty, 1-3 bytes, 4-8 bytes, and 9-16 bytes of

i nput .

The al gorithm uses byte-swap operations. The byte-swap operation

reverses the byte order in a 32-bit or 64-bit value. It is denoted
bswap32 and bswap64 for its 32-bit and 64-bit versions, respectively.
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5.1. Enpty input

The hash of enpty input is calculated fromthe seed and a segnent of
the secret:

XXH3 64 _enpty():
u64 secretWrds[2] = secret[56:72];
return aval anche_XXH64(seed xor secretWrds[0] xor secretWrds[1]);

XXH3 128 enpty():
u64 secretWords[ 4] = secret[64:96];
return {aval anche XXH64(seed xor secretWrds[0] xor secretWrds[1]), // lower half
aval anche_XXH64(seed xor secretWrds[2] xor secretWrds[3])}; // higher half

5.1.1. 1-3 bytes of input

The algorithmstarts froma single 32-bit value conbining the input
bytes and its | ength:

u32 conbi ned = (u32)input[inputlLength-1] | ((u32)inputlLength << 8) |
((u32)input[0] << 16) | ((u32)input[inputlLength>>1] << 24);

I/ LSB 8 16 24 V5B

/1 | last byte | length | first byte | mddle-or-last byte

Then the final output is calculated fromthe value and the first 8

bytes (XXH3-64) or 16 bytes (XXH3-128) of the secret to produce the
final result. The secret here is read as 32-bit values instead of

the usual 64-bit val ues.

XXH3_64_1t 03():
u32 secretWrds[2] = secret[O0:8];
u64 value = ((u64)(secretWords[0] xor secretWrds[1l]) + seed) xor (u64)conbined;
return aval anche_XXH64(val ue);

XXH3 128 1t 03():
u32 secretWrds[4] = secret[0:16];
ué4 | ow = ((ubd) (secretWrds[0] xor secretWrds[1]) + seed) xor (u64)conbined;
u64 high = ((u64)(secretWrds[2] xor secretWrds[3]) - seed) xor (u64)(bswap32(comnbi
ned) <<< 13);
/1 note that the bswap32(conbined) <<< 13 above is 32-bit rotate
return {aval anche XXH64(low), // |ower half
aval anche_XXH64(high)}; // higher half

Note that the XXH3-64 result is the lower half of XXH3-128 result.
5.1.2. 4-8 bytes of input

The algorithmstarts fromreading the first and |ast 4 bytes of the
input as little-endian 32-bit values, and a nodified seed:
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u32 inputFirst = input[0:4];
u32 inputlLast = input[inputlLength-4:inputlLength];
u64 nodi fi edSeed = seed xor ((u64)bswap32((u32)lowerHalf(seed)) << 32);

Agai n, these values are conbined with a segnent of the secret to
produce the final val ue.

XXH3_64_4t 08():
u64 secretWords[ 2] = secret[8:24];
u64 conbi ned = (u64)inputlLast | ((u64)inputFirst << 32);
u64 value = ((secretWrds[0] xor secretWrds[1]) - nodifiedSeed) xor conbined;

val ue = val ue xor (value <<< 49) xor (value <<< 24);
val ue = value * PRI VE_MX2;

val ue = value xor ((value >> 35) + inputlLength);

val ue = value * PRI ME_MX2;

val ue = val ue xor (value >> 28);

return val ue;

XXH3_ 128 4t 08():
u64 secretWords[ 2] = secret[16: 32];
u64 conbi ned = (u64)inputFirst | ((u64)inputlLast << 32);
u64 value = ((secretWrds[0] xor secretWrds[1]) + nodifiedSeed) xor conbined;
ul28 mul Result = (ul28)value * (ul28)(PRIME64_ 1 + (inputlLength << 2));
u64 high = higherHal f(mul Result); // mul Result >> 64
ué4 low = lowerHal f(nul Result); // mul Result & OxFFFFFFFFFFFFFFFF
high = high + (low << 1);

low = | ow xor (high >> 3);
low = | ow xor (low >> 35);
low = low * PRI VE_MX2;

low = | ow xor (low >> 28);

hi gh = aval anche(hi gh);
return {l ow, high};

5.1.3. 9-16 bytes of input

The algorithmstarts fromreading the first and | ast 8 bytes of the
input as little-endian 64-bit val ues:

ué4 inputFirst = input[0:8];
u64 inputlLast = input[inputlLength-8:inputlLength];

Once again, these values are conbined with a segnent of the secret to
produce the final val ue.
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XXH3_64_9t 016():

u64 secret Words[4] = secret[24:56];

ué4 | ow = ((secretWrds[0] xor secretWrds[1l]) + seed) xor inputFirst;

u64 high = ((secretWrds[2] xor secretWrds[3]) - seed) xor inputlast;

ul28 mul Result = (ul28)low * (ul28) hi gh;

u64 val ue = inputlLength + bswap64(low) + high + (u64)(lowerHalf(nul Result) xor highe
rHal f (rmul Resul t));

return aval anche(val ue);

XXH3_128_9t 016():
u64 secretWords[ 4] = secret[32:64];
ué4 vall = ((secretWrds[0] xor secretWrds[1l]) - seed) xor inputFirst xor inputLast

u64 val 2 = ((secretWrds[2] xor secretWrds[3]) + seed) xor inputlast;
ul28 nmul Result = (ul28)vall * (ul28)PRI ME64_1;
ué4 low = lowerHal f (mul Result) + ((u64)(inputLength - 1) << 54);
u64 hi gh = higherHal f (nmul Result) + ((u64)higherHal f(val2) << 32) + (u64)!|owerHalf(va
12) * PRI ME32_2;
/1 the above line can also be sinplified to higherHalf(nul Result) + val2 + (u64)| owe
rHal f (val 2) * (PRIME32_2 - 1);
|l ow = | ow xor bswap64(hi gh);
/1 the following three lines are in fact a 128x64 -> 128 multiplication ({low, high}
(ul28){!l ow, hi gh} * PRI ME64_2)
ul28 nul Result2 = (ul28)low * (ul28) PRI ME64_2;
| ow = | ower Hal f (mul Resul t 2);
hi gh = hi gherHal f (nul Resul t2) + high * PRI VE64_2;
return {aval anche(low), // |ower half
aval anche(high)}; // higher half

6. XXH3 Al gorithm Description (for nediuminputs)
This algorithmis used for nediuminputs (17-240 bytes of input).
Its internal hash state is stored inside 1 (XXH3-64) or 2 (XXH3-128)
"accumul ators", each storing an unsigned 64-bit val ue.

6.1. Step 1. Initialize internal accunul ators

The accurul ator(s) are initialized based on the input |ength.

/'l For XXH3-64
u64 acc = inputLength * PRI ME64 1;

/'l For XXH3-128
u64 acc[2] = {inputLength * PRI ME64_1, O0};

6.2. Step 2. Process the input

This step is further divided into two cases: one for 17-128 bytes of
i nput, and one for 129-240 bytes of input.
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6

6

2.1. Mxing operation

This step uses a mixing operation that m xes a 16-byte segnment of
data, a 16-byte segnent of secret and the seed into a 64-bit val ue as
a building block. This operation treat the segnent of data and
secret as little-endian 64-bit val ues.

m xSt ep(u8 data[ 16], size secretOffset, u64 seed):
u64 dat aWwords[ 2] = data[0: 16];
u64 secretWords[ 2] = secret[secretOffset:secretOffset+16];
ul28 mul Result = (ul28)(datawrds[0] xor (secretWrds[0] + seed)) *
(ul28) (dat awords[ 1] xor (secretWrds[1l] - seed));
return | owerHal f (mul Result) xor higherHal f(nul Result);

The mi xi ng operation is always invoked in groups of two in XXH3-128,
where two 16-byte segnents of data are mixed with a 32-byte segnent
of secret, and the accunul ators are updated accordingly.

m XxTwoChunks(u8 datal[16], u8 data2[16], size secretOfset, u64 seed):
u64 dataWrdsl[2] = datal[0:16]; // again, little-endian conversion
u64 dat aWords2[2] = data2?[0:16];

acc[0] = acc[0] + mi xStep(datal, secretOfset, seed);
acc[ 1] = acc[1] + mixStep(data2, secretOffset + 16, seed);
acc[0] = acc[0] xor (datawrds2[0] + dataWwrds2[1]);
acc[ 1] = acc[1] xor (datawrdsl[0] + dataWwrdsl[1]);

The input is split into several 16-byte chunks and nmi xed, and the
result is added to the accumnul ator(s).

2.2. 17-128 bytes of input

The input is read as _N_ 16-byte chunks starting fromthe begi nning
and _N_chunks starting fromthe end, where _N_ is the snallest
nunber that these 2_N_chunks cover the whole input. These chunks
are paired up and mixed, and the results are accunulated to the
accunul ator (s).
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/1 the loop variable ‘i‘ should be signed to avoid underflow in inplenmentation
processl nput _XXH3_64_17t0128():
u64 nunmRounds = ((inputLength - 1) >> 5) + 1;
for (i = nunRounds - 1; i >=0; i--) {
size offsetStart = i*16
size offsetEnd = inputLength - i*16 - 16;
acc += m xStep(input[offsetStart:offsetStart+16], i*32, seed);
acc += m xStep(i nput[offsetEnd: of fset End+16], i*32+16, seed);
}

processl nput _XXH3 128 17t0128():

u64 nunmRounds = ((inputLength - 1) >>5) + 1

for (i = nunRounds - 1; i >=0; i--) {
size offsetStart = i*16;
size offsetEnd = inputLength - i*16 - 16;
m XTwoChunks(i nput[of fsetStart: of fset Start+16], input[offsetEnd: of fset End+16], i*3

2, seed);
}

6.2.3. 129-240 bytes of input

The input is split into 16-byte (XXH3-64) or 32-byte (XXH3-128)
chunks. The first 128 bytes are first mxed chunk by chunk, followed
by an internedi ate aval anche operation. Then the renaining ful
chunks are processed, and finally the last 16/32 bytes are treated as
a chunk to process.

Coll et & Josefsson Expires 14 April 2026 [ Page 18]



Internet-Draft xxHash Cct ober 2025

processl nput _XXH3_64_129t 0240():
u64 nunmChunks = inputlLength >> 4;
for (i =0; i < 8; i++)
acc += m xStep(input[i*16:i*16+16], i*16, seed);
}

acc = aval anche(acc);
for (i =8; i < nunChunks; i ++)

acc += m xStep(input[i*16:i*16+16], (i-8)*16 + 3, seed);
}

acc += m xStep(input[inputlLength-16:inputlLength], 119, seed);

processl| nput XXH3 128 129t 0240():
u64 nunmChunks = inputlLength >> 5;
for (i =0; i < 4; i++)
m XTwoChunks(i nput[i*32:1*32+16], input[i*32+16:i*32+32], i*32, seed);

acc[ 0] = aval anche(acc[0]);
acc[ 1] = aval anche(acc[1]);
for (i =4; i < nunChunks; i++) {

m XTwoChunks(i nput [i*32:i*32+16], input[i*32+16:i*32+32], (i-4)*32 + 3, seed);

/1 note that the half-chunk order and the seed is different here
m XTwoChunks(i nput [ i nput Lengt h- 16: i nput Lengt h], i nput[inputLength-32:inputLength-16]
, 103, (u64)0 - seed);

6.3. Step 3. Finalization
The final result is extracted fromthe accunul ator(s)

XXH3_64_17t 0240():
return aval anche(acc);

XXH3_128 17t 0240():
ué4 | ow = acc[0] + acc[1];
u64 high = (acc[0] * PRIME6G4 1) + (acc[l] * PRIME64 4) + (((u64d)inputlLength - seed)
PRI VE64_2) ;
return {aval anche(low), // |ower half
(u64)0 - aval anche(high)}; // higher half

*

7. XXH3 Al gorithm Description (for large inputs)
This algorithmis used for inputs larger than 240 bytes. The
internal hash state is stored inside 8 "accunul ators", each one
storing an unsigned 64-bit val ue.

7.1. Step 1. Initialize internal accunul ators

The accunul ators are initialized to fixed constants:
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7

2

2

u64 acc[8] = {
PRI ME32_3, PRIME64_1, PRI ME64_2, PRI NME64_3,
PRI ME64_4, PRI ME32_2, PRI ME64_5, PRI ME32_1};

Step 2. Process bl ocks

The input is consuned and processed one full block at a tine. The
size of the bl ock depends on the I ength of the secret. Specifically,
a bl ock consists of several 64-byte stripes. The nunber of stripes
per block is floor((secretlLength-64)/8) . For the default 192-byte
secret, there are 16 stripes in a block, and thus the block size is
1024 bytes.

secretLength = | engt hl nByt es(secret); /1 default 192; at |east 136
stripesPerBl ock = (secretLength-64) / 8; // default 16; at least 9

bl ockSi ze = 64 * stripesPerBl ock; /1 default 1024; at |east 576
The process of processing a full block is called a round . It

consists of the following two sub-steps:
1. Step 2-1. Process stripes in the bl ock

A stripe is evenly divided into 8 | anes, of 8 bytes each. |In an
accunul ation step, one stripe and a 64-byte contiguous segnent of the
secret are used to update the accumul ators. Each lane reads its
associ ated 64-bit value using little-endian convention

The accurul ation step applies the follow ng procedure:

accunul ate(u64 stripe[8], size secretOffset):

u64 secretWrds[8] = secret[secretOffset:secretffset+64];

for (i =0; i <8; i++) {
u64 value = stripe[i] xor secretWrds[i];
acc[i xor 1] = acc[i xor 1] + stripe[i];
acc[i] = acc[i] + (u64d)lowerHalf(value) * (u64)higherHalf(value);

/1 (value and OxFFFFFFFF) * (value >> 32)
}

The accurul ation step is repeated for all stripes in a block, using
different segnents of the secret, starting fromthe first 64 bytes
for the first stripe, and offset by 8 bytes for each foll owi ng round:

round_accunul at e(u8 bl ock[ bl ockSi ze]):
for (n = 0; n < stripesPerBlock; n++) {
ué4 stripe[8] = block[n*64:n*64+64]; // 64 bytes = 8 ub4s
accunul ate(stripe, n*8);

}
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7.2.2. Step 2-2. Scranble accumnul ators

After the accunul ation steps are finished for all stripes in the
bl ock, the accunul ators are scranbled using the |last 64 bytes of the
secret.

round_scranbl e():
u64 secret Wrds[8] = secret[secretlength-64:secretlLength];

for (i =0; i <8; i++) {
acc[i] = acc[i] xor (acc[i] >> 47);
acc[i] = acc[i] xor secretWords[i];
acc[i] = acc[i] * PRI ME32_1;

}

A round is thus a round_accumnul ate foll owed by a round_scranbl e:

round(u8 bl ock[ bl ockSi ze]):
round_accunul at e( bl ock) ;
round_scranbl e();

Step 2 is looped to consune the input until there are |ess than or
equal to bl ockSize bytes of input left. Note that we | eave the | ast
block to the next step even if it is a full block

7.2.3. Step 3. Process the last block and the |ast 64 bytes

Accumul ation steps are run for the stripes in the | ast bl ock, except
for the last stripe (whether it is full or not). After that, run a
final accurmulation step by treating the last 64 bytes as a stripe.
Note that the last 64 bytes might overlap with the second-to-I| ast

bl ock.

/1 len is the size of the last block (1 <= len <= bl ockSi ze)
| ast Round(u8 bl ock[], size len, u64 lastStripe[8]):
size nFull Stripes = (len-1)/64;
for (n =0; n < nFullStripes; n++) {
u64 stripe[8] = block[n*64: n*64+64];
accunul ate(stripe, n * 8);

accunul ate(l ast Stripe, secretlLength - 71);
7.3. Step 4. Finalization
In the finalization step, a nerging procedure is used to extract a

single 64-bit value fromthe accunmul ators, using an initial seed
val ue and a 64-byte segnent of the secret.
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final Merge(u64 initValue, size secretOfset):
u64 secretWrds[8] = secret[secretOfset:secretfset+64];
u64 result = initValue;
for (i =0; i < 4; i++) {
/1 64-bit by 64-bit multiplication to 128-bit full result
ul28 mul Result = (ul28)(acc[i*2] xor secretWrds[i*2]) *
(ul28) (acc[i*2+1] xor secretWrds[i*2+1]);
result = result + (lowerHalf(mul Result) xor higherHalf(rmul Result));
/1 (mul Result and OxXFFFFFFFFFFFFFFFF) xor (mul Result >> 64)
}

return aval anche(result);

XXH3-128 runs the merging procedure twice for the two hal ves of the
result, using different secret segments and different initial values
derived fromthe total input length. The XXH3-64 result is just the
| oner half of the XXH3-128 result.

XXH3 64 | arge():
return final Merge((u64)inputlLength * PRI ME64_1, 11);

XXH3_128 | arge():
return {final Merge((u64)inputlLength * PRIME64 1, 11), // lower half

final Merge(~((u64)inputlLength * PRIME64_2), secretlLength - 75)}; // higher
al f

8. Per f or mance consi der ati ons

The xxHash al gorithns are sinple and conpact to inplenent. They
provide a systemindependent "fingerprint" or digest of a nessage of
arbitrary I ength.

The algorithmallows input to be streaned and processed in nultiple
steps. In such case, an internal buffer is needed to ensure data is
presented to the algorithmin full stripes

On 64-bit systens, the 64-bit variant XXH64 is generally faster to
compute, so it is a recommended variant, even when only 32-bit are
needed.

On 32-bit systens though, positions are reversed: XXH64 performance
is reduced, due to its usage of 64-bit arithmetic. XXH32 becones a
faster variant.

Finally, when vector operations are possible, XXH3 is likely the
faster variant.
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10.

11.

12.

Ref erence | npl enent ati on

A reference library witten in Cis avail able at
https://ww. xxhash. com [ XXHASH]. The web page also links to nultiple
other inplenentations witten in many different | anguages. It links
to the github project page (https://github.conl Cyan4973/ xxHash) where
an issue board (https://github.com Cyan4973/ xxHash/i ssues) can be
used for further public discussions on the topic.

I ANA Consi derati ons
None
Security Considerations

xxHash is not a cryptographic hash function, and has not been
designed for use in any cryptographic setting.

I mpl enentati ons has to foll ow best practices to avoid security
concerns, and users needs to continously re-evaul ate inpl enentations
for security vulnerabilities.

Not i ces

Thi s docunent is derived from

https://github. coml Cyan4973/ xxHash/ bl ob/ dev/ doc/ xxhash_spec. nd conmi t
d66a9ch6f 223b1f 15cceebee39bc07edObd4ad3d with notice below, with al
changes are tracked at https://gitlab.conljas/ietf-xxhash using Gt

Version 0.2.0 (29/06/23)
Ver si on changes

v0. 2. 0: added XXH3 specification, by Adrien W
v0.1.1: added a note on rationale for selection of constants
v0.1.0: initial rel ease

Copyright (c) Yann Coll et

Perm ssion is granted to copy and distribute this docunent

for any purpose and w t hout charge,

including translations into other |anguages

and incorporation into conpilations,

provi ded that the copyright notice and this notice are preserved,
and that any substantive changes or deletions fromthe origina
are clearly nmarked.

Di stribution of this document is unlimted.
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