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Abst ract
Thi s docunent specify a hybrid key exchange nmethod in the Secure
Shell (SSH) protocol based on FrodoKEM (FrodoKEM 976) and X25519 with
SHA- 512 using Chenpat as the conbiner.
About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-josefsson-ssh-frodokeni.

Source for this draft and an issue tracker can be found at
https://gitlab.com jas/ietf-ssh-frodokem

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 19 Septenber 2025.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Secure Shell (SSH) [RFC4251] is a secure renote |login protocol. The
key exchange protocol described in [ RFC4253] supports an extensible
set of methods. [RFC5656] defines how elliptic curves are integrated
into this extensible SSH franework, and [ RFC8731] specify
"curve25519- sha256" to support the pre-quantumelliptic-curve Dffie-
Hel | man X25519 function [RFC7748]. In [I-D.josefsson-ntruprime-ssh]
it is described how the post-quantumlattice-based Stream i ned NTRU
Prime is combined with X25519 for SSH, and we base our protocol and
docunent on it but replace sntrup761 with FrodoKEM 976 and use
Chenpat [I|-D.josefsson-chenpat] for the conbiner.

FrodoKEM [ | - D. | onga- cfrg-frodoken] provides a Key Encapsul ati on
Met hod (KEM based on learning with errors problem designed to be
saf e even agai nst quantum computers. The variant "FrodoKEM 976"
of fers a bal ance between security, performance and output sizes.

To hedge agai nst attacks on either of FrodoKEM 976 or X25519 a hybrid
construction Chenpat is used, with the intention that the hybrid
woul d be secure if either of the involved algorithnms are flawed.

Thi s docunent specify how to inplenment key exchange based on a
Chenpat hybrid between FrodoKEM 976 and X25519 [ RFC6234] in SSH.
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The SHA-512 in the name of this nmethod refers to the HASH used in
Section 7.2 (Qutput from Key Exchange) of [RFC4253], not that of the
hybri d KEM conbi ner.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Key Exchange Met hod: frodokenB76x25519-sha512

The key-agreenent is done by the X25519 Diffie-Hell man protocol as
described in Section 3 (Key Exchange Methods) of [RFC8731], and the
Fr odoKEM 976 key encapsul ati on net hod described in
[1-D.1onga-cfrg-frodokeni.

The key exchange procedure reuse the Elliptic Curve D ffie-Hell man
(ECDH) key exchange defined in Sections 4 (ECDH Key Exchange) and 7.1
(ECDH Message Nunbers) of [RFC5656]. The protocol flow and the

SSH MG KEX ECDH INI T and SSH MSG KEX ECDH REPLY nessages are

i dentical, except that we use different epheneral public values QC
and QS and shared secret K as described bel ow

The SSH MSG KEX ECDH INIT value Q C that holds the client’s epheneral
public key MJUST be constructed by concatenating the 15.632 byte
public key output fromthe key generator of FrodoKEM 976 with the 32
byte K A = X25519(a, 9) as described in [I-D.longa-cfrg-frodokeni and
[RFC8731]. The Q. C value is thus 15.664 bytes.

The SSH MSG KEX ECDH REPLY value QS that holds the server’s
epheneral public key MJUST be constructed by concatenating the 15.792
byte ci phertext output fromthe key encapsul ati on nmechani sm of
FrodoKEM 976 with the 32 byte K B = X25519(b, 9) as described in
[1-D.1onga-cfrg-frodokeni and [RFC8731]. The QS value is thus

15. 824 byt es.

Clients and servers MJST abort if the length of the received public
keys Q C or QS are not the expected lengths. An abort for these
purposes is defined as a di sconnect (SSH MSG DI SCONNECT) of the
session and SHOULD use the SSH DI SCONNECT_KEY_EXCHANGE_FAI LED reason
for the nessage, see Section 11.1 (D sconnection Message) of

[ RFC4253]. No further validation is required beyond what is
described in [RFC7748], [RFC8731] and [I-D.longa-cfrg-frodokeni.
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The SSH MSG KEX ECDH REPLY signature value is conputed as described
in [RFC5656] with the foll owi ng changes. Instead of encoding the
shared secret Kas 'nmpint’, it MJST be encoded as ’string . The
shared secret K value MJST be the 32-byte output octet string
conput ed by Chenpat - X25519- Fr odoKEM 976 [ |- D. j osef sson-chenpat].

Acknowl edgrent s

The protocol and docunent is based on [I-D.josefsson-ntruprime-ssh]
and [|-D.josefsson-ssh-nteliece].

Security Considerations

The security considerations of [RFC4251], [RFC5656], [RFC7748],
[ RFC8731], [I-D.josefsson-chenpat] and [I|-D.|onga-cfrg-frodoken] are
i nherited.

FrodoKEM i s designed for | ND-CCA2 security even agai nst quantum
computers. Chenpat is a conservatively designed way to conbine a
cl assi cal and post-quantum net hod. However new cryptographic
primtives should be introduced and trusted conservatively, and new
research findings may be published at any tine that nmay warrant

i npl ementation reconsi derati ons.

The increase in comunication size and computational requirenments nmay
be a concern for limted conmputational devices, which would then not
be able to take advantage of the inproved security properties offered
by this work.

As di scussed in the security considerations of Curve25519-sha256

[ RFC8731], the X25519 shared secret K is used bignum encoded in that

docunent, and this raise a potential for a hash-processing tine side-
channel that could | eak one bit of the secret due to different |length
of the bignum sign pad. This docunment resolve that problem by using

string-encodi ng i nstead of bi gnum encodi ng.

I ANA Consi derations

I ANA is requested to add a new "Met hod Nanme" of
"frodokenm®76x25519- sha512" to the "Key Exchange Method Names"
registry for Secure Shell (SSH) Protocol Paraneters [I ANA-KEX] with a
"reference" field to this RFC and the "OK to inplenent" field of
n MJSTII i

Ref er ences

1. Normative References
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