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Abst r act

Thi s docunent describes the use of Ed25519 with M.- DSA-65 as a hybrid
digital signature in the Secure Shell (SSH) protocol.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-josefsson-ssh-ed25519m dsa65/.

Di scussi on of this docunent takes place on the SSHM Wrki ng G oup
mailing list (mailto:ssh@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ssh/.

Source for this draft and an issue tracker can be found at
https://gitlab.comjas/ietf-ssh-ed25519m dsa65.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 April 2026.
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1. Introduction
Secure Shell (SSH) [RFC4251] is a secure renote-login protocol. It
provi des for an extensible variety of public key algorithns for
identifying servers and users to one anot her

Ed25519 [ RFC8032] is a digital signature system
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CRYSTALS- Kyber is a post-quantumdigital signature system
standardi zed in [ NI ST. FI PS. 204] as Mdul e-Lattice-Based Digital
Si gnature Standard (M- DSA).

Thi s docunent specify how Ed25519 and M.- DSA- 65 nay be used in SSH
usi ng the hybrid signature scheme suggested in
[ DIB- HYBRI D- SI GNATURE] .

2. Conventions Used In This Document

The descriptions of key and signature formats use the notation

i ntroduced in [ RFC4251], Section 3, and the string data type from

[ RFC4251], Section 5. Identifiers and terninology from[RFC8032] and
[ NI ST. FI PS. 204] are used throughout the docunent.

3. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

4. Public Key Algorithm
Thi s docunent describes a public key algorithmfor use with SSH, as
per [ RFC4253], Section 6.6. The name of the algorithmis "ssh-
ed25519-m -dsa-65". This algorithmonly supports signing and not
encryption.

Standard i npl ementati ons of SSH SHOULD i npl enent this signature
al gorithm

5. Public Key Format
The "ssh-ed25519-m -dsa- 65" key format has the foll ow ng encoding:
string "ssh-ed25519-m -dsa- 65"
string key
The content of 'key' is the concatenation of the Ed25519 32-oct et
public key described in [RFC8032], Section 5.1.5, with the 1952-octet

public key described in [N ST. FIPS. 204], for the M.-DSA-65 al gorithm
The resulting key length is therefor 1984.
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Si gnature Al gorithm

Signatures are generated according to the follow ng procedure, based
on [ DIB- HYBRI D- S| GNATURE] .

The signed nessage is (s2,s1,r,h, n) where

m = the message bei ng signed,

r = H(fresh randomess chosen during signing),

h = H(r, H hybri dpk), hybri dsi gnane, appnane, appcont ext, m,
sl = Ed25519 signature of (r,h),

s2 = M.- DSA- 65 signature of (sl1,r,h),

H = SHA3- 256

The ' hybridpk’ value is the public key fromthe previous section
Here the fresh randomess MJST be 16 bytes, and only to be used for
the signature. The ’'hybridsignane’ field is "EJ25519M.DSA65", and
"appnane’ is 'SSH with 'appcontext’ being ' SSH Ed25519M_DSA65"
Strings are encoded using ASCI | [RFC0020].

The signed nessage (s2,s1,r,h,n is the concatenation of each val ue.
The M.- DSA-65 signature 's2' is 3309 octets, the Ed25519 signature
sl is 64 octets, 'r’ is 16 octets, 'h’ is 32 octets, therefor the
signature size is 3421 octets plus the nessage itself.

Thi s protocol always uses the 'pure’ version of M-DSA (where M-DSA
signs the message), and not the ’prehashed’ variant (where M.-DSA
signs a previously hashed nessage). The M.-DSA ’context’ input MJST
be the string "M.-DSA-65- Ed25519- SSH' encoded in ASCI| [RFC0020].

M.- DSA may be used in deterministic or hedged node

Si gnat ure For mat
The "ssh-ed25519-nl -dsa-65" key format has the foll ow ng encoding:
string "ssh-ed25519-m - dsa- 65"

string signature

The 'signature’ value is the signed nessage produced in accordance
with the previous section.

Verification Al gorithm
Verification is done by invoking the verify functions for Ed25519 and

M.- DSA- 65 using the received values as follows, and taking the
| ogi cal AND of their verification outputs.

Josef sson Expires 22 April 2026 [ Page 4]



Internet-Draft Ed25519M_DSA65 for SSH Cct ober 2025

9

10.

Si gned nessage is (s2,s1,r,h,m

vl = Ed25519 verification of sl on nessage (r,h),

v2 = M.-DSA-65 verification of s2 on nessage (si1,r,h),
verify = vl & v2

SSHFP DNS Resource Records

Usage and generation of the SSHFP DNS resource record is described in
[ RFC4255]. This section illustrates the generation of SSHFP resource
records for Ed25519M.DSA65 keys, and this docunent al so specifies the
correspondi ng code point to "SSHFP RR Types for public key
algorithms" in the "DNS SSHFP Resource Record Paraneters" | ANA
registry [| ANA- SSHFP] .

The encodi ng of Ed25519M.DSA65 public keys is described in earlier
sections.

The SSHFP Resource Record for the Ed25519M.DSA65 public key with
SHA- 256 fingerprint [N ST.FIPS.180] would, for exanple, be:

ssh. exanmpl e.com I N SSHFP TBD1 2 ( a87f 1b687ac0e57d2a081a2f 2826723
34d90ed316d2b818ca9580ea384d924
01 )
Repl ace TBD1 with the value eventually allocated by | ANA
I ANA Consi derations

Thi s docunent augnents the Public Key Al gorithm Names in [ RFC4250],
Section 4.11. 3.

I ANA is requested to add the following entry to "Public Key Al gorithm
Nanes"” in the "Secure Shell (SSH) Protocol Paraneters" registry
[ 1 ANA- SSH] :

| Public Key Algorithm Name | Reference
| ssh-ed25519-nl - dsa- 65 | TH S-RFC |
o e e e e e e e oo S +

Table 1. SSH Public Key Code Points

I ANA is requested to add the following entry to "SSHFP RR Types for
public key algorithnms” in the "DNS SSHFP Resource Record Paraneters”
registry [ ANA- SSHFP] :
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[ ool s, e e
| Value | Description | Reference

[ el el el
| TBD1 | SSH ED25519- M.-DSA-65 | TH S-RFC |
+------- R T i i I I ] +

Tabl e 2: SSH DNS SSHFP RR Public Key
Al gorithm Types

11. Security Considerations

The security considerations in [RFC4251], Section 9 apply to all SSH
i mpl ement ati ons, including those usi ng Ed25519M_DSA65

The security considerations in [RFC8032] and [ NI ST. FI PS. 204] apply to
all uses of Ed25519 and M.- DSA- 65, respectively, including those in
SSH.

Verification of the hybrid signature may |eak timing information that
can be used to infer which of the Ed25519 or M.- DSA-65 verifications
failed, if an inplenentation avoid to i nvoke one verification when
the other one fails.

Ed25519M.DSA65 signhatures are intended to be secure if SHA3-256 is
secure and at | east one of Ed25519 or M.-DSA-65 is secure.

Cryptographic algorithms and paraneters are usually broken or
weakened over tinme. Inplenenters and users need to continously re-
eval uate that cryptographic algorithns continue to provide the
expected | evel of security.

12. Acknow edgnents
The text of [RFC8709] was used as a tenplate for this docunent.

13. Test vectors

The following illustrate test vectors using file formats used by, for
exanpl e, OpenSSH

13.1. Private Key

Private key:
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----- BEG N OPENSSH PRI VATE KEY- - - - -

b3Bl bnNzaClr ZXkt dj EAAAAABGEV bmMUAAAAEL MO uZ QAAAAAAAAABAAAAYWAAABL zc2gt c2xoL Rz
YS1zaCEyLTI 1INmMYAAABAPS6Ma/ U7 TKh4/ | 8HoTobi V+1sQnpkHZL70zt STxgWJYTDYEYdQpwt y9
I If wQDvK778DQCr 9dx 1gWh 1 HYDWYMAAAAQASGET 2dEUN9INQAAABL zc2gt c2xoLWRz YS1zaGEyLTI 1
NMYAAABAPS6Ma/ U7TKh4/ | 8HoTobi V+1sQnpkHZL70zt STxgWJ YTDYEYdQowt y9I Jf wQDvK778D
QCr 9dx1gVWb1HYDWYMAAAAI BI B/ / QALi h6/ bAl QUGOGUaSKuK861 ySusLX5xi gqs PmInE32DHKf | gg
mmvckaPbwnl i YgLONMV/ aAet f ELuU7XoqHPS6Ma/ U7TKh4/ | 8HoTobi V+1spkHZL70zt STxgWbJY
TDYEYdQwt y9I Jf wQDvK778DQCr 9dx 1g\Wbh 1HYDWYMAAAAAhQYXNAa2 Fr YQECAWQF

————— END OPENSSH PRI VATE KEY- - - - -

13.2. Public-Key
Public key:

ssh-ed25519-nm - dsa- 65 AAAAG3NzaClzcGhpbm\zcGx1c0BvcGVYuc3NoLm\vbQAAAEA9L oxr 9Tt MyH 8] wehChu
JIX7TWKCemkvuj OLIPGBagl hMNgRh1CnC3L0gl / BAGBr vvwNAKv 13HWBZv UdgPBgw | as @aka

13.3. Message

The nanespace context string used is "ny-nanespace", and the nessage
is (including final newine):

Hell o worl d!
13.4. Signhature
Si gnat ur e:

————— BEG N SSH Sl GNATURE- - - - -

ULNI U0l HAAAAAQAAAGVAAAADLC 3NoLXNwad uY3NwbHVZz QEwZWszc2gu Y29t AAAAQDOUj G
v100yoePyPB6E6GAI f t bEJ6ZB2S+6M7 Uk 8 YFqCWEW2 BGHUKCc Lcv SCX8EA7yu+/ AOAg/ Xcd
YFmOR2A8 GDAAAAANMD XKt bt ZXNWYWNI AAAAAAAAAAZZ aGELMTI AAHSDAAAAGINzaClzcG
hpbniNz c Gx1c0Bvc GVuc3NoLm\vbQAAdGCZt KIwONal GAVOHc HAr | gy CGRb/ a+f 8/ EDt 1bL
BHWMQJ GVR4guzlg20dasKI xJznf 8YqoYQeSXEkt X7ukD+Go+i cRJoTQ 7nORaKj aW/ aM
P1li KeNN1hhf yOMP9nCz UKSBA cBell DnHTMZDUX7WUNVTu4Wrcd4W Th5Qos+f x Y2cBUMBp
QeUPn2WhwkqVj pd8edbGku2g4@j CHsanbOH5VgZI +khz QGew3Mrb 1wivixf WAWED8O7t ++U
----- END SSH S| GNATURE- - - - -
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