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I ntroduction

The first code-based public-key encryption system (PKE) was
introduced in 1978 [MEliece]. The public key specifies a random
bi nary Goppa code. A ciphertext is a codeword plus random errors
The private key allows efficient decoding: extracting the codeword
fromthe ciphertext, identifying and renoving the errors.

The McEliece system was designed to be one-way (OWNMCPA), neaning that
an attacker cannot efficiently find the codeword from a ci phertext
and public key, when the codeword is chosen randomly. The security

| evel of the MEliece system has remai ned remarkably stable, despite
dozens of attack papers over 45 years. The original MEliece
paraneters were designed for only 2764 security, but the system
easily scales up to "overkill" paraneters that provide anple security
mar gi n agai nst advances in computer technol ogy, including quantum
conput er s.
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The McEliece systemhas pronpted a trenendous anmount of foll owp
work. Some of this work inproves efficiency while clearly preserving
security: this includes a "dual" PKE proposed by N ederreiter,

sof tware speedups, and hardware speedups.

Furthermore, it is now well known how to efficiently convert an OM
CPA PKE into a KEMthat is | ND-CCA2 secure against all ROM attacks.
This conversion is tight, preserving the security level, under two
assunptions that are satisfied by the McEliece PKE first, the PKE is
determnistic (i.e., decryption recovers all randomess that was
used); second, the PKE has no decryption failures for valid

ci phertexts. Even better, recent work achieves simlar tightness for
a broader class of attacks, nanely QROM attacks. The risk that a
hash-function- specific attack could be faster than a ROM or QROM
attack is addressed by the standard practice of selecting a well -
studi ed, high-security, "unstructured" hash function.

Classic McEliece brings all of this together. It is a KEM designed
for IND-CCA2 security at a very high security |level, even against
quantum computers. The KEMis built conservatively froma PKE
designed for OMCPA security, nanely N ederreiter’s dual version of
McEl i ece’s PKE using binary Goppa codes. Every level of the
construction is designed so that future cryptographic auditors can be
confident in the long-termsecurity of post-quantum public-key
encryption.

2. Terns and definitions

For the purposes of this docunment, the follow ng terns and
definitions apply.

*  SHAKE256: see [N ST. FI PS. 202], the sole synmetric primtive used
in Classic MEliece with the selected parameters

* | ND-CCA2: indistinguishability against adaptive chosen-ci phertext
att acks

* KEM key-encapsul ati on nechani sm

*  OWCPA: one-wayness agai nst chosen-pl ai ntext attacks
* PKE: public-key encryption system

*  ROM random oracl e nodel

*  QROM quantum random oracl e nodel

* F_q: finite field of q
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* 1= menber of a set
* Ab, A{b}: entity A subscripted with expression b
* Ab, AM{b}: entity A superscripted with expression b

* A brc, A{b}™c}, A c} {b}: entity A subscripted with expression
b and superscripted with expression c

* =>. |arger than or equa
* <= |less than or equa

* CEILINGa): function mapping a to the least integer greater than
or equal to a

* p* q. matrix nultiplication

3. Synbols and abbreviated terns

3.1. Cuide to notation
The list below introduces the notation used in this specification
It is meant as a reference guide only; for conplete definitions of
the ternms listed, refer to the appropriate text. Sone other synbols
are al so used occasionally; they are introduced in the text where
appropri at e.
* n: The code length (part of the CM paraneters)

* k: The code dimension (part of the CM paraneters)

* t: The guaranteed error-correction capability (part of the CM
par anet ers)

* (. The size of the field used (part of the CM paraneters)
* m logarithmbase 2 of q (part of the CM paramneters)
* u: A nonnegative integer (part of the CM paraneters)
* v: A nonnegative integer (part of the CM paraneters)

* Hash: A cryptographic hash function (synmetric-cryptography
par anet er)

* HashLen: Length of an output of Hash (synmetric-cryptography
par anet er)
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3.

3.

2

3.

* Sigma_1l : A nonnegative integer (symmetric-cryptography paraneter)
* Sigma_2 @ A nonnegative integer (symetric-cryptography paraneter)

* PRG A pseudorandom bit generator (symretric-cryptography
par anet er)

* g: Apolynomial in F_q[x] (part of the private key)

* alpha_i: An elenent of the finite field F q (part of the private
key)
* Gnmm: (g, alpha 0, ..., alpha_{n-1}) (part of the private key)

* s: Abit string of length n (part of the private key)
* T. Annt * k matrix over F 2 (the CM public key)

* e Abit string of length n and Hanm ng wei ght t

* C A ciphertext encapsul ating a session key

Col um vectors vs. row vectors

El ements of F_2"n, such as codewords and error vectors, are always

vi ewed as colum vectors. This convention avoids all transpositions.
Beware that this differs froma conmon convention in coding theory,
nanely to wite codewords as row vectors but to transpose the
codewords for applying parity checks.

0- nunbering vs. 1-nunbering

To sinplify conparisons to software in nost programm ng | anguages,
this specification consistently uses indices nunbered fromO,

i ncluding row indices, colum indices, and al pha indices. Beware
that conventions in the nmathematical literature sonetinmes agree with
this but sonetimes do not: for exanple, polynom al exponents are
conventional ly nunbered fromO, while nbst vectors not related to
pol ynom al exponents are conventionally nunbered from1

Requi renent s
Thi s docunent defines the Classic McEliece KEM The KEM consists of

three mat hemati cal functions, nanely KeyGen, Encap, and Decap, for
each of the "selected paraneter sets" listed in C ause 10.
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The definitions for each selected paraneter set are unified into a
single definition for a broader parameter space specified in d ause
6. For each paraneter set in that parameter space, subsequent
clauses in this docunent define

* exactly which public key and private key are output by KeyGen
gi ven random bits;

* exactly which ciphertext and session key are output by Encap given
a public key and random bits; and

* exactly which session key is output by Decap given a ciphertext
and a private key.

Thi s docunent defines each mathematical function F by presenting an
algorithmto conmpute F. Basic algorithns such as Gaussi an
elimnation are not repeated here, but Mt Gen, Encode, Decode,

I rreduci ble, FieldOdering, SeededKeyGen, FixedWight, KeyGen, Encap,
and Decap are specified bel ow as nunbered lists of steps.

Three of these algorithms, nanely Fi xedWei ght, KeyGen, and Encap, are
random zed, generating randombits at specified nmonents. The set of
strings of randombits allowed as input for the corresponding

mat hemati cal functions is defined as the set of strings of random
bits consumed by these algorithns. For exanple, the KeyGen al gorithm
reads exactly HashLen randombits, so the domain of the mathematica
function KeyGen is the set of HashLen-bit strings. Here HashLen, one
of the Classic MEliece paraneters, is 256 for each of the selected
paraneter sets.

To claimconformance to this docunent, an algorithmshall (1) nane
either KeyGen or Encap or Decap; (2) identify a paranmeter set listed
in Cause 10 (not another paraneter set from C ause 6); and (3)
conpute exactly the correspondi ng mat henmatical function defined in
this docunment for that paraneter set. For exanple, a KeyGen

i npl ementation clained to conformto this document for the

ncel i ece6960119 parameter set shall conpute the specified KeyGen
function for that parameter set: i.e., the inplenentation shall read
exactly HashLen = 256 bits of randommess, and shall produce the sane
output that the KeyGen al gorithm specified bel ow produces given the
sanme 256-bit string.

Conformance to this docunment for a tuple of three algorithms, one for
each of KeyGen and Encap and Decap, is defined as confornmance to this
docunent for each algorithm and again shall identify a paraneter set
listed in C ause 10.
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Users sonetines place further constraints on algorithms, for exanple
to include various side-channel counterneasures (which could use
their own randombits) or to achieve particul ar |evels of
performance. Such constraints are out of scope for this docunent.
Thi s docunment defines the mathematical functions that shall be
conmput ed by any confornmant al gorithns; this docunent does not
constrain how these functions are conput ed.

5. Par anet ers

The CM paraneters are inplicit inputs to the CMal gorithns defined
below. A CM paraneter set specifies the foll ow ng:

* A positive integer m This also defines a paraneter g = 2"m
* A positive integer n with n <= q.

* A positive integer t => 2 with nt <n. This also defines a
paraneter k = n - nt.

* Anonic irreducible polynomal f(z) := F_2[z] of degree m This
defines a representation F 2[z]/f(z) of the field F_q.

* Anonic irreducible polynomal F(y) := F g[y] of degree t. This
defines a representation F _q[y]/F(y) of the field F_{g’t} =
F {2"mt}.

* |Integers v =>u => 0 with v <= k + u. Paranmeter sets that do not
mention these paraneters define themas (0,0) by default.

* The symmetric-cryptography paraneters |isted bel ow

The symmetric-cryptography paranmeters are the foll ow ng:

* A positive integer HashLen.

* A cryptographic hash function Hash that outputs HashLen bits.
* An integer Sigma_l => m

* An integer Signa_2 => 2m

* A pseudorandom bit generator PRG mapping a string of HashlLen bits
to a string of n + Sigma_2 q + Signa_1 t + HashlLen bits.
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6. The one-way function

6.1. Matrix reduction

6.1.1. Reduced row echelon form
Gven a matrix X, CGaussian elimnation conputes the unique matrix R
in reduced row echel on form havi ng the sane nunber of rows as X and
the sane row space as X. Being in reduced row echel on form neans
that there is a sequence ¢ 0 < c_ 1 < ... <c_{r-1} such that

* row O of Rbegins with a 1 in colum c_0, and this is the only
nonzero entry in colum c_O;

* row 1l of Rbegins with a 1 in colum c_1, the only nonzero entry
in colum c_1;

* row 2 of Rbegins with a 1 in colum c_2, the only nonzero entry
in colum c_2;

* etc.;

* rowr - 1 of Rbegins with a1l in colum c_{r-1}, the only nonzero
entry in colum c {r-1}; and

* all subsequent rows of R are O.
Note that the rank of Ris r.
6.1.2. Systematic form

As a special case, Ris in systematic formif

* R has exactly r rows, i.e., there are no zero rows; and

* ¢ci =i for 0 <=1i <r. (This second condition is equivalent to
simply saying c_{r-1} =r - 1, except in the degenerate case r =
0.)

In other words, R has the form (Il _r|T), where | is anr * r identity

matrix. Reducing a matrix X to systematic form neans conputing the
uni que systematic-formmatrix having the sane row space as X, if such
a matrix exists.

6.1.3. Seni-systematic form

The foll owi ng generalization of the concept of systematic form uses
two i nteger paraneters u,v satisfying v =>u => 0.
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Let R be a rank-r matrix in reduced rowechelon form Assune that r
=> u, and that there are at least r - u + v col umms.

We say that Ris in (u,v)-seni-systematic formif Rhas r rows (i.e.,

no zerorows); ci =i for 0O<=i <r - u; and c_i <=i - u+v for O
<= i <r. (The c_i conditions are equivalent to sinply ¢ {r-u-1} =r
- u-1land c {r-1} <=r - u+v - 1 except in the degenerate case r
= u.)

As a special case, (u,v)-seni-systematic formis equivalent to
systematic formif u =v. However, if v > u then (u,v)-sem -
systematic formallows nore matrices than systematic form

Thi s specification gives various definitions first for the sinpler
case (u,v) = (0,0) and then for the general case. The list of
sel ected paraneter sets provides, for each key size, one paraneter
set with (u,v) = (0,0), and one paraneter set |abeled "f" with (u,v)
= (32,64).

6.2. Matrix generation for Goppa codes

6.2.1. GCeneral

The following al gorithm Mat Gen takes as input Gamma = (g, al pha O,
alpha_1, ..., alpha_{n-1}) where

* gis anmonic irreducible polynomal in F_gq[x] of degree t and
* alpha 0, alpha_1, ..., alpha {n-1} are distinct elenments of F_q.
The al gorithm out put Mat Gen(Ganme) is defined first in the sinpler
case of systematic form and then in the general case of sem -
systematic form The output is either NIL or of the form (T, ...),
where T is the CMpublic key, an mt * k matrix over F_2.

6.2.2. Systematic form
For (u,v) = (0,0), the algorithm output MatGen(Gamma) is either NIL
or of the form (T, Gamma), where T is an nt * k matrix over F_2.
Here is the algorithm

1. Conpute thet * n matrix M= {h {i,j}} over F g, where h {i,j} =

al pha_j~i / g(alphaj) fori =0, ..., t-1andj =0, ..., n -
1.

2. Forman nt * n matrix N over F 2 by replacing each entry u 0 +
ulz+ ... +u{mi} z{m1} of Mwith a colum of mbits u_ 0,
ul, ..., u{m1}.
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3. Reduce Nto systematic form (l_{m}|T), where | {nt} is an nt *
m identity matrix. |If this fails, return N L.
4. Return (T, Ganmm).
6.2.3. Seni-systematic form

For general u,v, the algorithm output MitGen(Ganme) is either NIL or
of the form (T, c_{m-u}, ..., c_{nt-1}, Ganmma’ ), where

* Tisanm * k matrix over F_2;

* c {m-u}, ..., c {nt-1} are integers with nt - u <= c_{nt-u} <
c_ {m-u+l} < ... <c {nt-1} <nt - u + v;
* Gamm’ = (g, alpha’ _0, alpha _1, ..., alpha _{n-1});

* gis the sane as in the input; and

* alpha _0, alpha _1, ..., alpha _{n-1} are distinct elenments of
F_q.

Here is the algorithm

1. Compute thet * n matrix M= {h_{i,j}} over F_qgq, where h {i,j} =
al pha_j~i / g(alpha_j) for i =0, ..., t - 1landj =0, ..., n -
1.

2. Forman nt * n matrix N over F 2 by replacing each entry u 0 +
ulz+ ... +u{mil} z*{m1l} of Mwith a colum of mbits u_0,
ul, ..., u{m1}.

3. Reduce Nto (u,v)-sem -systematic form obtaining a matrix H If
this fails, return NIL. (Nowrow i has its leading 1 in colum
c_i. By definition of sem-systematic form c i =i for 0 <=i <
m - u; and mt - u <= c_{nm-u} <c_{m-u+l} < ... <c_{nt-1} <nt
- u+v. The matrix His a variable that can change |ater.)

4. Set (alpha’ _0, alpha_1, ..., alpha _{n-1}) = (al pha_0, al pha_1,
., alpha_{n-1}). (Each alpha’ _i is a variable that can change
| ater.)

5. For i =nm - u, theni = m - u+ 1, and so on through i =nt -
1, in this order: swap colum i with colum c_i in H while
swapping alpha’ i with alpha _{c_i}. (After the swap, rowi has
its leading 1 in colum i. The swap does nothing if c i =i.)
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6. The matrix H now has systematic form (l_{m}|T), where | _{nt} is
anm * m identity matrix. Return (T, c {nt-u}, ..., c_{nt-1},
Ganme’ ) where Gamma’ = (g, alpha _0, alpha _1, ...,
al pha’ _{n-1}).

In the special case (u,v) = (0,0), the c {nmt-u}, ..., c {nt-1}
portion of the output is enpty, and the i loop is enpty, so Ganma’' is
guaranteed to be the same as Gamma. The reduction to (0,0)-sem -
systematic formis exactly reduction to systematic form The general
algorithmdefinition thus matches the (0,0) algorithmdefinition.

6.3. Encodi ng subroutine
The foll owi ng al gorithm Encode takes two inputs: a weight-t col um
vector e := F_2"n; and a public key T, i.e., ann * k matrix over
F 2. The algorithmoutput Encode(e, T) is a vector C:= F 2*{nt}.
Here is the algorithm
1. Define H= (I_{m}|T).
2. Compute and return C = He := F 2*{nt}.

6.4. Decoding subroutine
The foll owi ng al gorithm Decode decodes C := F_2*{nt} to a word e of

Hamm ng weight wt(e) =t with C= He if such a word exists; otherw se
it returns failure.

Formal |y, Decode takes two inputs: a vector C:= F 2"{m}; and
Ganme’', the | ast conponent of Mt Gen(Gamma) for sonme Ganmma such that
Mat Gen(Gamma) !'= NIL. Wite T for the first conponent of

Mat Gen(Gamma) . By definition of MatGen,

* Tisanm * k matrix over F_2;

* Gammm’ has the form (g, alpha 0, alpha _1, ..., alpha {n-1});
* gis anmonic irreducible polynomal in F_gq[x] of degree t; and

* alpha _0, alpha _1, ..., alpha {n-1} are distinct elenments of
F_q.

There are two possibilities for Decode(C, Gammm’):

* |f C = Encode(e, T) then Decode(C, Gamma’) = e. |In other words,
if there exists a weight-t vector e := F 2"n such that C = He with
H= (I {nt}|T), then Decode(C, Gamcmmm’) = e.
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* |f C does not have the formHe for any weight-t vector e := F_2"n,
then Decode(C, Gamma’) = NI L.
Here is the algorithm
1. Extend Ctov =(C, 0, ..., 0) := F_2"n by appending k zeros.

2. Find the unique ¢ := F_2”n such that (1) Hc = 0 and (2) c has
Hamm ng distance <=t fromv. |If there is no such c, return N L.

3. Set e =v + cC.

4. If wt(e) =t and C = He, return e. Qherwise return N L.
7. The Classic MEliece KEM
7.1. Irreducibl e-pol ynom al generation

The followi ng algorithmIrreducible takes a string of Sigma_1 t input

bits d 0, d 1, ..., d{Sigm_1t - 1}. It outputs either NIL or a
moni ¢ irreduci bl e degree-t polynomal g := F q[x]. Here is the
al gorithm

1. Define beta j = suM{m 1} {i=0}(d {Sigma_1 | + i} z~i) for each j
:={0, 1, ..., t - 1}. (Wthin each group of Signma_1 input bits,
this uses only the first mbits. The algorithmignores the
remaining bits.)

2. Define beta = beta 0 + beta_ 1y + ... + beta {t-1} y*{t-1} :=
F_alyl 7 F(y).

3. Conpute the mniml polynomal g of beta over F_gq. (By
definition g is nmonic and irreducible, and g(beta) = 0.)

4. Return g if g has degree t. Oherwise return NIL
7.2. Field-ordering generation

The follow ng al gorithmFieldOrdering takes a string of Sigma_2 ¢

input bits. It outputs either NIL or a sequence (al pha_0, alpha_1,
., alpha {qg-1}) of g distinct elenents of F q. Here is the
al gorithm
1. Take the first Sigma_2 input bits b_ 0, b_1, ..., b_{Sigm_2-1} as
a Sigma_2-bit integer a 0 =b 0+ 2b 1+ ... + 2"Sigm_2 -1}

b {Sigma 2-1}, take the next Sigma 2 bits as a Sigma_2-bit
integer a_1, and so on through a {qg-1}.
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2. If a0, a1, ..., a_g-1 are not distinct, return N L.

3. Sort the pairs (a_i, i) in lexicographic order to obtain pairs
(a_pi(i), pi(i)) where pi is a pernmutation of {0, 1, ..., q - 1}.

4. Define alpha_i = suM{m 1} _{j=0}(pi(i)_j z*{m1l-j})

5. where pi(i)_j denotes the j:th least significant bit of pi(i).
(Recall that the finite field F_q is constructed as F 2[z] /

f(z).)
6. OQutput (alpha_0, alpha_1, ..., alpha_{qg-1}).
7.3. Key generation
The foll owi ng random zed al gorithm KeyGen takes no input (beyond the
paraneters). It outputs a public key and private key. Here is the

al gorithm using a subroutine SeededKeyGen defined bel ow

1. Cenerate a uniformrandom HashLen-bit string Delta. (This is
called a seed.)

2. CQutput SeededKeyGen(Delta).

The foll owing al gorithm SeededKeyGen takes an HashLen-bit input
Delta. It outputs a public key and private key. Here is the
al gorithm

1. Conpute E = PR Delta), a string of n + Signa 2 q + Signa_1t +
HashLen bits.

2. Define Delta as the | ast HashLen bits of E.

3. Define s as the first n bits of E.

4. Conpute alpha 0, ..., alpha {g-1} fromthe next Sigma 2 q bits of
E by the FieldOdering algorithm If this fails, set Delta =

Delta’ and restart the algorithm

5. Compute g fromthe next Sigma_1t bits of E by the Irreducible
algorithm If this fails, set Delta = Delta’ and restart the

al gorithm

6. Define Gamma = (g, alpha_0, alpha_1, ..., alpha {n-1}). (Note
that al pha_n, ..., alpha_{qg-1} are not used in Gammma.)

7. Compute (T, c_{m-u}, ..., c {m-1}, Gamm’') = MatGen(Gmm). |If

this fails, set Delta = Delta’ and restart the algorithm
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8. Wite Ganmm’ as (g, alpha _0, alpha _1, ..., alpha {n-1}).
9. CQutput T as public key and (Delta, c, g, alpha, s) as private
key, where ¢ = (¢c_{m-u}, ..., c_{n-1}) and al pha = (al pha’ _0,
., alpha _{n-1}, alpha_n, ..., alpha_{qg-1}).

7.4. Fixed-wei ght-vector generation

The foll owi ng random zed al gorithm Fi xedWei ght takes no input. It
outputs a vector e := F 2”n of weight t. The algorithmuses a
preconputed integer tau =>t defined below. Here is the algorithm

1. Cenerate Sigma_1 tau uniformrandombits b_0, b_ 1, ...,
b {Sigma_1 tau-1}.

2. Definedj =suM{m1} {i=0}(b {Sigma_1j + i} 2*i) for each | :=
{0, 1, ..., tau - 1}. (Wthin each group of Signma_1 randombits,
this uses only the first mbits. The algorithmignores the
remai ning bits.)

3. Define a 0, a_1, ..., a_{t-1} as the first t entries in d_0, d_1,
., d {tau-1} inthe range {0, 1, ..., n - 1}. If there are
fewer than t such entries, restart the algorithm

4. If a_0, a_1l, ..., a_{t-1} are not all distinct, restart the
al gorithm

5. Define e = (e 0, e 1,

, €{n-1}) := F 2"n as the weight-t
vector such that e {a i} =1 f

or each i.
6. Return e.
The integer tau is defined ast if n=q; as 2t if g/2 <= n < q; as
4t if /4 <= n < qg/2; etc. Al of the selected paraneter sets have q
/| 2 <= n<=gq, sotau :={t, 2t}.

7.5. Encapsul ation
The foll owi ng random zed al gorithm Encap takes as input a public key
T. 1t outputs a ciphertext C and a session key K Here is the
al gorithm for non-pc paraneter sets:
1. Use FixedWight to generate a vector e := F_2"n of weight t.
2. Compute C = Encode(e, T).

3. Conpute K = Hash(1, e, C; see Cause 9.2 for Hash input
encodi ngs.
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4. Qutput ciphertext C and session key K
Here is the algorithmfor pc paraneter sets:
1. Use FixedWight to generate a vector e := F_2"n of weight t.

2. Conmpute CO

Encode(e, T).
3. Conpute C. 1 = Hash(2, e). Put C=(CLO0, C1).
4. Conpute K = Hash(1, e, O.
5. Qutput ciphertext C and session key K

7.6. Decapsul ation
The followi ng al gorithm Decap takes as input a ciphertext C and a
private key, and outputs a session key K. Here is the algorithmfor
non- pc paraneter sets:

1. Set b = 1.

2. Extract s := F_2"n and Gamma’ = (g, alpha _0, alpha _1, ...,
al pha’ _{n-1}) fromthe private key.

3. Conpute e = Decode(C, Gamma’). If e = NIL, set e = s and b = 0.

4. Conpute K
encodi ngs.

Hash(b, e, C; see Cause 9.2 for Hash input

5. CQutput session key K
Here is the algorithmfor pc paraneter sets:

1. Split the ciphertext Cas (CO0O, C1) with CO0 :=F 2"nt} and C 1
:= F_2"HashLen.

2. Set b = 1.

3. Extract s := F_2"n and Ganma’ = (g, alpha’_0, alpha _1, ...,
al pha’ _{n-1}) fromthe private key.

4. Conpute e = Decode(C 0, Ganme’). If e = NIL, set e =s and b =
0.

5. Compute C _1 = Hash(2, e).

6. If C_11!=Cl1, set e=s and b = 0.
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7. Compute K = Hash(b, e, O.
8. Qutput session key K
8. Bits and bytes
8.1. Choices of symmetric-cryptography parameters

Al of the selected paraneter sets use the follow ng synmetric-
cryptography paraneters:

* The integer HashLen is 256

* The HashLen-bit string Hash(x) is defined as the first HashLen
bits of output of SHAKE256(x). Byte strings here are viewed as
bit strings inlittle-endian form see Cause 9.2. The set of
bytes is defined as {0, 1, ..., 255}.

* The integer Sigma_1 is 16. (Al of the selected paraneter sets
have m <= 16, so Sigm_1 => m)

* The integer Sigma_2 is 32
* The (n + Sigma_2 q + Signa_1 t + HashLen)-bit string PR Delta) is
defined as the first n + Signa_2 q + Signma_1 t + HashLen bits of
out put of SHAKE256(64, Delta). Here 64, Delta means the 33-byte
string that begins with byte 64 and continues with Delta.
Al'l Hash inputs used in Cassic MEliece begin with byte 0 or 1 (or 2
for pc) (see dause 9.2), and thus do not overlap the SHAKE256 inputs
used in PRG
8.2. Representation of objects as byte strings
8.2.1. Bit vectors

If risamltiple of 8 then an r-bit vector v = (v_0, v_1, ...,

v_{r-1}) := F_2"r is represented as the foll owing sequence of r/8

byt es:

(vO + 2v. 1 +4v 2 + ... + 128v_7, v.8 + 2v_.9 + 4v_10 + ... + 128v_15,
.y, v _{r-8 + 2v_{r-7} + 4v_{r-6} + ... + 128v_{r-1}).

If r isnot a multiple of 8 then an r-bit vector v = (v_0, v_1, ...,

v_{r-1}) := F_2*r is zero-padded on the right to length between r + 1

and r + 7, whichever is a multiple of 8, and then represented as

above.
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By definition, Sinmply Decoded O assic MEliece ignores padding bits
on input, while Narrow y Decoded Cl assic MEliece rejects inputs

(ci phertexts and public keys) where padding bits are nonzero;
rejection neans returning NIL. For sone paraneter sets (but not

all), r is always a multiple of 8, so there are no padding bits, so
Sinply Decoded O assic MEliece and Narrow y Decoded C assic MEliece
are identical

The definitions of Sinply Decoded and Narrowl y Decoded are provided
for convenience in discussions of situations where the distinction is
potentially relevant. Applications should avoid relying on the
distinction. Conformance to this docunent does not require a Sinply
Decoded or Narrowy Decoded | abel

8.2.2. Session keys

A session key Kis an elenent of F _2"HashLen. It is represented as a
CEl LI NG HashLen/ 8) - byt e stri ng.

8.2.3. Ciphertexts for non-pc paraneter sets

For non-pc paraneter sets: A ciphertext Cis an elenment of F 2*{nt}.
It is represented as a CEILING nt/8)-byte string.

8.2.4. Ciphertexts for pc paraneter sets
For pc parameter sets, a ciphertext C has two components: CO :=
F 2"mt and C 1 := F _2"HashLen. The ciphertext is represented as the
concatenation of the CEILING n/8)-byte string representing C 0 and
t he CElI LI N§ HashLen/8)-byte string representing C 1.

8.2.5. Hash inputs for non-pc paraneter sets

For non-pc paraneter sets, there are two types of hash inputs: (1, v,
O, and (0, v, ©. Here v :=F 2"n, and Cis a ciphertext.

The initial O or 1 is represented as a byte. The vector v is
represented as the next CEILINGE n/8) bytes. The ciphertext is
represented as the next CEILING n/8) bytes. Al hash inputs thus
begin with byte 0 or 1, as nentioned earlier.

8.2.6. Hash inputs for pc paraneter sets

For pc parameter sets, there are three types of hash inputs: (2, v);
(1, v, ©; and (0, v, Q. Herev :=F_2"n, and Cis a ciphertext.
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The initial 0, 1, or 2 is represented as a byte. The vector v is
represented as the next CEILING n/8) bytes. The ciphertext, if
present, is represented as the next CEILINGnt/8) +

CEl LI NG HashLen/ 8) byt es.

Al'l hash inputs thus begin with byte 0, 1, or 2, as nmentioned
earlier.

8.2.7. Public keys

The public key T, which is an nt * k matrix, is represented in a row
maj or fashion. Each row of T is represented as a CElLINGk/8)-byte
string, and the public key is represented as the nmt CElLINGk/8)-byte
concat enati on of these strings.

8.2.8. Field elenents

Each el enent of F_q congruent F 2[z] / f(z) has the form
SUMM{m 1} {i=0}(c_i z) where c_i := F_2. The representation of the
field element is the representation of the vector (c_0, c_1, ...,
c_{m1}) := F 2"m

8.2.9. Monic irreducible polynomals

The noni c irreduci bl e degree-t polynomial g =g 0+ g_1x + ... +

g {t-1} x*{t-1} + xt is represented as t CElILING mM8) bytes, nanely
the concatenation of the representations of the field elenments g 0,
g 1, ..., g {t-1}.

8.2.10. Field orderings
The obvi ous representati on of a sequence (al pha_0, ..., alpha_{qg-1})
of q distinct elenents of F_g would be as a sequence of q field

el ements. This docunment instead specifies the follow ng
representation.
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An "in-place Benes network" is a series of 2m- 1 stages of swaps
applied to an array of g = 2"mobjects (a_0, a_1, ..., a {qg-1}). The
first stage conditionally swaps a 0 and a_1, conditionally swaps a_2
and a_3, conditionally swaps a_4 and a_5, etc., as specified by a
sequence of /2 control bits (1 neaning swap, O neaning |eave in

pl ace). The second stage conditionally swaps a_0 and a_2,
conditionally swaps a_1 and a_3, conditionally swaps a_4 and a_6,
etc., as specified by the next g/2 control bits. This continues
through the mth stage, which conditionally swaps a_0 and a_{q/2},
conditionally swaps a_1 and a {qg/2+1}, etc. The (m+ 1):st stage is
just like the (m- 1):st stage (with new control bits), the (m+
2):nd stage is just like the (m- 2):nd stage, and so on through the
(2m - 1):st stage.

Define pi as the permutation of {0, 1, ..., q - 1} such that al pha_i
= su{m1} _{j=0}(pi(i)_j z*{m1-j} for all i :={0, 1, ..., g - 1}.
The ordering (alpha 0, ..., alpha_{g-1}) is represented as a sequence

of (2m- 1)2"{m 1} control bits for an in-place Benes network for pi
This vector is represented as CEILING (2m - 1)2{m 4}) bytes as
above.

Mat hentically, each pernutation has nultiple choices of control-bit
vectors. For conformance to this docunment, a pernutation pi shall be
converted to specifically the control bits defined by controlbits in
the followi ng Python script. This is not a requirement for the
decapsul ati on al gorithmreadi ng control bits to check uni queness.
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def conposeinv(c, pi):
return [y for x,y in sorted(zip(pi,c))]

def control bits(pi):

n = len(pi)

m=1

while 1<<m< n: m+=1

assert 1<<m == n

if m==1: return [pi[O0]]

p = [pi[x*1] for x in range(n)]
g = [pi[x]*1 for x in range(n)]

piinv = conposei nv(range(n), pi)
p, g = composei nv(p, q), composei nv(q, p)

c = [mn(x,p[x]) for x in range(n)]

p, g = conposei nv(p, q), conposei nv(q, p)

for i in range(1, m1):
cp, p, g = conposei nv(c, q), conposei nv(p, q), conposei nv(d, p)
c =[mn(c[x],cp[x]) for x in range(n)]

f =[c[2*j]% for j in range(n//2)]

F=1[xM[x//2] for x in range(n)]

Fpi = conposei nv(F, piinv)

I [Fpi[2*k] %2 for k in range(n//2)]

L [yMM[y//2] for y in range(n)]

M = conposei nv(Fpi, L)

subM = [[M2*j+e]//2 for j in range(n//2)] for e in range(2)]
subz = map(control bits, subM

z = [s for sOsl in zip(*subz) for s in s0s1]

return f+z+l

8.2.11. Colum sel ections

Part of the private key generated by KeyGen is a sequence ¢ = (c_{nt-
u}, ..., ¢ {nt-1}) of u integers in increasing order between nt - u
and mt - u + v - 1.

This sequence c is represented as a CEILING v/8)-byte string, the
little-endian format of the integer SUMM{u-1} {i=0}(2"{c_{mt-u+i}-
(m-u).

However, for (u,v) = (0,0), the sequence c is instead represented as

the 8-byte string which is the little- endian format of 2732 - 1
i.e., 4 bytes of value 255 followed by 4 bytes of value O.
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8.2.12. Private keys

A private key (Delta, c, g, alpha, s) is represented as the
concatenation of five parts:

* The CElI LI N HashLen/8)-byte string representing Delta : =
F_27HashLen.

* The string representing the colum selections ¢c. This string has
CEl LI N v/ 8) bytes, or 8 bytes if (u,v) = (0,0).

* The tCEILING m 8)-byte string representing the polynonm al g¢.

* The CEILING (2m - 1)2"{m4}) bytes representing the field ordering
al pha.

* The CEILING n/8)-byte string representing s := F_2"n.
9. Selected paraneter sets

9.1. Paramet er set nteli ece6688128

KEMwith m= 13, n = 6688, t = 128. Field polynomals f(2z) z"13 +
z" + z7"3 + z + 1 and F(y) = y*128 + y*"7 + y"2 + y + 1. This is a
non- pc paraneter set.

9. 2. Par amet er set nteli ece6688128f

+

KEMwith m= 13, n = 6688, t = 128. Field polynomals f(z) = z~13
z" + z7"3 + z + 1 and F(y) = y*128 + y*"7 + y*2 +y + 1. Sem-
systematic parameters (u,v) = (32,64). This is a non-pc paraneter
set.

9.3. Paranmeter set nteliece6688128pc

+

KEMwith m= 13, n = 6688, t = 128. Field polynomals f(z) = z*13
z" + z"3 + z + 1 and F(y) = y*128 + y*"7 + y*2 + y + 1. This is a pc
paraneter set.

9.4. Paranmeter set nteliece6688128pcf

+

KEMwith m= 13, n = 6688, t = 128. Field polynomals f(z) = z*13
z" + z"3 + z + 1 and F(y) = y*128 + y*"7 + y*2 +y + 1. Sem-
systematic parameters (u,v) = (32,64). This is a pc paraneter set.
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9.5. Paraneter set nteliece6960119

119. Field polynomals f(z) = z"13 +

KEMwith m= 13, n = 6960, t =
=y 119 + y*8 + 1. This is a non-pc

z" + z"3 + z + 1 and F(y)
paraneter set.

9.6. Paraneter set nteliece6960119f

KEMwith m= 13, n = 6960, t = 119. Field polynomals f(z) = z"13 +
z" + z"3 +z + 1 and F(y) =y 119 + y*8 + 1. Sem -systematic
paraneters (u,v) = (32,64). This is a non-pc paraneter set.

9.7. Paraneter set nteliece6960119pc

119. Field polynomals f(z) = z"13 +

KEMwith m= 13, n = 6960, t =
=y 119 + y*8 + 1. This is a pc paraneter

z" + z"3 + z + 1 and F(y)
set.

9.8. Paraneter set nteliece6960119pcf
KEMwith m= 13, n = 6960, t = 119. Field polynomals f(z) = z"13 +
z" + z"3 +z + 1 and F(y) =y 119 + y*8 + 1. Sem -systenmatic
paraneters (u,v) = (32,64). This is a pc paraneter set.

9.9. Paraneter set nteliece8192128

KEMwith m= 13, n = 8192, t = 128. Field polynomals f(z) z"13 +
z" + z"3 + z + 1 and F(y) = y*128 + y*7 + y*2 + y + 1. This is a
non- pc paraneter set.

9.10. Paraneter set nteliece8192128f
KEMwith m= 13, n = 8192, t = 128. Field polynomals f(z) = z"13 +
z" + z"3 + z + 1 and F(y) = y*128 + y*7 + y*2 +y + 1. Sem -
systenmatic parameters (u,v) = (32,64). This is a non-pc paraneter
set.

9.11. Paraneter set nteliece8192128pc
KEMwith m= 13, n = 8192, t = 128. Field polynomals f(z) = z*13 +
z" + z"3 +z + 1 and F(y) = y*128 + y*7 + y*2 +y + 1. This is a pc
paraneter set.

9.12. Paraneter set nteliece8192128pcf
KEMwith m= 13, n = 8192, t = 128. Field polynomals f(z) = z*13 +

z" + z"3 + z + 1 and F(y) yr128 + yr7 + y*"2 +y + 1. Sem -
systematic paranmeters (u,v) = (32,64). This is a pc paraneter set.
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10.

11.

Security Considerations

Classic MEliece is a Key Encapsul ati on Mechani sm desi gned to achi eve
I ND- CCA2 security at a very high security |evel, against conventional
and quantum conputers.

The security of Cassic MEiece depends on the availability and
proper use of cryptographically secure random dat a.

I mpl enent ati on shoul d be designed to mnimze | eaki ng of security
sensitive material, including protecting agai nst side-channel
att acks.
New research results on the security of C assic ME iece my be
published at any tinme that may warrant inplenmentation or depl oynent
reconsi der ati ons.
To hedge agai nst new research findings, Cassic MEiece my be
conmbined with other algorithnms (e.g., Curve25519) in a "hybrid" node
i ntended to be no weaker than any one of the individual algorithns
used and the way the algorithnms are conbined. W reconmmend to use
the Chenpat [I-D.josefsson-chenpat] conbiner.
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[CM sage] presents algorithnms for the Cassic MEiece functions in
the Sage | anguage. Subject to being conputer-executable, this
package is designed for the algorithns to be as readabl e as possi bl e,
i ncluding detailed comments nmatching the algorithns to [ CM spec] (and
[CMpc]).

[CMinmpl] provides guidance to inplenentors. For exanple, it covers
security agai nst side-channel attacks, considerations in picking a
paraneter set, engineering cryptographic network applications for
efficiency, existing inplenentations, and how to build new

i npl enent ati ons.

[CM security] provides guidance to security reviewers. As a
prelimnary matter, [CM security] covers correctness of the
cryptosystem for exanple, ¢ in Step 2 of Decode is unique if it

exi sts, and c always exists when Cis output by Encap. [CMsecurity]
then reviews the stability of attacks against the original 1978

McEl i ece cryptosystemintroduced in [MEliece], and reviews the tight
rel ati onship between the OMCPA security of that cryptosystem and the
QROM | ND- CCA2 security of C assic MEliece.

G ven the analysis in [CMsecurity], all of the parameters sel ected
in this docunent neet SO s requirenent of 27128 post-quantum
security agai nst known attacks. This is true even if one counts
merely qubit operations, ignoring (1) qubit overheads and (2) the
costs of nenory access inside attacks. (This docunment does not
comrent on whether parameters not listed here also neet this
requirenent.) For conparison, 128-bit ciphers such as AES-128
provide only slightly nore than 2764 security in this netric.

Many further references can be found in the docunents cited above and
in [ CM papers].
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