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Abst r act

Thi s docunent specify Chenpat as a generic famly of instantiated
Post - Quant um Tradi tional (PQ T) Hybrid Key Exchange Met hods (KEMs).
The goal is to provide a generic conbiner construct that can be

anal ysed separately for security assurance, and to offer concrete
instantiated algorithns for integration into protocol and

i npl ementations. ldentified instances are provi ded based on sone
conbinations of traditional Diffie-Hellmn key agreement using curves
P- 256, P-384, X25519, X448, brai npool P256, brai npool P384 and

br ai npool P512 conbi ned with post quantum net hods M.- KEM 768, M.- KEM
1024, Stream ined NTRU Prine sntrup761l, C assic MEliece and

Fr odoKEM

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-josefsson-chenpat/.

Di scussion of this docunent takes place on the Crypto Forum Research
G oup (CFRG Research Goup mailing list (mailto:cfrg@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/cfrg/.

Source for this draft and an issue tracker can be found at
https://gitlab.conmjas/ietf-chenpat.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

To hedge agai nst attacks on a traditional key agreenent al gorithm
such as X25519 [RFC7748] and a post-quantum key encapsul ati on
mechani sm (KEM such as M.-KEM 768 [ MLKEM, it is possible to conbine
both algorithms to derive a shared secret [GHP18] and define the
conbi nati on nmechani smas a new KEM Using the terninol ogy of
[1-D.driscoll-pqt-hybrid-termnology], this conbination forms a PQ T
Hybrid Key Encapsul ati on Mechani sm

Chenpat is a generic pattern to create a PQ T Hybrid Key

Encapsul ati on Mechani sm based on at | east one post-quantum al gorithm
and at | east one traditional algorithm The idea is that the Chenpat
combi ner can be anal yzed generally and some assurance can be had that

it behaves well. For ease of presentation, this docunment combi ne one
traditional DH Based KEM al gorithm wi th one post-quantum KEM
al gorithm

Wil e a natural approach would be to integrate the generic key
combi ner construct into protocols and have the protocol and

i npl ement ati on negoti ate parameters, that |eads to conplexity
detrinental to security. Therefor this docunent describe specific
i nstances of Chenpat applied on selected al gorithns.

2. Motivation

There are many choi ces that can be nade when specifying a hybrid KEM
the constituent KEMs; their security levels; the conbiner; and the
hash within, to nane but a few. Having too nmany simlar options are
a burden to the ecosystem

The above argues for having carefully selected instantiated hybrid
KEMs. Each hybrid KEM shoul d be anal ysed to meet security targets.

If that analysis assune specific behaviour of the conbiner, or if the
anal ysi s becone nore conplex due to the conbiner, that |leads to nore
work to re-use the analysis for other conbinations. Wile it would
be preferrable to only specify one hybrid KEM and anal yse that, such
as [ XW NG, cryptographic history suggests that al gorithm preferences
varies over tine.

The argurment then is to establish a generic nmethod that can be

anal ysed i ndependent of its conponent al gorithns, such as

[ KEMCOVBI NER]. Generic nethods can lead to paranetrized protocols
and inplenentations that is nmore difficult to analyse, and a | ack of
instantiated algorithmidentifiers.
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Whi | e non-hybrid approaches may eventually be preferrable, there are
doubts on what properties protocols demand from cryptographic
primtives, and some of the properties are different fromwhat have
been expected fromtraditional algorithnms [CDVM23]. This suggests
that sone post-quantum KEM s shoul d be used together with a other
algorithms to strengthen the properties.

Finally this | eads up to our approach to describe a generic nethod
that can be anal ysed i ndependently of the individual conponents, with
as few paraneters as possible in the generic conbiner, and to
instantiate it with comobn al gorithm choices that nake sense for
protocol s and inplenentations. That is the essence of Chenpat.

3. Conparison to X-Wng

X-Wng [ XWNG is a Hybrid PQ T KEM based on X25519 and M.- KEM 768.
Mai n di f ferences:

* Chenpat is applicable to other algorithm conbinations, X-Wng's
combi ner does not extend securely to other KEM conbi nations.

*  Chenpat on X25519 with M.-KEM 768 wi ||l hash the M.- KEM ci phert ext
and public key.

* Chenpat on X25519 with M- KEM 768 can provi de a per-protocol key-
domai n separation context string.

4. Conparison to HPKE X25519Kyber 768Dr af t 00

HPKE' s X25519Kyber 768Dr af t 00 [ XYBERHPKE] is sinmilar to X-Wng. Min
differences to Chenpat:

* Chenpat is applicable to other algorithm conbinations,
X25519Kyber 768Dr af t 00’ s conbi ner does not extend securely to other
KEM conbi nat i ons.
* Chenpat hashes the shared secret, to be usable outside of HPKE
* Chenpat hashes the conbi ned ci phertext and public keys.
There is also a different KEM cal | ed X25519Kyber 768Dr af t 00 [ XYBERTLS]
which is used in TLS. This one should not be used outside of TLS, as

it assunes the presence of the TLS transcript to ensure non
mal | eability.
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5. Conparison to KEM CGeneric Comnbi ner

Chenpat is nost simlar to the generic conbiner in [ KEMCOVBI NER] .
Mai n differences:

* Chenpat offers instantiated identified Hybrid KEMs for direct use
in protocols and inplenentations.

* Chenpat offers the possibility of a generic sinpler security
argunent for the conbiner, whereas [ KEMCOVBI NER] is paranetrized
with several algorithmchoices and any security analysis needs to
be paranetrized over the nunerous options permtted.

* Chenpat has a fixed 32 byte shared secret instead of a variable
| ength shared secret.

* Chenpat hashes the public keys of the conponent KEM s.
6. Design CGoals

VWil e Chenpat share a lot with [ XWNG, [XYBERHPKE] and [ KEMCOVBI NER]
the following goals set it apart:

* Allow generic security anal ysis independent of conbinations.

* Provide concrete instantiated algorithmidentifiers for several
antici pated uses of Hybrid KEM conbi nati ons.

W aimfor instantiated al gorithns of Chenpat to be usable for nost
applications, including specifically HPKE [ RFC9180], TLS [ RFC8446],
OpenPCGP [ RFC4880] and SSH [ RFC4251] .

7. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.
The following terns are used throughout this docunent:
string - array of bytes

funcl(), func2(a,b) - denote functions called FUNCL and FUNC2 t hat
takes no paraneters and two paraneters a and b, respectively.
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concat(x0, ..., xN): returns the concatenation of byte strings
concat (0x01, 0x0203, 0x040506) = 0x010203040506

random(n): return a pseudorandom byte string of length n bytes
produced by a cryptographically-secure random nunber generator

8. Chenpat

Chenpat is defined as foll ows:

H = SHA3- 256

hybrid_pk = concat (recei ver _pk_TKEM recei ver_pk_ PQKEM
hybrid_ct = concat(sender_ct_TKEM sender_ct_PQKEM
hybrid ss = H(concat (ss_TKEM

ss_PQKEM
H(hybrid_ct),
H(hybrid_pk),
context))

The hash function SHA3-256 is defined in [N ST. FI PS. 202] .

The hybrid_pk string is the concatenation of the serialized public-
key output fromthe traditional (receiver_pk TEM and post-quantum
(receiver_pk_PQKEM respectively. To reduce nmenory usage it is

possi ble to hash the public keys to pre-conpute H(hybrid pk) directly
when hybrid _pk is received.

The hybrid_ct string is the concatenation of the serialized

ci phertext output fromthe traditional (receiver_ct_TEM and post-
quantum (recei ver_ct _PQKEM respectively. To reduce nenory usage it
is possible to hash the ciphertext to pre-conpute H(hybrid ct)
directly when hybrid ct is received.

The hybrid_ss string is the 32-byte output shared secret, forned as
the out put of the SHA3-256 hash function. The inputs to the hash
function is a concatenation of the shared secrets fromthe
traditional (ss_TKEM and post-quantum (ss_PQKEM KEMs with the
hashes of the ciphertexts (H(hybrid ct)) and public keys

(H(hybrid _pk)) together with a variable-length protocol -specific
context string.

The context string can be chosen uniquely by the protocol referencing
this docunment. The purpose is to provide protocol donain separation

of the generated keys. The content is arbitrary, and in practice the
nane of the protocol will suffice. Since this results in a new
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10.

Chenpat instance, to reduce conbinatorical conplexity of paraneters,
we provide one instance with the context variable set to the nane of
the Chenpat instance, for exanple "Chenpat-X25519-sntrup761”.

Nam ng

Protocols wishing to utilize a PQ T Hybrid KEM described in this
docunent MUST refer to one of the derived instantiated al gorithm
identifiers and MUST NOT specify a generic construction where the
i ndi vidual algorithns are paraneters.

The convention for identifiers is "Chenpat- TKEM PQKEM' repl aci ng
"TKEM' and "PQKEM' with a brief menonic identifying the traditional
and post-quantum al gorithm respectively.

Use in HPKE
Each Chenpat instance satisfy the HPKE KEM interface as foll ows.
The Seri alizePublicKey, DeserializePublicKey, SerializePrivateKey and

Deserial i zePrivat eKey are concatenation and splitting of the known-
| engt h conponent strings.
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H = SHA3- 256

def Generat eKeyPair():
(pk_T, sk _T) = DHKEM KeyGen()
(pk_PQ sk_PT) = PQKEM KeyGen()
return (concat(sk_T, sk_PQ pk_T, pk_PQ, concat(pk_T, pk_PQ)

# TBA DeriveKeyPair

def Chempat(ss_T, ss PQ ct T, ct PQ pk_T, pk_PQ:
return H(concat(ss_T,
ss_PQ
H(concat (ct _T, ct_PQ),
H(concat (pk_T, pk_PQ),
Cont ext))

def Encapsul at e( pk):
pk_T = pk[ 0: DHKEM Npk]
pk_PQ = pk[ DHKEM Npk: PQKEM Npk- DHKEM Npk]
(ss_T, ct_T) = DHKEM Encap(pk_T)
(ss_PQ ct_PQ = PQEM Encap(pk_PQ
ss = Chenpat(ss_T, ss_ PQ ct T, ct_PQ pk_T, pk_PQ
ct = concat(ct_T, ct_PQ
return (ss, ct)

def Decapsul ate(ct, sk):
ct _T = ct[0: DHKEM Nenc]
ct _T = ct[ DHKEM Nenc: PQKEM Nenc- DHKEM Nenc]
sk_PQ = sk[ 0: DHKEM Nsecr et ]
sk_T k[ DHKEM Nsecr et : PQKEM Nsecr et - DHKEM Nsecr et ]
pk_T k[ 0: DHKEM Npk]
pk_PQ = sk[ DHKEM Npk: PQKEM Npk- DHKEM Npk]
ss_T = DHKEM Decap(ct_T, sk_T)
ss_PQ = PQKEM Decap(ct _PQ sk _PQ
return Chenpat(ss_T, ss PQ ct T, ct PQ pk_ T, pk_PQ

I
n un

Chenpat does not provide authenticeted KEMs and does not support
Aut hEncap() or AuthDecap() of [RFC9180].

Context is a string provided by the protocol referencing this
docunent, or if not provided corresponds to the nane of the Chenpat
i nstance, such as "Chenpat-X25519-sntrup761".

Nsecret is 32 for all Chenpat instances, and Nenc, Npk, and Nsk
depends on the underlying components.
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11. Chenpat - X25519-sntrup761

This algorithmis instantiated using the TKEM as DHKEM X25519, HKDF-
SHA256) from [ RFC9180] and PQKEM as a HPKE vari ant of sntrup76l from
[ NTRUPri mePQCS] [ NTRUPri nme] .

The DHKEM Nsecret, DHKEM Nenc, DHKEM Npk, DHKEM Nsk are all 32 for
X25519 per Section 7.1 of [RFC9180].

The PQKEM Nsecret is 32, PQKEM Nenc is 1039, PQKEM Npk is 1158 and
PQKEM Nsk is 1763 for sntrup761 per [ NTRUPri nePQCS].

Thus Nenc is 1071, Npk is 1190 and Nsk is 1795 for Chenpat -
X25519-sntrup761.

12. Chenpat with Cassic MEliece with X448 and X25519

This is a set of nechanisns inplenmented the same way but with
di fferent conponent algorithnms and parameter |engths.

This algorithmis instantiated using the TKEM as DHKEM X, HKDF-
SHA512) from [ RFC9180] and PQKEM as a HPKE variant of Mfrom

[ MCELI ECE] [ CM spec], substituting X and Mfor the particul ar
algorithmfromthe tables below Sizes for DHKEM for X25519 and X448
as per Section 7.1 of [RFC9180], and sizes for PQKEM as per

[ CM spec] .

The f and non-f versions are interoperable. The f versions have
faster key generation, while the non-f versions have sinpler key
generation. For exanmple, a key generated with nteliece6688128f can
decapsul ate ciphertexts that were encapsulated with nteliece6688128,
and vice versa. The secret-key sizes (and formats) are the sanme, the
encapsul ati on functions are the sanme, and the decapsul ation functions

are the sane. Inplenmentations of this protocol can chose between f
and non-f variants, however the nane of the hybrid will use the non-f
nanes.

Yoo = m-mmmd mmmmm=d === ===+

| DHKEM variant | Nsecret | Nenc | Npk | Nsk |

[ by ol p g pgty Cjej—p—j—t— jofpoj——ty joupej——r

| X25519 | 32 | 32 | 32 | 32 |

oo - S Foommo- S S +

| X448 | 64 | 56 | 56 | 56 |

Fom e e e oo - B S F-- - - - +----- +----- +

Tabl e 1: X25519/ X448 DHKEM si ze
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[ ool el e Cjss e pe s pee e pe g o}

| PQKEM vari ant | Nsecret | Nenc | Npk | Nsk |

S sl el el e e ety o

| nceliece348864 | 32 | 96 | 261120 | 6492 |

I L +------ L +------- +

| ncteliece460896 | 32 | 156 | 524160 | 13608 |

I i IR Fo-m e - - +------ Fo-m e - - +----- - +

| nceliece6688128 | 32 | 208 | 1044992 | 13932

I e I T F---- - - - +------ F---- - - - +------- +

| nceliece6960119 | 32 | 194 | 1047319 | 13948 |

I L +------ L +------- +

| ncteliece8192128 | 32 | 208 | 1357824 | 14120 |

I i IR Fo-m e - - +------ Fo-m e - - +----- - +

Tabl e 2: Classic MEliece sizes
Nanes and sizes of the Chenpat hybrids are per table bel ow

[ ooy el s pe e pe gl s pe s pep o
| Variant | Nenc | Npk | Nsk |
e ey e, Ll g, e
| Chenpat - X25519- ntel i ece348864 | 128 | 261152 | 6524 |
B T I I I I +------ L +------- +
| Chenpat - X25519- ntel i ece460896 | 188 | 524192 | 13640 |
B T I I I N ] +------ Fo-m e - - +----- - +
| Chenpat - X25519- ntel i ece6688128 | 240 | 1045024 | 13964 |
B i i +------ F---- - - - +------- +
| Chenpat - X25519- ntel i ece6960119 | 226 | 1047351 | 13980 |
B T I I I I +------ L +------- +
| Chempat - X25519-ntel i ece8192128 | 240 | 1357856 | 14152 |
B T I I I N ] +------ Fo-m e - - +----- - +
| Chenpat - X448- ncel i ece348864 | 160 | 261176 | 6548 |
B i i +------ F---- - - - +------- +
| Chenpat - X448- ncel i ece460896 | 220 | 524216 | 13664 |
B T I I I I +------ L +------- +
| Chenpat - X448- ntel i ece6688128 | 272 | 1045048 | 13988 |
B T I I I N ] +------ Fo-m e - - +----- - +
| Chenpat - X448-ntel i ece6960119 | 258 | 1047375 | 14004
B i i +------ F---- - - - +------- +
| Chenpat - X448-ncel i ece8192128 | 272 | 1357880 | 14176 |
B T I I I I +------ L +------- +

Table 3: Cassic MEiece with X25519/ X448
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13. Chenpat with (e)FrodoKEM and X25519/ Br ai npool

This algorithmis instantiated using the TKEM as DHKEM X, HKDF-
SHA512) from [ RFC9180] and PQKEM as a HPKE variant of Mfrom

[ FRODOKEM , substituting X and Mfor the particular algorithmfrom
the tables below. Sizes for DHKEM for X25519 as per Section 7.1 of

[ RFC9180], sizes for Brainpool curves as per [RFC5639], and sizes for
PQKXEM as per [ FRODOKEM .

+ooooooooooooooo4 -4 oo+ -4 -=—===+
| DHKEM variant | Nsecret | Nenc | Npk | Nsk |
[ e b e e pre et S pe et e pee e oo peje e o)
| X25519 | 32 | 32 | 32 | 32 |
i I +------ +----- +----- +
| brainpool P256 | 32 | 65 | 65 | 32 |
i I +---- - - - +------ +----- +----- +
| brainpool P384 | 48 | 97 | 97 | 48 |
I I T R +------ +----- +----- +
| brainpool P512 | 64 | 129 | 129 | 64 |
i I +------ +----- +----- +

E e e pee et bl s fej g Sl pe e pget S peje g
| PQKEM variant | Nsecret | Nenc | Npk | Nsk |
[ e el ool ool e e pes el
| FrodoKEM 640 | 16 | 9752 | 9616 | 19888 |
I I +---- - - - +------- +------- +------- +
| eFrodoKEM 640 | 16 | 9720 | 9616 | 19888 |
I I R +------- +------- +------- +
| FrodoKEM 976 | 24 | 15792 | 15632 | 31296 |
R I +------- +------- +------- +
| eFrodoKEM 976 | 24 | 15744 | 15632 | 31296 |
I I +---- - - - +------- +------- +------- +
| FrodoKEM 134 | 32 | 21696 | 21520 | 43088 |
I I R +------- +------- +------- +
| eFrodoKEM 1344 | 32 | 21632 | 21520 | 43088 |
R I +------- +------- +------- +

Tabl e 5: Fr odoKEM si zes

Nanes and sizes of the Chenpat hybrids are per table bel ow
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Tabl e 6: FrodoKEM wi th X25519
14. Chenpat - X25519- M.- KEM 768

This algorithmis instantiated using the TKEM as DHKEM X25519, HKDF-
SHA256) from [ RFC9180] and PQKEM as a HPKE vari ant of M.- KEM 768 from
[ MLKEM .

Protocol s and i npl ementati on MAY consider [ XWNG instead of Chenpat -
X25519- M- KEM 768, and the definition of Chenpat-X25519- M.- KEM 768 is
here for situations when some property of X-Wng is not wanted.
Informal Iy and non-concl usively, X-Wng offers better perfornmance and
Chenpat - X25519- M- KEM 768 of fers re-use of the generic security
clains on Chenpat and a per-protocol key-separation context string.

The DHKEM Nsecret, DHKEM Nenc, DHKEM Npk, DHKEM Nsk are all 32 for
X25519 per Section 7.1 of [RFC9180].

The PQKEM Nsecret is 32, PQKEM Nenc is 1088, PQKEM Npk is 1184 and
PQKEM Nsk is 2400 for M-KEM 768 per [ MLKEM .

Thus Nenc is 1120, Npk is 1216 and Nsk is 2432 for Chenpat-X25519- M_-
KEM 768.
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15. Chenpat - X448- M_- KEM 1024
This algorithmis instantiated using the TKEM as DHKEM X448, HKDF-
SHA512) from [ RFC9180] and PQKEM as a HPKE vari ant of M.- KEM 1024
from[ MLKEM .

For X448 DHKEM Nsecret is 64, DHKEM Nenc is 56, DHKEM Npk is 56,
DHKEM Nsk is 56 per Section 7.1 of [RFC9180].

The PQKEM Nsecret is 32, PQKEM Nenc is 864, PQKEM Npk is 1568 and
PQKXEM Nsk is 2400 for M.-KEM 1024 per [ MLKEM .

Thus Nenc is 1120, Npk is 1624 and Nsk is 2456 for Chenpat-X25519- M_-
KEM 1024.

16. Chenpat - P256- M_- KEM 768
This algorithmis instantiated using the TKEM as DHKEM P- 256, HKDF-
SHA256) from [ RFC9180] and PQKEM as a HPKE vari ant of M.- KEM 768 from
[ MLKEM .

For P256 DHKEM Nsecret is 32, DHKEM Nenc is 65, DHKEM Npk is 65,
DHKEM Nsk is 32 per Section 7.1 of [RFC9180].

The PQKEM Nsecret is 32, PQKEM Nenc is 1088, PQKEM Npk is 1184 and
PQXEM Nsk is 2400 for M.-KEM 768 per [ MLKEM .

Thus Nenc is 1153, Npk is 1249 and Nsk is 2432 for Chenpat-P256- M.-
KEM 768.

17. Chenpat - P384- M_- KEM 1024
This algorithmis instantiated using the TKEM as DHKEM P- 384, HKDF-
SHA384) from [ RFC9180] and PQKEM as a HPKE vari ant of M.- KEM 1024
from[ MLKEM .

For P384 DHKEM Nsecret is 48, DHKEM Nenc is 97, DHKEM Npk is 97,
DHKEM Nsk is 48 per Section 7.1 of [RFC9180].

The PQKEM Nsecret is 32, PQKEM Nenc is 864, PQKEM Npk is 1568 and
PQKXEM Nsk is 2400 for M.-KEM 1024 per [ MLKEM .

Thus Nenc is 961, Npk is 1665 and Nsk is 2448 for Chenpat-P384- M-
KEM 1024.
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18.

19.

20.

21.

Chenpat - br ai npool P256- M_- KEM 768

This algorithmis instantiated using the TKEM as DHKEM br ai npool P256,
HKDF- SHA256) from [ RFC9180] [ RFC5639] and PQKEM as a HPKE vari ant of
M.- KEM 768 from [ MLKEM .

For brai npool P256 DHKEM Nsecret is 32, DHKEM Nenc is 65, DHKEM Npk is
65, DHKEM Nsk is 32.

The PQKEM Nsecret is 32, PQKEM Nenc is 1088, PQKEM Npk is 1184 and
PQKEM Nsk is 2400 for M.-KEM 768 per [ M.KEM .

Thus Nenc is 1153, Npk is 1249 and Nsk is 2432 for Chenpat -
br ai npool P256- M_- KEM 768.

Chenpat - br ai npool P384- M.- KEM 1024

This algorithmis instantiated using the TKEM as DHKEM br ai npool P384,
HKDF- SHA384) from [ RFC9180] [ RFC5639] and PQKEM as a HPKE vari ant of
M.- KEM 1024 from [ MLKEM .

For brai npool P384 DHKEM Nsecret is 48, DHKEM Nenc is 97, DHKEM Npk is
97, DHKEM Nsk is 48. The PQKEM Nsecret is 32, PQKEM Nenc i s 864,
PQKEM Npk is 1568 and PQKEM Nsk is 2400 for M.- KEM 1024 per [ MLKEM .

Thus Nenc is 961, Npk is 1665 and Nsk is 2448 for Chenpat -
br ai npool P384- M_- KEM 1024.

Security Considerations
Chenpat is intended to be secure if SHA3-256 is secure and either the
traditional algorithmis secure or the post-quantumalgorithmis

secure.

The security considerations of each conponent algorithmare
i nherited.

Cryptographic algorithns and paraneters will be broken or weakened
over time. Blindly inplenenting supported groups listed here is not
advi sed. Inplenmenters and users need to check that the cryptographic

algorithms listed continue to provide the expected | evel of security.
I ANA Consi derations
Protocol s that provide a Context variable will need to register their

own key-donmmin separate identifiers. The registrations below are
when Chenpat instances are used with their default value of Context.
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requests/registers new entries to the "HPKE KEM

[ bt e fums s e e pu ety Ll Cajejupupety st jepjepaty upojeaty oo pojp—j——_—
| Val ue| KEM | Nsecret| Nenc | Npk | Nsk | Aut h| Ref er ence|
[ ool e oo et e e e s pejes e pel e el s pu e pen bl e pej e pe g
| TBD| Chenpat - | 32 | 1071 | 1190 | 1795 | No | THI SRFC |
| | X25519-sntrup761 | | | | | | |
+--m - - T R, +--m - - R, e e +
| TBD| Chenpat - | 32 | 128 |261152 | 6524 | No | THI SRFC |
| | X25519- ntel i ece348864 | | | | | | |
S - L S L I R R +
| TBD| Chenpat - | 32 | 188 524192 | 13640/ No | TH SRFC |
| | X25519- ntel i ece460896 | | | | | | |
+--m - - T R, +--m - - R, e e +
| TBD| Chenpat - | 32 | 240 | 1045024| 13964| No | THI SRFC |
| | X25519- ntel i ece6688128| | | | | | |
S - L S L I R R +
| TBD| Chenpat - | 32 | 226 ] 1047351 13980| No | THI SRFC |
| | X25519- ntel i ece6960119| | | | | | |
+--m - - T R, +--m - - R, e e +
| TBD| Chenpat - 32 | 240 | 1357856] 14152 No | THI SRFC |
| | X25519- ntel i ece8192128| | | | | | |
S - L S L I R R +
| TBD| Chenpat - | 32 | 160 |261176 | 6548 |No | TH SRFC |
| | X448-ncel i ece348864 | | | | | | |
+--m - - T R, +--m - - R, e e +
| TBD| Chenpat - | 32 | 220 | 524216 | 13664 No | THI SRFC |
| | X448-ntel i ece460896 | | | | | | |
S - L S L I R R +
| TBD| Chenpat - | 32 | 272 ] 1045048]| 13988| No | THI SRFC |
| | X448-ncel i ece6688128 | | | | | | |
+--m - - T R, +--m - - R, e e +
| TBD| Chenpat - | 32 | 258 | 1047375| 14004 No | THI SRFC |
| | X448-ntel i ece6960119 | | | | | | |
S - L S L I R R +
| TBD| Chenpat - | 32 | 272 ] 1357880| 14176| No | THI SRFC |
| | X448-ncel i ece8192128 | | | | | | |
+--m - - T R, +--m - - R, e e +
| TBD| Chenpat - X25519- M_- | 32 | 1120 | 1216 | 2432 | No | THI SRFC |
I | KEM 768 I I I I I I I
S - L S L I R R +
| TBD| Chenpat - X448- M._- | 32 | 1120 | 1624 | 2456 | No | THI SRFC |
I | KEM 1024 I I I I I I I
+--m - - T R, +--m - - R, e e +
| TBD| Chenpat - P256- M_- | 32 | 1153 | 1249 | 2432 | No | THI SRFC |
I | KEM 768 I I I I I I I
S - L S L I R R +
Josef sson Expires 19 Septenber 2025 [ Page 15]
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| TBD| Chenpat - P384- M-
| | KEM 1024

| TBD| Chenpat -
| | X25519- Fr odoKEM 976

| TBD| Chenpat -
| | X25519- eFr odoKEM 976

| 961 | 1665

March 2025

| 2448 |No | THI SRFC
I I I

| 19952| No | TH SRFC
I I I

| 19952| No | TH SRFC
I I I
I I I
I I I
I I I

Table 7: Chenpat HPKE KEM | dentifiers

Thi s docunent
G oup registry as foll ows.

Josef sson
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[ ool oo oo oo s s oo st e e
| Val ue| Description | DTLS-| Recomended | Ref er ence| Comment |
I I [OK | I I I
[ Rt el ety Lol el el
| TBD| Chenpat - |'Y | Y | THSRFC | PQ' T hybri d|
| | X25519-sntrup761 | | | | of X25519 |
I I I I I | and I
| | | | | | sntrup761 |
+----- R i +----- F-- - - - - - F---- - - - F--- - - - +
| TBD| Chenpat-X25519-e |Y | Y | THSRFC | PQ T hybrid|
| | FrodoKEM 976 | | | | of X25519 |
| | | | | | and eFrodoK|
I I I I I | EM 976 I
+----- R i +----- I I R +

Tabl e 8: Chenpat TLS Supported G oups
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