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Abst ract

These are the requirenments for the "Video Optinization" use-case for
the SCONE topic, which broadly speaking seeks to optim ze video

pl ayback experience in nobile networks by cooperative comruni cation
bet ween vi deo content providers and the providers of network services
to end users.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Secure Comunication
of Network Properties Wrking Group mailing list (sadcdn@etf.org),
which is archived at https://nmailarchive.ietf.org/arch/browse/
sadcdn/ .

Source for this draft and an issue tracker can be found at
https://github. com nj oras/ sconepr o-vi deo-optim zati on-requi renments.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 13 Novenber 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction e e e e 2
2. Video Cptlntzatlon Uee Case - Primary requirenents . 4
2.1. In-band cryptographi c key establishment w standard
crypto . . . e 4
2.2. Encryption and |ntegr|ty protected 4
2.3. In-band key exchange 4
2.4. dient-initiated . . 4
2.5. Low frequency |nfornat|on/data exchange . . . 4
2.6. Data/lnformation flows from CSP nobil e netmork to
client . 5
2.7 Scal abl e for potent|aIIy every V|deo flom1|n a nDblle
network . . 5
2.8. Works with CUIC and HTTP/3 . 5
2.9 Net wor k device in CSP nobile netmprk 4GVSG packet
core . . . . 5
2.10. Scal abl e solutlon for 4G and SG nnblle packet core from
performance standpoi nt 5
3 Secondary requirenents 6
4. Non-requirenents e 6
5. Information el enent requirenents 6
6 Security Considerations . 6
7. | ANA Consi derations . 6
Aut hors’ Addresses 6

1. Introduction

Video traffic is already 70% of all traffic on the Internet and is
expected to grow to 80% by 2028. New formats |ike short form videos
have seen trenendous growh in recent years. Both in devel oped and
enmerging narkets video traffic forms 50-80% of traffic on nobile
networks. These growth trends are likely to increase with new
popul ati ons coming online on nobile-first markets and the observation
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that unlike text content, video content consunption is not being
limted by literacy barriers. On the other hand, the el ectromagnetic
spectrumis a limted resource. 1In order to ensure that nobile

net wor ks continue functioning in a healthy state despite this

i ncredi bl e growt h, conmmunication service providers (CSPs) will be
required to nmake infrastructure investnents such as nore |icensed
spectrum cell densification, nassive MMD etc. |In order to flatten
the rate of growmh, CSPs in several markets attenpt to identify and
shape video traffic based on user data plans. There are severa
problenms with this kind of shaping:

1. Traffic detection and shaping for every flow is conpute intensive
for CSPs. Wth distributed UPF (user plane function) in 5G
mobi | e networks nore nodes in CSP network may need to support
traffic detection and shapi ng.

2. User nobility during the ongoing session, mainly with distributed
UPF (user plane function) in 5G nobile networks may result in
shpai ng i naccuraci es.

3. Traffic detection can have inaccuracies and these inaccuracies
are expected to increase as the content delivery industry noves
towards end-2-end encryption |ike TLS 1.3 and encrypted client

hell o (ECH).

4. The unpredictabl e behavior of traffic shapers used by CSPs
confuse the bandwi dth estimation and congestion control protocols
bei ng used within end-2-end video delivery sessions between
content server and client. This results in poor quality of
experience (QE) for the end user

5. Content and Application Providers (CAPs) are designing algorithns
to detect the presence of such traffic shapers to counter their
detrinental effects. These algorithns have their own
i naccuraci es in detection and add conpute resources on the CAP
si de.

A secure in-band data sharing interface between CSPs and CAPs can
enable the CSPs to specify video traffic characteristics (that are
suited to their radio access networks) to the CAPs. CAPs can use
this information to self-adapt their video traffic to conformto the
specified characteristics. Self Adaptation and Self limtation is a
better alternative because CAPs have full context and ability to
measure user QOE, which CSPs do not. This approach has the potential
to help CSPs manage the traffic on their cellular networks w thout
incurring the cost and conpute associated traffic detection and
traffic shaping while maki ng sure that end user QOE is not

conmprom sed which is win-win for both CSPs and CAPs.
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What follows are the prinmary, secondary, and non-requirenents of a
technical solution to this problemon the nodern Internet.

2. Video Optimzation Use Case - Prinmary requirenents
2.1. In-band cryptographic key establishnent w standard crypto

A core requirenent is encryption of the data bei ng exchanged between
the client endpoint and CSP network device endpoint. |In order to
achieve this there needs to be a way to have a shared key. This nust
be done with an in-band nechani sm since out-of-band mechani sns for
key exchange are not scal abl e given the fanout of content providers
to CSPs.

2.2. Encryption and integrity protected

A core requirenent is the encryption and integrity protection of the
dat a exchanged between the client and CSP networ k devi ce endpoints.
This is crucial to ensure the information cannot be passively
observed or nodified. Further this encryption nmust be done with

st andard ci phers.

2.3. In-band key exchange

In order for encryption to be viable, the client and CSP network

devi ce endpoints nust have a way to establish a shared key. This
mechani sm nust be done in-band with the network video flow, e.g. via
a TLS handshake, so as to avoid the scalability and security problens
of sharing keys via an out-of-band nechani sm

2.4. dient-initiated

VWhat is mnimally needed is a way for the client to establish a
conmmuni cati on channel with a CSP network device, exchange the
information, and then use that information to informits video

pl ayback decisions. This also allows for a client device to be aware
that the exchange is happening (at |least on initiation).

2.5. Low frequency information/data exchange

Vi deo optim zation requires a CSP network device to send the all owed
data rate for a specific connection to the client endpoint during
connection setup tine and whenever there is a change in video policy
for the subscriber. Change in video policy configuration for a
particul ar subscriber is typically triggered when the subscriber has
exhausted its nonthly or daily all owed data volune usage limt, i.e.
at | ow frequency.
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2.6. Data/lnformation flows from CSP nobile network to client

There are followng two options w.r.t data flow direction to support
vi deo optim zation use-case. 1. From CSP nobile network to client
endpoint 2. From CSP nobile network to CAP server endpoint Both the
options have pros and cons. W are proposing option # i due to
followi ng reasons; 1. Streaming video flows are predom nantly
downl i nk so information can be sent together with downlink packet.
There is no need to wait for Uplink QU C acknow edgenents. 2.

Conmruni cati on between CSP nobile network to client endpoint happens
over CSP infrastructure which is relatively nore secure conpared to
i nfrastructure between CSP network device and CAPs’ server

2.7. Scalable for potentially every video flowin a nobile network

This use case requires that potentially every video flowin a nobile
network be able to utilize this feature. Thus, it nust be perfornant
both for the network device and the nobile device utilizing it.

2.8. Wirks with QU C and HTTP/ 3

HTTP/ 3 is being used widely as a delivery nechani smfor video content

by video content providers, and is a critical requirenment to support.

HTTP/ 3’ s use of QUIC has convenient properties (notably in its use of
UDP) that nakes solutions in this space nmore convenient.

2.9. Network device in CSP nobile network: 4G 5G packet core

“Packet core user plane node” is the network device to share
information with client endpoint. These nodes are P-GWN (PDN Gat eway)
and UPF(User Pl ane Function) for 4G and 5G nobil e networks
respectively. The reasons behind the same are as follows; 1. These
nodes have access to subscriber policy via standard 3GPP interface to
PCRF (Policy and Charging Rule Function). 2. These nodes are co-
| ocated with PCEF (Policy and Chargi ng Enforcenent) which is supposed
to enforce subscriber specific policy to data flows. 3. Traffic
detection function or DPlI( Deep Packet |nspection) engine is
integrated with these nodes to detect a specific flow subscriber

2.10. Scal able solution for 4G and 5G nobil e packet core from
performance standpoi nt

To support video optim zation use-case at scale, significant

addi tional conmpute in the packet core should not be required. This
requi renent has some dependency on foll ow ng af orenenti oned
requirenents: 1. As specified earlier in the docunent, due to | ow
frequency information exchange requirenment, there nmay not be a need
for significant additional conpute in the packet core to support this
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vi deo optimization use-case’ s requirements at scale. 2. No need to
support traffic shaping in the packet core. This would also free up
comput ati onal resources

Secondary requirenents

1. Wirks with TCP video fl ows.

Non-requi rement s

1. Non-HTTP vi deo support.

2. Data flows from CSP nmobil e network device to CAP server

3. Fixed networks - Fixed network is out of scope at present, since
nost of the CSPs don’ t do video flow shaping for fixed networks.
I f and when we include fixed networks in the scope, CSP network
devi ces can be CMIS for Cabl e nodem network or BNG for Fiber/DSL
net wor k.

Information el enent requirements

This section captures the requirenents of information elenments to be
exchanged between CSP network device and client endpoint of the CAP
application. 1. The attributes of video data traffic specified in
the information el enents - shall be measurable by both CSPs and CAPs.
2. For a given video session the specification - shall ensure that
CSP and CAP, al beit neasuring independently, conpute consistent
attributes of the video data traffic. 3. The attributes of video
data profile - shall include an average or nedian video bit rate and
a maxi mum video bitrate 4. The information elenment - shall specify a
met hodol ogy for conputing medi an, maxi num and average vi deo bitrates
including how to determine the tine wi ndow for measuring these
statistics

Security Considerations
Thi s docunent has no security considerations.
I ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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