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Abst r act

As human activity continues to spread beyond the Earth, so nust the
communi cati ons systens which support that activity continue to expand
in scope. One such case, Internet nam ng, presents particular
chal | enges when considering a nulti-planet civilization. Proper
operation of terrestrial DNS services and clients require constant,
reasonably |l ow | atency connectivity to operate properly. These
conditions are distinctly not present when considering interplanetary
links; high |atency and frequent disruption due to space weather
events and general link availability prevail. To overcone these
chal | enges in space networking, a delay and distruption tol erant

(DTN) suite of protocols has been devel oped based on a store and
forward nechani sm Bundl e Protocol (BP). This DTN network, which
optinizes to ensure bundl e delivery, does not allow for end to end
encapsul ati on of | P packets beyond terrestrial boundaries, as the

| atency still creates issues conpleting network transactions, even in
the unlikely event of continuous link availability.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 Septenber 2025
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1. Introduction
This witing will present extenstions to the DNS architecture

providing a solution for isolated Internet segnents, such as one
would find on the Mbon or Mars, having best effort interoperability
with the terrestrial Internet via neans of application |ayer gateway
request parsing and transiting the DIN network to create a new
request on the renote network. This is preferable to a DIN only
network, as there does not exist a robust, standardized application
stack based on Bundl e Protocol. Logic dictates that the nost likely
Solar System Internet architecture deploys IP on terrestrial bodies
(and in sone cases, in their orbits, i.e. comercial satellite based
| SPs) while deep space |inks generally deploy BP, connecting these

i solated "islands" of IP
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2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. |1P/BP Gateway Architecture

Practically, an IP network on Mars or the Moon will behave sinmilarly
to an IP network on Earth. As such, local traffic remains |ocal, and

requires no special considerations. It is presuned that non-
terrestrial I P networks will be nunbered with IPv6, allow ng
uni versal (as opposed to gl obal) uniqueness. It is further presuned

that specified blocks of IPv6 addresses will be allocated for this
pur pose, enabling standard routing practices to deternmine paths to
the BP network edge, if desired, and standard firewalling practices
to control access. For exanple, a BGP speaker can announce a route
to the Mars bl ock of addresses. Said router can also run (or forward
to a host running) the | P/BP gateway daenons, terminating the |oca
IP traffic and generating BP traffic, as described bel ow.

It is recognized that operational security policy and neasures may
prevent, on Earth, BGP announcenent of Lunar, Martian, or other

pl anetary |1 Pv6 network addresses. The use of DNS naming of off-world
assets in the manner described below, with those records resolving to
terrestrial gateway nodes, allows the desired functionality without
the potential security inplications of exposing off-world network
addresses or, by extension, direct IP connectivity. Thus, routes to
these network addresses can be administratively prohibited
terrestrially, while having no inpact on the interoperability

descri bed herein.

To facilitate interoperability between isolated segnents of the
Internet connected via a BP network, one nust consider that no actua
| P packets need transverse the BP network. |Instead, a https request
destined for a renote I P network, for example, is conpleted locally
by the BP/IP gateway where an application |ayer protocol appropriate
response providing a URL and/or status nessage for the eventually
returned resource is provided to the user/requesting application, if
necessary. The request MAY be | ogged, MAY be assignhed a unique
transacti on nunber (carried forward in a BP extension header or

payl oad struct elenment), and becones the payl oad of a bundle destined
for the renote BP/IP gateway. Upon arrival, a new IP request, in the
now | ocal network, is generated fromthe data relayed in the bundle.
Once the requested resource is returned, it becones the payl oad of
one or nore bundl es sent back to the requesting network, stil
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uni quely nunbered in an extension header. This data is then

published to the URL provided to the user. 1In this way, sone (nostly
non-interactive) services can be enabled in an interplanetary
fashion. Sone interactive processes, like ssh, may be viable in this

fashion if the user is willing to tolerate the latency invol ved; once
a ssh session is established on the renpte body by the renpte
gateway, user i/o transit of the BP network becones relatively sinple
in practice.

It is potentially useful that multicast address space be reserved for
nunbering of said gateways; ffOb:: being one possibility. This
architecture does not preclude the growth of BP based networks on
other worlds, in favor of IP only networks. |Indeed, early efforts
will be largely BP based, as the needs of robotic nissions can

|l argely be met by the per-m ssion custom zed applications created for
that purpose. Human exploration and col oni zati on at scal e, however,
will introduce new network requirenents that are best served by the
existing, richly robust operability provided by |IP based
applications, given that high | atency and disruptive conditions do
not generally exist on a terrestrial network. It is likely that
networ ks on other worlds will consist of a conbination of BP only,
dual stacked IP/BP, and IP only nodes. Each of these woul d depl oy
the appropriate network connections based on the utility required and
access control status of indivudial devices or networks.

4., Additions to DNS

The | atenci es and di stances associated with interplanetary networking
are fundanentally inconpatible with the query/response nature of DNS

as presently inplemented. As well, the ephneral nature of DNS
records presents the possibility of queried records becoming stale in
transit over great distances. It is reasonable to assune that

astronauts and eventual colonists on other planetary bodies wll want
to enjoy local DNS service. A solution to this enploys discrete root
server networks on such planetary bodies, allowing local traffic to
stay local, while enabling such fundanental |ocal tools as http,

sntp, ssh, ntp, etc. The question becones: "How to we delineate

bet ween these di sparate networks, such that resources |located in any
of them are accessible to all of then?" |In order to achieve nam ng
interoperability between nmultiple isolated DNS root systens, a set of
new TLDs will be required. Specifically, one or nore TLD for each
remote world s network SHOULD be added to each network’s root zone.
These new TLDs need not be populated with conplete, real data, as al
IP related entries therein will resolve to | P/BP gateways elimnating
the need for |ong distance synchroni zation of DNS data. Root server
net wor ks publishing TLDs MUST publish valid A or AAAA records only on
the world where they represent |ocal assets. Sub-domains in stub
domai ns MAY popul ate records to include I PN records containing BP
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Node Numbers and MX records pointing to terrestrial Interplanetary
Mai |l gateways. Simlarly, CNAME records can exist in stubs,
directing requests to appropriate application | ayer gateway hosts The
existing terrestrial TLDs will nmaintain their scope for Earth based
communi cations. DNSSEC rel ated records, such as RRSI G or NSEC, can
protect stub donain data representing off-world resources.

Consi der the exanple of Earth, Mwon, and Mars as popul ated worl ds.
Each has a robust |ocal Internet, is nunbered in a universally unique
manner, and has it’s own DNS root server network. The contents of
these three nami ng databases will vary greatly, and that is no cause
for concern, as each is limted in scope to it's local planetary
body. TLD pointers to the local |P/BP gateway, or "InterPlanetary
Exchange Point", also exist to allowtraffic to naned destinations in
other planet’s networks. On Earth, at |east one per planetary body
net wor ked additional (.luna and .mars or simlar) TLD would exist for
this purpose; on Mars, stubs for Earth based TLDs and .luna; on the
Moon, stubs for Earth based TLDs and .mars. |In this exanple, a user
on Mars may request the follow ng resource on their device:

https://foo. org/resear chpaper. pdf

The |1 P/ BP gateway collects the request and creates a bundl e
cont ai ni ng request data, which is sent to Earth. A conmand to fetch

https://foo. org/resear chpaper. pdf

is generated in the | P/BP gateway on Earth fromsaid data in said
bundl e. researchpaper.pdf is then placed into one or nore bundl es,
and returned to the Mars I P/BP Gateway. At no tinme has either DNS or
HTTPS traffic passed through the bundl e network. Al DNS and HTTPS
requests remrained local to their own networks. Only the netadata
required to specify and identify a request in the renote network, and
the result of that request, if applicable, have passed through the BP
network. As a natter of operational concern, application services
will need to be handl ed on a service by service basis. The above
exanpl e exam nes a sinple HITPS docunment request, handled in a
particular way, algorithmcally. Sinilar considerations will need to
be me made for other non-interactive or batchable protocols, and sone
interactive protocols which can be made to function in a del ay/

di sruption-tolerant fashion. Either a daenon simlar to an inetd
superserver, or other nodular listeners, will be required to parse
and bundl ei ze requests to applicable services integrated with a
bundl e protocol application capable of making generic IP client
requests, storing, and forwarding the results. The details of these
are beyond the scope of this docunent, and are a subject of active
and potentially expanded future research and devel opnent. It is
understood that there are political and econonic ramfications
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associated with the depl oynent of TLDs, or other specified donmains,
in the existing Earth-based DNS network. It is also recognized that
any domain can also serve this function, provided that it has inits
hi erarchy foo.mars., such as foo.mars.sol.int, for exanple, when
considering an Earth to Mars connection simlar to the above.

5. DNSSEC and ot her Cryptographic Considerations

Wth the addition of new root server networks, as relates to DNSSEC
operation, nothing changes; it sinply needs to be instantiated with
new, discrete local trust anchors in each new instance. Since there
is no "cross pollination" of DNS data, there is no need for

syncroni zati on between di screte systenms, as all signed records are
limted to their respective networks.

In order to secure each phase of an Interplanetary Internet
transaction, certain accondations nust be nade in respective systens
of the gateway node. VWhile these considerations, in detail, are
beyond the scope of this document, generalities can be explored. As
of f-worl d domains are intended to resolve to | ocal gateways, those
gat eways can conpl ete crytographically dependent requests, |ike https
and sntps, with wildcard certificates applied to off-world TLDs, and
optionally, dedicated certificates can be applied to nore specific
domai n nanes. DMARC conponents can be handled in a sinmilar fashion
ensuring that only network-local resource s are required to conplete
any given | P request.

Using the 3rd | evel donmai n mappi ng net hod descri bed above, however,
does present the challenge of |acking end-to-end cryptographic
integrity and confidentiality assurance using a single cryptographic
system \Wile cryptographic protection of this data can exist in a
segnment ed fashion, (TLS-BPSEC-TLS), no solution to nmaintain end-to-
end TLS integrity/confidentiality presently exists. In consideration
of the design of any such end-to-end solution, per the https exanple
above, it nust be recognized that the cryptographic protection
presumably ends inside any webserver which receives a request, so it
can process the request and respond over the encrypted channel. The
webserver is presumed trusted in this scenario. Simularly, in a
segnented confidentiality and integrity approach, the primary out put
fromthe https listener is not directed back through the origina
encrypted channel initially, but instead, is transmtted using
different protocols,over a different channel, encrypted with
appropriate nethods for the network to be traversed.

6. | ANA Consi der ations

This meno i ncludes no request to | ANA

Johnson Expi res 21 Septenber 2025 [ Page 6]



I nternet-Draft An Interplanetary DNS Model March 2025

7. Security Considerations

Significant security considerations nust always be nade when maki ng
networ k connections to assets in space or on other worlds. Chiefly
anong these are the desire to prevent direct |P connections to off-
world assets. This prevents a variety of attacks. As has been noted
concerni ng the ongoi ng wi despread July 2024 outage, a host which is
not accessible over the Internet is inpervious to network based
attacks. The store and forward nature of BP allows the opportunity
for greater scrutiny of traffic entering a BP network

Fundanental |y, the attack surface presented by the gateway/exchange,
and t hose services nade avail able thereby, are linited in scope as
relates to the off-world network. DDoS attack reach would be linmted
to terrestrial gateway nodes, and could be mtigated by whitelisted
access at the network |ayer.

8. Concl usi on

It is the opinion of the author that the nmost effective architecture
for expansion of networking to support Human exploration of the solar
system i.e. the creation of a "Solar SystemlInternet” requires
appropriate use of both the Bundle family of protocols and the IP
famly of protocols. The forner, used for npbst space based and sone
pl anetary based assets, provides a delay/disruption tolerant

i nterplanetary backbone and fine tailored control over space hardware
systens, while the latter provides the robust range of functionality
that underpins the utility of the nodern Internet in terrestrial and
sonme orbital systens. A BP application nethod for DNS
interoperability between nulti-terrestrial Internet based networks
has been presented, but is intended by the author to be viewed as a
gui deline towards a fully integrated and cohesive Sol ar System

I nternet.
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