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Abst r act

Trust registries cone in many fornms; ETSI trust status lists, QpenlD
Federation, |edgers. This docunent describes a sinple protocol in
the formof a profile of AuthZen that provides a local interface to
one or nmore trust registries. The protocol is mant to be used as a
| ocal abstraction layer for any application that needs to eval uate
trust.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://leifj.github.io/draft-johansson-authzen-trust. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-johansson-authzen-trust/.

Source for this draft and an issue tracker can be found at
https://github.com | eifj/draft-johansson-authzen-trust.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 June 2026
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Technical trust in systens using asymmetric cryptography often

i nvol ves binding a name to a public key. One such exanple is, given
an X. 509 certificate (as a representative of a public key and nane),
determining its validity relative to a set of trust anchors by neans
of PKI X path construction and path validation. |In this exanple the
trust registry is the set of trust anchors together with the rules
for path validation and construction set down in [RFC5280].

The proliferation of distributed identity systens have led to the

devel opment of a nultitude of trust registries each with their own
APls for querying the registry and rules for evaluating trust.
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Application devel opers are often faced with the choi ce of choosing
one of these trust registries which leads to interoperability
problenms. It is often conmmon for an service to register with
multiple trust registries in order to reach all intended audi ences.

Thi s docunent describes an APl for trust evaluation that is intended
to fill arole simlar to the stub resolver in the DNS architecture.
The APl is defined as a profile of [AUTHZEN. AuthZen is a proposed
standard for communi cati ng between an authorization policy
enforcenment point (PEP) and a policy decision point (PDP).

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

This specification uses the terms "PDP" and "PEP" defined by

[ NI ST. SP. 800- 162] and [XACM.]. A trust registry refers to any
service that provides a binding (or mapping) between public keys and
nanes. This is referred to as "nanme to key" or nane-to-key binding.

3. Endpoints

I mpl enent ati ons of this specification MJST provide the /eval uation
endpoi nt and SHOULD al so provide the /eval uations and di scovery
endpoints. The /search endpoi nt MAY be provided but providing this
endpoi nt may provide significant challenges for this profile and
clients MUST NOT assunme that it is present.

4. Authorization Request

This profile inplenents the followi ng semantic: The client (PEP)
requests that the server (PDP) authorizes the binding between the
nane specified by the Subject with the public key specified by the
Resource. Optionally the Action is used to constrain the

aut horization to a specific role that the entity that the public key
is bound to nust have for the authorization to be approved. The PDP
may also attenpt to _resolve_the nane into nmetadata that provides
addi tional information about the name-to-key binding.

4.1. Subject

Subject is used to represent the nane part of the name-to-key
bi ndi ng.
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The subject datafield MJUST be present in requests and MJST contain
the follow ng el ements:

* id MUST be the name bound to the public key to be validated or
resol ved

* type MUST be the constant string "key"
4.2. Resource

The resource datafield MJST be present in requests and MJST contain
the follow ng el enents:

* id MJST be the name bound to the public key to be validated or
resolved. Furthernore, the value of the resource.id el enent MJST
be the sane string as in the subject.id el enent.

* type MAY be present and if present MJUST be one of "jwk" or "x5c"

* key If present, MJST be the public key in a format that depends on
the type. |If type is absent then key MJST NOT be present.

If typeis present then,

* If type is "jwk" then key MUST contain a JWK ([ RFC7517]) fornmat
key.

* |f type is "x5c" then key MJUST contain an array of base64 encoded
X. 509 certificates fornmatted according to section 4.7 of
[ RFC7517] .

Sone trust registries support unanbi guous name-to-key di scovery. For
such trust registries key and type MAY be elided fromthe Resource as
descri bed above.

When type and key is present however, a PDP inplenenting this
specification MIST validate that the key is bound to subject.id even
if subject.id is a name bound to a trust registry that supports
unanbi guous namne-to-key di scovery.

The PDP MAY include additional netadata_associated with subject.id
in the result. The method by which this is done is an inplenmentation
detail but for instance when the subject.id is a "DID'" then the

resol uti on MAY be done by the | ookup process of a supported DI D
method. It is RECOMVENDED that PDPs that support such trust
registries return the appropriate netadata in the response.

O her specifications may define additional key formats in the future.
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4.3. Action

The action datafield MAY be present in requests and SHOULD if present
be used to represent the role associated with the name-to-key
binding. This is used to distinguish different uses of the sane
name-to-key binding. For instance the action can be used to request
aut hori zation that a X. 509 certificate is allowd to act as a TLS
server endpoint or as a digital credential issuer.

If the action is present then it MJST contain at |east the nane
par aneter which MJST contain a string that represents the role. The
interpretation of the role depends on the depl oynent.

4.4. Context
The context datafield MAY be present in requests but MJUST NOT contain
information that is critical for the correct processing of the
request .

5. Authorization Response
The Authorization Response MAY return netadata associated with
subject.id in the response using the trust_netadata field. Wen the
request type is absent then the trust _netadata field SHOULD be
present.

6. Exanples (non-normative)
The followi ng exanple is a query to check if a provided certificate

chain is bound to the nane "did:foo:bla" and is all owed act as a EUDI
wal | et provider.
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"type": "authzen",
"request”: {
"subject": {
"type": "key",
"id": "did:foo:bla"
}

esource": {

"type": "x5c",

"“id": "did:foo:bla",

"key": ["... xbc data ..."]

"éction": {
"name": "http://ec.europa. eu/ NS/ wal | et-provider",
}
}
}

The foll owing exanple is a query to check if a provided certificate
chain is bound to "ww. exanpl e.cont and is allowed to act as a TLS
server.

{
"type": "authzen",
"request": {
"subject": {

"type": "key",
"id": "www. exanpl e. cont
}1
"resource": {
Iltypell: n X5C"1
"id": "www exanpl e. cont',
"key": ["... xbc data ..."],
"éction": {
"nanme": "TODO oid:tls-server”,
}

}
}

The following is an exanple response with no additional context:

"decision": true

}

The following is an exanple response with trust_netadata that
contains an (abbreviated) DI D docunent.

Johansson Expires 11 June 2026 [ Page 6]



Internet-Draft Aut hZEN Tr ust Decenber 2025

"deci sion": true,
"context": {
trust _metadata: {
{
"@ontext": [
"https://ww. w3. org/ns/did/v1l",
"https://w3id.org/security/suites/ed25519-2020/v1"

3

"id": "did:exanpl e: 123",

}
}
}

The followi ng is an hypothetical response with error nessages:

"deci sion": false,
"context": {

"reason": {
"403": "Unknown service - contact hel pdesk@ egi stry. exanpl e.com for support using t
he following identifier: # D4711"

}
}
}

7. AuthZen Trust as a DI D resol ver

As shoul d be obvious fromthe specification above, a DI D resol ver as
specified in section 7 of [DID] share nmany properties with this
specification. Notable differences is that error handling is
slightly different and content negotiation is handl ed by the PDP

whi ch neans that DID resolution options (section 7.1.1 of [DID])
isn't needed in this case.

8. Security Considerations

The protocol described in this specification is neant to be used by
applications that share a common security donmain and it may be
perfectly reasonable for deploynments of this specification to be

depl oyed wi t hout authentication on "local host" or in situations where
security requirements for the protocol is provided el sewhere in the
stack. In general inplenentations of this specification MAY

i mpl ement [ RFC6749] authentication for the purpose of authenticating
the client (PDP) to the server (PEP) and SHOULD provide a way for the
PDP to be authenticated to the client.
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In addition to the above the security considerations for
aut hentication for AuthZen applies in equal nmeasure to this profile.

9. | ANA Consi derations

Thi s document has no | ANA acti ons.
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