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Abst ract

Thi s docunment proposes a nechanismfor authoritative DNS servers to
opportuni stically signal their support for alternative transport
protocols (e.g., DNS over TLS (DoT), DNS over HTTPS (DoH) and DNS
over QUIC (DoQ) directly within the Additional section of
authoritative DNS responses. This "hint-based" approach ains to
enabl e resol vers to discover and upgrade transport connections nore
efficiently, thereby inproving privacy, security, and performance for
subsequent interactions.

The nechanismis designed to not require any protocol change. It is
saf e, backward-conpatible, and effective even when DNSSEC val i dation
of the hint is not possible or desired.

Thi s docunent proposes an inprovenent on the opportunistic (but
blind) testing of alternative transports suggested in RFC9539 by
provi ding a nmechani sm by which a responding authoritative server may
signal what alternative transports it supports.

TO BE REMOVED: This docunent is being collaborated on in Gthub at:
https://github. com j ohani x/ draft-johani -dnsop-transport-signaling
(https://github. conljohanix/draft-johani-dnsop-transport-signaling).
The nost recent working version of the docunent, open issues, etc,
should all be available there. The authors (gratefully) accept pul
requests.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 Decenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. 1. Introduction

The Donmain Nanme System (DNS) prinmarily relies on UDP and TCP for
conmuni cati on between resolvers and authoritative servers. Wile
these protocols are well-established, there is a growing interest in
| everagi ng nodern transport protocols |ike DNS over TLS (DoT)

[ RFC7858], DNS over HTTPS (DoH) [ RFC9461] and DNS over QUI C (DoQ

[ RFC9250] to enhance privacy, security, and perfornance.

Existing efforts to signal service connection information, such as
the SVCB and HTTPS DNS records [ RFC9460] [RFC9461], primarily focus
on service discovery mechani snms where a client explicitly queries for
these records, often froma parent zone. Wile robust, this approach
can introduce additional l|atency and requires explicit configuration
at the parent zone |evel

Thi s docunent proposes an "DNS Qpportunistic Transport Signaling"
(DNS OrS) nechanism DNS OIS, aka an "OIS Hint" allows an
authoritative DNS nameserver to directly convey its transport
capabilities as a hint within the Additional section of responses to
queries where it identifies itself as an authoritative nameserver for
the requested zone. This direct, in-band signaling provides a | ow

| at ency di scovery path, even when a formal, validated signal is not
avail able. Furthernore, this is achieved wi thout any changes to the
DNS Pr ot ocol

1.1. 1.1. Prior Art

An attenpt at utilizing nore nodern, and in particular, nore private
transports between resol vers and authoritative nameservers was
introduced in [RFC9539]. The idea there was to opportunistically try
to send the query to the authoritative nanmeserver over nultiple
transports with no prior know edge of whether a transport was
supported in the receiving end or not.

The drawback with that approach is that w thout any significant

depl oynent of authoritative support the resolver end will nostly
spend cycles and traffic on a wasted effort. For this reason there
seens not to be any known inpl enentations.

Furthernmore, in Appendi x B of [RFC9539] requirenents for inproving

the defense against an active attacker are listed. The first
requirenent is:
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* A signaling nmechanismthat tells the recursive resolver that the
authoritative server intends to offer authenticated encryption.

Thi s docunent ains to provide exactly such a nechani smwhile staying
within the current DNS protocol. Therefore the transport signaling
provided will be opportunistic, and as such fit well as an

i mprovenent to [ RFC9539].

1.2. Rationale for Using the Additional Section

*Note to the RFC Editor*: Please renpve this entire section before
publi cati on.

When desi gning a mechanismthat rely on sending new information in
DNS responses w t hout changing the current DNS protocol, the

Addi tional section has the major advantage of being ignored by |egacy
software. This property nakes it possible to essentially deploy the
proposed nechanisminmediately, as it will not cause problens wth
exi sting DNS infrastructure.

* Existing authoritative nameservers will not provide any OIS Hint
in the Additional section

* Existing resolvers will actively ignore any OIS Hint in the
Addi tional section

Only DNS naneservers (authoritative or recursive) that are aware of
the proposed nechanismw |l use it.

The downside is that it is not possible to strictly rely on anything
specific being present in the Additional section, as it may be
stripped off by a mddle man or even by the sendi ng nameserver (eg.
due to packet size constraints). For this reason it is not possible
to provide nore than an opportunistic transport signal

Anot her issue is whether the data provi ded may be trusted or not.
This is usually a major issue and the primary reason that data in the

Addi tional section is actively ignored by resolvers. |In this
particul ar case, though, even an untrusted transport signal is better
than no signal at all. Furthernore, the only effect of a forged or

otherw se incorrect transport signal is a, typically failed,
connection attenpt to an authoritative nameserver that does not
support the advertised transport. This will cause i mediate fallback
to "Do53", i.e. traditional DNS over UDP/ TCP and the non-availability
of the advertised transport will be renmenbered by the resolver (for
sone suitable tine).
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4.

4.

Hence, using the Additional section for opportunistic transport
signaling has vastly nore benefits than drawbacks.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals.

* *Authoritative Nameserver (Auth Server):* A DNS server that holds
the authoritative zone data for a specific domain

* *Recursive Naneserver (Resolver):* A DNS server that processes
user queries, performng iterative |ookups to authoritative
servers to resol ve donmi n nanes.

* *QIS Hint:* An SVCB record included opportunistically in the
Addi tional section of an authoritative DNS response, intended to
signal the responding authoritative naneserver’s transport
capabilities.

*  *SVCB Record:* Service Binding record, as defined in [ RFC9460] .
3. The Opportunistic Signaling Mechani sm

The core of this proposal is for an authoritative nanmeserver to
include an SVCB record in the Additional section of its responses
under specific conditions.

This consists of three parts. The first two are the behavi our of the
aut horitative nameserver receiving the query and the rehaviour of the
recursive naneserver receiving the response. The final part is a new
EDNS(0) option that defines an OPT-QUT capability.

4. Authoritative Nanmeserver Behaviour
1. 4.1. Trigger Conditions for Including the OIS H nt

An authoritative nanmeserver SHOULD include an OTS Hint when _all _ of
the followi ng conditions are net:

1. *NS RRset Presence:* An NS Resource Record Set (RRset) for the
queried zone is present in either the Answer section or the
Aut hority section of the DNS response.
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2. *Self-ldentification:* The responding authoritative nanmeserver’s
own Fully Qualified Domain Name (FQDN) (or one of its configured
aliases/identities) is found within the NS RRset mentioned in
condition 1.

3. *Transport Capability:* The respondi ng authoritative naneserver
supports one or nore alternative transport protocols (e.g., DoT,
DoH, DoQ and is configured to advertise these capabilities.

4. *Absence of the No-OIS Option:* The query does not include an
EDNS(0) No- OTS option fromthe resol ver

5. *Availability of RRSIG SVCB:* |If the zone in which the nameserver
nane is located is signed, only include the SVCB record if it is
possible to al so include the corresponding RRSIG SVCB. [If the
zone with the naneserver nane is unsigned, then include the SVCB
even without the RRSIG

4.2. 4.2, Miltiple Server ldentities

An authoritative naneserver may be known by multiple FQDNs (e.g.,
nsl. exanpl e. com dns.custoner.org, ns.cdnprovider.net). To
facilitate condition 2 ("Self-ldentification"), authoritative server
i mpl ement ati ons MAY include a configuration mechanism(e.g., an
identities list) where operators can list all FQNs by which the
server is known. This allows the server to correctly identify itself
regardl ess of the specific name used in the NS RRset.

4.3. 4.3. Format of the OIS Hint

The OIS Hint MJST be an SVCB record with the follow ng
characteri stics:

* *OWER: * The owner nane of the SVCB record MJST be the FQDN of the
authoritative nanmeserver itself, as identified in the NS RRset
that triggered its inclusion (e.g., ns.dnsprovider.com).

* *CLASS:* IN (Internet).

* *TYPE: * SVCB

* *TTL:* The TTL of the SVCB record SHOULD be chosen by the
authoritative server operator. Choice of TTL is a loca
configuration decision, but unless the supported transports are

subj ect to frequent change a value on the order of 24h or nore is
suggest ed.
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* *SVCB PRICRITY:* 1. The specific priority value is not critica
for this hint mechanism but 1 indicates the highest priority for
the service

* *SVCB TARGET:* . (root). This indicates that the DNS transport
capabilities described by the SVCB record refer to the owner nane
of the record.

*  *SVCB_PARAMS: * A set of Service Paraneters indicating the
supported transport protocols. In this docunent only the "al pn"
paraneter [ RFC9460] is defined, as relevant for signaling DoT
(al pn=dot), DoH (al pn=doh) and DoQ (al pn=doq).

If any other paraneter, including "ipv4dhint" and "ipv6hint", is
present in the SVCB paraneter list then it SHOULD be ignored.

*Exanple 1:*

If ns.dnsprovider.net. responds to a query for www. exanple.com and
ns.dnsprovider.net is listed in the NS RRset, it may respond with a
DNS nessage that contains: ~~~ Header

Answer: www. exanple.com [INA 1.2.3.4

Aut hority: example.com IN NS nsl.exanple.com exanple.com |IN NS
ns. dnsprovi der. net .

Additional: ns.dnsprovider.net. IN A 5.6.7.8 ns.dnsprovider.net. IN
RRSIG A ... ns.dnsprovider.net. [N SVCB 1 . "al pn=doq, dot, do53"
ns.dnsprovider.net. |INRRSIG SVCB ... ~~~ *Exanple 2:*

If the unsigned zone exanpl e.com uses ns. dnsprovider.net., but under
the vanity nane "ns2.exanple.com” (with the sane | P addresses), then
a possi bl e response from ns. dnsprovi der. net (aka ns2. exanpl e.com may
be: ~~~ Header

Answer: www. exanple.com INA 1.2.3.4

Authority: exanmple.com |IN NS nsl.exanple.com exanmple.com |IN NS
ns2. exanpl e. com

Additional: ns2.exanple.com |IN A 5.6.7.8 ns2.exanple.com |IN SVCB
1 . "al pn=doq, dot, do53" ~~~ This requires that "ns2.exanple.com" is
a nane that ns.dnsprovider.net. is aware of as one of its identities.
Furthernore, as the zone exanple.comis unsigned it is not possible
to provide a DNSSEC signed OIS Hint in the second exanpl e.
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5. 5. Recursive Naneserver Behavi or

Recur si ve nanmeservers adopting this nechani sm SHOULD i npl ement the
foll owi ng | ogi c:

5.1. 5.1. Wen Sending Queries

1. *OPT-OUT Possibility:* If the resolver already thinks that it
knows the transport capabilities of the authoritative naneserver
it is about to send a query to it may opt out from DNS transport
signaling by including an EDNS(0) "No-OrIS" option in the query.

5.2. 5.2. Wen Receiving Responses

1. *Qpportunistic Parsing:* Wen receiving an authoritative DNS
response, the resolver SHOULD parse the Additional section for
SVCB records

2. *Owner Check:* If an SVCB record is found whose owner name
mat ches an authoritative nameserver identified in the Authority
or Answer sections of the _current_ response, the resolver MAY
consider this an OTS Hint.

3. *DNSSEC Validation (Optional but Recomrended):* * The resol ver
SHOULD attenpt to DNSSEC validate the OIS Hnt. This involves
validating the SVCB record itself and its corresponding RRSIG (if
present) agai nst the DNSSEC chain of trust for the zone that owns
the SVCB record (e.g., dnsprovider.comfor ns.dnsprovider.con

* |f validation succeeds: The OIS Hint is considered a *trusted
signal *. The resolver MAY then prefer the signaled alternative
transports for subsequent queries to that specific authoritative
nameser ver.

* |f validation fails, or no RRSIGis present: The OIS H nt MJST be
treated as an *unvalidated hint*. The resol ver MAY stil
opportuni stically attenpt to use the signaled alternative
transports, but MJST be prepared for imediate fallback to
traditional transports (UDP/TCP) if the connection fails. This is
particularly relevant for scenarios |ike vanity nanmes (e.g.,
ns. cust oner. com where customer.comis an unsigned zone, but the
underlying server ns.dnsprovider.comis capable).

1. *Prioritization:* * Any DNSSEC-validated SVCB record found via

explicit query (e.g., ns.example.comfor a queried domain MJUST
take precedence over any unvalidated OTS Hint.
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* The OIS Hnt is a nechanismto _discover_ capabilities
opportuni stically, not to override trusted del egati on or service
confi guration.

1. Fallback: Resolvers MJST al ways be prepared to fall back to
traditional UDP/ TCP transport if an attenpt to use an alternative
transport based on an OIS Hint (especially an unvalidated one)
fails or tinmes out.

5.3. 5.3. Authentication of the Authoritative Naneserver

Aut hentication of the authoritative nameserver is not an explicit
goal. The reason is that as an opportunistic nmechanismit will not
al ways be possible to do such authentication. Some of the options
that do exist are |listed bel ow

Aut hentication of the authoritative nameserver may be done either by
val idation of a DNSSEC RRSI G over the SVCB record containing the OIS
H nt or by verification of the server certificate presented in the
set up of the comunication (be it over DoT, DoQ or DoH)

As there will not always be a DNSSEC signature to validate that
option is opportunistic at best. Likewise, while it nay sonetines be
possible to validate the server cert agai nst a DNSSEC- si gned TLSA
record, it will not always be an option

Finally, validating the server cert against a list of well-known
public Certificate Authorities is possible, but there is no
standardi zed way to determ ne which CAs are appropriate for DNS
server certificates

However, even w thout strong authentication of the authoritative
server the proposed mechanismstill provides benefits (privacy,
potential performance i nprovenents) and for that reason cryptographic
verification of the server identity is not a requirenent.

5.4. 5.4. Resolver Caching Strategies

Resol vers inpl enenting the DNS OTS H nt mechani sm have severa
options for caching the transport signals received via OIS Hints.

A suggested primary strategy is to set the EDNS(0) No-OTS option when
no transport signaling information is needed (because the resol ver

al ready knows the authoritative nameservers transport capabilities
froma previous response or for sone other reason).
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Three exanpl e caching strategies are listed below QOher strategies
are possible. Each strategy has different trade-offs in ternms of
ef ficiency, responsiveness to changes, and resource usage:

1. *Standard DNS Cache:* Treat the SVCB record |ike any ot her DNS
record, caching it according to its TTL. This is the sinplest
approach and will sinmply cause the resolver to fall back to UDP
for one query if the transport signal data has expired.

2. *Cache-Until-Fail:* Cache the transport signal until a connection
attenpt fails, then invalidate the cached entry. This approach
uses nore aggressive caching based on the assunption that changes
to transport capabilites are expected to be rare, and there is no
risk of presenting any data that is no | onger correct. The
possi bl e downside is that the resolver will not |earn about
possi bl e new transports that becone available. E.g., with an
"al pn=doq", the resolver will not learn that the authoritative
server |later started to support DNS-over-TLS (in addition to DoQ
if it is successfully using the DNS-over-QU C connecti on.

3. *Success-Based Refresh:* Refresh the transport signal cache entry
each time a successful connection is made using that transport.
Thi s provides a bal ance between efficiency and responsi veness but
requi res additional bookkeepi ng.

For a nmore detail ed anal ysis of possible caching |ogic, see
[ RFC9539], section 4.

Note that the resolver always has the option of not using the EDNS(0)
No- OTS option whenever the cache entry is getting close to expiry.

G ven the variety of deploynment scenarios and operati onal
requirenents, this docunent does not mandate a specific caching
strategy. Inplenmenters SHOULD choose a strategy that best fits their
operational needs, considering factors such as:

* The inportance of mnimnizing connection attenpts

* The inpact of failed connection attenpts

* The conputational cost of different caching strategies

* The nmenory requirenents of maintaining cache state

The chosen strategy SHOULD be docunented in the inplenentation’s

configuration options to allow operators to nake i nformed deci si ons
about its use.
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6

6. The EDNS(0) No- OTS Option

To provide a mechanismfor resolvers to explicitly opt out of
receiving transport signals, this docunent defines a new EDNS(0)
option called "No-OTrS" (NOTS). Wen included in a query, this option
signals to the authoritative server that the resol ver does not want
to receive any transport signals in the response.

The typical use case is to set the EDNS(0) No- OIS option when the
resol ver already has the transport information it needs.

The EDNS(0) No-OTS option is structured as foll ows:
1 1 1 1 1 1

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
T T 2 e i S

0: | OPTI ON- CCDE |
S g S S
2: OPTI ON- LENGTH |

T S T T ST e T e i
Field definition details:

OPTI ON-CODE: 2 octets / 16 bits (defined in [RFC6891]) contains the
val ue TBD for No- OTS.

OPTI ON- LENGTH: 2 octets / 16 bits (defined in [ RFC6891]) contains the
|l ength of the payload in octets. For the No-OTS option, this val ue
MUST be 0 as there is no payl oad.

When an authoritative server receives a query containing the EDNS(0)
No- OTS option, it SHOULD NOT include any OIS H nts in the response,
regardl ess of whether it would normally do so based on the conditions
described in Section 3.1

This option provides a clean way for resolvers to opt out of
receiving transport signals, which my be useful in scenarios where:

* The resolver has already established transport preferences for a
particul ar authoritative server

* The resol ver does not support or does not want to use alternative
transports

* The resolver wants to minimze response sizes

* The resolver is operating in an environment where transport
signals are not needed or desired
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8.

The No- OTS option is designed to be a sinple, |ightweight mechani sm
that can be used to disable transport signaling without affecting the
normal operation of DNS resol ution

7. Conparison with DELEG

The idea to use an SVCB al pn paraneter for transport signaling
originated with the work on DELEG [I-D.draft-ietf-deleg]. The
current docunment uses the same data format, but as an opportunistic
addition to the Additional section rather than as integral part of a
changed del egati on nechani sm

Bot h nechani sns have distinct use cases, and pros and cons. The
maj or advant age of the DELEG mechanismis that it cannot be spoofed
or filtered, as it is an integral part of an upcom ng protoco
change.

The opportunistic nechani sm descri bed here has the mgj or advant age of
bei ng avail abl e i medi ately wi thout any changes to the DNS protocol
Furthernmore, as it is a signal directly froman authoritative
naneserver, a single OIS Hnt may all ow the recipient recursive
naneserver to upgrade the transport used for all the zones served by
that authoritative naneserver (which nay be millions) w thout the
need to nmake any changes to the zones, nor to the parent zones.

G ven the current DNS | andscape with a linited nunber of very large
providers of authoritative DNS service and a |limted nunber of |arge
provi ders of recursive DNS service the opportunistic nodel described
here has the potential of enabling upgrading the transport for a
significant fraction of the DNS traffic with a linmited anmount of
effort.

8. Security Considerations

* *Spoofing of Unvalidated Hnts:* An OTS H nt that cannot be DNSSEC
validated (e.g., for ns.exanple.com where exanple.comis unsigned)
is susceptible to spoofing by an on-path attacker. Such an
attacker could insert a fake SVCB record advertising a non-
exi sting transport, thereby denying connection over that
transport. However, since the hint is opportunistic and not
required for DNS resolution, the worst-case scenario is that the
resol ver attenpts a connection that fails and then falls back to
traditional transports. Security for the actual DNS data remains
unaf fected. The cryptographic validation of TLS/ QU C (via X 509
certificates) for DoT/DoQ would still protect the integrity and
privacy of the connection itself.
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* *DNSSEC Val i dation:* Wien a OIS Hint is signed by DNSSEC (e.g.,
the ns. dnsprovi der.net SVCB record froma signed dnsprovider. net

zone), it provides a trusted signal. Resolvers SHOULD | everage
DNSSEC val idation to distinguish between trusted and unval i dated
hi nts.

*  *No New Attack Vectors:* This nechani sm does not introduce new
attack vectors for DNS data itself, as it primarily concerns
transport discovery. It relies on the existing security
properties of DoT, DoH and DoQ for actual session security.

* *Safe Rollout:* As existing recursive nameservers carefully avoid
data in the Additional section that they do not need, the OIS Hint
wi Il be ignored by everyone except recursive nameservers that
understand the OTS Hint.

*  *No- OIS enabl es a downgrade attack:* If an attacker is able to
inject a No-OTS option to an outbound query then no transport
signal will be provided. However, this is a consequence of the
opportuni stic nature of the OIS Hi nt and not worse than not being
able to do transport signaling at all.

9. 9. (Qperational Considerations

* *Response Size:* Including an SVCB record in the Additiona
section will increase the size of UDP responses. Authoritative
server operators should consider the potential for UDP
fragmentation or TCP fallback if responses becone excessively
| arge, though a single SVCB record is typically snall. Recursive
naneservers should usually set the EDNS(0) No- OTS when they
al ready have the transport signaling information.

* *Server Configuration:* Authoritative server inplenentations wll
need configuration options to enable this feature and nanage the
identities list.

* *Rollout Strategy:* This mechani sm supports a gradual rollout.
Aut horitative servers can begin sending hints w thout requiring
changes fromresolvers, and resolvers can begin processing hints
without requiring all authoritative servers to inplenent the
feature.

* *Nonitoring:* As there is extrenely linmted data on effects of
alternative DNS transports for comrunication resolver to
authoritative nameserver it is strongly suggested that nonitoring
(of use, resource consunption, etc) is considered.
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10. 10. | ANA Considerations
10.1. 10.1. No-OTS EDNS(0) Option
Thi s docunent defines a new EDNS(0) option, entitled "No-OIS",

assigned a value of TBD in the "DNS EDNSO Opti on Codes (OPT)"
registry.

R, S TS T
| Value | Nane | Status | Reference

Fomm o - o m e e e aa oo s S g
| TBD | No-OTS | Standard | ( This docunent )

S o m e e e e e e e oo - S o

*Note to the RFC Editor*: In this section, please replace occurrences
of "(This docunent)" with a proper reference.

11. 11. Inplenentation Status

*Note to the RFC Editor*: Please renove this entire section before
publi cati on.

The TDNS Franmewor k of experinmental DNS servers devel oped and

mai nt ai ned by the Swedi sh Internet Foundation inplenents this draft
(see https://github.comjohanix/tdns (https://github.com johanix/
tdns)). TDNS has support for both the authoritative naneserver and
recursive naneserver parts of the draft.
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