Net wor k Wor ki ng G oup Joe Tansey
Internet-Draft: draft-joetansey-al vc-schc-I| pwan-00

Cisco

I nt ended status: Experinmental August 28, 2025
Expires: February 27, 2026

ALVC over LPWAN: SCHC Fragnentation, Priority, and
Security

Abst ract

Thi s docunent specifies a transport profile for carrying the
Adapti ve

Layered Voi ce Codec (ALVC) over constrained Low Power W de-Area
Net wor ks (LPWANs) using Static Context Header Conpression and
fragmentation (SCHC). It defines an ALVC object nodel, fragnent
headers, priority scheduling, unequal error protection, receiver
behavi or, and a CoAP mappi ng supporting progressive playback under
regional duty-cycle limtations.
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provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may al so distribute
wor ki ng

docunents as Internet-Drafts. The list of current Internet-Drafts
is

at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a nmaxi num of six
nmont hs

and may be updated, replaced, or obsol eted by other docunents at
any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Aut hors’ Addresses

I ntroduction

LPWAN | i nks have snmall MrUs, long airtines, and strict duty

cycl es,

whi ch make continuous audi o stream ng inpractical. This profile
defines the carriage of ALVC objects over LPWAN using SCHC
fragnentation, enabling store-and-forward voice with early base-

| ayer

pl ayback and progressive refinenent. Gateways nay cache fragments
and

perform store-and-forward across backhaul 1inks with heterogeneous
reliability and del ay.

Thi s docunent is a conpanion to the Adaptive Layered Voice
Codec (ALVC) specification [ ALVC- CODEC]

Requi renment s Language

The"key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
'I'\lng(l’JLD' , "SHOULD NOT", "RECOMMENDED', "NOT RECOVMMENDED', " NAY",
?ggTICNAL" in this docunent are to be interpreted as described in
?SP[RFC2119] [ RFC8174] .

ALVC bj ect Mbddel

An ALVC Message conprises: optional Transcript, mandatory Layer-0,
and zero or nore Enhancenent |ayers. Each layer is divided into
fragnments sized to the transport payl oad. Messages may arrive out
of

order. Gateways SHOULD prioritize Layer-0 recovery before
enhancenents.

ALVC Fragment Header

Each SCHC payl oad carrying ALVC includes an inner ALVC header with
fields: MsglD, LayerlD, Sequence nunber, Total fragments, TTL,

Fl ags,

and optional CRC16. Flags include BASE, ENH, FEC present,

encrypt ed.

Priority and Schedul i ng

Priority order is Transcript (highest), then Layer-0, then
Enhancenments. Retransmi ssions SHOULD favor mi ssing Layer-0
fragments.

Senders SHOULD enit a burst of early Layer-0 fragnents to reach
pl ayabl e audi o, then interl eave enhancenents in a deficit-round-
robin

manner. Gateways MAY reorder to favor base recovery.



6.

10.

11.

12.

13.

Unequal Error Protection

Layer-0 SHOULD use stronger redundancy (for exanple, plus 20-30%
parity) using Reed-Sol onobn or fountain codes. Enhancenents MAY use
reduced FEC or none. A MC at the SCHC | evel is RECOMWWENDED. | nner
CRC16 is OPTI ONAL when OSCORE is used.

Loss Handling and Parity Slicing

CRC-only detection is not sufficient. This profile specifies
parity

slicing for Layer-0 fragments using systemati c FEC. Enhancenents
MAY

use best-effort delivery with optional |ight FEC Gateways MJST
prioritize Layer-0 recovery over Enhancenents. A header flag

i ndi cates when FEC is present.

Recei ver Behavi or and Progress Reporting

Receivers MUST permt early playback once all Layer-0 fragnents
for

the initial w ndow are received. Enhancenent fragnments MJST be
applied idenpotently. Progress MAY be reported as wei ghted
compl eti on

across | ayers. Decoders SHOULD persist partial messages across
reboots when pernmitted by policy.

CoAP and OSCORE Mappi ng

ALVC groups MAY be exposed as CoAP resources and transferred using
Bl ock- Wse over SCHC. OSCORE [ RFC8613] provides confidentiality,
integrity, and replay protection. Gateways SHOULD minim ze

met adat a

| eakage by paddi ng or batching transni ssions where feasible.

Congestion Control and Duty-Cycle

Senders MJST respect regional duty-cycle rules. Gateways MAY
throttle

enhancenent | ayers under congestion. ACK-on-Error for Layer-0 is
RECOMVENDED t o bound recovery |atency wi thout incurring per-

f ragment

acknow edgment s.

Paranmeter Sets

Exanple (informative): LoRaWAN SF10, payl oad 80 bytes. Layer-0 at
800 bps for 20 seconds requires about 25 fragments; one
enhancenent

| ayer may require about 50 fragments. Total transfer tine spreads
over one to two minutes with duty-cycle limtations.

Security Considerations

Threats include spoofing, replay, and privacy |eakage via
transcripts.

Mtigations include OSCORE, AEAD, and transcript redaction

polici es.

I mpl enent ati ons MJST zeroi ze keys on gateway reboot and SHOULD use
har dwar e- backed keyst ores.

Privacy Consi derations
Voi ce content is sensitive. Systens SHOULD apply data mi nimzation

and retention limts. Transcript-only nodes MAY be used where
voi ce



is not required.
14. | ANA Consi derati ons

Thi s docurment has no | ANA acti ons.
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