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Abstract

Delivery of network services over a Layer 3 tunnel assunes that the
appropriate setup is provisioned over |inks that connect the custoner
termi nation points and provider network. The required setup to allow
successful data exchange over these links is referred to as an
attachnent circuit (AC) while the underlying link for carrying
network services is referred to as "bearer”, in this case a Layer 3
UDP tunnel .

Thi s docunment specifies an extension for UDP tunnel as Layer 3 bearer
to the YANG service data nodel for AC
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Connectivity services provided by networks to custoners ensure the
transfer of data between termination points via a provider network.
The obj ectives of the connectivity service can be negotiated and
agreed between custonmers and network providers. To facilitate data
transfer within the provider network, it is assunmed that the
appropriate setup is provisioned over |inks that connect customer
term nation points and provider network (usually via Provider Edges
(PEs)). This is referred to as attachnent circuit (AC and the
underlying link defined in this docunment is a UDP tunnel as Layer 3
bearer. In general, a bearer can be described as a physical or

I ogical link that connects a customer node (or site) to a provider
network. [I-D.ietf-opsawg-teas-attachnent-circuit] describes further
details of bearers and 'Attachnent Circuits’-as-a-service.

[1-D.ietf-opsawg-teas-attachnent-circuit] specifies YANG data nodel s
for bearers and 'Attachment circuits’ -as-a-service ACaaS. Layer 3
UDP tunnel as bearer is not defined in the ACaaS specification and is
an extension defined in this docunent. An exanple of Layer 3 UDP
tunnel as a bearer is in 5G networks where a GIP-U (UDP) bearer is
used to transport datagrans of a nobile end-user between 3GPP user
pl ane functions. Section 2 describes the "ietf-ac-udpt" YANG nodul e
for Layer 3 UDP tunnel service. Section 3 describes the UDP tunne
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YANG data nodel. An exanple of UDP Tunnel with source port number to
identify bearers at the transport network Provider Edge (PE) is
provi ded i n Appendi x B.

2. Attachnment Circuit for UDP Tunnel

[1-D.ietf-opsawg-teas-attachnent-circuit] defines a YANG service
model for AC based on layer 2 bearers. This docunent extends the
YANG service nodel for ACin
[1-D.ietf-opsawg-teas-attachnent-circuit] to support UDP tunnels.

The "1 3-service’ and '|3-tunnel-service’ in the AC structure in
[1-D.ietf-opsawg-teas-attachnent-circuit] is used to configure the
rel evant |ayer 3 tunnel properties of a UDP tunnel AC. [Pv4 and |IPv6
properties of the UDP tunnel AC are provided in the "ip-connection”
container (Section 5.2.5.2 of
[1-D.ietf-opsawg-teas-attachnent-circuit]). The extension bel ow adds
source port nunber and range for the UDP tunnel.

The neani ngs of the synbols in the YANG tree diagramare defined in
"YANG Tree Di agrans” [RFC8340].

nmodul e: ietf-ac-udpt

augment /ac-svc:attachnent-circuits/ac-svc: ac/ ac-svc:ip-connection
/ac-svc: | 3-servicelac-svc: | 3-tunnel -service
/ac-svc: | 3-tunnel -servi ce:

+--rw (udp-port)?
+--:(port-range-or-operator)
+--rw source-port-range-or-operator
+--rw (port-range-or-operator)?
+--:(range)

| +--rw | ower-port i net: port-nunber
| +--rw upper-port i net: port-nunber
+--:(operator)

+--rw operator? oper at or

+--rw port i net: port-nunber

Fi gure 1: UDP Tunnel Yang Mdul e
| 3-tunnel -service' in Section 5.2.5.2 of

[I-D.ietf-opsawg-teas-attachment-circuit] is extended in this
docunent to specify UDP source port nunber or a range port nunbers.
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Al so, this docunment defines a newidentity (called 'udp’) based on
the base identity 'I3-tunnel-type’ defined in Section 4.2 of
[1-D.ietf-opsawg-teas-comon-ac].

3. ietf-ac-udp-tunnel YANG Modul e

The "ietf-ac-udp-tunnel"” nodul e uses types and groupi ngs defined in
[1-D.ietf-opsawg-teas-comon-ac],
[I-D.ietf-opsawg-teas-attachnent-circuit], and [ RFC8519].

<CODE BEG NS> file "ietf-ac-udp-tunnel @025-09-18. yang"
nmodul e ietf-ac-udp-tunnel {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-ac-udp-tunnel"”;
prefix ac-udpt;

i mport ietf-ac-common {
prefix ac-common;
ref erence
"RFC 9833: A Common YANG Data Model for Attachnent Circuits”;
}
import ietf-ac-svc {
prefix ac-svc;
ref erence
"RFC 9834: YANG Data Mddels for Bearers and ’'Attachnent
Crcuits’ -as-a-Service (ACaaS)"
}
import ietf-packet-fields {
prefix packet-fields;
ref erence
"RFC 8519: YANG Data Mddel for Network Access
Control Lists (ACLs), Section 4.2";

}

organi zati on
"I ETF DWM (Di stributed Mbility Managenent)";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ dmm >
W5 List: <mailto:dnm@etf.org>

Aut hor : John Kai ppal I'inalil
<mai |l to:j ohn. kai ppal I i mal i | @ ut urewei . com";
description
"Thi s YANG nodul e defines a YANG nodel for augnenting
the ACaaS service nodel with UDP Encapsul ati on as
Layer 3 tunnel service.

Copyright (c) 2025 | ETF Trust and the persons identified as
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authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. org/ assi gnnent s/ yang- par anet ers).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revisi on 2025-09-18 {
description
"Initial revision.";
reference
"RFC XXXX: A YANG Data Model for Attachment Circuit
as a Service with UDP Tunnel Support”;

}

identity udp {
base ac-common: | 3-tunnel -type;
description
"UDP Encapsul ation.";
ref erence
"RFC 8085: UDP Usage Cuidelines, Section 3.1.11";
}

augnment "/ac-svc:attachment-circuits/ac-svc: ac”
+ "/ac-svc:ip-connection/ac-svc:| 3-service"
+ "/ac-svc: | 3-tunnel -servicel/ac-svc: | 3-tunnel -service" {
when "derived-fromor-self(./type, 'ac-udpt:udp')" {
description
"Only applicable if |3 service type is UDP encapsul ation.";
}

description
"Augnents Layer 3 AC service with required data nodes for
UDP encapsul ati on support.";
choi ce udp-port {
description
"Choi ce of specifying the source port nunber or referring
to a group of port nunbers.";
cont ai ner source-port-range-or-operator {
description
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"Indi cates a set of source ports nunbers.";
uses packet-fields: port-range-or-operator;

}
<CCDE ENDS>

Figure 2: UDP Tunnel YANG Mdul e
Note to RFC Editor:

Repl ace "RFC XXXX" with the RFC nunber to be assigned to this
docunent .

Acknowl edgenent s
Thanks to Mohaned Boucadair for the review and comments.
Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].

The "ietf-ac-udp-tunnel” YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These YANG based
managenment protocols (1) have to use a secure transport |ayer (e.qg.
SSH [ RFC4252], TLS [RFCB446], and QUI C [ RFC9000]) and (2) have to use
mut ual aut henti cati on.

Servers MJST verify that requesting clients are entitled to access
and mani pul ate a given bearer or AC. For exanple, a given custoner
must not have access to bearers (attachment circuits) of other
custoners. The Network Configuration Access Control Mdel (NACM

[ RFC8341] provides the means to restrict access for particular
NETCONF or RESTCONF users to a preconfigured subset of all available
NETCONF or RESTCONF protocol operations and content.

The data nodes in the YANG nodel in this docunent inherits from
[1-D.ietf-opsawg-teas-attachnent-circuit], and the security
constraints to the data structures there apply. Data nodes defined
in the ietf-ac-udp-tunnel YANG nodule are witable/creatable/
deletable (i.e., config true, which is the default). These data
nodes may be considered sensitive or vulnerable in some network
environments. Wite operations (e.g., edit-config) and del ete
operations to these data nodes w thout proper protection or

aut henti cation can have a negative effect on network operations. The
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7.

7.

"udp-port’ information nmay be used to track a custoner of the slice
service and may be considered a violation of the customer-provider
trust rel ationship.

| ANA Consi der ati ons

I ANA is requested to register the following URI in the
subregistry within the "I ETF XM_. Regi stry" [ RFC3688]:

ns

URI: urn:ietf:parans:xnm:ns:yang:ietf-ac-udp-tunnel
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanespace.
IANA is requested to register the following YANG nodul e in the "YANG
Modul e Nanes" subregistry [ RFC6020] within the "YANG paraneters"”
registry.
Nane: ietf-ac-udp-tunnel
Mai nt ai ned by | ANA? N
Nanmespace: urn:ietf:parans: xm :ns:yang:ietf-ac-udp-tunnel
Prefix: ac-udp-tunnel
Ref erence: RFC XXXX
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Appendi x B. Exanpl e

This exanple is adapted from Appendi x A 7 of
[1-D.ietf-opsawg-teas-attachnent-circuit] where details of the
topol ogy and service are described. Figure 3 describes the end-to-
end network topology as well as orchestration scope:

* The topology is nade up of two sites ("sitel" and "site2"),
interconnected via a Transport Network (e.g., |P/MPLS network).
An SF is deployed within each site in a dedicated |IP subnet.

* A 5G Service Managenent and Orchestration (SMO) is responsible for
the depl oyment of SFs and the indirect nmanagenent of a | ocal
Gateway (i.e., CE).

* An | ETF Network Slice Controller (NSC) [RFC9543] is responsible
for the deploynment of |IETF Network Slices across the Transport

Net wor K.
5G SMO | ETF NSC 5G SMO
| (TN Orchestrator) |
I I I
<----- R S > Cemmmmem-- S > emme o= >
Sitel Transport Network Site2
I I
| |
| SFl+----cmmmmmmaaa - +PEL| | PE2+----cmmmmmma - | SF2|
|Ga| A I I I | " |eel  t---
1 __ | 1_+_1 1_+_1 | 1 __
| ! ! |
IREEEETEEERTPEE |
I I
I I
UDP Tunnel Bearer: UDP Tunnel Bearer:
bearer X&i t el bear er X&i t e2

Figure 3: An exanple of a Network Topology to Deploy Slices with
UDP Tunnel Bearer

Figure 4 describes the |ogical connectivity enforced with | ETF

Net work slice and ACaaS nodels with UDP tunnel bearer identified by
the UDP source port nunber.
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AS 65536 <----BGP--> AS 65550

| SF1| 192.0.2.0/30 | | 192.0. 2. 4/ 30 | SF2]
e —— —— e
| | .1 -2 | | |.6 - 5] | |
e FOM - mm e - +PE1| | PE24----mmmmmn- +ON+- - - - - +- -
| | udp-src-prt| | | | udp-src-prt| |
5678 -+ ‘el 7890 ---
198. 51. 100. 0/ 24 | | 203. 0. 113. 0/ 24
sdpl sdp2
Qoo > Commmmmmm - > e >

Attachnent Network Slice Attachnent

* "acl" properties:

- bearer-reference: bearerX@itel

- udp-src-prt: 5678

- CE address (SF1): 198.51.100.0/24

- PE address: 192.0.2.2/30

- Routing: static 198.51.100.0/24 via
192.0.2.1 tag primary_UP_slice

* "ac2" properties:

- bearer-reference: bearerY@®ite2

- udp-src-prt: 7890

- CE address (SF2): 203.0.113.0/24

- PE address: 192.0.2.6/30

- Routing: BGP | ocal -as: 65536 (Provider ASN)
peer-as: 65550 (customer ASN)
renot e- address: 192.0.2.5 (Custoner address)

Figure 4: Logical Overview
Figure 5 is an adaptation of A 7, Figure 41 in

[1-D.ietf-opsawg-teas-attachnent-circuit] with a UDP Tunnel bearer
identified by the source port nunber.

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

{
"ietf-ac-svc:attachnent-circuits": {
"ac": [
{
"name": "acl",
"description": "Connection to sitel on vlan 100",
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"requested-start”: "2023-12-12T05: 00: 00. 002",
"l 2-connection": {

"bearer-reference": "bearer X@itel"
} 1

"i p-connection": {
"ipvd": {
"address-al |l ocation-type": "ietf-ac-common:static-\
addr ess"

}

3-service" {
"l 3-tunnel -service": "ietf-ac-udpt: udp"

}

outing-protocol s": {
"routing-protocol ": [

}

idto "1t

"type": "ietf-vpn-common:static-routing",

"static": {

"cascaded-1 an-prefixes": {
"ipv4-lan-prefix": [
{

"lan": "198.51.100. 0/ 24",
"next - hop": "192.0.2.1",
"lan-tag": "primary_UP_slice"

"nanme": "ac2",

"description": "Connection to site2 on vlan 200",
"requested-start”: "2023-12-12T05: 00: 00. 002",

"l 2-connection": {

"bearer-reference": "bearerY@ite2"
} i)
"i p-connection": {
"ipvd": {
"address-all ocation-type": "ietf-ac-conmon:static-\
addr ess”

}

3-service" {
"l 3-tunnel -service": "ietf-ac-udpt:udp"
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}

outi ng-protocol s": {
"routing-protocol": [

}

idUoo "1,
"type": "ietf-vpn-conmmon: bgp-routing”,
"bgp”: {

"nei ghbor": [

idto "1t
"peer-as": 65550

Cct ober 2025

Figure 5: Message Body of a Request to Create AC with UDP Tunnel

Figure 6 is an adaptation of A 7, Figure 42 in

[1-D.ietf-opsawg-teas-attachnent-circuit] that shows the nessage body
of that response to a GET request received fromthe controller

{
"ietf-ac-svc:attachnent-circuits": {
"ac": [
{
"name": "acl",
"description": "Connection to sitel on vlan 100",
"actual -start": "2023-12-12T05: 00: 00. 00Z",
"l 2-connection": {
"bearer-reference": "bearer X@&itel"
}
"i p-connection": {
"ipvd": {
"l ocal -address": "192.0.2.2",
"prefix-length": 30,
"address": |
"address-id": "1",
Kaippallimalil, et al. Expires 9 April 2026
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"cust oner - address": "192.0.2.1"

}
]

3-service" {
"l 3-tunnel -service": "ietf-udpt:udp",
"ietf-ac-udpt:source-port-range-or-operator" {
"port": 5678
}

}

}
}

outing-protocol s": {
"routing-protocol ": [

}

“idto "1t
"type": "ietf-vpn-common:static-routing”,
"static": {
"cascaded-1 an-prefixes": {
"ipva-lan-prefix": [

"lan": "198.51.100. 0/ 24",
"next - hop": "192.0.2.1",
"lan-tag": "primary_UP_slice"

"nane": "ac2",
"description": "Connection to site2 on vlan 200",
"actual -start": "2023-12-12T05: 00: 00. 002",
"l 2-connection": {
"bearer-reference": "bearer Y&Bite2"
b,

"i p-connection": {
"ipvd": {
"l ocal -address": "192.0.2.6",
"prefix-length": 30,
"address": |

"address-id": "1",
"custoner-address": "192.0.2.5"

}

Kaippallimalil, et al. Expires 9 April 2026 [ Page 14]



Internet-Draft A YANG Data Mdel for Attachment Circuit Cct ober 2025

]

}
"l 3-service" {
"l 3-tunnel -service": "ietf-udpt:udp",
"ietf-ac-udpt:source-port-range-or-operator" {
"port": 7890
}
}
}
1
"routing-protocols": {
"routing-protocol": [
idto "1t
"type": "ietf-vpn-comon: bgp-routing”,
"bgp": {
"nei ghbor": [
idt o"1v,
"peer-as": 65550,
"l ocal -as": 65536
}
]
}
}
]
}

Figure 6: Exanple of a Message Body of a Response Indicating
Creation of the ACs

Figure 7 is derived fromA 7, Figure 43 in
[1-D.ietf-opsawg-teas-attachnent-circuit]. Figure 7 shows the
message body of the request to create a Slice Service bound to the
ACs created using Figure 5. Only references to these ACs are
included in the Slice Service request.
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{
"ietf-network-slice-service:network-slice-services": {
"slo-sle-tenplates”: {
"slo-sle-tenplate": |
"id": "lowlatency-tenplate",
"description": "Lowest |atency forwarding behavior”
}
]
},
"slice-service": |
{
"id": "Slice URLLC UP",
"description": "Dedicated TN Slice for URLLC UP",
"slo-sle-tenplate": "lowlatency-tenplate”,
"status": {},
"sdps": {
"sdp": [
{
"id": "sdpl",
"ac-svc-name": |
"acl"
]
H
{
"id": "sdp2",
"ac-svc-name": |
"ac2"
]
}
]
}
}
]
}
}

Figure 7: Exanple of a Message Body of a Response Indicating
Creation of the ACs
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