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Abst ract

Delivery of network services over a Layer 3 tunnel bearer assunes
that the appropriate setup is provisioned over |links that connect the
custoner termnation points and provider network. The setup needed
to all ow successful data exchange over these links is referred to as
an attachment circuit (AC) while the underlying link for carrying
network services is referred to as "bearer”, in this case a Layer 3
UDP tunnel .

Thi s docunent specifies an extension for UDP tunnel as Layer 3 bearer
to the YANG service data nodel for AC defined in
[1-D.ietf-opsawg-teas-attachment-circuit].

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 13 March 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Connectivity services provided by networks to custoners ensure the
transfer of data between termination points in the network. The

obj ectives of the connectivity service can be negotiated and agreed
bet ween customer and network provider. To facilitate data transfer
within the provider network, it is assumed that the appropriate setup
i s provisioned over |inks that connect customer termination points
and provider network (usually via Provider Edges (PEs)). This is
referred to as attachment circuit (AC) and the underlying |ink
defined in this docunment is a UDP tunnel as Layer 3 bearer. 1In
general, a bearer can be described as a physical or logical |ink that
connects a custonmer node (or site) to a provider network.
[1-D.ietf-opsawg-teas-attachnent-circuit] describes further details
of bearers and 'Attachnent Crcuits’-as-a-service.

[1-D.ietf-opsawg-teas-attachnent-circuit] describes YANG data nodel s
for bearers and 'Attachnment circuits’ -as-a-service ACaaS). Layer 3
UDP tunnel as bearer is not defined there and is an extension defined
in this docunent. Section 2 describes the data nodul e ietf-ac-udpt
for Layer 3 UDP tunnel service. Section 3 describes the UDP tunne
YANG nodel
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2. Attachnment Circuit for UDP Tunne

[1-D.ietf-opsang-teas-attachnent-circuit] defines YANG servi ce node
for ACto an | ETF slice [ RFC9543] based on | ayer 2 bearers. This
docunment extends the YANG service nodel for ACin
[1-D.ietf-opsawg-teas-attachnent-circuit] to support UDP tunnels.

The 1 3-service’ and '| 3-tunnel -service’ in the AC structure in
[I-D.ietf-opsawg-teas-attachnent-circuit] is used to configure the
rel evant |ayer 3 tunnel properties of a UDP tunnel AC. [Pv4 and |IPv6
properties of the UDP tunnel AC are provided in "ip-connection" and

t he extension bel ow adds source port nunber and range for the UDP

t unnel

nmodul e: ietf-ac-udpt

augnment /ac-svc:attachnent-circuits/ac-svc: ac/ac-svc:ip-connection
[ac-svc: | 3-servicel/ac-svc: | 3-tunnel -service
[/ ac-svc: | 3-tunnel -servi ce:

+--rw (udp-port)?
+--:(port-range-or-operator)
+--rw sour ce-port-range-or-operator
+--rw (port-range-or-operator)?
+--:(range)

| +--rw | ower-port i net: port-nunber
| +--rw upper-port i net: port-nunber
+--:(operator)

+--rw operator? oper at or

+--rw port i net: port-nunber

Figure 1: UDP Tunnel Yang Modul e

"l 3-tunnel -service' in [I-D.ietf-opsawg-teas-attachnent-circuit] is
extended in this document to carry UDP source port nunber/range

3. ietf-ac-udp-tunnel YANG Mdul e

The "ietf-ac-udp-tunnel” nodul e uses definitions in
[I-D.ietf-opsawg-teas-attachnment-circuit] and [ RFC8519].
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nmodul e ietf-ac-udp-tunnel {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-ac-udp-tunnel"”;
prefix ac-udpt;

i mport ietf-ac-common {
prefix ac-comon;
reference
"RFC SSSS: YANG Data Mbdels for Bearers and ' Attachment
Circuits' -as-a-Service (ACaaS)"
}
i mport ietf-ac-svc {
prefix ac-svc;
reference
"RFC SSSS: YANG Data Mbdels for Bearers and ' Attachment
Circuits' -as-a-Service (ACaaS)"
}
import ietf-packet-fields {
prefix packet-fields;
reference
"RFC 8519: YANG Data Mdydel for Network Access
Control Lists (ACLs), Section 4.2";

}

organi zati on
"I ETF DWM (Di stributed Mbility Managenent)";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ dnmm >
WG List: <mailto:dnm@etf.org>

Aut hor : John Kai ppal l'i mal il
<mai | t 0: j ohn. kai ppal | i mal i | @ ut urewei . com";
description
"Thi s YANG nodul e defines a YANG nodel for augnmenting the ACaaS
service nodel with UDP Encapsul ati on as Layer 3 tunnel service.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";
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revision 2023-11-13 {
description
"Initial revision.";
ref erence
"RFC XXXX: UDP Attachnent Circuit as a Service";
}

identity udp {
base ac-common: | 3-tunnel -type;
description
"UDP Encapsul ation.";
ref erence
"RFC 8085: UDP Usage Cuidelines, Section 3.1.11";
}

augnment "/ac-svc:attachnment-circuits/ac-svc: ac"
+ "/ac-svc:ip-connection/ac-svc:| 3-service"
+ "/ac-svc: | 3-tunnel -servicel/ac-svc: | 3-tunnel -service" {
when "derived-fromor-self(./type, 'ac-udpt:udp')" {
description
"Only applicable if |3 service type is UDP encapsualtion.”;

}
description
"Augnments Layer 3 AC service with required data nodes for
UDP encapsul ati on support."”;
choi ce udp-port {
description
"Choi ce of specifying the source port nunber or referring
to a group of port nunbers.";
cont ai ner source-port-range-or-operator {
description
"Indicates a set of source ports nunbers.";
uses packet-fields: port-range-or-operator;

Figure 2: UDP Tunnel YANG Modul e

Note to RFC Editor:

Repl ace "RFC XXXX'" with the RFC nunber to be assigned to this
docunent .

Repl ace "RFC SSSS" with the RFC nunber to be assigned to
[1-D.ietf-opsawg-teas-attachnment-circuit].
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4.
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Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].

The "ietf-ac-udp-tunnel” YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446] or
QUI C [ RFC9000] and have to use mutual authentication

Servers MJST verify that requesting clients are entitled to access
and mani pul ate a given bearer or AC. For exanple, a given customer
must not have access to bearers (attachment circuits) of other
custonmers. The Network Configuration Access Control Mdel (NACM

[ RFC8341] provides the neans to restrict access for particul ar
NETCONF or RESTCONF users to a preconfigured subset of all available
NETCONF or RESTCONF protocol operations and content.

The data nodes in the YANG nodel in this docunent inherits from
[I-D.ietf-opsawg-teas-attachnent-circuit], and the security
constraints to the data structures there apply. Data nodes defined
in the ietf-ac-udp-tunnel YANG nodule are witable/creatable/

del etable (i.e., config true, which is the default). These data
nodes may be considered sensitive or vulnerable in some network
environments. Wite operations (e.g., edit-config) and del ete
operations to these data nodes w thout proper protection or

aut henti cation can have a negative effect on network operations. The
"udp-port’ information may be used to track a custoner of the slice
service and may be considered a violation of the customner-provider
trust relationship.

| ANA Consi der ati ons

IANA is requested to register the following URI in the
subregistry within the "I ETF XM. Regi stry" [ RFC3688]:

ns

URI: urn:ietf:paranms:xm:ns:yang:ietf-ac-udp-tunne
Regi strant Contact: The |ESG

XM.: N A; the requested URI is an XM. nanespace.
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I ANA is requested to register the following YANG nodul e in the "YANG
Modul e Nanmes" subregistry [ RFC6020] within the "YANG paraneters”
registry.

Nane: ietf-ac-udp-tunnel
Mai nt ai ned by | ANA? N
Nanespace: urn:ietf:paramnms:xm :ns:yang:ietf-ac-udp-tunnel
Prefix: ac-udp-tunnel
Ref erence: RFC XXXX
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Appendi x A.  Abbreviations
AC Attachment Gircuit
PE Provi der Edge
UDP  User Datagram Protocol
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