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Abst r act

SR Policy Architecture [ RFC9256] defines the concept of a Conposite
Candi date Path. A regular SR Policy Candidate Path outputs traffic
to a set of Segment Lists, while an SR Policy Conposite Candi date
Path outputs traffic recursively to a set of SR Policies on the same
headend. This docunment defines extensions to BGP to distribute SR
policies carrying conposite candidate path information. So that
conposite candidate paths can be installed when the SR policy is
appl i ed.
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1. Introduction

Segment routing (SR) [RFC8402] is a source routing paradigmthat
explicitly indicates the forwarding path for packets at the ingress
node. The ingress node steers packets into a specific path
according to the Segment Routing Policy (SR Policy) as defined in

[ RFC9256]. In order to distribute SR policies to the headend,

[ RFC9830] specifies a mechani sm by using BGP

SR Policy Architecture [ RFC9256] defines the concept of a Conposite
Candi date Path. A regular SR Policy Candidate Path outputs traffic
to a set of Segnment Lists, while an SR Policy Conposite Candi date
Path outputs traffic recursively to a set of SR Policies on the same
headend.

An SR Policy is associated with one or nore candidate paths. A
conposite candidate path acts as a container for grouping of SR
Policies. As described in section 2.2 in [RFC9256], the conposite
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candi date path construct enabl es conbinati on of SR Policies, for a
| oad- bal anced steering of packet flows over its constituent SR
Pol i ci es.

Conposite Candi date Paths can be distributed via the Path
Conput ati on El enent Communi cation Protocol (PCEP), as described in
section 3.6 of [I-D. draft-ietf-pce-nultipath].

Thi s docunent defines extensions to Border Gateway Protocol (BGP) to
distribute SR policies carrying conposite candi date path
information. The SR policy in the conposite path can be distributed
by BGP as described in [ RFC9830], by PCEP as described in [RFC
9862], or through static configuration. This docunent does not alter
the existing deploynment methods for SR policies; it only extends BGP
to support the distribution of conposite candi date paths based on

[ RFC9830] .

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Constituent SR Policy Attributes in SR Policy

As defined in section 2.2 of [RFC9830], the SR policy encoding
structure is as follows:

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy
Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Name
Pol i cy Candi date Path Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Segnent
Segnent

Fi gure i;.SR Pol i cy Encodi ng
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As described in section 2.2 in [ RFC9256], the endpoints of the
constituent SR Policies and the parent SR Policy MJST be identical,
and the colors of each of the constituent SR Policies and the parent
SR Policy MIST be different. Therefore a constituent SR Policy is
referenced only by color in the conposite candidate path since its
headend and endpoint are identical to the parent SR policy.

SR policy with conposite candidate path information is expressed as
bel ow.

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encaps Attribute (23)
Tunnel Type: SR Policy
Bi nding SID
SRv6 Bi nding SID
Pref erence
Priority
Pol i cy Name
Pol i cy Candi date Path Name
Explicit NULL Label Policy (ENLP)
Segnent Li st
Wi ght
Segnent
Segnent

Constituent SR Policy
Col or
Wi ght
Fowar di ng d ass

Figure 2: SR policy.ﬁith composi te candi date path Encodi ng

SR Policy Architecture [ RFC9256] defines the concept of a Conposite
Candi date Path. A regular SR Policy Candidate Path outputs traffic
to a set of Segnment Lists, while an SR Policy Conposite Candi date
Path outputs traffic recursively to a set of SR Policies on the same
headend.

2.1. Constituent SR Policy Sub-TLV

The Constituent SR Policy sub-TLV is an optional sub-TLV of BGP
Tunnel Encapsul ation Attribute, and MAY appear nmultiple times in the
SR Policy encoding. The ordering of Constituent SR Policy sub-TLVs
does not matter. The Constituent SR Policy sub-TLV MAY contain a
Wei ght sub- TLV.
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The Constituent SR Policy sub-TLV and the Segnent List sub-TLV MJST
NOT appear in the sane candi date path.

The Constituent SR Policy sub-TLV has the follow ng fornmat:
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-II-OI\)

3

6 789012345678901
e B in T S S

| RESERVED |
i S s i i S S S
" Col or |
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Figure 3: Constituent SR Policy sub-TLV format
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wher e:
* Type: to be assigned by | ANA

* Length: The total length (not including the Type and Length
fields) of the sub-TLVs encoded within the Constituent SR
Policy sub-TLV in terns of octets.

* RESERVED: 1 octet of reserved bits. This field MIST be set to
Zero on transm ssion and MJUST be ignored on receipt.

* Color: 4 octets that carry an unsigned non-zero integer val ue
i ndicating the Color of the Constituent SR Policy. As
described in section 2.2 in [RFC9256], the endpoints of the
constituent SR Policies and the parent SR Policy MJST be
identical, thus different constituent SR Policies can be
di stingui shed by Col or.

* Weight: 4 octets carrying an unsigned integer val ue indicating
the wei ght associated with a segnent |ist as described in
Section 2.11 of [RFC9256]. A weight value of zero is
i nvalid.

* sub-TLVs currently defined: An optional single Per-Flow
Forwar di ng C ass sub-TLV which is defined in section 2.2 on
this document. The other Sub-TLVs in Constituent SR Policy Sub-
TLV are out of scope of this docunent.
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2.2. Per-Flow Forwardi ng d ass Sub-TLV

Per - Fl ow Forwardi ng Path builds on top of the concept of the
Conposite Candi date Path. Each Path in a Per-Fl ow Forwardi ng Path
is assigned a 3-bit Forward Class (FC) val ue, which allows QS
classified traffic to be steered depending on the FC. The Per-Fl ow
FC sub-TLV is an optional sub-TLV of the Constituent SR Policy TLV.

The Per-flow FC sub-TLV is OPTIONAL and it MJST NOT appear nore than
once inside the Constituent SR Policy sub-TLV.

The Per-flow FC sub-TLV has the followi ng fornmat:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | FI ags | RESERVED- 1 |
i i i T i I S i e s o o i i
| RESERVED- 2 | FC |
R et e s i o e s i i

Figure 4 Per-Fl ow FC Sub- TLV

wher e:
* Type: to be assigned by | ANA

* Length: Specifies the length of the value field (not including
Type and Length fields) in terns of octets. The value MJST be
6

* Flags: 1 octet of flags. No flags are defined in this
docunent. The Flags field MIST be set to zero on transm ssion
and MUST be ignored on receipt.

* RESERVED-1: 1 octet of reserved bits. This field MIST be set
to zero on transm ssion and MJST be ignored on receipt.

* Reserved-2(29 bits): This field MIST be set to zero on
transm ssi on and MJST be ignored on receipt.

* FC (3 bits): Forward class value that is given by the QS
classifier to traffic entering the given Candi date Path.
Different classes of traffic that enter the given Candi date
Path can be differentially steered into different Col ors.
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3.

Pr ocedur es

The document does not bring new operation beyond the description of
operations defined in [ RFC9830]. The existing operations defined in
[ RFC9830] can apply to this docunent directly.

Typically but not limt to, the SR policies carrying conposite
candi date path information are configured by a controller

After configuration, the SR policies carrying path conposite
candidate path information will be advertised by BGP update
nessages.

The operation of advertisenent is the sane as defined in [ RFC9830],
as well as the reception.

Note the differences anong several color TLVs. The Tunnel Egress
Endpoi nt and Col or sub-TLVs of the Tunnel Encapsul ation Attribute,
as defined in [ RFC9012], are not utilized for SR Policy encodings;
see nore details in Section 2.3 of [RFC9830].

The Col or Extended Community (as defined in [RFCO012]) is used to
steer traffic into an SR Policy, as described in Section 8.8 of
[ RFC9256] and Section 3 of [RFC9830].

The col or of the Constituent SR Policy is identified by its col or,
as described in Section 2.1

Error Handl i ng

The error handling of the BGP Update nessages for BGP SR Policy SAFI
with the extensions defined in this docunment foll ows the procedures
in section 5 of [RFC9830].

The validation of the TLVs/sub-TLVs introduced in this document and
defined in their respective subsections of Section 2 MJST be
performed to deternmine if they are mal forned or invalid.

The Constituent SR Policy sub-TLV and the Segnent List sub-TLV MJUST
NOT appear in the same candidate path. If Constituent SR Policy sub-
TLV does not match the above description, or its format is

consi dered mal forned, the associated BG SR Policy NLRI is

consi dered mal formed and the "treat-as-w thdraw' strategy of

[ RFC7606] MJUST be appli ed.

The Per-flow FC sub-TLV is optional and MJUST NOT appear nore than
once for one Constituent SR Policy sub-TLV. The Per-flow FC sub-TLV
is considered malformed if its format does not match the above
description. |If the Per-flow FC sub-TLV appears nore than once, or
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its format is considered nal forned, the associated BGP SR Policy
NLRI is considered malformed and the "treat-as-w thdraw' strategy of
[ RFC7606] MUST be appli ed.

5. Security Considerations

The security considerations of BGP [ RFC4271] and BGP SR policy
[ RFC9830] apply to this docunent.

Thi s docunent defines BGP extensions for distributing SR policies
that carry conposite candidate path information. These functions
extend the risks associated with SR Policy into the dynam c realm
M sconfiguration or errors in configuring an SR Policy Conposite
Candi date Path nmay | ead to packets being forwarded al ong unintended
paths for the affected routes.

6. | ANA Consi derations
Thi s docunent defines a sub-TLV in the "BGP Tunnel Encapsul ation

Attribute Sub-TLVsS" registry under the "Border Gateway Protoco
(BGP) Tunnel Encapsul ation" registry group.

[ bl e s el sy o}
| Value | Description | Reference |
| TBA | Constituent SR Policy Sub-TLV | This docunent |
N o e e e e e e e meme oo o m e e e oo - +

Thi s docunent creates a new registry called "Constituent SR Policy
sub- TLV" under the "Border Gateway Protocol (BGP) Tunne
Encapsul ati on" registry group

[ ettty e ————————————————————————— s U
| Value | Description | Reference |
[ bl sty ey o
| TBA | Per-Flow FC Sub-TLV | This docunent

S o m e e e e e e aaa oo oo +
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Appendi x A. Cross-WG I nformati on

Thi s section describes cross-working group information for use
during the I ETF review process. This section will be renoved by the
RFC editor prior to publication.

A1 Spring WG

Section 2.2 of [RFC9256] defines the concept of a Conposite

Candi date Path. Section 2.13 of [RFC9256] illustrates an information
nmodel for hierarchical relationships between the SR Policy
constructs.

A Parent SR Policy is the conposite candidate path that acts as a
contai ner for grouping SR Policies which nmeet different service
optim zation objectives and constraints and have the sane
destination endpoint. [I-D. draft-ietf-spring-sr-policy-group]
defines illustrates sone use cases for parent SR Policy and SR
Policy Goup to sinplify depl oynent and provi de best practice cases
for operators.

A. 2 PCE WG

Conposite Candi date Paths can be distributed via the Path
Conput ati on El enent Communi cation Protocol (PCEP), as described in
section 3.6 of [I-D.draft-ietf-pce-nultipath].

A. 3 SRv6ops

[ RFC9857] describes a nmechanismto collect the SR policy information
that is locally available in a node and advertise it into BGP-LS
updates. [I-D.draft-1i-idr-bgpls-sr-policy-conposite-path] extends
it to provide some extra information to carry conposite candi date
path information in the BGP-LS adverti senent.
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