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Abstract

The Bidirectional Forwarding Detection (BFD) is a fault detection
protocol designed to rapidly identify comunication failure between
two forwardi ng engi nes. This docunent suggests utilizing BFD Echo
when the | ocal system supports BFD, but the neighboring system does
not. BFD Control packets and their processing procedures can be
executed over the BFD Echo port, where the nei ghboring systemsolely
| oops packets back to the | ocal system

Thi s docunent serves as an update to RFC 5880 and draft-ietf-bfd-
unaf fili ate-echo- 10.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 23, 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Sinplified BSD License.
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1. Introduction

The continuous advancenent of network technol ogy has led to

wi despread adoption of tunneling techni ques such as GRE, VxXLAN, and
SR-Policy for secure data transm ssion and precise traffic
managenent . These tunneling nethods encapsul ate the data to be
transmtted as the tunnel payload and envelop it with a tunne
header specifying the destination. Upon reaching the tunnel’s
destination, the original nmessage is extracted fromthe
encapsul ati on for further processing.

Wth the increasing use of tunneling technology, it is critical for
network devices to rapidly identify comrunication faults within

mul ti-hop tunnels and take appropriate nmeasures to rectify these
faults to ensure service continuity. Upon detecting tunnel faults,
one may choose to utilize the tunnel’s backup path, select an
alternative tunnel, or transition to a traditional IP path for
transm ssi on.

For exanple, in the context of utilizing SRv6-Policy for traffic
steering, it is crucial for swift recognition of SRv6-Policy tunne
mal functions and pronpt failover to a backup path or SRv6-BE. BFD

[ RFC5880] serves as a | ow overhead, short-duration nethod to detect
faults on the comunication path between adjacent forwarding

engi nes, offering Asynchronous and Demand nodes to accommodat e
various depl oynent scenari os. BFD al so supports an Echo function to
reduce device requirements. Activation of the Echo function involves
the | ocal system sending BFD Echo packets, which are | ooped back by
the renote systemthrough the forwarding path. If nultiple
consecutive BFD Echo packets are not received, the BFD session is
decl ared to be Down.

[draft-ietf-bfd-unaffiliated-echo] outlines the detail ed process of
utilizing echo-BFD for fault detection in single-hop scenarios. This
docunent delves into the use of BFD for detecting faults at both
ends of the tunnel, specifically focusing on nulti-hop path fault
det ecti on.

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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2. Overview

The advancenent of network technol ogy has enabled the effective use
of tunneling techniques such as GRE, VXLAN, and SR-Policy, providing
secure data transnission and precise control over traffic. These
techni ques invol ve encapsul ating the data within a tunnel payl oad
and addi ng a tunnel header that specifies the tunnel’s destination
The original message is then transmitted to the tunnel’s destination
as the payl oad. Upon reaching the destination, the tunne

encapsul ation is renoved, allowi ng the original nessage to be
processed further.

Device A Device B

BFD Enabl ed BFD packets | ooped
e + Unaffiliated BFD Echo session e +

| A | ---mmmmmm e | B I

| R SEEEREEE R EEEEEEEEEE | |

Fome e + Tunnel R +

BFD i s support ed. BFD i s not support ed.

Figure 1: Unaffiliated BFD Echo di agram

As shown in Figure 1, device A supports BFD, while device B does
not. Device A sends Unaffiliated BFD Echo packets through the
tunnel, and upon receiving these packets, device B, which is
mul ti ple hops away fromthe BFD peer, inmedi ately | oops them back
through the tunnel. This process enables device Ato swiftly detect
tunnel connectivity issues. It's inportant to note that device B
does not intercept or parse any BFD protocol field within the
received Unaffiliated BFD Echo packet.

In the context of tunnel forwarding, as the original packet is
encapsul ated within a tunnel for transmission, the outer TTL val ue
of the encapsul ated packet is decrenented by 1 at each hop as it
traverses multiple internediate points. Wen the tunne

encapsul ation is removed at the tunnel endpoint to restore the
ori gi nal packet, the TTL value fromthe outer tunnel encapsulation
is copied back into the TTL field of the original packet header

In the scenario where the tunnel destination device perforns

| oopback with BFD packets, the original packet is re-encapsul ated
based on the I ocal forwarding path and then sent back to the tunne
source device through the tunnel. Al Unaffiliated BFD Echo packets
for the session nust be sent with a Time to Live (TTL) or Hop Limt
val ue of 255.
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Regardi ng the nodification to the requirements outlined in [draft-
ietf-bfd-unaffiliated-echo], when receiving echo BFD packets with
TTL or Hop Limt values other than 254, the original docunent
required themto be dropped. The nodified requirenment states that no
such check is performed, and the packets are processed nornally as
long as the TTL value is not decrenented to 0, while it is also
recomrended to performthe check based on the typical nmaxi mum nunber
of hops in the tunnel scenario.

Overall, the Unaffiliated BFD Echo packet reuses the format of the
BFD Control packet defined in [RFC5880], with the specified fields
popul ated as descri bed. These include paraneters such as My

Di scrimnator, Your Discrimnator, Desired Mn TX Interval, Required
Mn RX Interval, Required Mn Echo RX Interval, and Detect Milt,
each set according to the guidelines provided.

3. Procedure

+----- B------- C---- +
/ \
A D
\ /
R E--------- +

Figure 2: Multiple Hop BFD Echo Exanpl e

Based on the provided information, the process of using BFD Echo
packets for tunnel detection involves the initiation of BFD Echo
packets from device A and their transmission through a tunnel to the
endpoi nt device D. Device D then | oops the BFD Echo packets back to
device A, resulting in detection of the tunnel’s availability for
normal packet transm ssion. If no | ooped back BFD Echo packets are
received within nmultiple intervals, tunnel fault status is reported
to the upper-|layer protocol for appropriate action

The uncertainty of the transnission path can make it difficult to
check the TTL val ues of | ooped-back packets. Consequently, the check
on the TTL value of 254 as nentioned in [draft-ietf-bfd-
unaffiliated-echo] may not be directly applicable. Instead, TTL
checki ng shoul d be perforned based on the maxi nrum hop count of the

t unnel

The renoval of encapsul ation at the tunnel’s endpoint is crucial to
ensure that BFD Echo packets are | ooped back only after reaching the
endpoi nt, rather than being prematurely processed by internediate
nodes. Optionally, a strict path control nethod can be enpl oyed,

whi ch invol ves specifying a strict forwarding path fromthe tunnel’s
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starting point, ensuring the original BFD Echo packet serves as the
payl oad of the tunnel, nmakes a round trip within the tunnel, and
ultimately returns to the starting point with the original packet’s
TTL remai ni ng unchanged t hroughout.

The BFD endpoint can flexibly decide whether to perform TTL checki ng
based on the actual circunstances. In a scenario where a specific
path is strictly specified, it may check if the TTL value of the

| ooped back Echo BFD packet is 255. In other cases, the TTL val ue of
the | ooped- back Echo BFD packet should be checked based on the

maxi mum possi bl e hops of the tunnel

Thi s comprehensi ve process addresses various considerations invol ved
in using BFD Echo packets for tunnel detection and illustrates the
compl ex nature of managi ng and nonitoring tunnel connectivity.

4. Security Considerations
Al Security Considerations from[RFC5880] and [ RFC5881] apply.

In order to mtigate the potential reflector attack by the renmote
attackers, or infinite |loop of the Unaffiliated BFD Echo packets,
it’s RECOWENDED to put two requirenents, also known as Generalized
TTL Security Mechani sm (GTSM [ RFC5082], on the device | ooping
Unaffiliated BFD Echo packets, the TTL val ue shoul d not be reset.
Instead, the TTL value fromthe outer tunnel header should be copied
into the inner packet, and then the packet is sent back to the
tunnel source device

If the tunnel source specifies the round-trip path of the BFD Echo
packet using a strict path, then the BFD Echo packet remains
unchanged as the payl oad, being transmitted to the tunne
destination and then back to the tunnel source. To ensure that the
BFD Echo packet is transmtted to the tunnel destination, when
specifying a strict path, the tunnel destination should be included
as one of the nodes in the strict path.
5. I ANA Consi derations
Thi s docunent has no | ANA action request ed.
6. References
6.1. Normative References

TBD
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