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Abst r act
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aut hori zati on procedure for the aggregated scope. This reduces
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i mproving authorization efficiency.
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1. I nt roducti on

Recent advances in | arge | anguage nodels (LLMs) enable Al agents to
pl an and execute nulti-step workflows for conplex tasks. Wth agent
communi cation protocols, Al agents can call third-party tools and
del egate tasks to other Al agents. Wen an Al agent is acting on
behal f of a human user, these interoperations should require

aut henti cation and aut hori zati on.

The QAuth 2.0 authorization framework [ RFC6749] has been a widely
preferred nethod for granting an Al agent access to protected
resources in existing agent comuni cation protocols. Acting as an
QAuth client, an Al agent mnust present a valid access token with
appropri ate scopes for each request to access a protected resource.
If the token is missing or |acks the required scope, the resource
server will reject the request with an HTTP 401/ 403 error response.
The agent is then expected to perform authorization server discovery
and initiate an QAuth flow to obtain an access token as shown in
Figure 1, involving end user authentication and consent. This

chal  enge-triggered flow repeats for each scope deficiency when an Al
agent workfl ow spans across nultiple protected resources, causing
user fatigue and increased end-to-end | atency.
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Figure 1: QAuth 2.0 authorization flow for Al agents

Thi s docunent defines an authorization domain as a | ogical grouping
of the scopes authorizable by a single trust anchor (e.g., an QAuth
2.0 authorization server). Wthin this domain, an Al agent can
request nultiple scopes (e.g., email:read, calendar:wite) that share
a conmon user identity and consent context. Gven a nulti-step

wor kfl ow, an Al agent first conputes the mininal aggregation of the
requi red scopes within each authorization domain. Subsequently, the
agent perfornms authorization server discovery and initiates a scope-
aggregated authorization flow to obtain the access token. This
approach reduces repeated user consent and nultiple authorization
round-trips while preserving |least privilege.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Term nol ogy

Al Agent
An entity with built-in intelligence, which can performactions to
acconpl i sh tasks, possibly on behalf of an end-user or another
agent.

Agent Commruni cati on Protocol
A protocol that defines how an agent discovers and utilizes
server-exposed resources (e.g., tools, skills, etc.). For
exanpl e, Moddel Context Protocol (MCP) protocol [MCP] defines how
to discover and call tools, and Agent-to-Agent (A2A) protocol
[ A2A] defines how to invoke other Al agents.

Agent Wor kf | ow
A sequence of steps to acconplish a task, which may be pre-built
by a human or planned by an agent. These steps may include access
to one or nore resources on renpbte resource servers. An agent
wor kfl ow may be structured as a chain or a tree with parallel
branches.

Resource Server (RS)
An QAuth 2.0 termfor the server hosting one or nore protected
resources that require access token for access. The resources are
i nvocabl e, server-exposed units of functionality.

Aut hori zation Server (AS)
An QAuth 2.0 termfor the server that issues access tokens to Al
agent after successfully authenticating the resource owner and
obt ai ni ng consent for authorization.

Aut hori zation Domai n ( AD)
A | ogi cal grouping of scopes authorizable by a single trust
anchor. For exanple, scopes like nmail.read and cal endar.wite
within a single ecosystembelong to the sane authorization donmain.
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3.

Security Menber in Resource Metadata

For the purpose of resource discovery, an Al agent obtains resource
met adat a by invoking a protocol nethod or by retrieving a description
docunent froma well-known URI. Such resources nmay be referred to as
"tools" or "skills" in different contexts. This docunment extends the
resource netadata object by defining a security nmenmber that MAY be
included to indicate a resource’s authorization requirements.

The resource netadata is represented in JSON format. It MJST contain
the follow ng nmenbers

name
A string that provides a unique identifier for the resource.

description
A human-readabl e string that describes the resource.

i nput _schema
A machi ne-readabl e schema (e.g., JSON schenm) describing the
paraneters required to execute the resource

Thi s docunent defines an OPTIONAL security nenber within the resource
met adata. When present, the security object indicates the

aut hori zation requirenments for the resource and contains the

foll owi ng menbers

type
REQUI RED. An array of strings specifying one or nore supported
security schenes. This docunment defines the value "oauth2" for
use with the QAuth 2.0 authorization framework. O her type

val ues, such as "api key", "basic", and "oidc", may al so be used.
scopes

REQUI RED. An array of strings specifying the scope val ues

required to access the resource. |If this nmenber is present and

"oaut h2" is included in the type array, the Al agent MJST possess

all listed scopes to gain access.

as_net adat a
OPTIONAL. A string containing the URL to the QAuth 2.0
Aut hori zati on Server (AS) metadata [RFC8414]. This allows the
agent to dynamically discover the authorization endpoints.

Figure 2 illustrates the structure of the security nmenber within a
resource definition:
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{
"nanme": "resource_identifier",
"description": "...",
"input_schema": { ... },
"security": {
"type": ["oauth2"],
"scopes": ["scope_A'],
"as_netadata": "https://server.exanple.con .well-known/..."
}
}
Figure 2: Structure of Resource Metadata with Security Menber
A conprehensive, non-normative exanple of a full list of resource

met adata is provided in Appendi x A
3.1. Conparison to Existing Practice

Thi s docunent defines a uniform nechani smfor advertising per-
resource authorization requirenments, drawing inspiration from and
addressi ng gaps in existing protocols.

Agent -t 0o- Agent (A2A) Protocol [A2A]: The A2A protocol defines
security schene objects based on the OpenAPl 3.2 specification
penAPl includes a security object within its schema that serves a
pur pose anal ogous to the security menber defined here. It allows an
APl to declare its required security schenmes (e.g., QAuth 2.0) and
the necessary scopes for each operation. This docunment aligns with
that established principle, offering a potentially sinplified

versi on.

Model Context Protocol (MCP) [MCP]: The MCP protocol specifies OAuth
2.1 as the authorization framework. However, MCP does not
standardi ze per-tool scope advertisenent in tool netadata. This can
| ead to reactive, challenge-triggered authorization flows when
executing an Al agent workflow. The security menber defined in this
docunent directly addresses this gap by providing a mechani smfor an
MCP server to advertise these requirenents

3.2. Backward Conpatibility
I nclusion of the security nenber in resource netadata is OPTIONAL. A
server SHOULD omit the security nenber for resources that do not

require authorization. To allow for inplementation flexibility, a
server MAY also onmit the security nmenber for a protected resource.
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An Al agent MJST ignore a security nmenber if it does not understand
the contents. Furthernore, all agents MJST be able to handl e

aut hori zation reactively (e.g., via a step-up flow) upon receiving an
aut hori zation error.

Al agents that recognize and support the security nenmber SHOULD use
the information it contains to perform proactive and aggregated
aut hori zation, as described in Section 4.

4. Workfl ow Execution with QAuth Scope Aggregation

Using the security nmenber in the resource netadata, an Al agent can
foll ow the sequence bel ow to execute a workfl ow

1. Resource Discovery: The Al agent fetches the resource netadata
fromthe resource server. Resource netadata MAY include a
security nenber describing the required authentication scheneg,
scopes, and AS netadata URL.

2. Authorization Domain Identification: Gven a pre-defined or
pl anned wor kfl ow, the Al agent iterates through each step and
fetches the associated AS netadata to | earn the authorization
domai n and aut hori zati on endpoi nts.

3. Scope Aggregation: For each authorization domain, the Al agent
computes a |l east-privilege set of scopes required by the
wor kfl ow, using the OPTIONAL security menber defined in
Section 3. The agent aggregates the required scopes across al
resource invocations within the sane authorization dormain and
renoves duplicates. |If, and only if, the authorization domain
defines a hierarchical relationship anong its scopes (e.g., a
broader scope inplies one or nore narrower scopes), the agent MAY
further reduce the requested scope set by renoving any scope that
i s subsunmed by anot her requested scope. For exanple, within a
singl e authorization domain, an agent workflow (1) reads a
docunment fromthe cloud drive with scope "drive.read", (2)
updat es the document with scope "drive.wite", and (3) creates
cal endar events with scope "cal endar.wite". If the
aut hori zati on domain defines that "drive.wite" subsunes
"drive.read", the aggregated scope set is ["drive.wite",
"cal endar.wite"].

4. Aggregated Scope Authorization: For each authorization donain,
the Al agent initiates an QAuth 2.0 authorization code grant to
obtain an access token with the aggregated scopes. During this
step, the user is pronpted to authorize the requested scopes.
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5. Workfl ow Execution: The Al agent executes the multi-step
wor kfl ow, using the obtained access tokens when accessing
resources on resource servers.

This process is illustrated in Figure 3.
Fommmaa - + Fommmaa - + S RIS + S +
| End User | | Al Agent | | Resource Server | | Aut h Server |
Fom e -+ Fom e -+ R, R, + +--m - - +--m - - +

(1) Res. netadata

|
|
<
|
|

| LOOP: Repeat for each step w resource req. |

| (5) Request resource w token

I I
I I
I I
I I
I I
I I
I I
I [ =mmmmm e >|
I I I I
| | (2) AS netadata | |
I [<- - - - - - - s e e e e e e e
I I I I
| |-\ | |
| | | (3) Scope aggregation |
| | <---/ within each AD |
I I I I
| (4a) Init auth | | |
A | | |
| (4b) User authentication + consent |
R R EEEREEEEEEE LT EEE P EEEEPREEE >
| | _ | |
| (4c) Redirect back to agent |
I I I I
| (4d) Auth code | | |
|- | |
| | (4e) Token exchange |
| |y |
| | (4f) Access token w aggregated scopes |
I I I I
| Fommmm e - e e e e e R + |
I I
I I
I I
I I
I I
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| | (5) Resource responses |

I I
| | R | |
| S o e e e o - - S + |
I I I I
e e Fomm o - Fomm o - + +--m o= +--m o= +
| End User | | Al Agent | | Resource Server | | Aut h Server
R + R + oo + R +
Fi gure 3: Sequence di agram of workfl ow execution with scope-
aggregat ed aut hori zation
5. Advant ages

5.1.

Conpared to a reactive, challenge-triggered authorization flow, this
scope- aggregat ed authori zation strategy offers several benefits for
multi-step Al agent workfl ows.

Reduced Consent Interactions and End-to-End Latency

In the absence of aggregated authorization, the end user is required
to respond to nmultiple consent pronpts for individual resources
associated with distinct scopes. This interaction pattern is
illustrated in Figure 4. On the contrary, the nechani smdefined in
thi s docunent enables the end user to authorize the Al Agent one
single tine per authorization domain. This approach nmitigates user
friction and consent fatigue, while simultaneously reducing the end-
to-end |l atency of task completion

T + T + oo + Fom e +
| End User | | Al Agent | | Resource Server | | Aut h Server
S S S S + +--- - - +--- - - +

| | (1) Get netadata | |

| R > |

I I I

| | (1) Res. metadata | |

| < - -] |

I I I I
T Fom e e e e oo o Tt F--- -+

| (2) Request resource
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5.

oo+
| End
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I I
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o I I
(4b) User authentication + consent | |
---------------------------------------------------------- >| |
, |
(4c) Redirect back to agent | |
I I I I
(4d) Auth code | | | |
I | .
| (4e) Token exchange | |
R R CREEEEEEELEEEEEEEEEE 5
I I I I
| (4f) Access token w requested scopes | |
< e
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------------------- > |
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---------------- e T T I Sy e
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gure 4: Sequence di agram of workfl ow execution w thout scope-
aggregat ed aut hori zation
Avoi dance of Md-Flow Failures due to Insufficient Privileges
By conputing the required scopes and obtaining tokens in advance, the

Al

This increases the reliability of multi-step workflows, preventing

par
pro

Thi

agent avoids md-workflow failures caused by m ssing privil eges.

tial conpletion and handling insufficient-scope conditions
actively rather than reactively.

| ANA Consi der ati ons

s docunent includes no request to | ANA
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7. Security Considerations

This section summari zes security risks that arise in scope-aggregated
aut horization for nmulti-step Al agent workflows and descri bes
recomended mtigations. |nplementations are RECOMWENDED to apply
the nmechani sns bel ow, as appropriate to their threat nodel and

depl oynent cont ext.

7.1. Risk: Residual Privilege

In a sequential workflow involving Step A, B, and C, the Al agent
still holds the perm ssions for Step A while executing Step B and C
More critically, after Step Cis finished, the agent retains full
access to Step A, B, and C

M tigation:

Token Downscopi ng [ RFC8693] : Upon conpleting a step in the workflow,
the Al agent SHOULD perform a token exchange request to the

aut hori zati on server to exchange for a new token with a reduced scope
set. This reduces the inpact of token |eakage during |ater steps.

Strict Token Revocation [RFC7009] : Upon successful conpletion or
termnal failure of the workflow, the Al agent SHOULD inmedi ately
revoke the access token and any associated refresh tokens. The

aut hori zation server SHOULD Iimt refresh token lifetinmes to reduce
residual privilege.

Sender - Constrai ned Tokens [RFC9449] : It is RECOMWENDED to use
sender-constrai ned access tokens that bind token use to a proof-of-
possessi on (DPoP) key controlled by the Al agent. This reduces the
risk that an aggregated token can be intercepted and repl ayed by a
different actor.

7.2. Risk: User Blind Signing
When users are presented with a long set of aggregated scopes (e.g.,
"Read Mail", "Wite Files", "Access Calendar", "Post to Slack"), they
may approve the request w thout understanding its inplications. This
can undermine informed consent and increase the |ikelihood of over-
aut hori zati on.

Mtigation:
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9.

9.

9.

Structured Consent Ul: Authorization Servers SHOULD present requested
privileges in a structured manner, grouped by workfl ow step, rather
than as a flat list of scopes. Authorization Servers NMAY
additionally require step-1level acknow edgnent for high-risk

privil eges.
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Appendi x A.  Exanple of a Resource List

Thi s appendi x is non-normative. Figure 5 shows an exanpl e resource
list for a calendar server. |n this exanple, both resources bel ong
to the same authorization domain. For a workfl ow that accesses both
resources, the Al agent can obtain an access token via QAuth 2.0 with
the aggregated scope set ["cal endar.read", "calendar.wite"]. |If the
aut hori zati on domain defines that "cal endar.wite" subsunes

"cal endar.read", the requested scope set can be further reduced to
["calendar.wite"].
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{

"nanme": "Cal endar Reader",
"description": "Read events fromthe user’s cal endar"”,
"i nput _schema": {
"type": "object",
"properties": {
"start_date": {
"type": "string",
"format": "date-tine"
},
"end_date": {
"type": "string",
"format": "date-tine"
}
},
"required": ["start_date"]

}

ecurity": {

"type": ["oauth2"],

"scopes": ["cal endar.read"],

"as_netadata": "https://auth.cal endar.coni.well-known/
oaut h- aut hori zati on-server"

}

"name": "Cal endarWiter",
"description": "Create events on the user’s cal endar"”,
"i nput _schema": {
"type": "object",
"properties": {
"summary": { "type": "string" },
"start": { "type": "string", "format": "date-tinme" },
"end": { "type": "string", "format": "date-tine" }
},
"required": ["summary", "start", "end"]

}

"security": {

"type": ["oauth2"],

"scopes": ["calendar.wite"],

"as_netadata": "https://auth.cal endar.coni.well-known/

oaut h-aut hori zati on-server"
Figure 5: An exanple of the resource |ist of a cal endar server
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