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Abstract

Thi s docunent defines a nmulticast extension to QU C to enable the
efficient use of nulticast-capable networks to send identical data
streams to many clients at once, coordinated through individua

uni cast QUI C connecti ons.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https:// G unmpyd dTrol | . github.io/draft-jholland-quic-multicast/draft-
jholland-quic-nmulticast.html. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-jholl and-quic-
mul ticast/.

Di scussion of this docunent takes place on the QU C Individual Draft
mailing list (mailto:quic@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/quic/. Subscribe at
https://ww.ietf.org/mailman/listinfo/quic/.

Source for this draft and an issue tracker can be found at
https://github. com G unpyd dTrol I /draft-jholland-quic-nulticast.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent specifies an extension to QUIC version 1 [RFCO000] to
enabl e the use of multicast I P transport of identical packets for use
in many individual QU C connecti ons.

The nulticast data can only be consuned in conjunction with a unicast
QUI C connection. Wen the client has support for nulticast as
described in Section 3, the server can tell the client about
mul ti cast channels and ask the client to join and | eave them as
described in Section 4. 1.

The client reports its joins and | eaves to the server and
acknow edges the packets received via nulticast after verifying their
integrity.

The purpose of this multicast extension is to realize the |arge
scal ability benefits for popular traffic over multicast-capable
net wor ks wi t hout conpronising on security, network safety, or
inplementation reliability. Thus, this specification has severa
desi gn goal s:

* Re-use as nuch as possible the nechani sns and packet formats of
QUIC version 1
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* Provide flow control and congestion control nmechanisns that work
with multicast traffic

* Mintain the confidentiality, integrity, and authentication
guarantees of QUIC as appropriate for nmulticast traffic, fully
meeting the security goals described in
[1-D.draft-krose-multicast-security]

* Leverage the scalability of nmulticast IP for data that is
transmitted identically to nmany clients

Thi s docunent does not define any multicast transport except server
to client and only includes semantics for source-specific nulticast.

1.1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Conmonly used terns in this docunent are described bel ow.

| Term | Definition |
[5 e fems el omefumsesoe s ose s ossses s e os s es s os s ess s s s gl
| SSM | Source-specific nmulticast, as described in |
| | [RFC4607] |
Fomm o - o m m e e e e e e e e e e e e e e e e e em e eaao o +
| ASM | Any-source nulticast, as distinguished from|
| | SSMin [ RFC4607] |
R, oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| (S, | Atuple of IP addresses (Source |IP, G oup |
| I'P) identifying a source-specific nulticast |
| | channel as described in [ RFC4607] |
S o m e e e e e e e e e e e e e e e e e e e e aa oo +

2. Milticast Channel
A QU C multicast channel (or just channel) is a one-way network path

that a server can use as an alternate path to send QU C connecti on
data to a client.
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Mul ticast channels are designed to |leverage nulticast IP and to be
shared by many different connections sinmultaneously for
uni directional server-initiated data.

One or nore servers can use the same QUIC nmulticast channel to send
the sane data to many clients, as a supplenent to the individual QU C
connecti ons between those servers and clients. (Note that QU C
connections are defined in Section 5 of [ RFC9000] and are not changed
in this docunent; each connection is a shared state between a client
and a server.)

Each QUIC nulticast channel has exactly one associated (S, G that is
used for the delivery of the multicast packets on the IP |ayer
Channel s only support source-specific nmulticast (SSM and do not
support any-source nulticast (ASM semanti cs.

Channels carry only 1-RTT packets. Packets associated with a channe
contain a Channel IDin place of a Destination Connection ID. (A
Channel 1D cannot be zero length.) This adds a layer of indirection
to the process described in Section 5.2 of [RFC9000] for matching
packets to connections upon receipt. Incomng packets received on
the network path associated with a channel use the Channel IDto
associ ate the packet with a joined channel

A client with a matching joined channel always has at |east one
connection associated with the channel. |If a client has no matching
joined channel, the packet is discarded.

Each channel has an i ndependent packet nunber space. To enable
clients to detect |ost packets, packet numbers in channels MJST be
continuous. Since the network path for a channel is unidirectiona
and uses a different packet nunber space than the unicast part of the
connecti on, packets associated with a channel are acknow edged with
MC ACK franmes Section 10.6 instead of ACK frames.

The use of any particular channel is OPTIONAL for both the server and
the client. It is recommended that applications designed to | everage
the multicast capabilities of this extension also provide gracefu
degradation for endpoints that do not or cannot nake use of the

mul ticast functionality (see Section 12.4).

The server has access to all data transmitted on any nulticast

channel it uses, and could optionally send this data with unicast
i nst ead.
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No special handling of the data is required in a client application
that has enabled multicast. A datagram or any particular bytes from
a server-initiated unidirectional streamcan be delivered over the
uni cast connection or a multicast channel transparently to a client
application consuning the stream or datagram

Client applications should have a mechani smthat disables the use of
mul ti cast on connections wi th enhanced privacy requirenents for the
privacy-rel ated reasons covered in
[1-D.draft-krose-multicast-security].

3. Transport Paraneters

Support for nulticast extensions in a client is advertised by neans
of QU C transport paraneters:

* nane: nulticast_server_support (TBD - experinments use Oxff3e808)
* name: multicast_client_paranms (TBD - experinments use Oxff3e800)

If a nulticast_server_support transport paraneter is not included,
clients MUST NOT send any frames defined in this docunent.

If anmulticast _client_parans transport paraneter is not included,
servers MJUST NOT send any frames defined in this docunent.

The nul ticast_server_support parameter is a 0-length value. Presence
indicates that nulticast-capable clients MAY send franmes defined in
this docunment, and SHOULD send MC LIMTS (Section 10.7) frames as
appropriate when their capabilities or client-side limtations
change.

The nmul ticast_client_parans paraneter has the structure shown bel ow
in Figure 1.

mul ticast _client _paramnms {
Reserved (6),
I Pv6 Channels Allowed (1),
| Pv4 Channels Allowed (1),
Max Aggregate Rate (i),
Max Channel IDs (i),
Hash Al gorithns Supported (i),
Encryption Al gorithms Supported (i),
Hash Al gorithns List (16 * Hash Al gorithms Supported),
Encryption Algorithms List (16 * Encryption Al gorithns Supported)

Figure 1. nulticast _client_parans Fornmat
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The Reserved, |Pv6 Channels Al lowed, |Pv4 Channels Allowed, Mx
Aggregate Rate, and Max Channel ID fields are identical to their
anal ogous fields in the MC LIMTS franme (Section 10.7) and hold the
initial values.

A server MJST NOT send MC_ANNOUNCE (Section 10.1) franes with
addresses using an IP Family that is not allowed according to the

I Pv4 and | Pv6 Channels Allowed fields in the multicast_client_parans,
unl ess and until a later MC LIMTS (Section 10.7) frame adds

perm ssion for a different address famly.

The Encryption Algorithms List field is in order of preference (nost
preferred occurring first) using values fromthe TLS C pher Suite
registry (https://ww.iana.org/assignments/tls-paraneters/tls-
paranet ers. xht m #t| s-paraneters-4 (https://ww. i ana. org/ assi gnnent s/
tls-paraneters/tls-paraneters. xhtnm #t|ls-paraneters-4)). It lists the
algorithms the client is willing to use to decrypt data in multicast
channel s, and the server MJST NOT send an MC ANNOUNCE to this client
for any channel s using unsupported algorithnms. |f the server does
send an MC_ANNOUNCE wi th an unsupported ci pher suite, the client
SHOULD treat it as a connection error of type MC _EXTENSI ON_ERROR

The Hash Algorithns List field is in order of preference (nost
preferred occurring first) using values fromthe registry below It
lists the algorithnms the client is willing to use to check integrity
of data in multicast channels, and the server MJUST NOT send an
MC_ANNOUNCE to this client for any channel s using unsupported
algorithms, or the client SHOULD treat it as a connection error of
type MC_EXTENSI ON_ERROR

* https://ww.iana. org/assi gnnent s/ naned-i nf or mati on/ named-
i nformati on. xht M #hash-al g (https://ww. i ana. or g/ assi gnment s/
nanmed- i nf or mat i on/ naned- i nf or mat i on. xht nl #hash- al g)

4. Extension Overview
A client has the option of refusal and the power to inpose upper
bound maxi ma on several resources (see Section 5), but otherwise its
join status for all nmulticast channels is entirely managed by the
server.

* Aclient MUST NOT join a channel w thout receiving instructions
froma server to do so.

* A client MIST | eave joined channels when instructed by the server
to do so.
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* A client MAY | eave channels or refuse to join channels, regardl ess
of instructions fromthe server.

4.1. Channel Managenent

The client tells its server about sonme restrictions on resources that
it is capable of processing with the initial values in the

mul ticast_client_params transport paraneter (Section 3) and | ater can
update these limts with MC LIMTS Section 10.7 franes. Servers
ensure the set of channels the client is currently requested to join
remains within these advertised client linmts as covered in

Section 5.

The server asks the client to join channels with MC J
(Section 10.3) frames and to | eave channels with MC_LEAVE
(Section 10.4) frames.

The server uses the MC_ANNOUNCE (Section 10.1) frane before any join
or leave frames for the channel to describe the channel properties to
the client, including values the client can use to ensure the
server’s requests remain within the limts it has sent to the server,
as well as the secrets necessary to decode the headers of packets in
the channel. Sending an MC_ANNOUNCE before an MC JO N ensures the
client can establish the necessary state required to join and retire
any connection IDs that mght collide with channel I1Ds. MC KEY
frames provide the secrets necessary to decode the payl oad of packets
in the channel. Figure 2 shows the states a channel has fromthe
clients point of view

Joi ning a channel after receiving an MC_JON frane is OPTIONAL for
clients. |If a client decides not to join after being asked to do so,
it can indicate this decision by sending an MC _STATE (Section 10.9)
franme with state DECLINED JO N and an appropriate reason.

The server ensures that in aggregate, all channels that the client
has currently been asked to join and that the client has not left or
declined to join fit within the limts indicated by the initial
values in the transport paranmeter or last MC LIMTS (Section 10.7)
frame the server received.
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unable to join) +---------- +
o m e e e e e e e e *
| unjoined | Receive MC_RETIRE
--------------------- >| R R |
A S + |
| | Receive MC JON |
| | (and able to join) |
I I I
| \% \%
| TS + R +
| Recei ve MC _LEAVE | | | |
| (or error case) | joined | Receive MC RETIRE | retired
ISR * K e e e eeeeeeaaaaa >| |
Fomm oo - + B +

*: Each transition except the initial receiving of MC_ ANNOUNCE
and MC KEY franes causes the client to send an MC _STATE frane
describing the state transition (for LEFT or DECLINED JON, this
i ncludes a reason for the transition).

"able to join" means:

- Both MC_KEY and MC_ANNOUNCE have been received

- Result will be within latest advertised client limts

- Nothing preventing a join is active (e.g. a hold-down tiner,
adm ni strative bl ocking, etc.)

Figure 2: States a channel fromthe clients point of view.

When the server has asked the client to join a channel and has not
recei ved any MC STATE franes Section 10.9 with state DECLINED JO N or
LEFT, it also sends MC INTEGRITY franes (Section 10.5) to enable the
client to verify packet integrity before processing the packet. A
client MJUST NOT decode packets for a channel for which it has not
recei ved an applicabl e MC ANNOUNCE (Section 10.1), or for which it
has not received a matchi ng packet hash in an MC I NTEGRI TY

(Section 10.5) franme, or for which it has not received an applicable
MC _KEY frane Section 10. 2.

Figure 3 shows the frames that are being exchanged about and over a
channel during the lifetinme of an exanpl e channel
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dient Server
MC LIMTS/initial _limts --->
MC_ANNCUNCE
MC_KEY
<---- MCJAON
MC_STATE(JO NED) --->
MC_I NTECRI TY
<---- [STREAM...)]
MC_ ACK ---> o
<---- MC_KEY
MCLIMTS --->
<---- MC_LEAVE
MC_STATE(LEFT) --->
<---- MCJAON
MC STATE(JO NED) --->
MC_| NTECRI TY
<---- [STREAM...)]
MC_ACK ---> S
<---- MC_LEAVE
MC_STATE(LEFT) --->
<---- MC_RETIRE
MC_STATE(RETI RED) --->
Figure 3: Exanple flow of frames for a channel. Franes in square

brackets are sent over nulticast.

TODO. incorporate server-side state diagram and expl anation, | atest
proposed sketch at https://github.coni G unpyd dTrol | /draft-jholland-
qui c-mul ticast/issues/ 62 (https://github.com G unpyd dTroll/draft-

j hol I and-qui c-mul ti cast/i ssues/ 62)
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4.2. dient Response

The client sends back information about how it has responded to the
server’'s requests to join and | eave channels in MC STATE

(Section 10.9) frames. MC STATE franes are only sent for channels
after the server has requested the client to join the channel, and
are thereafter sent any tine the state changes.

Clients that receive and decode data on a multicast channel send
acknow edgenents for the data on the unicast connection using MC ACK
(Section 10.6) frames.

A server can determine if a client receives packets for a nulticast
channel if it receives MC ACK franes associated with that channel

As such, it is in general up to the server to decide on the tine
after which it deens a client to be unable to receive packets on a
gi ven channel and take appropriate steps, e.g. sending an MC LEAVE
frame to the client. Note that clients willing to join a channe
SHOULD remain joined to the channel even if they receive no channe
data for an extended period, to enable multicast-capable networks to
perform popul arity-based adm ssion control for multicast channels.

4.3. Data Carried in Channels

Data transnmitted in a nulticast channel is encrypted with synmetric
keys so that on-path observers without access to these keys cannot
decode the data. However, since potentially many receivers receive
i dentical packets and identical keys for the multicast channel and
sonme receivers mght be malicious, the packets are al so protected by
MC_I NTECRI TY (Section 10.5) frames transnmtted over a separate
integrity-protected path.

A client MJST NOT decode packets on a multicast channel for which it
has not received a matching hash in an MC INTEGRITY frame over a
different integrity-protected communi cation path. The different path
can be either the unicast connection or another nulticast channe

with packets that were verified with an earlier MC_INTEGRI TY frane.

Note that MC I NTECRITY franes MAY be carried in packets on multicast
channel s, however such packets will not be accepted unl ess another
accepted MC INTECGRITY frane contains its packet hash. Hashes of
packets contai ni ng hashes of other packets can thus forma Merkle
tree [MERKLE] with a root that is carried in the unicast connection

See Section 7 for a nore conplete overview of the security issues
i nvol ved here.
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4.4. Stream Processing

Stream I Ds in channels are restricted to unidirectional server
initiated streans, or those with the least significant 2 bits of the
stream I D equal to 3 (see Section 2.1 of [RFC9000]).

When a channel contains streans with | Ds above the client’s

uni directional MAX STREAMS, the server MUST NOT instruct the client
to join that channel and SHOULD send a STREAMS BLOCKED frane, as
described in Sections 4.6 and 19. 14 of [RFC9000].

If the client is already joined to a channel that carries streans
that exceed or will soon exceed the client’s unidirectiona
MAX STREAMS, the server SHOULD send an MC LEAVE frare.

If aclient receives a STREAMfrane with an I D above its MAX STREAMS
on a channel, the client MAY increase its unidirectional MAX STREAMS
to a value greater than the new ID and send an update to the server
otherwi se it MJST drop the packet and | eave the channel with reason
" MAX_STREAMS_EXCEEDED".

Since clients can join later than a channel began, it is RECOWENDED
that clients supporting the nulticast extensions to QU C be prepared
to handle stream I Ds that do not begin at early values, since by the
time a client joins a channel in progress the stream|D count might
have been increasing for a long tine. dients should therefore begin
with a high initial_max_streans_uni or send an early MAX _STREAMS type
0x13 val ue (see Section 19.11 of [RFC9000]) with a high limt.
Clients MAY use the nmaxi mum 2760 for this high initial limt, but the
specific choice is inplenentation-dependent.

The sane stream | D may be used in both one or nore nulticast channels
and the uni cast connection. As described in Section 2.2 of

[ RFC9000], streamdata received nmultiple tinmes for the sane offset
MUST be identical, even across different network paths; if it’'s not
identical it MAY be treated as a connection error of type

MC_EXTENSI ON_ERROR

5. Fl ow Control

The val ues used for unicast flow control cannot be used to linit the
transm ssion rate of a nulticast channel because a single client with
a | ow MAX_STREAM DATA or MAX_ DATA value that did not acknow edge
recei pt could block nmany other receivers if the servers had to ensure
that channel s responded to each client’s linmts.
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Instead, clients advertise resource linmits via MCLIMTS

(Section 10.7) frames and their initial values fromthe transport
paraneter (Section 3). The server is responsible for keeping the
client withinits advertised linmts, by ensuring via MC JON and

MC LEAVE frames that the set of channels the client is asked to be
joined to will not, in aggregate, exceed the client’s advertised
limts. The server also advertises the expected naxi ma of the val ues
that can contribute toward client resource linmts within a channel in
an MC_ANNOUNCE (Section 10.1) frame, and the client al so ensures that
the set of channels it’'s joined to does not exceed its limts,
according to the advertised values. The client also nonitors the
packets received to ensure that channels don't exceed their
advertised val ues, and | eaves channels that do.

If the server asks the client to join a channel that woul d exceed the
client’s limts with an up-to-date Cient Limt Sequence Nunber, the
client should send back an MC _STATE franme (Section 10.9) with

"DECLI NED_JO N' and reason "PROPERTY_VI OLATION'. |If the server asks
the client to join a channel that would exceed the client’s linmits
with an out-of-date Client Limt Sequence Number or a Channel Key
Sequence Nunber that the client has not yet seen, the client should

i nstead send back a "DECLINED_JO N' wi th "UNSYNCHRONI ZED_PROPERTI ES".
If the actual contents sent in the channel exceed the advertised
limts fromthe MC_ANNOUNCE, clients SHOULD | eave the stream and send
an MC_STATE(LEFT) frame, using the Limt Violated reason

6. Congestion Control

Both the server and the client perform congestion control operations,
so that according to the guidelines in Section 4.1 of [RFC8085],
mechani sms for both feedback-based and receiver-driven styles of
congestion control are present and operati onal

The server maintains a full view of the traffic received by the
client via the MC ACK (Section 10.6) franes and ACK franes it

recei ves, and can detect |oss experienced by the client. Under
sust ai ned persistent |oss that exceeds server-configured threshol ds,
the server SHOULD instruct the client to | eave channel s as
appropriate to avoid having the client continue to see sustained
persistent |oss.
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Under sustained persistent |oss that exceeds client-configured
thresholds, the client SHOULD reduce its Max Rate and tell the server
via MC LIMTS franes, which also will result in the server
instructing the client to | eave channels until the clients aggregate
rate is belowits advertised Max Rate. Under a higher threshold of
sust ai ned persistent loss, the client also SHOULD | eave channel s,
usi ng an MC_STATE(LEFT) frame with the "H GH LOSS' reason, as well as
reduci ng the Max Rate in MC LIMTS.

The uni cast connection’s congestion control is unaffected. However a
few potential interactions with the unicast connection are worth
hi ghl'i ghti ng:

* if the client notices high | oss on the unicast connection while
mul ti cast channel packets are arriving, the client MAY | eave
channels with reason "H GH LCSS"

* if the client notices congestion fromunicast this MAY also drive
reductions in the client’s Max Rate, and a | ack of unicast
congesti on under unicast |oad MAY al so drive increases to the
client’s Max Rate (along with an updated MC LIM TS frane)

Hybrid multicast-uni cast congestion control is still an experinmental
research topic. |nplenmentations SHOULD fol |l ow t he guidelines given
in Section 4.1.1 of [ RFC8085] under the assunption that applications
using QU C rmulticast will operate as Bul k-Transfer applications.

7. Data Integrity

TODO. inport the [I-D.draft-krose-multicast-security] explanation for
why extra integrity protection is necessary (nmany client have the
shared key, so AEAD doesn’t provide authentication agai nst other
valid clients on its own, since the same key is given to multiple
clients and as the client count grows so does the chance that at

| east one client is controlled by an attacker.)

7.1. Packet Hashes

TODO. expl anati on and exanple for how to cal cul ate the packet hash
Note that the hash is on the encrypted packet to avoid | eaking data
about the encrypted contents to those who can see a hash but not the
key. (This approach also may hel p nake better use of
[I-D.draft-ietf-nboned-ambi] by making it possible to generate the
same hashes for use in both AMBI and QU C MC I NTEGRI TY franes.)
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8.

Recovery

TODO. Articulate key differences with [ RFC9002]. The main known
difference is that servers m ght not be running on the sane devices
that are sending the channel packets, therefore the RTT for channe
packets might use an estinmated send tine that can vary according to
the clock synchroni zati on anong servers and the depl oyment and

i mpl ementation details of how the servers find out the sending

ti mestanps of channel packets. Experience-based gui dance on the
recovery timng estinmates is one anticipated outcone of experinenting
with deploynents of this experinmental extension

Al the new frames defined in this docunent except MC ACK are ack-
eliciting and are retransnmitted until acknow edged to provide
reliable, though possibly out of order, delivery.

Note that recovery MAY be achieved either by retransmtting frane
data that was |ost and needs reliable transport either by sending the
frane data on the unicast connection or by coordinating to cause an
aggregated retransm ssion of wi dely dropped data on a multicast
channel, at the server’s discretion. However, the server in each
connection is responsible for ensuring that any necessary server-to-
client frame data lost by a nulticast channel packet loss ultinmately
arrives at the client.

Connection Term nation

Term nati on of the unicast connecti on behaves as described in
Section 10 of [RFC9000], with the foll owi ng notable differences:

* On the client side, termnation of the unicast connection neans
that it MJUST | eave all multicast channels and di scard any state
associated with them Servers MAY stop sending to multicast
channels if there are no unicast connections left that are
associated with them

* For determining the liveness of a connection, the client MJST only
consi der packets received on the unicast connection. Any packets
received on a multicast channel MJST NOT be used to reset a tiner
checking if a potentially specified max_idle_tinmeout has been
reached. |If the unicast connection becomes idle, as described in
Section 10.1 of [RFCO000], the client MUST term nate the
connection as described above.
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10.

10.

Ho

1. Statel ess Reset

As clients can unilaterally stop the delivery of multicast packets by
| eaving the relevant (S, G, channels do not need statel ess reset
tokens. dients therefore do not share the statel ess reset tokens of

channels with the server. Instead, if an endpoint receives packets
addressed to an (S,G that it can not associate with any existing
channel, it MAY take the necessary steps to prevent the reception of

further such packets, without the need to signal to the server that
it should stop sending.

If a server or client detect a stateless reset for a channel, they
MUST ignore it.

2. Connection Mgration

If the unicast connection mgrated, e.g. due to a change of the NAT
bi ndi ng or because the UE has changed to a different network, the
client properties mght change. For exanple, the client mght swtch
froma network that supports both IPv6 and I Pv4 nmulticast to a
network that only support IPv4. As such, it MJST i medi ately send an
MC LIMTS frane after it has noticed that it mgrated. The client
MAY rejoin any previously joined channels, if its limts still allow
it to. It MJST send MC STATE(LEFT) frames with reason

LIM T_VI OLATION for any channels it does not rejoin.

The server SHOULD take notice of mgrating clients as the delay that
is being caused by rejoining a nulticast group can | ead to exceeding
the expected MAX ACK DELAY, which a server might interpret as a | oss
of multicast connectivity. Instead, the server SHOULD treat al
mul ti cast channels of a client whose unicast connection just mgrated
as if it had just joined these channels initially and allow for anple
time before expecting the first MC_ACK franes.

New Fr anmes
1. MC_ANNOUNCE
Once a server learns that a client supports multicast through its
transport parameters, it can send one or multiple MC ANNOUNCE franes
(type=TBD- 11..TBD-12) to share infornmation about avail abl e channels
with the client. The MC ANNOUNCE frane contains the properties of a
channel that do not change during its lifetine.

MC_ANNOUNCE franes are formatted as shown in Figure 4.
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MC_ANNQUNCE Frane {
Type (i) = TBD-11..TBD-12 (experinments use Oxff3e811/0xff3e812),
I D Length (8),
Channel 1D (8..160),
Source I P (32..128),
Goup IP (32..128),
UDP Port (16),
Header Protection Algorithm (16),
Header Secret Length (i),
Header Secret (..),
AEAD Al gorithm (16),
Integrity Hash Al gorithm (16),
Max Rate (i),
Max ACK Del ay (i)

Figure 4: MC _ANNOUNCE Frane For nat
Frames of type TBD-11 are used for |Pv4 and both Source and G oup
address are 32 bits long. Franes of type TBD- 12 are used for |Pv6
and both Source and G oup address are 128 bits |ong.
MC_ANNQUNCE franes contain the follow ng fields:
* | D Length: The length in bytes of the Channel ID field.

* Channel ID: The channel ID of the channel that is getting
announced.

* Source |P. The | P Address of the source of the (S,G for the
channel. Either a 32-bit |Pv4 address or a 128-bit |Pv6 address,
as indicated by the frame type (TBD-11 indicates |Pv4, TBD 12
i ndi cates |Pv6).

* Goup IP: The IP Address of the group of the (S, G for the
channel. Either a 32-bit |IPv4 address or a 128-bit |Pv6 address,
as indicated by the frame type (TBD-11 indicates |Pv4, TBD 12
i ndi cates |Pv6).

* UDP Port: The 16-bit UDP Port of traffic for the channel.
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* Header Protection Algorithm A value fromthe TLS C pher Suite
registry (https://ww.iana.org/assignments/tls-paraneters/tls-
par aneters. xht m #t| s- paraneters-4
(https://ww. iana.org/assignnents/tls-paraneters/tls-
paraneters. xhtm #t| s-paraneters-4)), used to protect the header
fields in the channel packets. The value MJST nmatch a val ue
provided in the "AEAD Al gorithms List" of the transport paraneter
(see Section 3).

* Header Secret Length: Provides the length of the Secret field.

* Header Secret: A secret for use with the Header Protection
Algorithmfor protecting the header fields of 1-RTT packets in the
channel as described in [RFC9001]. The Key and Initial Vector for
the application data carried in the 1-RTT packet header fields are
derived fromthis secret as described in Section 7.3 of [ RFC8446].

* AEAD Algorithm A value fromthe TLS C pher Suite registry
(https://ww. i ana. org/assi gnnents/tls-paranmeters/tls-
par anet ers. xht m #t| s- paraneters-4
(https://wwv i ana. org/ assi gnnents/tls-paranmeters/tls-
paraneters. xhtm #t| s-paraneters-4)), used to protect the payl oads
in the channel packets. The value MJUST match a val ue provided in
the "AEAD Al gorithnms List" of the transport paranmeter (see
Section 3).

* Integrity Hash Al gorithm The hash algorithmused in integrity
franes.

- *Author’'s Note:* Several candidate | ANA registries, not sure
whi ch one to use? Sone have only text for sone possibly usefu
val ues. For now we use the first of these:

0 https://ww. i ana. org/ assi gnnent s/ naned-i nf or mati on/ naned-
i nformati on. xht nl #hash-al g
(https://ww.iana. org/ assi gnnent s/ naned-i nf or mat i on/ named-
i nf or mati on. xht m #hash- al g)

o https://wwv iana.org/assignnents/tls-paraneters/tls-
par anet ers. xht m #t| s- par anet er s- 18
(https://ww. i ana. org/assignnents/tls-paraneters/tls-
par anet ers. xht m #t | s- par anet er s- 18)

o0 (text-only): https://wwiana. org/assi gnnents/hash-functi on-
t ext - names/ hash-functi on-t ext - nanes. xht
(https://ww i ana. org/ assi gnnent s/ hash-functi on-t ext - nanes/
hash-functi on-text-nanmes. xhtm)
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* Max Rate: The maxinumrate in Kibps of the payload data for this
channel . Channel data MJST NOT exceed this rate over any 5s
window, if it does clients SHOULD | eave the channel with reason
" MAX_RATE_EXCEEDED".

*  Max ACK Delay: A value used simlarly to max_ack_del ay
(Section 18.2 of [RFCI9000]) that applies to traffic in this
channel. dients SHOULD NOT intentionally add delay to MC_ACK
frames for traffic in this channel beyond this value, in
m | liseconds, and SHOULD NOT add any delay to the first MC ACK of
data packets for a channel. As long as they stay inside these
limts, clients can inprove efficiency and network [oad for the
uplink by aggregati ng MC_ACK frames whenever possible.

A client MJUST NOT use the channel ID included in an MC_ANNOUNCE frane
as a connection ID for the unicast connection. |If it is already in
use, the client should retire it as soon as possible. As the server
knows whi ch connection IDs are in use by the client, it MJIST wait
with the sending of an MC_JON frame until the channel |D associated
with it has been retired by the client.

As all the properties in MC ANNOUNCE franes are i mutable during the
lifetime of a channel, a server SHOULD NOT send an MC_ANNOUNCE frane
for the same channel nore than once to each client except as needed
for recovery.

A server SHOULD send an MC _ANNOUNCE frame for a channel before
sendi ng an MC_KEY and SHOULD send an MC KEY franme for a channe
before sending an MC JON frane for it. Each of these reconmended
orderings MAY occur within the same packet.

2. MC_KEY

An MC KEY frane (type=TBD-01) is sent fromserver to client, either
with the unicast connection or in an existing joined multicast
channel. The MC _KEY franme contains an updated secret that is used to
generate the keying material for the payload of 1-RTT packets
received on the multicast channel

A server can send a new MC KEY frame with a sequence nunber increased
by one. A server MJST generate continuous sequence nunbers, and MAY
start at a value higher than 0. Note that while not joined, a client
wi Il not receive updates to channel secrets, and thus may see junps
in the Key Sequence Number val ues between MC KEY franmes. However,
whil e joined the Key Sequence Nunbers in the MC_KEY franes MJST
increment by 1 for each new secret.
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Secrets with even-val ued Key Sequence Numbers have a Key Phase of O
in the 1-RTT packet, and secrets wi th odd-val ued Key Sequence Nunmbers
have a Key Phase of 1 in the 1-RTT packet. Secrets with a Key Phase
i ndi cati ng an unknown key SHOULD be di scarded without attenpting to
decrypt them (An unknown key might happen after |oss of the |atest
MC_KEY franme, so that packets on a channel have an updated Key Phase
starting at a particul ar packet number, but the client does not yet
know about the key change.)

Should a client receive two different Keys with the sane Key Sequence
Nunber and Channel ID, e.g. one over the unicast connection and one
over the nulticast channel, it SHOULD cl ose the connection with
reason MC_EXTENSI ON_ERROR

It is RECOVWENDED t hat servers send regul ar secret updates.
MC KEY franes are fornatted as shown in Figure 5.

MC_KEY Frane {
Type (i) = TBD-01 (experinents use Oxff3e801),
I D Length (8),
Channel 1D (8..160),
Key Sequence Number (i),
From Packet Number (i),
Secret Length (i),
Secret (..)

Figure 5: MC KEY Frane Fornat
MC_KEY franmes contain the followi ng fields:

* | D Length: The length in bytes of the Channel 1D field.

* Channel ID:. The channel ID for the channel associated with this
frane.

* Key Sequence Number: Increases by 1 each time the secret for the
channel is changed by the server. |If there is a gap in sequence
nunbers due to reordering or retransn ssion of packets, on receipt
of the older MC KEY frame, the client MJUST apply the secret
contai ned and the packet numbers on which it applies as if they
arrived in order.
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*  From Packet Number: The values in this MC KEY frame apply only to
packets starting at From Packet Number and continuing until they
are overwitten by a new MC_KEY frane with a hi gher From Packet
Nunber. The Packet Nunber MJST never decrease with an increased
Key Sequence Nunber.

* Secret Length: Provides the length of the secret field.

* Secret: Used to protect the packet contents of 1-RTT packets for
the channel as described in [RFCO001]. The Key and Initial Vector
for the application data carried in the 1-RTT packet payl oads are
derived fromthe secret as described in Section 7.3 of [RFC8446].
To maintain forward secrecy and prevent nalicious clients from
decrypting packets long after they have left or were renoved from
the uni cast connection, servers SHOULD periodically send key
updat es using only unicast.

Clients MJST delete old secrets and the keys derived fromthem after
recei ving new MC KEY frames. Deleting old keys prevents | ater
comprom se of a client from di scovering an otherw se unconprom sed
key, thus inproving the chances of achieving forward secrecy for data
sent before a key rotation

Client inplenentations MAY institute a delay before deleting secrets
to allow for decodi ng of packets for the channel that arrive shortly
after a new MC_KEY frane. For this experinmental specification, it is
RECOMVENDED t hat clients delete old keys 10 seconds after receiving a
new key or after 3 seconds that el apse w thout receiving any new data
to decode with the old key, whichever is shorter. Cients MJST NOT
del ay nore than 60 seconds before deleting the old keys.

The del ay values for this specification are sonewhat arbitrary and
all ow for inplementation-dependent experimentation. One of the
target discoveries for experinental evaluation is to determ ne good
default delay values to use, and to understand whether there are use
cases that would benefit froma negotiation between server and client
to determ ne the delays to use dynamically. (A poor delay choice
results in either overhead from droppi ng packets instead of decoding
themwi th old keys for too short a delay or in extra forward secrecy
exposure tinme for too long a delay, and the purpose of the delays are
to bound the forward secrecy exposure w t hout inducing unreasonable
over head.)

The From Packet Number is used to indicate the starting packet number
(Section 17.1 of [RFCI9000]) of the 1-RTT packets for which the secret
contained in an MC KEY frane is applicable. This secret is
applicable to all future packets until it is updated by a new MC KEY
frane.
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A server SHOULD NOT send MC KEY frames for channels except those the
client has joined or will be inmnently asked to join.

10.3. MC_JAN

An MC_JON frame (type TBD-02) is sent fromserver to client and
requests that a client join the given transport addresses and ports
and process packets with the given Channel ID according to the
correspondi ng MC_ANNOUNCE franme and the | atest MC KEY frame for the
channel .

A client cannot join a nulticast channel wi thout first receiving an
MC_ANNOUNCE franme and an MC_KEY frame, which together set all the
val ues necessary to process the channel.

If aclient receives an MC JON for a channel for which it has not
recei ved both an MC ANNOUNCE franme and an MC KEY frame, it MJST
respond with an MC STATE with State "DECLI NED JO N' and reason

"M ssing Properties". The server MAY send another MC JO N after
recei ving an acknow edgenent indicating receipt of the MC_ANNOUNCE
frame and the MC KEY frame.

MC JON frames are formatted as shown in Figure 6.

MC_JO N Franme {
Type (i) = TBD-02 (experinents use Oxff3e802),
I D Length (8),
Channel 1D (8..160),
MC LIMTS Sequence Nunber (i),
MC_STATE Sequence Number (i),
MC_KEY Sequence Numnber (i)

}
Figure 6: MC JON Frame For nmat

The sequence nunbers are the nost recently processed sequence nunber
by the server fromthe respective frame type. They are present to
allow the client to distinguish between a broken server that has
performed an illegal action and an instruction that’s based on
updates that are out of sync (either one or nore m ssing updates to
MC KEY not yet received by the client or one or nore m ssing updates
to MC LIMTS or MC STATE not yet received by the server).

A client MAY performthe join if it has the sequence nunber of the

correspondi ng channel properties and the client’s limts will not be
exceeded, even if the client sequence nunbers are not up-to-date.
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10.

If the client does not join, it MJST send an MC _STATE frane with
"DECLI NED JO N' and a reason.

If the client does join, it MJST send an MC _STATE frane with
"JO NED'.

4. MC_LEAVE

An MC LEAVE franme (type=TBD-03) is sent fromserver to client, and
requests that a client |eave the given channel.

If the client has already left or declined to join the channel, the
MC_LEAVE i s ignored.

If an MC_JON or an MC LEAVE with the same Channel |ID and a hi gher
MC _STATE Sequence nunber has previously been received, the MC LEAVE
is ignored.

O herwi se, the client MIST | eave the channel and send a new MC_STATE
frane with reason LEFT as requested by server.

MC LEAVE franmes are formatted as shown in Figure 7.

MC LEAVE Frane {
Type (i) = TBD-03 (experinents use Oxff3e803),
I D Length (8),
Channel 1D (8..160),
MC_STATE Sequence Number (i),
After Packet Number (i)

Figure 7: MC _LEAVE Frane For nmat

If After Packet Nunber is nonzero, wait until receiving that packet
or a higher valued nunber before | eaving.

5. MC_INTEGRITY

MC INTEGRITY frames are sent fromserver to client and are used to
convey packet hashes for validating the integrity of packets received
over the multicast channel as described in Section 7.1.

MC_INTECRITY franes are formatted as shown in Figure 8.
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MC_I NTECRI TY Frane {
Type (i) = TBD-04..TBD-05 (experinments use Oxff3e804/0xff3e805),
I D Length (8),
Channel 1D (8..160),
Packet Nunber Start (i),
[Length (i)],
Packet Hashes (..)

Figure 8: MC INTEGRITY Frane Format

For type TBD-05, Length is present and is a count of packet hashes.
For TBD-04, Length is not present and the packet hashes extend to the
end of the packet.

The first hash in the Packet Hashes list is a hash of a 1-RTT packet
with the Channel 1D equal to the Channel IDin the MC INTEGRITY frane
and packet nunber equal to the Packet Nunber Start field. Subsequent
hashes refer to the packets for the channel with packet numnbers

i ncreasing by 1.

Packet hashes MJST have length with an integer nultiple of the Iength
i ndi cated by the Hash Al gorithm fromthe MC ANNOUNCE frane.

See Section 7.1 for a description of the packet hash cal cul ation
10. 6. MC_ACK

The MC_ACK frane (types TBD-06 and TBD-07; experinments use

Oxf f 3e806. . Oxf f3e807) is an extension of the ACK frame defined by

[ RFCO000]. It is used to acknow edge packets that were sent on
mul ti cast channels. |If the frame type is TBD-07, MC ACK frames al so
contain the sumof QU C packets with associ ated ECN marks recei ved on
the connection up to this point.

(TODO. Wuld there be value in reusing the nmultiple packet nunber
space version of ACK MP from Section 12.2 of
[I-D.draft-ietf-quic-nultipath], defining channel 1D as the packet
nunber space? at 2022-05 they’'re identical except the Channel 1D and

types.)

MC_ACK franmes are formatted as shown in Figure 9
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MC_ACK Frane {
Type (i) = TBD-06..TBD-07 (experinments use Oxff3e806, Oxff3e807),
I D Length (8),
Channel 1D (8..160),
Largest Acknow edged (i),
ACK Del ay (i),
ACK Range Count (i),
First ACK Range (i),
ACK Range (..) ...,
[ ECN Counts (..)],

Figure 9: MC_ACK Frane For nat
10.7. MCLIMTS
MC LIMTS franes are formatted as shown in Figure 10.

MC LIMTS Frane {
Type (i) = TBD-09 (experinents use Oxff3e809),
Client Limts Sequence Nunber (i),
Reserved (6),
| Pv6 Channels Allowed (1),
| Pv4 Channels Allowed (1),
Max Aggregate Rate (i),
Max Channel IDs (i),
Max Joi ned Count (i),

Figure 10: MC LIMTS Frane For mat
The sequence nunber is inplicitly O before the first MC LIMTS frane
fromthe client, and increases by 1 each new frame that’s sent.
Newer frames override ol der ones.
The 6 Reserved bits MJST be set to 0 by the client and MJST be
i gnored by the server. These are reserved to advertise future
capabilities.

| Pv6 Channels Allowed is a 1-bit field set to 1 if IPv6 channels can
be joined and 0 if | Pv6 channel s cannot be joi ned.

| Pv4 Channels Allowed is a 1-bit field set to 1 if IPv4 channels can
be joined and 0 if |Pv4 channel s cannot be joi ned.

Max Aggregate Rate allowed across all joined channels is in Kibps.
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Max Channel IDs is the count of channel IDs that can be announced to
this client and have keys. Retired Channel |IDs don't count against
this val ue.

Max Joi ned Count is the count of channels that are allowed to be
joined concurrently.

8. MC_RETIRE
MC RETIRE franes are formatted as shown in Figure 11.

MC_RETI RE Frame {
Type (i) = TBD-0a (experinents use Oxff3e80a),
I D Length (8),
Channel 1D (8..160),
After Packet Number (i)

}
Figure 11: MC RETIRE Frane For mat

Retires a channel by ID, discarding any state associated with it.
(Aut hor comment: We can’'t use RETI RE_CONNECTI ON | D because we don’t
have a coherent sequence nunber.) |f After Packet Nunber is nonzero
and the channel is joined and has received any data, the channel will
be retired after receiving that packet or a higher val ued nunber,
otherwise it will be retired i nmedi ately.

After receiving an MC RETIRE and retiring a channel, the client MJST
send a new MC STATE franme with reason RETIRED to the server.

If the client is still joined in the channel that is being retired,
it MIST also leave it. |If a channel is left this way, it does not
need to send an additional MC STATE frame with state LEFT, as state
RETI RED al so inplies the channel was |eft.

9. MC_STATE

MC_STATE frames (type=TBD-Ob or TBD-Oc) are sent fromclient to
server to report changes in the client’s channel state. Each tine
the channel state changes, the dient Channel State Sequence nunber
is increased by one. It is a state change to the channel if the
server requests that a client join a channel and the client declines
the join, even though no join occurs on the network.

Frames of type TBD-Ob are used for cases in which the reason for the
state change occur in the QU C nulticast |ayer while franmes of type
TBD-0c are used for reasons that are application specific.
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MC_STATE franes are formatted as shown in Figure 12.
MC_STATE Frane {
Type (i) = TBD-0b..TBD-0c (experinents use Oxff3e80b and Oxff 3e80c),
I D Length (8),
Channel 1D (8..160),
Cient Channel State Sequence Number (i),
State (8),
Reason Code (i),
Reason Phrase Length (i),
Reason Phrase (..)
Figure 12: MC _STATE Frane Format
State has these defined val ues:
*  Ox1: LEFT
*  0x2: DECLINED JO N
*  0x3: JO NeD
* 0Ox4: RETIRED

If a server receives an undefined value, it SHOULD cl ose the
connection with reason MC_EXTENSI ON_ERROR.

If State is JONED or RETIRED, the Reason Code MJUST be
REQUESTED BY SERVER (0x1).

If State is LEFT or DECLINED JO N, for franes of type TBD-0Ob the
Reason Code field is set to one of:

* 0x0: UNSPECI FI ED_OTHER

* 0x1: REQUESTED BY_SERVER

*  0x2: ADM NI STRATI VE_BLOCK

*  0x3: PROTOCOL_ERROR

*  0x4: PROPERTY_VI OLATI ON

*  0x5: UNSYNCHRONI ZED PROPERTI ES

*  0x6: |D_COLLISION
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*  0x10: HELD DOMWN

*  0x12: MAX_RATE_EXCEEDED

*  0x13: H GH LGCSS

* 0x14: EXCESSI VE_SPURI QUS_TRAFFI C
*  0x15: MAX_STREAMS_EXCEEDED

* 0x16: LIM T_VI OLATI ON

(Author’s note TODO consider whether that these reasons should be
added to the QU C Transport Error Codes registry (Section 22.5 of
[ RFC9000]) instead of defining a new registry specific to nulticast.)

For frames of type TBD-Oc, the Reason Code is left to the
application, as described in Section 20.2 of [RFCI9000]

The Reason Phrase field, in conbination with the Reason Phrase Length
field, can optionally be used to give further details for the state
change.

A client mght receive nulticast packets that it can not associate
with any channel 1D, or that cannot be verified as matchi ng hashes
fromMC INTEGRI TY franes, or cannot be decrypted. This traffic is
presunmed either to have been corrupted in transit or to have been
sent by soneone other than the legitimte sender of traffic for the
channel, possibly by an attacker or a msconfigured sender. |If these
packets are addressed to an (S, G that is used for reception in one
or more known channels, the client MAY | eave these channels with
reason "Excessive Spurious traffic".

Franmes Carried in Channel Packets

Mul ticast channels will contain normal QU C 1-RTT data packets (see
Section 17.3.1 of [RFC9000]) except using the Channel ID instead of a
Connection I D. The packets are protected with the keys derived from
the secrets in MC_KEY frames for the correspondi ng channel .

Dat a packet hashes will also be sent in MC INTEGRITY franes, as keys
cannot be trusted for integrity due to giving themto too nany
receivers, as described in [I-D.draft-krose-mnulticast-security].
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The 1-RTT packets in nulticast channels will have a restricted set of
franes. Since the channel is strictly 1-way server to client, the
general principle is that broadcastable shared server->client data
franmes can be sent, but frames that make sense only for

i ndi vidualized connections or that are sent client-to-server cannot.
Should a not pernmitted frame arrive on a nulticast channel, the
connection MUST be closed with a connection error of type

MC_EXTENSI ON_ERRCR.

Permtted:

*  PADDI NG Franes (Section 19.1 of [RFC9000] )

* PING Franes (Section 19.2 of [RFC9000] )

*  RESET_STREAM Franes (Section 19.4 of [RFC9000] )

*  STREAM Franes (Section 19.8 of [RFC9000] )

*  DATAGRAM Frames (both types) (Section 4 of [RFC9221])

*  MC_KEY

*  MC_LEAVE (however, join nmust cone over unicast?)

* MCINTEGRITY (not for this channel, only for another)

*  MC_RETI RE

Not permitted:

* 19.3. ACK Franes

* 19.6. CRYPTO Frames (crypto handshake does not happen on nt
channel s)

* 19.7. NEWTOKEN Franes
* Flow control is different:
- 19.5. STOP_SENDI NG Fr anes

- 19.9. MAX DATA Franes (flow control for nt channels is by
rate)

- 19.10. MAX_STREAM DATA Franes

Hol | and, et al. Expires 6 July 2026 [ Page 29]



I nternet-Draft Multicast QUIC January 2026

12.

12.

- 19.11. MAX_STREAMS Franes

- 19.12. DATA BLOCKED Fr anes

- 19.13. STREAM DATA BLOCKED Fr anes
- 19.14. STREAMS_BLOCKED Fr anes

* Channel ID Mgration can’'t use the "prior to" concept within a
channel, not O-starting

- 19.15. NEWCONNECTI ON_I D Franes
- 19.16. RETI RE_CONNECTI ONLI D Franes

* Channel s don't have the sanme kind of path validation, as there's a
uni cast anchor with acks for the nulticast packets:

- 19.17. PATH CHALLENGE Franes

- 19.18. PATH RESPONSE Fr anes
* 19.19. CONNECTI ON_CLOSE Fr anes
* 19.20. HANDSHAKE_DONE Franes
*  MC_ANNOUNCE
* MC_LIMTS
*  MC_STATE
*  MC_ACK

I mpl enent ati on and Qperational Considerations
1. Constraints on Stream Data
Note that when a newy connected client joins a channel, the client
will only be able to receive application data carried in stream
franes delivered on that channel when they have received the stream
data starting fromoffset 0 of the stream
This usually means that new streams nust be started for application
data carried in channel packets whenever there m ght be new clients
that have joined since an earlier streamstarted. |If the server

deens it convenient, it could also send preceding data for that
stream over the unicast connection to catch the client up.
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Wth broadcast video, this usually nmeans a new streamis necessary
for every video segnent or group of video franes since new clients
will join throughout the broadcast, whereas for video conferencing,
it could be possible to start a new stream whenever new clients join
the conference wi thout needing a new stream per object.

2. Application Use Cases

There are several known applications that could benefit from using
multicast QU C, either with their own custom application-I|ayer
transport or with one of the transports discussed in Section 12.3. A
few exanpl es incl ude:

* Existing multicast-capable applications that are nodified to use
QUI C dat agrans instead of UDP payl oads can potentially get
i mproved encryption and congestion feedback, while keeping
exi sting error recovery techniques (e.g. techniques based on the
forward error correction (FEC) framework in [ RFC6363]).

- An external tunnel could supply this kind of encapsul ation
wi t hout nodification to the sender or receiver for sone
applications, while retaining the benefits of nulticast
scalability

- Using QUIC datagranms in place of UDP packets could usefully
support existing inplenentations of file-transfer protocols
| i ke FLUTE [ RFC6726] or FCAST [ RFC6968] to enable file
downl oads such as operating system updates or popul ar gane
downl oads, but addi ng encryption, packet-|evel authentication,
and congestion control as provided by QU C

* Conferencing systens, especially within an enterprise that can
depl oy mul ticast network support, often can save significantly on
server costs by using nmulticast

* The traditional nulticast use case of broadcasting of live sports
with a set-top box would benefit from an interoperable system such
as these QU C extensions that can fall back to unicast
transparently as needed, for exanple if there are a few custoners
who installed a non-nulticast-capable hone router

* Smart TVs or other video playing in-home devices could
interoperate with a standard sender using nulticast QU C, rather
than requiring proprietary integrations with TV operators.
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3. Data Transport Use Cases

This section outlines considerations for sonme known transport
mechani sns that are worth highlighting as potentially useful with
mul ticast QU C

3.1. HITP/3 Server Push
HTTP/ 3 Server Push is defined in Section 4.6 of [RFC9114].

Server push is a good use case for multicast transport because the
same data can be pushed to nmany different receivers on a multicast
channel . Applications designed to work well with server push can
| everage multicast QU C very effectively with only a few extra
consi derati ons.

A QUI C connection using HITP/ 3 can use nulticast channels to deliver
server-initiated streans that inplenent HTTP/ 3 Server Push.

Applications expecting to use server push with nulticast SHOULD use a
high MAX PUSH ID in order to work with channels that have been active
for a long tine already when the connection is first established.
Servers SHOULD NOT allow clients to remain joined to channels if

their MAX PUSH ID will be exceeded by push streanms that are to be
sent inmnently.

If a client receives data froma push ID that exceeds its MAX PUSH | D
causing an H3_ID ERROR on a multicast channel, it SHOULD | eave the
channel with reason 0x1000108 (conmputed by adding the H3 | D ERROR

val ue 0x0108 to the Application-defined Reason start val ue
0x1000000). This SHOULD NOT cause a close of the whole connection
but MAY cause a streamerror and reset of the stream

TODO. flesh out this principle for application-level error code
assignnent in general for known error code val ues, and specifically
all HTTP/ 3 ones? (O is there a better approach?)

3.2. HITP/ 3 WebTransport Streans

WebTransport over HTTP/3 is defined in
[I-D.draft-ietf-webtrans-http3].

Popul ar data that can be sent with server-initiated streans and
carried over WbTransport is a good use cases for nmulticast transport
because the sanme server-to-client data can be pushed to nany
different receivers on a nulticast channel.
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A QUI C connection using HITP/ 3 and WebTransport can use multicast
channel s to deliver WebTransport server-initiated streans.

However, because the WebTransport Session IDis a client-specific
val ue, the bytes that carry the WebTransport Session ID value within
the stream woul d need to be carried over unicast, since it’s not the
same for different clients.

For this situation, note that the Session IDis a variable |length
integer, and that a variable length integer can be encoded in any
size that’s big enough to hold it. |In particular, it’'s possible to
use the largest size of any Session IDs of any of the WebTransport
sessions of any clients (or 8 octets, the maxi mum size for a variable
length integer), and that all clients receiving streamdata on a
channel will need to use the sanme size for the Session ID so that the
rest of the streamdata will be at the sane offset for every client.

3.3. Datagrans

DATAGRAM frames ([ RFC9221]) can be carried in multicast channels, and
can be a good way to deliver popular content to receivers. Doing so
can align well with existing rmulticast UDP-based applications, since
a datagram APl in a QU C application offers sinmlar functionality to
a UDP APl for sending and receiving packets.

However, at the tine of this witing (version -05 of
[I-D.draft-ietf-msque-h3-datagram) multicast channels generally
cannot deliver HITP/ 3 datagrans, including WbTransport datagrans
(version -02 of [I-D.draft-ietf-webtrans-http3]), since the denuxing
of WebTransport datagrans uses a Session |ID based on a client-
specific value (the HTTP/3 Session ID cones fromthe Stream | D of the
client-initiated streamthat issued the initial extended CONNECT
request).

It is therefore hoped that an extension or revision to WebTransport
and HTTP/ 3 datagrans can be adopted in a future version of their
specifications that make it possible to use a server-chosen Session

I D val ue for demuxi ng WebTransport datagrans (and HTTP/ 3 datagrans in
general ).

Such a value could for instance be sent in an HTTP/ 3 response header,
and as long as it is unique within the connection and avoi ds
collision with any client-initiated stream|ID values, it could stil
be used to multiplex data associated with different HITP/3 traffic
and different WebTransport sessions carried on the sane connecti on.
Then by choosing the sane server-chosen session ID for all the
connections, the server would be able to use the sanme channel to
carry the identical conplete datagrans, including the server-chosen
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Session ID, to nultiple receivers that the server asks to join the
same channel. Such a change could either replace the current client-
chosen definition for Session IDin server-to-client datagrans, or
could add new HTTP/ 3 frane types that allow a server-chosen Session

I D when the client has advertised support for this extended
functionality.

4. G aceful Degradation

Clients with nmulticast QU C support can stop accepting nulticast for
a variety of reasons

Applications |like live broadcast-scale video that rely on mnulticast
QUI C may benefit fromanticipating that clients mght stop using
mul ti cast and providing data feeds with simlar content that can
scale even if many clients stop using nulticast, for exanple by
ensuring that a lower-bitrate rendition can still be delivered over
unicast to all or nost of the clients sinultaneously, and ensuring
that the server has a way to nake the client start using the | ow
bitrate version when it switches to unicast.

Wi |l e sone existing Adaptive Bitrate video players might have an easy
way to provide this, other video players mght need specialized |ogic
to provide the server a way to control what bitrate individua

clients consunme. Although under ideal conditions it nmay often be
possi bl e using features |ike server push (Section 12.3.1) to use
unnodi fi ed exi sting HITP-based video players with multicast QUC, in
practice it may require extra devel opnent at the application level to
make a player that robustly delivers a good user experience under

vari abl e network conditions, depending on the scalability gains that
mul ticast transport is providing and the Adaptive Bitrate al gorithmns
the player is using.

4.1. Crcuit Breakers

Qperators of multicast QU C services should consider that sone
networ ks may inplenment circuit breakers such as the one described in
[I-D.draft-ietf-nboned-cbacc], or simlar network-Ievel safety
features that might cut off previously operational multicast
transport under certain conditions.

The servers will notice the transport loss fromthe lack of MC ACK
franes fromreceivers in a network that cut off nulticast transport,
but it nmay be beneficial when possible in a transport cutoff event
correlated across many clients to pace the recovery response
according to aggregations of the affected clients so that a sudden
uni cast storm doesn’t overload the network further
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5. Server Scalability

Use of QUIC nmulticast channels can provide |arge scalability gains,
but there still will be significant scaling requirenents on server
operators to support a large client footprint.

Servers, possibly many of them still will be required to maintain
uni cast connections with all the clients and provide for handling
MC_ACK franes fromthe clients, delivering MC I NTEGRI TY franes,
managi ng the clients’ channel join states, and providing recovery for
| ost packets.

Further, the use of nulticast channels likely requires increased
coordi nati on between the different servers, relative to services that
operate conpl etely independently.

For |arge deploynents, server inplenentations will often need to
operate on separate devices fromthe ones generating the multicast
channel packets, and will need to be designed accordingly.

6. Address Col |lisions

Mul ticast channels at the network |ayer are addressed with a source
I P, a destination group |IP address, and a destination UDP port.

These offers a nunber of potential address collision considerations
that are worth nenti oni ng:

1. If properties change for the data being used in a channel (for
exanpl e, new video encodi ng settings mght result in a change to
the expected max rate for a video feed), a server night reuse the
same network addresses in a new QU C multicast channel, and m ght
send a join for the new channel and a | eave for the old channe
to clients that can support the new max rate. |If they arrive
together, this could be handled by the client w thout nmaking a
change to the IGW or M.D nenbership state, as an optim zation
that can prevent the need for sone recovery, or even by reusing
the sane UDP socket. Doing so does not change any requirenents
for the channel state managenent at the QUIC | ayer, and as |ong
as the situation is transient, should not result in |eaving due
to Excessive Spurious Traffic even if sone packets were reordered
or may still be in flight.

2. As described in Section 6 of [ RFC4607], |ink-Iayer addresses can
be linked to the | oworder bits of nmulticast addresses, and may
be the sane for different group destinations. Collisions in the
I'ink-1ayer addressing, even with traffic that cones from ot her
sources, can cause congestion or receiver CPU load for colliding
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channel s that m ght be different fromthat seen with other
channel s that were delivered with apparently the same network
pat hs.

3. Even though multicast QU C uses only source-specific multicast,
ol der networks with devices that don't have | GWv3 or M.Dv2
support can propagate the joins as any-source multicast. |If
there are active senders sending to that destination, this can
cause network congestion and CPU | oad due to discardi ng packets
fromthe wong source, even though at the application |ayer the
UDP socket won't receive those packets fromthe wong source.

4. |f different channels use the sanme (S, G but different UDP ports,
they will share the same multicast forwarding tree in an IP
network. This is often useful when the data in the channels are
linked, for exanple if MC INTEGRITY frames are carried on one
channel for packets carried on another channel, because it
provi des sone fate-sharing for the linked data. However, for
data that is not so linked, it would generally be a di sadvant age
to share the (S, G because the network |link of any receiver
joined to one of those channels but not the other would receive
bot h packets and throw away the data for the un-joined port,
causi ng extra congestion and CPU | oad for the receiving device.

13. Security Considerations

(Aut hors comment: Mostly incorporate
[1-D.draft-krose-multicast-security]. Anything else?

e.g. if adifferent legitimate quic connection says soneone else’'s
quic multicast streamis theirs, that’s naybe a problemworth
protecting against. Maybe we need a periodic asymretric chall enge?
I’ mthinking send a public key on the multicast channel and in the
uni cast channel s send an individualized MAC signed with the private
key and verify it with the public key, so that in addition to
validating that the unicast server knows the contents of the
mul ti cast packets via the hashes it supplies, the multicast stream
provides a way for the client to validate that the unicast streamis
authorized to use it for data transport via proof they know the
private key corresponding to the public key that arrived on the

mul ticast channel. Note this doesn’t prevent unauthorized receipt of
mul ti cast data packets, but does prevent a quic server fromlying
when claimng a multicast data channel belongs to it, preventing
legit receivers fromconsumng it.
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alternatively, can the multicast channel just periodically say what
domai n nane is expected for the quic connection and get the same
crypto guarantee of a proper sender via the domain’s cert, which was
al ready checked on the uni cast channel ?)

I ANA Consi der ati ons
TODO MC _EXTENSI ON_ERROR error code
TODO lots
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