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1. Overview

Bui | di ng decentralized systens is a conplex and chal | engi ng task due
to the inherent unpredictability and scal e of such systens. These
systens often consist of nmultiple nodes that nay be located in

di f ferent geographical regions and need to coll aborate seanlessly to
provi de services or process data. The difficulty arises in managi ng
i ssues |ike network | atency, node failures, variable |oad
distribution, or possibly node displacenent in particular
environments. Neverthel ess, these systens need to remain highly
avai | abl e and responsi ve even when individual conponents experience
failures, which requires robust fault tolerance and self-healing
mechani sns.

Whi | e achi eving data consi stency, synchronization, and ensuring that
all nodes have a coherent view of the systemin a centralized system
woul d be relatively easy, due to the existence of a centralized unit
in charge of mmintaining a "source of truth" and handling
concurrency, in a decentralized system where nodes behave freely, and
may at any noment have their own perspective of the system such goa
is not trivial. Wile centralized systens benefit fromeasier state
managenent, they suffer fromscalability limtations, single points
of failure, and a |lack of redundancy. Decentralized architectures,
by their nature, mtigate sone these issues but introduce added
complexity due to the lack of centralized control

Thi s docunent focuses on decentralized systens and expl ores
strategies to sinplify their devel opnent and nanagenent.
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Mai ntai ning scalability and flexibility as the system evol ves proves
to be quite challenging. Wth growi ng demand, the system nust be
abl e to scal e dynam cally, by adding or renoving nodes, w thout

di srupting ongoi ng operations, which requires sophisticated
orchestration, auto-reconfiguration and adaptability. Moreover,
dealing with the complexities of data consistency, synchronization,
and ensuring that all nodes have a coherent view of the systemstate
introduces a level of conplexity that can be difficult to manage.

Devel opi ng frameworks and libraries for decentralized systens
presents uni que chal |l enges. These franmeworks nust abstract the
conplexities of distributed architectures while maintaining
flexibility and control for developers. Wile devel opers often need
| ow| evel access to aspects |ike network nmanagement, fault tolerance,
and security, they also benefit from high-1level abstractions that
sinmplify comobn tasks such as inter-node conmunication and failure
handling. Striking a bal ance between abstraction and control is
crucial to ensure usability w thout conprom sing performance or
system correct ness.

Exi sting network libraries, such as [Lib2p], provide nodul ar and
flexible tools for building peer-to-peer networks but often have a
steep learning curve and interoperability chall enges. Moreover,
while |ibp2p offers an extensive set of functionalities out of the
box, these are not always easily adaptable to specific use cases,
limting flexibility for developers. Simlarly, sinulators |ike
[PeerSim allow rapid prototyping and testing of distributed systens
but fail to accurately nodel real-world execution environnents,
leading to a reality gap_ between simulation and real -world

depl oynent .

To address these chall enges, we propose the *CGeneric Franework for
Bui | di ng Dynanmi c Decentralized Systens (GFDS)*. GFDS provides a
conpr ehensi ve set of tools, abstractions, and best practices to help
devel opers design, deploy, and nanage decentralized applications that
are dynamc, resilient, scalable, and fault-tol erant.

The framework is conposed of an execution nodel, which details and
controls the life-cycle of protocols (the base unit in the
framework), and an architecture detailing a set of managers to handl e
the different conponents and their interactions while providing
common APls for enabling inter-protocol comunication between the
different elenments in the stack

1.1. Docunent Structure

Thi s docunent describes a Generic Framework for Building Dynam c
Decentralized Systens and its structured as foll ows:
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* Section 3 describes _protocols_-the base unit of interaction
wi thin the framework,

* Section 4 describes the framework architecture, its different
conponents and their interaction,

* Section 5 details the execution nodel of the franmework and the
life cycle of protocols,

* Section 6 describes the programming interfaces offered by the
framework to handle interaction with the application level, inter-
protocol interactions and inter-node comrunicati on,

* Section 7 provides real-world scenarios and exanpl es.
2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

The foll owi ng abbreviati ons are used throughout the document:
* APl : Application Programing Interface
* GFDS: Generic Framework for Building Dynamic Decentralized Systens
* CAS: Central Authentication Service
3. Protocol Anatony

The main unit of interaction in the framework is the _protocol .
Protocol s are assigned an unique identifier and enbed the |ogic

i npl emented by the devel oper and use the abstractions provided by the
framework to interact with other protocols being executed locally, as
wel | as handling conmunication with other nodes. A process nay
execute an arbitrary number of protocols concurrently at any given
time, and protocols can comunicate with each other to cooperate and
del egate tasks. Miyreover, as it is very conmon in distributed
protocols to capture certain behaviours, protocols can execute
actions periodically through the use of timers (e.g., execute a

gar bage coll ection function).

Each protocol is conposed of the follow ng concepts that dictate the
anatony and life cycle of a protocol
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* *state* describes the inner state of the protocol, containing the
necessary data and data structures to ensure its correct
behavi our. The state should be initialized in a specialized
_init_ function and can be nutated through interaction with other
| ocal protocols, periodic tiners that alter the state of the
protocol and, finally, comrunication with other nodes running the
same protocol on different nachines;

* *timer handlers* are neant to execute periodic or schedul ed tasks.
When the tiner expires, a handler is executed with user-defined
logic. Additionally, protocols can cancel tiners if they are no
| onger relevant (e.g., a tiner set up by the lack of an
acknow edgenment can be cancelled if the acknow edged arrived in
the meanti ne);

* *inter-protocol handlers* are in charge of managi ng communication
bet ween protocols running on the same machi ne. These handlers are
divided into two categories: one-to-one _requests/replies_ and
one-to-many _notifications_;

* *conmmuni cati on handl ers* whi ch nanage i nconm ng and out goi ng
conmuni cati ons between different nodes. At the protocol |eve
such information arrives in the form of nessages;

* *di scovery, resource and configuration handl ers* which deal with
peer discovery, resource handling and configuration

Wth nost of the conplexity abstracted by the framework, the
devel oper can focus on the logic of the protocol, w thout having to
worry about the | ow|evel aspects associated with building |Iarge-
scal e systens (e.g., dealing with faults in the network | ayer).

3.1. Protocol Initialization
As described previously, each protocol should inplenment a specia
_init_ function. This function is meant to be executed exactly one
time during the life-cycle of the protocol, and has four main
pur poses:

1. Initialize the protocol’s state, nanely, its control vari abl es,
| ocal data structures, etc.,

2. Setup self-configuration, resource and adaptive handl ers,
3. Choose the preferred transport preferences,

4. Register the different handlers (i.e., tiner, inter-protocol,
di scovery and inter-node comruni cati on handl ers).
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A typical protocol initialization would be structured as foll ows:
init(properties):
/1 1 - Setup initial state
/1l 2 - Setup discovery, configuration and resource nonitoring
regi ster Sel f Configuration(properties, uponSelfConfig)
regi st er Adapti veConfi gurati on(properties, uponAdaptive)
regi st er Resour ceMoni t or (resour ces, uponResource)
/1 3 - Transport preferences
preferences = {reliable, secure}
regi st er Communi cat i onPr ef er ences( pr ef er ences)
/1l 4 - Handl ers
regi st er Request Handl er ( Br oadcast Request, uponBroadcast Request)
regi st er Repl yHandl er (Del i ver Repl y, uponDel i ver Repl y)
regi st er Ti mer Handl er ( Gar bageCol | ect Ti mer, uponGar bageCol | ect Ti ner)

regi st er Di scover yHandl er (uponParti ci pant)

subscri beNoti fi cati onHandl er (Nei ghbor UpNoti fi cati on, uponNei ghbor UpNoti fi cati on)
regi st er Conmruni cat i onHandl er ( Br oadcast Message, uponBr oadcast Message)

3. 2. Handl er s

Handl ers operate as call back functions. During the initialization of
a protocol, the developer is in charge of registering the handlers
associ ated with the protocol and their respective callbacks. This
guar antees that when an event is dispatched to the protocol by the
framework (e.g., due to a request arriving from another protocol, a
message in the network, etc.), the respective callback function
associated with the event is rightfully triggered.
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In this section, we will focus on how handlers work at the protoco
level. Further details regarding the architecture and internal life-
cycl e managenent of handlers by the runtime are provided in

Section 4.

Each type of handler has specific information according to their
different nature, but, their registration nostly consists of
specifying two fields: 1) a type encapsul ating the incom ng
information arriving at the handler, and 2) the _call back function_
to be triggered when an event arrives. This can be depicted as
follows, by analyzing a transm ssion exanpl e:

/1 Types definition

def Broadcast Message {
byte [] data,
i nt hopCount,
Peer origin

[/Omitting serializer

}
init(properties):

regi st er Conmruni cat i onHandl er ( Br oadcast Message, uponBr oadcast Message)

uponBr oadcast Message( Br oadcast Message: nsg, Peer: sender):
// Handl e dat a

Hence, at the protocol |evel, the devel oper solely worries about
defining the correct types associated with each handl er and the
correspondi ng cal | back functions to manage event arrivals.

3.2.1. Tinmer-Handl ers

Ti mer - handl ers all ow the devel oper to set up tasks that should be
executed periodically or after a certain amunt of tine has passed.
This is especially helpful to nodel certain aspects of distributed
systens, such as cases where sone kind of verification has to be done
periodically to ensure consistency, or to tine-bound actions in
certain aspects of a protocol

Thus, we propose the followng APl to interact with timers at the
prot ocol |evel
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regi st er Ti mer Handl er (Ti mer Type: timer Type, TimerHandl er: function)
setupTimer(Timer: timer, long: timeout) -> |ong
setupPeriodicTinmer(Timer: timer, long: first, long: period) -> |ong
cancel Ti mer (1 ong: tinmerlD)

* _registerTinmerHandl er_, as the nanme inplies, should only be
i nvoked during protocol initialization and ensures that all the
timers are correctly registered. The function receives the tinmer
type (which encapsul ates the information to be passed on as an
argunment) and the call back function to be triggered.

* _setupTiner_ sets up a timer that will be triggered after a
timeout. After the timeout has passed the tiner will cease to
exist. The function returns a unique tinerlD that can be used to
cancel the timer if needed.

* _setupPeriodicSetupTiner_ sets up a tinmer that will be triggered
periodically (as indicated by the _period_ parameter). It is
possible to specify a tinmeout until the first trigger with the
_first_ paranmeter. Akin to _setupTiner_, this function also
returns a unique tinerlD

* _cancel Timer _ allows canceling a timer by passing its unique
timerID. This can be extrenely hel pful in cases where a periodic
action is no |longer needed, or, for exanple, if a timeout is no
| onger required due to the arrival of data. Protocols should be
able to set up and cancel tinmers during their life-cycle.

Bel ow, we depict a sinple exanple of synchronous comunication anong
nodes:
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/] Types definition
def GarbageCol | ecti onTi mer () {
| ong interva

}

def AckTiner(){
string msglD

/[/Omtting state for clarity
init(properties):

}égisterTinerkbndler(GarbagerlIectionTiner, uponGar bageCol | ect Ti ner)
timer = GarbageCol | ectionTi ner(1m
setupPeriodi cTinmer(timer, 10s, 100s);

regi st er Ti mer Handl er ( AckTi mer, uponAckTi ner)

uponBr oadcast Message( Br oadcast Message: nessage, Peer: sender, Transport: transport):
this. bl ocks. add(nsg)
set upTi mer (AckTi ner (nsg.id), 10s)

/| Execut ed every 100 seconds
uponGar bageCol | ect Ti ner (Gar bageCol | ect Ti mer: timer):
this. bl ocks. remove(nsg -> Tinme.now - neg.timestanp > tiner.interval)

/I Executed 10s after setupTimer invocation
uponAckTi rer ( Gar bageCol | ect Ti mer: timer):
if (!this.acks.contains(tinmer.nsglD))

/1 run fault checks

3.2.2. Inter-Protocol Handl ers

Inter-protocol handl ers govern the interaction anong protocols being
executed in the same machine. Usually, each machine in a distributed
systemruns a stack of protocols (i.e., protocols for menbership,
propagati on, storage, etc.) and they interact with each other to

achi eve conposability and descri be nore conpl ex behaviours. A sinple
exanpl e of this can be seen in a propagation protocol (e.g.,

mul ticast) that nmakes use of the neighbors provided by a | ower-1evel
protocol in charge of nenbership on top of an overlay network

As nmentioned previously, these types of handlers are divided into two
categories: _request/reply_ handlers, neant for one-to-one

i nteracti on anong protocols, and _notifications_ wi th one-to-nmany
semantics. The first is especially useful in scenarios where a
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protocol intends to request the execution of a certain task to

anot her protocol (e.g., the storage protocol asking for the

transm ssion of an object to the protocol in charge of propagation)
and expects to receive a reply after the said task is conpleted. On
the ot her hand, the second enabl es protocols to subscribe to
notifications, so that they are notified when a node triggers a new
notification (e.g., a nessage arrived in a pub/sub protocol and every
protocol that is interested in it should be notified).

Regardi ng requests and their respective replies, we propose the
foll owi ng API:

regi st er Request Handl er (Request Type: request Type, RequestHandl er: function)

sendRequest (Request: request, Protocol: destProtocol)
sendRequest ( Request: request)

regi st er Repl yHandl er (Repl yType: repl yType, ReplyHandl er: function)
sendRepl y(Reply: reply, Protocol: destProtocol)

* registerRequestHandl er _ should only be invoked in the _init_
function and ensures that all the requests are correctly
regi stered. The function receives the request type (which
encapsul ates the infornmation to be passed on as an argunent to the
handl er) and the call back function to be triggered.

* sendRequest _allows a protocol to send a request to another
protocol. The function receives an instance of the request and
t he correspondi ng destination protocol. A second variant doesn’t
receive the destination protocol and is solely used to request
tasks to the franmework (i.e., Section 3.2.3)

* registerReplyHandler _is akin to _registerRequestHandl er , but
for replies.

* _sendReply_ behaves sinmilarly to _sendRequest _, thus allow ng

protocols to issue replies. Is to be noted that replies are
usual ly issued as a response to requests issued by other
pr ot ocol s.

subscri beNotificati onHandl er (NotificationType: notificationType, NotificationHandl er

ction)

triggerNotification(Notification: notification)
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* _subscribeNotificationHandl er _ shoul d only be invoked in the
_init_ function and guarantees the correct subscription of the
protocol to notifications. The function receives the notification
type, and a callback to handle incom ng notifications.

* triggerNotification_ triggers a notification to be propagated to
all protocols subscribed to it. The function receives an instance
of the notification as an argunent.

This semantic allows developers to fine-grain the specification of
their protocols by using a declarative |anguage that allows themto
focus their efforts on inplenenting the algorithmlogic.

We provide a brief exanmple of how this works, with a sinple broadcast
appl i cation:

/1 Types definition
def Broadcast Request (){
byte [] data

def DeliverReply(){
byte [] data

def Nei ghbor UpNoti fication(){
Peer: peer

}

/1 Protocol state
state = {
nei ghbors: Set <Peer >,
mysel f: Peer

}

init(properties):

}ééisterRequesthndler(PingRequest,uponPingRequest)

subscri beNotificati on(Nei ghbor UpNoti fi cati on, uponNei ghbor UpNoti fi cati on)

uponPi ngRequest ( Pi ngRequest: request, Protocol: sourceProto):
msg = Broadcast Message(request.nsg, this.nyself)

t hi s. nei ghbors. f or Each(peer -> sendMessage(nsg, peer))
sendRepl y(Del i ver Repl y(request. nsg), sourceProto)

uponNei ghbor UpNoti fi cati on(Nei ghbor UpNotification: notification):
t hi s. nei ghbors. add(notification. peer)
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Note that, in the previous exanple, there was no registration of
DeliverReply. This is because only the protocols w shing to receive
that information, nanely the protocol that sent the request, are
obliged to register such handl ers.

3.2.3. Discovery Handlers

Di scovery handlers are in charge of facilitating the discovery of
nodes within the system which is particularly relevant in
decentral i zed systens where nodes need to connect dynam cally w thout
a central authority.

At the protocol level, the framework should provide ways of informng
the protocol when new participants are di scovered

regi st er Di scover yHandl er (Di scoveryHandl er: function)

* The _registerD scoveryHandl er _ function should only be invoked
within the init function and is responsible for registering the
handl er that receives discovery events fromthe event manager.
This function processes a notification containing informtion
about a node (e.g., its identifier, status, etc.). Unlike other
events that may have multiple handlers (e.g., requests,
notifications), there should be only one active discovery handl er
per protocol

VWil e the franmework probes the systemduring initialization or at
regular intervals to detect new nodes, protocols may require real -
time access to the latest set of participants or nmay need to announce
their presence to other nodes. To facilitate this, each protoco
declares its intent to either discover other nodes or be discoverable
through a service nane.

A service nane serves as a |label for the protocol and represents its
offered functionalities. For exanple, a broadcast protocol night
register itself with the service nane "fl oodPropagati on", signaling
its role in nessage di ssem nation

To enable this functionality, the sendRequest construct is used to
instruct the discovery nmanager to propagate this infornmation

Thus, the framework provi des devel opers with two nmechani sns to report
and retrieve such information:

sendRequest (Request: Request Probe(String: serviceNane))

sendRequest ( Request: Request Announcenent (String: serviceNane))
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* _sendRequest ( Request Probe(servi ceNane)) _ sends a specialized
request, RequestProbe, which queries the systemfor other nodes
that offer the specified service.

* _sendRequest ( Request Announcenent (servi ceNane)) _ sends a
speci al i zed request, Request Announcenent, whi ch announces the node
as a provider of the specified service.

It is inportant to note that while discovery is relevant in sone
protocols, it remains an optional nodule that a protocol may choose
to use or ignore by registering accordingly during initialization

For exanple, in a systemwith a |large protocol stack, one protoco
(e.g., a nenbership protocol) nmay handl e di scovery, while others
receive this information through inter-protocol interactions. |If a
prot ocol does not require discovery notifications, it sinply does not
regi ster the correspondi ng handl ers.

W can see the discovery nechanisns in action in the follow ng
exanpl e:
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/] Types definition
def AnnounceTi ner {
| ong interva

}

def Broadcast Request {
byte [] data

def DeliverReply(){
byte [] data

//Protocol state

state = {
nei ghbors: Set <Peer >,
nmysel f: Peer

}

init(properties):
%ééisteru scover yHandl er (uponDi scovery)

regi st er Request Handl er ( Pi ngRequest , uponPi ngRequest)
subscri beNotification(Nei ghborUpNotification, uponNei ghbor UpNoti fi cati on)

regi st er Ti mer Handl er ( AnnounceTi mer, uponAnnounceTi ner)
timer = AnnounceTi nmer(1m
setupPeriodi cTinmer(timer, 10s, 100s);

uponAnnounceTi mer ( AnnounceTi ner: tiner):
request = Request Announcenent (" pi ngPong")
sendRequest (r equest)

uponPi ngRequest ( Pi ngRequest: request, Protocol: sourceProto):
msg = Broadcast Message(request.nsg, this.nyself)

t hi s. nei ghbors. f or Each(peer -> sendMessage(nsg, peer))
sendRepl y(Del i ver Repl y(request. nsg), sourceProto)

uponDi scovery(Di scoveryNotification: notification):

| og("Di scovery Method: {}", notification.serviceNange)
thi s. nei ghbors. add(notification. peer)
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3.2.4. Configuration Handl ers

Sel f-configuration and adaptability refer to the ability of a
conponent to automatically configure itself and change based on its
envi ronment, w thout requiring nmanual intervention. The first guides
to the fact that, when a node initiates, it should be able to self-
configure to join the systemas an active node, while the second
handl es the adaptation of a node during runtime to match the current
state of the system

To achieve this, we suggest the follow ng design: Each protoco

shoul d define a set of state parameters that it considers to be

_Aut oConfigurable_ and _Adaptive_. This way, during registration, the
protocol will pass this information to the franework and the
framework will handle the proper initialization and update of these
paraneters during execution. Paraneters tagged with

_Aut oConfigurable_ are neant to be configured during initialization
by obtaining the configuration of other nodes already present in the
system while _Adaptive_ paraneters are neant to be properly nanaged
and adapted (i.e., reconfigured) by the framework during runtinmne.

Wth this said, at the protocol |evel, we propose the follow ng
functionalities and abstractions:

regi sterSel f Configuration(Properties: properties, ConfigurationHandl er: function)

* _registerSelfConfiguration_ indicates how the protocol wll setup
its initial configuration. The first argunment, properties,
encapsul ates the paranmeters the node wi shes to tag as
_Aut oConfigurable_ so that they are properly set up by the
framework. Finally, the last argunment receives a handler to be
executed as a cal |l back when an event regarding configuration
arrives at the protocol

regi st er Adapti veConfigurati on(Properties: properties, AdaptiveHandl er: function)

* _registerAdaptiveConfiguration_ indicates how the framework wll
handl e aut onom ¢ updates of the protocol paranmeters. The first
argunent, properties, encapsul ates the paraneters the node w shes
to tag as _Adaptive_ . The |ast argunment receives a handler to be
executed as a cal |l back when an event regarding the reconfiguration
of parameters arrives at the protocol

The foll owi ng exanpl e contains a sinple application enbeddi ng these
abstracti ons:
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/1 Types definition
Payl oadMessage {
string payl oad

Publ i shRequest {
string topic,
string nsg

}

state = {
@\ut oConfi gurabl e
| ong gar babeCol | ect Ti ner,

@\daptive
| ong fanout,

@\ut oConfi gurabl e
@\dapti ve
long ttl,

Set <Payl| oadMessage> dat a
}

init():
//Omitting state initialization and handlers for simplicity

.ré.gi ster Sel f Confi guration(properties, uponSel fConfig)

regi st er Adapti veConfi gurati on(properties, uponAdaptive)

uponPubl i shRequest (Publ i shRequest: request, Protocol: sourceProto):
payl oad = Payl oadMessage(request. nsg)
dat a. add(request. nsQ)
sendMessage( payl oad, p)

uponSel f Confi g( Sel f Confi gParamet ers sel f Confi g):
for pin state as AutoConfi gurabl e:
p = sel fConfig. paraneters. get(p)

uponAdapti ve( Adapti vePar anet ers adaptive):

for pin state as Adaptive:
p = adaptive. paraneters. get(p)
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3.2.5. Resource Handl ers

In decentralized environments, resource constraints such as CPU
menory, bandwi dth, or storage can significantly affect the
performance and reliability of running protocols.

To address this, the framework provides nmechanisnms to continuously
moni t or resource usage, generate notifications when predefined
threshol ds are exceeded, and allow protocols to adapt their behavior
accordingly. W propose a design where protocols explicitly register
the resources they are interested inZ ftelected froma |ist naintained
by the frameworkZ & nd receive notifications when rel evant changes
occur .

During initialization, protocols declare which resources they wish to
monitor. At runtime, the resource manager continuously tracks the
consunption of these resources and produces events in three
situations: when explicitly requested by a protocol (e.g., resource
sanmpl es), at periodic intervals, or when thresholds are reached
(e.g., high CPU usage, |ow avail abl e bandwi dt h).

These events enable protocols to record resource usage for analytics,
or, in nmore advanced cases, to take corrective actions such as
reduci ng nessage frequency, postponing non-critical tasks, or
droppi ng optional conputations.

At the protocol |evel, the framework exposes the foll ow ng
abstracti on:

regi st er Resour ceMoni t or (Resources []: resourceTypes, ResourceHandl er: function)
* _registerResourceMnitor_ specifies which resources the protoco
intends to observe, and the handler function that will process the
correspondi ng events.

The following exanple illustrates this nmechani sm
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init(properties):

/] Setup resource nonitors
resources = {CPU LOAD, MEMORY_USAGE}
regi st er Resour ceMoni t or (resour ces, uponResour ceSanpl e)

subscri beNotification(ResourceLinitWrni ngNotification, uponResourcelLi nitWarning)

uponResour ceSanpl e( Resour ceEvent sanpl e):
file.append("Resource Sanple: {} {}", sanple.resourceType, sanple.usage)

uponResour ceLi mi t War ni ng( Resour ceLi mi t VVr ni ng war ni ng) :
| og. warn("Resource {} Limt Warning, take action", warning.resourceType)
/] Protocol adapts accordingly

3.2.6. Conmunication Handl ers

Finally, while inter-protocol handlers are in charge of dealing with
the interaction of protocols being executed in the sane node,

conmuni cati on handl ers manage data arriving fromdifferent nodes, and
t hus, inter-node comuni cati on.

Wth a great deal of conplexity being abstracted by the framework, at
the protocol level, we are concerned with providing a generic APl to
the devel oper which allows a node to send and receive infornmation
from ot her nodes wi thout having to deal with the intricacies of
managi ng such connections. Nanely, we extend our framework to regard
different technol ogies, ranging fromthe typical network-based
protocols |Iike TCP [ RFC9293], UDP [RFC768], QU C [ RFC9000], etc., to
short-range technol ogi es such as Bl uetooth Low Energy (BLE) [RFC7668]
(rmore details are provided in the follow ng sections).

To achieve this and provide a nore user-friendly interface for
newconers, we propose a keyword-based approach instead of requiring
devel opers to explicitly specify the transport protocols they wish to
use for communication. |In this approach, keywords represent the
desired characteristics and guarantees of communicati on between
nodes. These keywords include properties such as reliable or
unreliabl e, secure or unsecure, |ightweight, connection-oriented or
connecti onl ess, anong ot hers.

Internally, as explained in detail in later sections, the framework

maps the specified set of keywords to an appropriate conbi nati on of
transport protocols that satisfy those requirenents.
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Conmruni cation in GFDS is fundanental |y nmessage-based. Protocols

i nteract by sending and receiving di screte nessages, ensuring
reliable and scal able comunication while maintaining flexibility and
conpatibility with a wide range of transport protocols.

Thus, at the protocol |evel, we suggest the follow ng abstractions:
regi st er Conmruni cati onPref erences(Keywords[]: preferences, bool ean?: parallelize)

* regi sterComuni cationPreferences_ allows a devel oper to specify
its preferences regarding conmunication ( i.e., Section 4.5.1).
Preferences are passed to functions as keyword argunments. |If a
conflict arises that prevents a valid match (e.g., specifying both
secure and unsecure), the framework notifies the devel oper with an
appropriate error nmessage. |If no preference set is provided, the
framework defaults to its predefined settings. Additionally, the
function accepts a bool ean paraneter that determ nes whether the
framework shoul d parallelize the opening of different transport

pat hs during startup. |If the devel oper passes _true_, the
framework initializes all transport paths in parallel when
starting the protocol. |If _false_, the framework sequentially

opens the interfaces, prioritizing those at the top of the Iist
and only initializing additional ones if the primary interfaces
fail. The first approach reduces overhead during connection |oss,
whereas the second optim zes resource consunption. |f no argunent
is provided, the franework defaults to its predefined
configuration.

regi st er Communi cat i onHandl er (MessageType: nsg, MessageHandl er: function)

* _registerConmuni cati onHandl er _ shoul d only be invoked in the
~init_ function and ensures that all the transm ssions/
communi cation arriving at the node from other nodes are properly
handl ed. The function receives the nessage type (which
encapsul ates the infornmation to be passed on as an argunent to the
handl er) and the call back function to be triggered when a nessage
arrives. It is worth noting that since these nmessage types are
meant to be sent/received through the network and ot her
transm ssion nedia, they should inplenent the proper serializers
and deserializers.

sendMessage( Message: nsg, Peer: destination)
sendMessage( Message: nsg, Peer: destination, Properties: props)
sendMessage( Message: nsg, Peer: destination, String: alias, Properties: props)

_sendMessage can be invoked in three distinct ways:
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* A sinple, default version that only requires the nessage and its
destination as argunents. It sends the nessage using the
preferences specified in the initializer

* A nore specialized version allows the devel oper to specify the
message along with a set of optional properties (props). The
purpose of this properties paraneter is to enhance expressiveness,
particularly for transport paths that require additional netadata
(e.g., MQJIT, where a topic nust be specified for transm ssion).

* Finally, the last variant enables a node to send a nessage using a
specific alias. 1In other words, a protocol can transnmt a nessage
while presenting an identity different fromits default.

These abstractions allow protocols to have sone control over how data
is sent to other nodes while hiding the conplexity of dealing with
such. On the other hand, if a protocol is only concerned with
guaranteeing that information flows in and out of its host node, it
can nmake use of the nore sinple abstractions follow ng the default
configuration enbedded into the franeworKk.

The followi ng exanple illustrates what was presented:
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/] Types definition
Payl oadMessage {
string payl oad

AckMessage {
| ong tinestanmp

}

Publ i shRequest {
string topic,
string nsg

}

init():
/1Omtting request and notification registration for sinplicity

preferences = {unreliable, |ightweight}
regi st er Comuni cat i onPr ef er ences( pr ef erences)

regi st er Conmuni cat i onHandl er ( Payl oadMessage, uponPayl oadMessage)

uponPubl i shRequest (Publ i shRequest: request, Protocol: sourceProto):
props = {characteristic: "topic"}

payl oad = Payl oadMessage(request. nsg)

sendMessage( payl oad, p, props)

uponPayl oadMessage( Payl oadMessage: nessage, Peer: sender, t: registerComunicationPrefere
nces):

msg = AckMessage(Ti me. now)

sendMessage(nsg, sender)

The different abstractions related to interactions with nultiple
protocols of different nature (i.e., subscribing to a topic in MJIT,
listening to a characteristic in BLE, etc.) are still under

devel opment .

3. 3. Pr ocedur es

Beyond the informati on defined above that specifies the use of the
abstractions provided by the franework, protocols may al so need to
execute procedures. Procedures can range from sinple cal cul ati ons on
specific paranmeters to updates on the local state. Thus, protocols
shoul d be allowed to declare an arbitrary number of procedures and
invoke theminside the different handlers defined in the _init_
function. The declaration of a procedure should be as foll ows:
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pr ocedur eNarne( ar gs) :
/] Perform conmput ati ons on args
return result;
Possi bl e usage of a procedure within a protocol:

calclntersection (setl, set2):
return setl " set?2;

uponSet Message( Set Message: nessage, Peer: origin):
intersect = calclntersection(this.set, nsg.set)
this.set = intersect

sendRepl y( Set Updat eRepl y(t his. set), destProto)

3.4. Exanple
In this section, we will provide a sinple but conplete exanple of a

protocol definition using the constructions stated above. Sone
definitions are onmitted for clarity and succi nct ness.
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Types Definition

def Broadcast Request {
byte [] data

def BroadcastNotification {
byte [] data

def Nei ghbor DownNot i fication {
Peer nei ghbor

}

def Broadcast Message {
byte [] data,

| ong tinestanp,

short ttl

serializer(out):
out.witeByteArray(data)
out.writelLong(tinmestanp)
out.witeShort(ttl)

deserializer(in):

data = in.readByteArray()

timestanp = in.readLong(in)

ttl=in.readShort (ttl)

return Broadcast Message(data, tinmestanp, ttl)

}

def GarbageCol | ecti onTi mer {
| ong interval

}

Pr ot ocol

state = {

dat aSet : Set <Broadcast Message>,
nei ghbors: Set <Peer >,

pr ot ocol App: Prot ocol

@\wut oConf i gurabl e
@\daptive
long ttl,

}
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init(properties):
t hi s. dat aSet = Set <Broadcast Message>()
thi s. nei ghbors = Set <Peer >()
this.app = properties. protocol
[1tt] will be configured by the franework

regi st er Di scover yHandl er (uponDi scovery)
regi ster Sel f Configuration(properties, uponSelfConfig)
regi st er Adapti veConfi gurati on(properties, uponAdaptive)

resources = { SYSTEM NETWORK_WRI TE_BYTES}
regi st er Resour ceMoni t or (resour ces, uponResour ceSanpl e)

preferences = {reliable, connectionOiented}
regi st er Comruni cat i onPr ef er ences( pr ef erences)

regi st er Request Handl er ( Br oadcast Request, uponBroadcast Request)
subscri beNoti fi cati on( Nei ghbor DownNoti fi cati on, uponNei ghbor UpNoti fi cati on)

regi st er Ti mer Handl er ( Gar bageCol | ecti onTi mer, uponGar bageCol | ecti onTi ner)
set upPeri odi cTi mer (Gar bageCol | ecti onTi mer (properties.interval), uponGarbageCollectionTim
er)

regi st er Conmruni cat i onHandl er ( Br oadcast Message, uponBr oadcast Message)

/1l Request/Reply Handl ers

uponBr oadcast Request ( Broadcast Request: request, Protocol: sourceProtocol):
Br oadcast Message = Broadcast Message(request. data, Tine.now)
del i ver (Broadcast Message)
propagat e(t hi s. nei ghbors, Broadcast Message)

[/ Timer Handlers

uponGar bageCol | ecti onTi ner (Gar bageCol | ecti onTi ner: tiner):
this.dataSet.renovel f(data -> Tine.now - data.tinestanp >
timer.interval && data.ttl >= state.ttl)

/1 Notification Handlers
uponNei ghbor DownNot i fi cati on( Nei ghbor DownNot i fication: notification):
thi s. nei ghbors. renove(notification. nei ghbor)

/1 Discovery, Configuration and Resources
uponDi scovery(Di scoveryNotification: notification):
thi s. nei ghbors. add(event . peer)

uponSel f Confi g( Sel f Confi gParaneters sel f Config):

for pin state as AutoConfi gurable:
p = sel fConfig. paraneters. get(p)
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uponAdapti ve( Sel f Confi gPar anmet ers adapti ve):
for pin state as Adaptive:
p = adaptive. paraneters. get(p)

uponResour ceSanpl e( Resour ceEvent sanpl e):
| og(" Resource Sanple: {} {}", sanple.resourceType, sanple.usage)

/1l Comuni cati on Handl ers

uponBr oadcast Message( Br oadcast Message: nsg, Peer: sender):
neg. ttl++
del i ver (nsQ)
propagat e(t hi s. nei ghbors - sender, nsgQ)

/1 Procedures

del i ver (Broadcast Message: nsgQ):
if('this.dataSet.contains(nsg)):
this. dat aSet. add( nsQ)

notification = BroadcastNotification(nsg.data)
triggerNotification(notification)

propagat e( Set <Peer > desti nati ons, Broadcast Message: nsQ):
destinations.forEach(n -> sendMessage(nsg, n))

4. Architecture

G-DS ains to sinplify the devel opnent and managenent of highly
dynanmi ¢ decentralized systens. To achieve this, we propose an
architecture where great part of the conplexity is hidden underneath
different |layers of abstractions. The layers are in charge of
different aspects of the system ranging frominter-protocol event

di spat chi ng, to guaranteeing secure conmuni cati on anong nodes. The
architecture overview is depicted in the foll ow ng di agram
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Figure 1: Framework architecture
As stated previously, the base unit of interaction is the protocol

Protocols "live" on top of the stack and devel opers interact with the
framework by specifying protocols, inplenenting their |ogic and
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defining the proper handlers to receive events (i.e., tiners, inter-
protocol, etc.) fromthe franework. This means that, to a devel oper,
the interaction with the other layers is virtually non-existent. The
event manager is in charge of dispatching events to the correct
protocols, managing tiners, and conmuni cating with the comrunication
manager and configuration manager. Finally, the security manager is
responsible for identity nmanagenent and ensuring secure comunication
anong nodes. All of this is encapsulated in what we call the _core_.

The core_is a centralized conponent that coordinates the execution

of the different protocols through an event queue. It is separated
into different elenments, as depicted in Figure 1, each responsible
for a different task. |In the follow ng subsections, we specify the

different details of each conmponent.Iln the foll owi ng subsections, we
specify the different details of each conponent.

This design allows the framework to nmake a cl ear separation of
concerns regardi ng what a developer is to interact with, and what is
managed internally.

4. 1. Pr ot ocol s

Devel opers interact with the framework by specifying protocols.

Prot ocol s have access to commopn abstractions and APIs that allowto
make use of the tools provided by the framework (i.e., explained in
Section 3).

Prot ocol s send/receive events to/fromthe event nmanager. Each of
these events contains informati on about their type (i.e., request,
reply, notification, etc.) and the necessary information to be
correctly interpreted by the proper destination (e.g., a request
event contains the source protocol to which the destination can
reply). Thus, each protocol can be seen as a state machi ne whose
state evolves by receiving and processing events.

Each protocol has an event queue that orders and serializes incomng
events. Each protocol should control its |ife-cycle by advancing
"time" in a manner it sees fit (i.e., per clock tick, periodically,
etc.). In other words, protocols are in charge of pooling their
respective queue and processing events by their order of arrival by
mat chi ng the respective event with the registered handler. Events
emtted by the protocol are sent to the event nanager who handl es
their proper processing and forwarding to the correct destination

From the devel oper’s point of view, a protocol is responsible for
defining the call backs used to process the different events in the
queue and interact with other conponents in the framework by sending
those events. This nmeans that devel opers only worry about
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regi stering the proper callbacks for each type and inplenenting their
logic and interact with other protocols by sending events, while
letting the framework handl e event managenent through interaction

wi th the queue.

Al 't hough each protocol contains its own event queue, these are
medi ated by the event manager, the conmponent responsible for
delivering events to each protocol queue and forwardi ng the events
i ssued by protocols to their correct destination

The foll owi ng di agram depicts a protocol overview, divided by two
views. A _devel oper view_ specifies the environment and el ements to
be handl ed by the devel oper (i.e., setup callbacks, nanage protoco
state, etc.), and an _internal view_which is nmanaged by the
framework. Wth this design, developers only worry about creating
the respective handlers, and the framework handl es that events are
properly dispatched to other conmponents in the framework and that the
protocol receives events accordingly.
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4.2. Event Manager

The event manager is one of the nost inportant components of the
framework and the bridge between devel opers (i.e., protocols) and the
framework’s inner workings. It is responsible for the follow ng
tasks: exchangi ng events between respective protocols (i.e., _inter-
protocol ), forwarding events coming fromthe comunication and
configuration nmanager to the right protocols, and handling di scovery
and tiners.

Each protocol has a unique identifier associated with it (i.e., a
randomidentifier issued by the framework or passed on as an argunent
during initialization). During protocol registration, the event
manager stores the different identifiers in order to forward events
to their respective destination. Mreover, since notifications are
meant to ensure one-to-nany semantics, the event nanager naintains a
mappi ng between notifications and subscriptions of the corresponding
protocols. Wth this information, we are able to guarantee the
proper dispatching of events to their destination

In the upcom ng subsections, we will detail the different subtasks of
the event manager.

4.2.1. Inter Protocol Interaction

I nter-protocol interactions-comunication between protocols in the
same machine-is done through requests, replies and notifications.
Wil e requests and replies offer one-to-one semantics, notifications
provi de one-to-nany semantics with the use of subscriptions.

Requests, and their replies, receive a destination protocol, which
all ows the event nmanager to insert these events in the appropriate
prot ocol queues, by accessing the set of registered protocols. This
sinple but effective design ensures that protocols can interact with
each other in an efficient way, in order to build conpl ex behaviours
t hrough the sharing of infornmation.

In contrast, notification triggers are neant to be delivered to al
protocols that are interested init. To achieve this, the event
manager scans its mapping of notifications to subscriptions and
transmts such information to all
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4.2.2. Communication and Configuration

The event manager acts as an internedi ary between the protocol |ayer
and both the communication and configurati on manager. The

conmuni cati on nmanager handl es connections with ot her nodes, while the
configuration nanager is responsible for self-configuration and
adaptability during runtine. Consequently, the event nmanager has to
guarantee that these events arrive at the protocols that are
interested in them

During initialization, each protocol registers handlers for externa
events they wish to listen to (i.e., transm ssions, configuration
updates, etc.). Internally, the franework maps each event to their
respective consunmers so that they are rightfully inforned when such
events happen. Subsequently, when, for instance, a nmessage arrives
from anot her node, the event nmanager can successfully generate an
event to the correct protocol (or protocols) that registered it
during initialization, by placing themin the protocol event queue
for | ater processing.

Once again, at the protocol |evel, the protocol should only be
concerned with defining the proper handlers and the framework wl|l
guarantee that information is correctly forwarded to its destination
and that protocols will be rightfully apprized when an event they
registered is triggered.
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for p in destProtos:
di spat chEvent (event, p)

I I I I
I I I I
| Manager | | Manager |
I I I I

Fi gure 3: Overview of conmunication and configuration flow

In Section 4.5 and Section 4.3 a detail ed explanation is provided
regardi ng event generation in this context.

4.2.3. Timer Mnager

The tinmer manager is a small nodul e that ensures that tasks are
triggered at specific tine intervals or after a certain anmount of
ti me has passed.

Protocols create timers by either invoking _setupTinmer_ or
_setupPeriodi cTinmer_. Wen doing this, an event is sent by the
correspondi ng protocol to the event manager, which in turn passes it
along to the timer manager. The tiner manager stores all the tiners
i ssued by the different protocols and is in charge of advancing
"time" (e.g., clock ticks). When the tiner nmanager detects that a
timer has conme to its conclusion, it inforns the respective protoco
that registered it by placing an event in its queue. It is worth
noting that regular tinmers and periodic timers work in the same
manner internally, with the only difference being that one is renoved
fromthe tiner manager after it’s finished, while the other remains
active until the end of the execution of the program or its
cancel I ati on.
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Each timer has a unique identifier associated with it at the nonent
of creation (i.e., Section 3.2.1). Protocols can use this identifier
to cancel timers and renove themfromthe timer manager. This can be
achi eved by invoking a cancel tiner event fromthe protocol to the
event nmanager.

I I n

I I I

| | |
Hoeoeon - |----mmmmmmee - [ ----mmmmmm e |-------- +
I I I I I
I v v I I
| e + e + e +
| | Register | | Cancel | | Trigger | |
| | Ti mer | | Ti mer | | Ti mer |
| Fom e e e oo - + Fom e e e oo - + Fom e e e oo - + |
I I I
I I I
| e +
| +--> | timer = poll () | |
| | | [
| Advance | | if timer is ready: |
| Ti ne | | di spatchEvent (timer, destProto) | |
I I I |
I - [
| o mm e e e e e e e e e e e e memaao- + |
| |
o +

Fi gure 4: Tiner nanager overview
4.2.4. Discovery Mnager

In the context of decentralized systens, a frequent problemis that
of identifying a contact-a node already present in the systemthat
can help a new node join the network. While in small systens this
can be easily achieved by storing information about the different
participants, in a conmplex and highly distributed environnment this
solution is no | onger feasible.

The di scovery nmanager is a subconponent that facilitates the

di scovery and nanagenent of peers. During initialization, the
framework provides an optional mechanismfor registering the desired
di scovery met hods. Based on this information, the di scovery nmanager
wi Il search for nodes using the specified nethods during startup.
When new nodes are di scovered, protocols receive notifications
through the handl er registered via _registerDi scoveryHandler_(i.e.,
Section 3.2.3).
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regi st er Di scover yMet hods(Di scoveryMethod []: met hods)

* _registerDiscoveryMethods_ states the preferences of a devel oper
regardi ng di scovery nethods. In other words, the devel oper can
choose how the framework di scovers other nodes by specifying which
technol ogi es and protocols are used to achieve this (e.g., nDNS
[ RFC6762], multicast etc.).

mai n(config):

)).Setup di scovery
di scover yMet hods = {nDNS}
framewor k. regi st er Di scover yMet hods(di scover yMet hods)

Ex 1.: Discovery Method Registration

Moreover, when a explicit request for an announcenent or probe is
recei ved, the respective action is triggered by the discovery
manager. Nanely, announce that the node sending the nessage is
providing a certain service, or probe the systemfor nodes that offer
a specific service

The framework shoul d specify a list of nmethods available for this
purpose, for instance, nDNS, DHT, etc., or anal ogously, allowthe
definition of lists of contact nodes per protocol, for bootstrapping
(e.g., in a peer-to-peer online video gane there may exist well known
pl ayers which could be used as contact points).
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| N

I I

| |
B | ---------------------------------------------------- | -- -+
I I I I
I v I I
[ R + o e e e e e e e e e e e e e oo + | |
| | Register | | |
| | Di scovery | | di scoveryMet hods | | |
| | Met hod | ---->| . add( et hod, protocol) | | |
| | I I I I I
[ R + o e m e e e e e e e e e e e e e aea o + | |
I I I
I I I
| | |
| Tt + |
| | o _ ||
| +---->| data = newPartici pant Di scovered() | |
I I I | |
| | | protocols = protocol sByMet hod(dat a. net hod) | |
| Listen | | | |
| | | for p in protocols: | |
| | | di spat chEvent (data, p) | |
I +o-- - I [ |
| o m m e e e e e e e e e e e e e e e e e e e e e e e e mememo - + |
I I
| o m m e e e e e e e e e e e e e e e e e e e e e e e e mao + |
| | , ||
| +---->| for nethod in nmethods | |
| | | announce = Announce(mnysel f, mnethod) | |
| Announce | | send(announce) | |
I I I | |
| Ho- - | [ |
| Tt + |
I I
o m o e o e e e e e e e e e e e e mee—eaooo - +

Figure 5: Discovery manager diagram
4.2.5. Resource Manager

In decentralized systens, nodes often operate under heterogeneous and
dynani ¢ conditions, where computational power, menory, storage, and
net wor k bandwi dth can vary widely. Protocols running on these nodes
must be resilient to such variability in order to maintain consistent
performance, reliability, and fairness across the network.
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The Resource Manager is a subconponent responsible for nmonitoring and
reporting systemresource usage, ensuring the stable and efficient
operation of the framework. It provides a unified interface that

all ows both the franework and protocols to remain aware of current
resource conditions and adapt their behavior accordingly.

During initialization, the framework offers nechanisns for

regi stering nethods of netrics collection, which may range from
simpl e schedul ed sanpling to triggering alerts when a resource
approaches its linmts (e.g., high CPU load). The framework shoul d
define a list of supported collection strategies, such as

periodi cally, onDemand, onLimt, to nane a few.

regi st er Resour ceMet hods( Resour ceMet hod []: met hods)

* _regi sterResourceMet hods_ specifies the devel oper 7H preferences
regardi ng resource sanpling strategies. |In practice, this allows
the devel oper to control when the franmework collects resource data
and informs protocols (e.g., periodically, only when a threshold
is reached, etc.).

mai n(config):

))éetup resour ce net hod
resourceMet hods = {periodically, onLimt}
f ramewor k. r egi st er Resour ceMet hods(r esour ceMet hods)

To relay resource information to protocols, during initialization,
each protocol registers its own handlers for processing resource
usage sanples via _regi sterResourcelMbnitor_ (see Section 3.2.5).

Addi tionally, protocols may subscribe to notifications using the
resource-rel ated events exposed by the framework (see Section 4.2.6).

In summary, the framework configures the sanpling nmethods at startup,
monitors the selected resource types, and delivers usage data or
war ni ngs to the subscribed protocols according to the defined
sampling strategies. This interaction is illustrated in the
fol |l owi ng di agram
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| |

| | n

| | |
e R | -+
[ ]| Hooeiiee oo + Hooesieeiiieiio o + | |
| | | | Regi st er | | resourceManager | | |
| | +>| Resource | -------- > | . put Met hod( et hod) | | |
| | I Met hod I I I | |
| | o e e e e o + o m e e e e e e e o - + | |
| | | |
| | e e oo oo + o e e e e iaaoooo + | |
| | | Regi st er | | resourceManager | | |
| +--->] Resource | -------- > | .putResource(resource, | | |
| | Moni t ori ng | | protocol) | | |
| o e e e e o + o m e e e e e e e o - + | |
I | |
I | |
I R + | |
I I I | |
| S > | for (r, pList) in resourceManager: | | |
| | | sampl e = resourceManger. sanpl e(r) | | |
| Execut e | | | | |
| for each | | for p in pList: | ---+ |
| met hod | | event = ResourceEvent (sanpl e) | |
| | | di spat chEvent (event, p) | |
I Hommmo o I I I
| o mm e e e e e e e e e e e e e e e e me i mamn + |
I I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee—o o +

Fi gure 6: Resource manager di agram
4.2.6. Framework Events

Wil e nost of the events used during execution are dedicated to
inter-protocol and inter-node interaction, the framework al so

provi des control events that enable protocols to interact directly
with the frameworkZ /5 internal services and functionalities. These
events expose higher-1level operations, allow ng protocols to request,
configure, or react to actions nmanaged by the framework itself,

wi thout being tightly coupled to its internal inplenmentation.

For instance, as illustrated in Section 3.2.3, a protocol may need to
interact with the Di scovery Manager to probe the systemfor

nei ghbori ng nodes. This interaction can be achi eved through a

dedi cat ed event, such as Request Announcenent, which instructs the
framework to announce the node# /H presence or gather peer information
on behal f of the requesting protocol. Simlarly, other nanagers
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(e.g., the Configuration Manager or the Resource Manager) define
their own set of framework events that enable protocols to adapt
dynanmically to changes in systemstate or resource conditions

In this way, the framework events serve as the bridge between
application logic and system managenent, allowi ng protocols to renain
I i ghtwei ght and nmodul ar while still |everaging essential services
such as discovery, configuration, security, and resource nonitoring.
The design al so enphasi zes extensibility: devel opers are free to
define new framework events when specialized functionality is
required, ensuring that the framework can evol ve al ongsi de new use
cases and depl oynent environnents.

As such, we propose the follow ng categories of framework events

* *Discovery Events*: Events that allow protocols to discover peers
and services in the system(e.g., RequestProbe);

* *Configuration Events*: Events that enable protocols to adjust
configuration parameters dynam cally, supporting self-
configuration and adaptive reconfiguration (e.g.,

Sel f Confi gPar anet er s) ;

* *Resource Events*: Events that expose the nodeZIi/H resource state,
such as CPU, nmenory, bandwi dth, or storage availability. These
all ow protocols to collect netrics for analytics or adapt to
resource limtations (e.g., ResourceSanple)

Appendi x B specifies a generic set of events for each of these
categories. Nevertheless, while these events cover comon behaviors
in decentralized systens, developers are strongly encouraged to
define additional events tailored to their applications and
requirenents.

4.3. Configuration Manager

The configuration manager plays a critical role in managi ng and

mai ntai ni ng the configuration settings for a node, ensuring that all
components function seam essly together and adapt to the different
changes happening in the system Firstly, nodes should be capabl e of
sel f-configuration during startup. Secondly, since a systenis state
will evolve throughout its execution, protocols should be able to
adapt accordingly. Finally, since these systens nmay be constituted
by hundreds or even thousands of nodes, manual, human interaction is
unreliable, and therefore all of these changes should be conducted in
a totally autononous way.
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The configuration nanager achi eves by receiving information from
protocol s (through the event manager) of which paranmeters it is
responsi ble for configuring and updating. This may happen in two

di stinct ways: 1) based on the local netrics collected by the node
(e.g., CPU usage, nmenory usage, |atency, etc.) the franework can nmake
informed | ocal decisions to alter configuration paranmeters, or, 2)
when new i nformation arrives through the comruni cati on nmanager, the
configurati on manager processes it and forwards the respective event
to the event manager so it can be correctly dispatched to the
protocol that relies onit. |In the future, we plan to describe the
full interface for protocol configuration, as depicted in [ RFC6241].

In the follow ng subsections, we will describe the different tasks of
the configuration manager.

4.3.1. Self Configuration

A fundanental challenge lies in obtaining an initial configuration
for the node joining the network. Although it is possible to resort
to a default configuration, in conplex systenms this may not be
enough, as the system may have evolved up to a point that a default
configuration is no | onger suitable.

One possible way to solve this issue is to obtain the configuration
froma node already present in the system

As described in Section 3.2.4, protocols should tag the paraneters
they wish to be configured by the franmework as _AutoConfi gurable_.
This way, during protocol initialization, the framework will register
whi ch configuration paraneters it should query other nodes for

Mor eover, the framework should provide a list of available methods to
achieve this, such as copy and verification (i.e., contact an already
active node and copy its paraneters in an autononous way), through
DNS records (i.e., analyze the TXT entries of a DNS register in order
to obtain recommend values to certain paraneters), to nane a few.

Akin to the discovery manager, the configuration manager offers a
mechanismto register the method used to ensure self-configuration of
the paraneters tagged as _AutoConfigurable_ by the different
protocols. Thus, during the framework initialization, we provide the
foll owi ng function:

regi st er Sel f Confi gurati onMet hods( Sel f Confi gMet hod: net hod)
* _registerSel fConfigurationMet hods_ indi cates how the franmework
will setup its initial configuration. The function receives an

argunent regarding the self-configuration nmethod. This details
how the framework will handle the search for a valid
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configuration, fromthe |ikes of copy-validate (e.g., copying the
configuration from anot her node that has the sane

_Aut oConfigurabl e_ paraneters) or using a genesis node with a
recomended initial configuration.

mai n(config):
// . Setup sel f-configuration nethods
sel f Confi gMet hod = {copyVal i dat e}
framewor k. regi st er Sel f Confi gurati onMet hods(sel f Confi gvet hod)
Ex 2.: Self-Config Method Registration
The framework is in charge of communication with other entities to
learn this informati on and communi cate back its findings to the

protocol, by, as usual, placing an event in its event queue for
processi ng.
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| | I [ ]
| | v R + ]
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| | L + I I [ ]
| | LR R + ]
| | [ ]
| | oo + | ]
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I |||
I [ ]
I Hoo oo + | |
| | param = deliver Paran() | | ] |
I +o--> | I [
| | | protocols = protocol sParan(paran) | | ] |
| Listen | | | --+ | |
| | | for p in protocols: | | |
| +--- di spat chEvent (param p) | | |
I I I | |
| e + | |
| N DR + |
| +---> | param = recei veParanuery() | | |
| Listen | | pendi ngPar ans. add(from param | | |
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Figure 7: Self-configuration controller overview
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4.3.2. Adaptability

Decentralized systenms need to adapt while executing, since they
operate in dynam c, and often unpredictabl e environnments, where
conponents may join, |leave, or fail unexpectedly. As resources |ike
nodes or services can change in real time, the system nust adjust to
mai ntain efficiency, performance, and reliability [RFC7575]. Due to
these systens conplexity and size, the task of managi ng and adapting
them proves too conplex for humans. The only feasible option is to
have this adaptability happen in an autononous way. Wile the
initial configuration of a node nmay prove to be correct and even
efficient in a prelimnary state of the system as conditions change,
such configurati on may becone suboptimal or even incorrect. To
mtigate this issue, nodes should aimto adapt during runtine, in
order to keep up with the current state of the systemas a whole.

These changes can be triggered locally, with values cal culated by the
node itself given its local perception of the network, or by the
node’ s nei ghbors that aimto converge to a common gl oba

confi guration.

To acconplish this, protocols should tag the parameters they wish to
be reconfigured as Adaptive . Paraneters with this tag will be
managed by the framework and updated when a reconfiguration request
is issued (i.e., due to a periodic timer, reconfiguration data
arriving from anot her node, an intelligent controller executing an Al
model [I-D.irtf-nnrg-ai-challenges-04], etc. ). Reconfiguration can
happen t hrough distinct nmethods, such as analyzing local netrics
(e.g., the CPU usage of a protocol may be too high), synchronization
wi th ot her nodes running the sanme protocol (i.e., to reach
convergence of configuration), etc.

During initialization, the devel oper specifies the method for
automatically reconfiguring paraneters tagged as _Adaptive_ by
protocol s by selecting one of the available nmethods. This is
achi eved using the follow ng function:

regi st er Adapti veMet hods( Adapti veMet hod: met hod)

* _registerAdaptiveMet hods_ defines how the franmework will
aut ononously update protocol parameters. The function takes an
argunent specifying the adaptive nmethod, which deternines how the
framewor k manages updates to Adaptive paraneters. This may
i nvol ve | everaging local or renote nmetrics, requesting the state
of other nodes, or other adaptive mechani smns.
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mai n(config):

// . Adapti ve met hods
adaptiveMethod = {local Metrics}
f ramewor k. r egi st er Adapti veMet hods(adapti veMet hod)

Ex 3.: Adaptive Method Registration

In the follow ng diagrans, we show the interaction diagram regarding
the requests issued to the adaptive controller and the background
|'isteners handling incom ng connections fromthe comunication
manager, respectively.

|

sl R R [ =mmmm e +
[ ]| I I
[ ]| I A + I
[ ]| ARl EEE + I I
| | | | Regi ster | | adaptive.add(param protocol) | |

| | | | Adaptive |-->| request= Param nyself, param | |
| 1 | | Par am | | send(param | |
[ ]| L + I I
[ ]| LR R R + I
[ ]| I
[ || oo + I
[ || Hoommee + | |
| 1 | | Retrieve | | from = pendi ngParans. renove( par am | |
| | +-> | Adaptive |--> param = Paran{nyself, param | |
| | | Par am | | send(param from | |
| | LR + I I
| | LR R R R L R R + I
| | |
| R R + |
| | R + | nethod = get Reconfi gMet hod( param | |
|| | Reconfigure | | | I
| +--> Request |-->] // execute reconfig nethod | |
I I I I I I
| LR + | |
| o m e e e e e e e e e e e e e oo + |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee—o o +

Fi gure 8: Adaptive controller requests overview
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Figure 9: Adaptability listeners overview
Even though this area is still a work in progress, the franmework

SHOULD provide a clear clarification of the methods avail abl e and how
they behave. At the nonment of witing this draft, we propose
foll owi ng distinct nethods:

* localMetrics_: In this nethod, the framework relies exclusively
on local machine netrics#i{uch as CPU | oad, menory consunption, and
network usageZiffo adapt its paraneters dynamically. Decisions are
made based on the current state of the node, allowing real-tine
adj ust ments according to the deviceZ{H resource conditions and
current | oad.

* gsystemMetrics : In contrast to relying solely on local netrics,
this nethod considers systemw de informati on when adapting
paraneter values. For exanmple, the framework nay estinate the
overall systemsize (e.g., network wi dth) and adjust dissem nation
protocol parameters, such as fanout size, accordingly.

4.4. Security Manager

One of the greatest challenges in distributed systens, particularly
decentralized ones, is the ability to accurately identify and

aut henticate nodes in the absence of a central certification
authority. Over the years, various solutions have been proposed

[ Aut hentication_Survey], including statistical trust nodels,

auxi liary networks conposed of trusted nodes, and ot her approaches.
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To elimnate centralized conponents and m ninize reliance on other
nodes for trust, we propose a self-signed public key cryptography
mechani sm as the default security solution. |In this approach, each
node i ndependently generates and nanages its own identity using an
asymmetric cryptographic schene.

The security manager is structured into distinct conmponents
responsible for identity nanagenent and creation, secure channe
establi shnent, and the inplementation of standard security
primtives. Additionally, it interacts directly with the

conmuni cati on nmanager to ensure secure conmuni cation and attestation

4.4.1. Security Prinmitives

The security primtives conponent is responsible for nanagi ng

cryptographic material, including private keys with associ at ed
certificates for identification, certificates of trusted nodes, and
symretric keys. It enables the franework to load this information

into menory and persist it to di sk when necessary.

This component facilitates the execution of standard security
procedures, such as certificate validation, signature generation,
Message Aut henticati on Codes (MACs), and bl ock ci pher operations.
These fundamental capabilities allow higher-1evel conponents within
the framework to build secure abstractions for the devel oper

4.4.2. ldentity Manager

Properly identifying nodes in a distributed environnment is inherently
chal l enging due to factors such as the absence of a centra

authority, the dynam c nature of nodes, and system heterogeneity.
Wi |l e sone decentralized trust nodels are nore wi dely adopted than
others, different solutions nmust bal ance security guarantees with
user flexibility. As previously discussed, we propose a

crypt ographi ¢ nodel based on self-signed certificates. Wile this
approach does not provide the sane security assurances as other

met hods, it offers sinplicity and flexibility in environments where a
central authority or a predefined set of trusted nodes is not a

vi abl e opti on.

The identity manager is responsible for handling the identities of
users, services, and system conponents. Its primary function is to
ensure secure, consistent, and efficient identification,

aut henti cati on, and authorization across all nodes.

Each node (i.e., Peer) is associated with a hash of its default

certificate and maintains an internal |list of aliases. An alias
serves as an alternative identifier for a node, providing a

Jesus & LeitT ] o Expi res 27 August 2026 [ Page 46]



I nternet-Draft GFDS February 2026

simplified interface for interacting with the identity manager. This
all ows nodes to assunme multiple identities, enabling nore conpl ex
communi cati on patterns for specific protocols when needed.

Nodes can generate, delete, and nmanage aliases as required, with each
alias possessing its own private key and self-signed certificate.

Furt hernmore, when sending a nessage, a node can explicitly instruct
the framework to use a specific alias (i.e., Section 3.2.6).

Al t hough this design does not support verifying human-readabl e node
information (e.g., DNS nanes in certificates issued by a Centra

Aut hentication Service (CAS)), it ensures that nodes can reliably

ref erence known peers and verify that they are conmunicating with the
same entity as before.

This sinple yet powerful construct provides two essenti al
functionalities: signing data and verifying previously signed
informati on. These capabilities formthe foundation for establishing
secure conmuni cati on channel s.

4.4.3. Secure Comruni cation

Secure channel s are communi cati on pat hways that guarantee the
confidentiality, integrity, and authenticity of nessages exchanged
bet ween nodes. They prevent eavesdroppi ng, tanpering, and

i mper sonati on by malicious actors.

To establish secure channels, the framework relies on the identity
manager to ensure proper signature generation and verification,
ensuring that transmitted nessages renmain both confidential and
authentic. Wen a node requests secure nessage transm ssion (i.e.,
Section 3.2.6), the communi cati on manager coordi nates with the
security manager to handl e the process securely.

The security manager utilizes cryptographic primtives and the node’'s

identity to sign and encrypt the data before forwarding the encrypted
payl oad to the commruni cati on manager for transni ssion
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Figure 10: ldentity manager and channel s usage overview

It is inportant to note that this nodule is entirely optional to the
devel oper, neaning that these functionalities are only utilized if
the devel oper requests for the transm ssion of nessages in a secure
f ashi on.

4.5. Communi cation manager

Handl i ng communi cati on can prove to be extrenely conplex, due to the
different nature of different conmunication interfaces. Wile in a
robust and resilient environment it may be viable to have a

predefi ned established comruni cation interface to connect two nodes,
in a dynam c one such an option may not be reliable. Challenges such
as the ability of nodes to join and | eave the system at any point,

| oss of connectivity due to high nobility, or heterogeneity, make
havi ng only one conmuni cation option between any pair of nodes an

i mpractical solution. Myreover, in practice, lots of protocols are
agnostic to the comunication |ayer and are nostly worried that
information arrives at their correct destination, wthout being
concerned about how that is acconplished.

To address these challenges, we introduce a comruni cati on nanager
that facilitates the use and negotiation of nultiple comunication
interfaces. These interfaces are abstracted through transports,

whi ch serve as internedi ari es between protocols and comuni cation
mechani sns. Nodes conmuni cate using the avail able transports, each
of which corresponds to a specific comunication interface (e.qg.,
TCP, BLE, QUICO).
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When a protocol is initialized (i.e., Section 3.2.6), the devel oper
speci fies connection preferences using keyword-based paramneters.
These keywords define the communi cati on guarant ees the devel oper
requires. For exanpl e:

* |f the preferences include {reliable, connectionOiented}, the
framework will prioritize TCP as the default transport.

* |If the preferences include {lightweight, connectionless}, the
framework will favor UDP

The specified keywords generate an ordered |ist of comrunication
preferences. For instance, {reliable, unreliable} would result in
{TCP, UDP} in that order. The exact mapping of keywords to transport
protocols is still under devel opment and will be detailed in future
versions. |If an invalid conbination is provided, the framework wl|l
notify the protocol by throwing an error and term nating
initialization (i.e., Section 4.5.3).

Using this information, the comunicati on nanager sets up a transport
for each interface and establishes a priority order based on the
provi ded preferences. The communication nanager will attenpt to
adhere to these preferences, resorting to lower-priority transports
only if those higher on the |ist becone unavailable (e.g., if a TCP
connection fails, the framework will attenpt to send the nmessage via
UDP) .

4.5.1. Architecture
As previously described, connections are abstracted as transports.
Transports serve as an intermedi ary mechani smthat enables nodes to
interact with each other. Protocols utilize these transports in an
agnostic manner to facilitate nessage transm ssion.

The communi cation nmanager is divided into different conponents, as
depicted in the foll ow ng di agram
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Fi gure 11: Communi cati on manager architecture

The nmul tipl exer serves as the controller responsible for selecting
the appropriate transport for conmunication. It translates the
keywords provi ded as preferences into concrete transport

i npl ementations, nmaintains the priority order established by
protocol s, and forwards data accordingly. Wen inconming data is
received, the multiplexer processes it and ensures delivery to the
appropriate protocol via the event nmanager. Additionally, it
continuously nonitors transport layers for failures or errors and
attenpts to reestablish communication in response to abrupt
connection disruptions.

Transports are coupled with a comuni cation interface. Each
transport can manage nultiple parallel connections (e.g., nultiple
TCP connections on different ports), enabling distinct "virtua
connections" for different protocols. Protocols can either use a
default, pre-established connection associated with the transport-
created when the transport is first requested-or establish their own
dedi cated connections. This aspect of the framework remains a work
in progress, and a formal specification for the data format used in
transport communi cation shoul d be defi ned.
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It is inportant to note that transports are highly flexible and

modul ar, supporting a pluggable architecture. Developers specify the
communi cation interfaces they intend to use, and the franmework
automatically assigns the appropriate transport. Additionally, new
transports can be inplenmented and custom zed to enable alternative
conmmuni cati on behavi ors and guarantees. For instance, a devel oper
may require a transport protocol not provided by the framework, which
they can inplenment using the standardized transport API.

4.5.2. Peer ldentification

Identifying peers in a dynanmic distributed systemis challenging due
to the system s inherent characteristics. Nodes frequently join,

| eave, relocate, or fail, making it difficult to maintain an accurate
and up-to-date view of the system s topology. Furthernmore, in the
absence of a central authority responsible for maintaining a
definitive "source of truth,"” achieving a gl obal perspective on peer
identities is infeasible.

A nai ve approach would be to identify nodes using their network
address, such as an I P address ([ RFC791]) and port. \Vhile this may
be effective in static, reliable networks, it is unsuitable for

hi ghly dynam c environnents where connections can fail unexpectedly
and nodes may physically relocate, resulting in | oss of connectivity.

To address this chall enge, we propose a peer identifier abstraction
that encapsul ates multiple pieces of information, ensuring that each
node in the systemcan be uniquely identified. Each node is
primarily identified by a self-signed certificate, specifically a
public key. Assum ng the use of a well-established public-key
cryptosystem such as RSA ([ RFC8017]), the likelihood of a collision
is extremely |l ow, providing a high degree of confidence in the

uni queness of each node’s identifier. Additionally, peer
identification should support reliable contact mechani sns. G ven
that relying on a single contact path is inpractical in dynamc

envi ronments, we propose that each peer identifier includes a Iist of
transport addresses. This redundancy reduces the risk of

di sconnection. For exanple, a node may have a TCP connection via an
I P address with two distinct ports and a fallback UDP connecti on.

Thi s version of GFDS provides a high-1evel overview of peer
identifiers, which are subject to further refinenent in future
iterations. The proposed identifier consists of a hash of the node’'s
self-signed certificate and a list of transport |inks, inspired by
[rmul ti address], a self-describing network address format that enables
flexi ble and transport-agnostic addressing.

Therefore, we present a sanple nodel of this structure
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def Peer {
/1 An hash of the self-signed certificate of a node
CertificateHash identifier
TransportlLi nk {key: Transport, value...: Address}: |inks
/I Map of the links associated with the peer

}

/I Data forwarded by the security manager
privat eKey, publicKey = RSA()
certificate = sel fSign(privateKey, publicKey)

mysel f = Peer(certificate)

/1 Adds two connections to the node I P address through TCP on ports 8080 and 8081
mysel f. addTransport Li nk( TCP, 8080)
nmysel f. addTransport Li nk( TCP, 8081)

// Adds a connections to the node | P address through UDP on port 700
mysel f. addTransport Li nk( UDP, 7000)

/I Opens the node BLE adapter for incom ng connections
nmysel f. addTransport Li nk( BLE)

/] See active connections
print(mysel f.get TransportLi nk(TCP))
//{ipv4/192.10.12.10/tcp/ 8080, ipv4/192.10.12.10/tcp/192.10.12.10: 8081}

print(mysel f.getTransportLi nk(QUI C))
/1 {none}

print(mysel f.get TransportLi nk(BLE))
/1 {/blelCO:26:DA: 00: 12: 34}

/1 See node identification and connection (i.e., link and hash)
print(mysel f.get Nodel denti ficati on(UDP))
[1{ipv4a/192.10.12. 10/ udp/ 700/ node/ Qc SDSDAsxKDcseSsca}

It is inportant to note that all of this is nanaged internally by the
framewor k, and the devel oper interacts with the conmmuni cati on manager
by expressing the keywords engl obing the behavi our he pretends to
ensure during comuni cation wth other nodes.
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4.5.3. Network Events

Al though this layer is designed to be as agnostic as possible for
devel opers, certain protocols nay require notifications when specific
changes occur in the transports they rely on. For instance, a
protocol using a TCP connection as a failure detector should be
notified if that connection is lost. To support this functionality,
we propose the use of the framework’s notification events construct.

The framework materializes this as Network Events, organized into two
di stinct categories: _Transport Events_and _Connection Events . Wen
one of these events is triggered in the conmuni cati on nanager (e.g.,
a connection failure), the franework generates a notification
encapsul ating the relevant information. Protocols that subscribe to
such notifications will receive tinely updates, while those that do
not remai n unaffected and agnostic to changes in the |ower |ayers.
Thi s design ensures that protocols can react dynanmically to network
conditions while only processing the information they explicitly
require

Transport Events provide protocols with notifications about changes
in the availability, quality, or configuration of underlying
transport mechanisnms (e.g., TCP, UDP, QU C). By subscribing to these
events, protocols can adapt proactively to evol ving network
conditions without being tightly coupled to a specific transport

i mpl ementation. Connection Events, on the other hand, capture the
I'ifecycle of peer-to-peer connections within a given transport,

all owing protocols to respond in real tine to events such as
connection establishrment, failures, retries, or tineouts.

Wth this in mnd, Appendix B specifies a generic set of transport
and connection events to capture a wi de range of network behaviors.
However, while these predefined events already cover many conmon
scenarios, the framework does not limt devel opers to these al one.
Devel opers are free to define and extend new event types, enabling
finer-grained control and deeper custom zati on when buil di ng
protocols. This flexibility ensures that the event system can evol ve
al ongsi de the needs of diverse applications, supporting both general -
pur pose and hi ghly specialized behavi ors.

In the followi ng exanples, we illustrate how these constructs can be
used in practice:
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Connect i onDown Exanpl e
init(properties):

%ééisterRequeschndIer(PingRequest,uponPingRequest)
subscri beNotificati on(Nei ghborUpNoti fication, uponConnecti onDown)

uponPi ngRequest ( Pi ngRequest: request, Protocol: sourceProto):
msg = Broadcast Message(request.nsg, this.nyself)
thi s. nei ghbors. for Each(peer -> sendMessage(nsg, peer))
sendRepl y(Del i ver Repl y(request. nsg), sourceProto)

uponConnect i onDown( Connecti onDownNot i fi cation: notification):

| og("Connection to node {} has failed! Cause: {}", notification.peer ,notification.caus
e)

thi s. nei ghbors. renove(event. peer)

Transport Conflict Exanple
init(properties):

preferences = {reliable, secure, unsecure}
regi st er Communi cat i onPr ef er ences( pr ef erences)

regi st er Request Handl er ( Pi ngRequest , uponPi hgRequest)
subscri beNotification(TransportConflict, uponTransportConflict)

uponTr ansport Conflict (TransportConflict: notification)
| og. error ("l npossi bl e conbi nati on of preferences!")
Systemexit(-1)

4.5.4. Secure Conmuni cation

To guarantee nmessage integrity, confidentiality, and protection

agai nst unaut hori zed access and attacks, nodes must communi cate
securely. As previously described, the security manager provides
cryptographic prinmtives for signing, verifying, encrypting, and
decrypting nessages. The conmunicati on nanager utilizes these
functionalities to establish secure comuni cati on between nodes. For
example, if a node has an open TCP connection and intends to transfer
messages securely, the framework can use asymretric cryptographic
keys to upgrade the connection and establish comruni cation via TLS

[ RFC8446] with the other node. Alternatively, it can open a new
connection exclusively for TLS. The concept of transport services,
explored in [ RFC8922], provides a common interface for utilizing
transport protocols, allow ng applications to easily adopt new
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protocols with sinmilar security guarantees.

Thi s approach decoupl es security from protocol |ogic while ensuring
flexibility. Protocols only use the framework’s security conponents
if explicitly requested (i.e., by invoking the relevant functions),
thereby m ninizing overhead for applications that do not require
security assurances. Conversely, protocols that require secure
communi cati on can remain agnostic to the underlying complexities and
simply use the provided abstractions.

It is inportant to note that while some communication interfaces
of fer straightforward nethods for enforcing security guarantees
(e.g., TLS can be layered on top of TCP using the appropriate
credentials), others, such as BLE, do not have such standardized
solutions. One potential approach is encrypting data at the
application level and relying on an unsecured connection for
transm ssion. However, this remains an area of active research

5. Execution Mdel

As described in previous sections, developers interact with the
pl atform by defining protocols. Protocols consist of various
handl ers that encapsul ate user-defined |ogic. These handlers are
triggered by events such as nessage transm ssions, inter-protoco
interactions, or tinmer-based triggers.

A key requirenent for ensuring a seanl ess devel oper experience is
that protocols should function independently, neaning that while one
protocol processes a task, other protocols and the franework itself
shoul d not be bl ocked. |Instead, each protocol should be able to nmake
continuous progress. To achieve this, we propose the follow ng
execution nodel and concurrency semantics:

Each protocol is assigned a dedicated thread that handl es received
events sequentially via an event queue (as described in Section 4),
executing the correspondi ng cal |l backs. The core framework operates
on its own separate thread, managing internal operations. This
design enables multiple protocols to execute concurrently (i.e., in a
mul ti-threaded environnent) while using event-based message passing
to comuni cate. This approach elimnates concurrency-rel ated issues
for developers, as all inter-protocol interactions occur through
structured event nessaging. Consequently, |ock-free execution is
ensured for protocol interactions, while allowing multiple protocols
to coexist efficiently within the same environnment. This event-
driven nodel provides developers with a clear and predictable
execution flow w thout requiring conplex concurrency nechanisns.
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5.1. Initialization

Each instance of the framework (i.e., application) requires a main
function, where the devel oper specifies the execution configuration
(e.g., resource paths, default paraneters, etc.) and registers the
protocols to be executed. This setup enables the framework to

al | ocate necessary resources and ensure each protocol operates within
its designated execution environment. Additionally, the
initialization phase is when the framework configures nechani sns for
node di scovery, self-configuration, resource sanpling, and
adaptability using the avail able framework nethods. After
initialization, the interaction is governed by the protocols and the
framework is left in charge of ensuring that events are interchanged
bet ween protocols, nodes can di scover other nodes running in the
system timers are correctly triggered, protocols are able to self-
configure and adapt as the system evol ves, and |last but not |east,
nodes can conmmuni cate with each other

An exanple of initialization can be seen in the foll owi ng sanple:
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mai n(config):
framewor k = GFDS. newl nst ance()
props = framework. | oadConfi g(confi g)

/1 Discovery nethods
di scover yMet hods = {nDNS}
framewor k. regi st er Di scover yMet hods(di scover yMet hods)

/I Resour ce managenent
resourceMet hods = {periodically, onLimt}
framewor k. regi st er Resour ceMet hods(r esour ceMet hods)

/1 Sel f methods
sel f ConfigMet hod = {copyVali dat e}
framewor k. regi st er Sel f Confi gur ati onMet hods(sel f Confi gMet hod)

/1 Adaptive nethods
adaptiveMethod = {local Metrics}
f ramewor k. r egi st er Adapti veMet hods(adapt i veMet hod)

/1 Protocol registration

app = Bl ocksApplication()

anti Entropy = Anti EntropyProtocol ()
broadcast = Eager PushBroadcast Prot ocol ()
menber shi p = Ful | Menber shi p()

f ramewor k. regi st er Prot ocol (app)
framewor k. regi st er Prot ocol (anti Entropy)
framewor k. regi st er Prot ocol (broadcast)

f ramewor k. r egi st er Pr ot ocol (menber shi p)

app.init(props)

anti Entropy.init(props)
broadcast.init(props)
menber shi p.init(props)

framework. start ()
6. Common Interfaces

As described in previous sections, protocols interact with each ot her
through inter-process events. Wile a sinple programmy only
require a protocol to describe its logic, nmore conplex and realistic
appl i cations combine multiple protocols and nodel conplex inter-
protocol interactions (i.e., an application supporting decentralized
storage requires nenbershi p managenent, efficient propagation

aut hentication, etc.).
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Wil e this approach presents great nodularity, since an application
is nodell ed as a set of protocols in charge of different aspects of
its broader |ogic, handling inter-protocol interactions concisely and
consistently may prove to be difficult.

Following the literature, it is possible to see that, although
different protocols have distinct designs and inplenentations, at a
hi gher level, could aimto offer simlar functionalities to the user.
For exanple, overlay network protocols, create an abstraction | ayer
(the "overlay") on top of an existing network infrastructure, and are
divided into structured and unstructured overlays. For instance,
Chord [Chord] and Kadem ia [Kademia] are structured overl ay
protocol s that provide efficient and predictabl e | ookups of data and
nodes. On one hand, Chord uses consistent hashing to map keys to
nodes in a circular fashion while Kademia uses a XOR-based di stance
metric and a recursive | ookup nmechani smfor finding nodes
efficiently, but, at a higher level, both support operations for
insertion, deletion and | ookup of information, and hence a simlar

i nterface.

Wth this in mnd, we propose the creation of famlies or groups of
protocols, that, although possess diverse internal |ogic and design,
offer simlar functionalities and thus can be engl obed in the sane
category. Protocols in the sane famly should inplenent the sane
APl , enabling high nodularity and interoperability between protocols.
In this fashion, even if an application swaps a protocol for another
in the same famly, the way of conmmunication between protocols
remai ns the sane.

6.1. Famlies

As nentioned previously, while different protocols have unique
i mpl ement ati ons, when we focus on the external view that they provide
to users -the API- they can be relatively simlar.

Protocol s can be "stacked" on top of each other to create |ayers of
abstractions. For instance, a storage protocol can interact with a
di ssem nation protocol to transnmit data, and the di ssem nation
protocol propagates data to a subset of neighbours it receives froma
menbership protocol. In this manner, each protocol is only focused
on the interaction with other protocols fromthe "layer" beneath it,
which fornms a nmuch sinpler interaction nodel.
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Even though this area is still a work in progress, there SHOULD be a
specification of the different famlies and groups inpl enented inside
the framework, with the use of already established common data types
[ RFC6991]. In this section, we will describe a proof of concept of
such functionality which will be extended in the future. At the
monent of writing this draft, we propose three distinct protoco
famlies:

*  *menbershi p*: Menbership protocols are responsible for managi ng
and mai ntai ning the menbership of a group of nodes that
participate in the system In other words, these protocols track
whi ch nodes are currently part of the system and nmake deci sions
based on the state of these nodes (whether they are up, down,
joining, leaving, etc.). A common APl for this famly of
protocol s shoul d have events for requesting information on the
menber shi p | ayer regardi ng other nei ghbours, for notifying
protocol s when nodes join and | eave the system etc.

* *di ssem nation*: Dissemnination protocols are designed to propagate
i nformati on or updates efficiently across nodes in the system
The goal is to distribute data (e.g., state updates, configuration
changes, etc.) to all or a subset of nodes within the system
ensuring that the information reaches its intended recipients in a
timely and reliable manner. Not all dissem nation protocols have
the sane senmantics, for instance, a flood broadcast protoco
transmts data to every node it knows, while a gossip-based
protocol only dissem nates data to a random y sanpl ed subset of
nodes. Still, since all of themprovide simlar functionalities
and in the end aimto reach the sanme goal, a commobn APl shoul d
have events for dissenination of data, receiving data, etc.

* *gtorage*: Storage protocols are designed to manage how data is
stored, accessed, and maintained within a system Their primary
functionality is to ensure that data is stored and that it can be
accessed reliably by applications or other users, even in the
presence of failures, network issues, or node crashes. These
storage protocols could be inplenenting storage sol utions depl oyed
directly on the network (i.e., decentralized storage sol utions) or
serve as a gateway to comuni cate with external storage
depl oynents (e.g., a node uses a Cassandra [ Cassandra] instance
running off-site to store data). A comon APl for storage
protocol s should include essential nethods |ike storing data,
retrieving data, replication managenent, handling failures,
reconfiguring namespaces, etc.
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By defining each famly and a set of conmmon APls, when writing
protocol s, devel opers match a protocol with a respective famly and
use the pre-defined events of each famly to describe the interaction
with the different protocols.

6.2. Usage

When witing an application using the framework, the devel oper can
use an arbitrary nunber of protocols to achieve such a objective

The different protocols comunicate with each other through events to
conpose a conplex application. For instance, if we are building a
decentral i zed storage system when the storage | ayer receives an
operation fromthe application to wite a data item the protoco

will create an event to a protocol on the dissem nation |layer to
propagate such information to other nodes in the system This design
al | ows devel opers to build conplex dynam c and decentralized systens
in a nmodul ar and efficient way, and can even pave the way for experts
in the area to wite protocols that can be used by other |ess-

experi enced devel opers.

Appendi x A specifies a small set of common interfaces for the

different famlies presented above. In the exanple bel ow we showcase
a sanpl e exanpl e conposi ng these ideas:
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Eager Gossi pPr ot oco
init(properties):

ihis.neighbors = Set ()
this.fanout = properties.fanout

regi st er Request Handl er (Di sseni nati onRequest, uponBroadcast Request)
regi st er Repl yHandl er ( Get Nei ghbor sSanpl eRepl y, uponNei ghbor sSanpl eRepl y)

subscri beNotification(Get Nei ghbor DownNoti fi cation, uponNei ghbor Down)

uponDi ssem nati onRequest (Di ssem nati onRequest: request, Protocol: sourceProto):

nsg = Di ssem nati onMessage(request. payl oad, request.tinestanp, 0)
peers = this.neighbors.randonSubSet (this. fanout)

for p in peers:
sendMessage(nsg, p)

uponNei ghbor sSanpl eRepl y( Get Nei ghbor sSanpl eRepl y: reply):
thi s. nei ghbors. addAl | (reply. sanpl e)

uponNei ghbor Down( Get Nei ghbor DownNoti fi cation: notification):
thi s. nei ghbors. remove(notification. peer)
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FI oodBr oadcast Pr ot oco
init(properties):
ihis.neighbors = Set ()
regi st er Request Handl er (Di ssemi nati onRequest, uponDi ssem nati onRequest)
regi st er Repl yHandl er ( Get Nei ghbor sSanpl eRepl y, uponNei ghbor sSanpl eRepl y)

subscri beNotificati on(Get Nei ghbor DownNoti fi cati on, uponNei ghbor Down)

uponDi ssem nati onRequest (Di ssem nati onRequest: request, Protocol: sourceProto):
msg = Di ssem nati onMessage(request. payl oad, request.tinestanp, 0)
for p in neighbors:
sendMessage(nsg, p)

uponNei ghbor sSanpl eRepl y( Get Nei ghbor sSanpl eRepl y: reply)
thi s. nei ghbors. addAl | (reply. sanpl e)

uponNei ghbor Down( Get Nei ghbor DownNoti fi cation: notification)
thi s. nei ghbors. renove(notification. peer)

Ful | Menmber shi pPr ot oco
init(properties):

regi st er Di scover yHandl er (uponDi scovery)

regi st er Request Handl er ( Get Nei ghbor sSanpl eRequest, uponNei ghbor sSanpl eRequest)

uponNei ghbor sSanpl eRequest ( Get Nei ghbor sSanpl eRequest: request, Protocol: sourceProto):
i nt sanpl eSi ze = request. sanpl eSi ze
sanpl e = this.nei ghbors. randonubSet (sanpl eSi ze)

reply = Get Nei ghbor sSanpl eRepl y(sanpl e)
sendRepl y(reply, sourceProto)

uponDi scovery(Di scoveryNotification: notification):
thi s. nei ghbors. add(event. peer)

In this exanmple, it’'s possible to see two di ssenination protocols
(_Eager Gossi pProt ocol _ and _Fl oodBroadcast Prot ocol _) and a nenbership
protocol (_Full Menbershi pProtocol _). The Ful | Menber shi pProtoco
protocol offers an abstraction to obtain the node’'s nmenbership, and,
bot h di sseni nation protocols, although having different design

choi ces regarding the way data is propagated, use the sane API
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provided by the "bottomlayer”. This way, if an application wi shes
to change its dissenination protocol, it can easily do so by just
registering different protocols during initialization.

6.3. Remarks

At its core, the framework ains to provide a consistent set of
functionalities to protocols that adhere to a conmon interface
design. VWile following this design is recommended for nodularity
and interoperability, it is not mandatory. Not all protocols
necessarily fit into a predefined category or famly, and devel opers
have the flexibility to define their own interface specifications.

When i npl ementi ng protocols, devel opers can design custominter-
prot ocol comunication events (e.g., requests, notifications)
tailored to their specific application needs. Although adopting the
common i nterface design pronotes high nodularity and decoupl es

i mpl ementation frominteraction, developers are ultimately free to
choose the approach that best suits their use case.

7. Exanpl es

In this section, we provide a full-fledged exanpl e of the framework.
The exanple contains the initialization of the franmework with the due
protocols, their inplenentation and the respective events. W

| everage the conmon APl presented in Section 6 to present a generic
exanpl e.

The exanpl e showcases a nessage di ssem nation application which takes

i nput fromthe user, and dissem nates data through a network of
nodes, as depicted in the follow ng di agram
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Figure 12: Protocols interaction diagram

7.1. Pseudocode
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Mai n

mai n(config):
framewor k = GFDS. newl nst ance()
props = framework. | oadConfi g(confi g)

di scoveryMet hods = {mul ticast}
f ramewor k. regi st er Di scover yMet hods(di scover yMet hods)

sel f ConfigMet hod = {copyVali dat e}
framewor k. regi st er Sel f Confi gurati onMet hods(sel f Confi gvet hod)

resourceMet hods = {periodically}
f ramewor k. r egi st er Resour ceMet hods(r esour ceMet hods)

adaptiveMethod = {local Metrics}
f ramewor k. regi st er Adapti veMet hods(adapti veMet hod)

app = MessageApplication()
di ssem nati on = Eager Gossi pProtocol ()
menber shi p = Ful | Menber shi pPr ot ocol ()

f ramewor k. regi st er Prot ocol (app)

f ranmewor k. regi st er Prot ocol (di ssem nati on)
framewor k. r egi st er Pr ot ocol (menber shi p)

app.init(props)
di ssem nation.init(props)
menber shi p.init(props)

framework. start ()
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Appli cation
/] Event s
def OperationTimer {
| ong tineout
}
init(props):
this. di ssem nati onProtocol = props.disseni nationProtoco

regi sterNotificationHandl er (DeliveryNotification, uponDeliveryNotification)

regi st er Ti mer Handl er (Qper ati onTi mer, uponQperati onTi ner)

set upPeri odi cTi mer ( OperationTi mer (props. period), props.firstTimer,

uponQper ati onTi ner (QperationTiner: tiner):

in = input("Insert nessage:")
request = Di ssem nati onRequest (nyself, in, Time.now))
sendRequest (request, this.disseninationProtocol)

uponDel i veryNotification(DeliveryNotification: notification):

| og("Message received! Data: {}", notification.payl oad)

The pseudo code for the Eager Gossip and Ful | Menbership protocols can
be found in Appendix C

Security Considerations

Thi s docunent defines the concept of secure transports to facilitate
secure conmuni cati on between nodes. Secure transports |everage
security prinitives provided by the framework, in conjunction with

i dentity managenent.

For security primtives, secure transport inplenentations can rely on

wel | -established cryptographic algorithns and cryptosystens. W
recommend that any framework inplementation utilize proven, wdely
accepted cryptographic libraries, as outlined in [RFCO641] and

[ RFC9642]. However, for specialized use cases, the franmework shoul d
al so support protocols that do not require secure communi cati on and,
therefore, do not adhere to these security considerations.

Identity managenent data should be stored in secure nenory or
persi stent storage to protect against nalicious attacks that could
conmprom se a node’s identity or lead to inpersonation

Jesus & LeitT ] o Expi res 27 August 2026 [ Page

props. peri od)

66]



I nternet-Draft GFDS February 2026

9. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
10. Inplenentation Status

At the nonent of witing this draft, we have a reference

i mpl ementation followi ng the ideas presented in this docunent. Babel
(https://codel ab.fct.unl.pt/di/research/tardi s/ w6/ babel - swar m babel -
core-swarn) is a Java framework for easing the conplexity of building
and nanagi ng distributed systens. The framework is an active
research effort, and it’'s being continuously updated to support nore
features and conpliance with G-DS. The Conmmon APl s

(https://codel ab.fct.unl.pt/di/research/tardi s/ w6/ babel - swar m babel -
pr ot ocol conmons) repository materializes the design presented in
Section 6, and a list of applications is available in the follow ng
repository (https://codelab.fct.unl.pt/di/research/tardi s/ w6/ babel -
swar ni appl i cati ons).

Mor eover, M croBabel

(https://codel ab.fct.unl.pt/di/research/tardi s/ w6/ mcro-babel) is a
| i ghtweight franework witten in C, designed specifically for snall
enbedded devices (e.g., mcrocontrollers). Al though still under
active devel opnent, it is continuously evolving to ensure conpliance
with the paradigmoutlined in this docunent.
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Appendi x A APls

The pseudo-code in this section describes a sanple exanple of the
common APls nentioned in Section 6.
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St orage Layer APIs

/'l Requests
def Execut eRequest {
string naneSpace,
Qperation op // Data, operation type, etc.

}

def Modi f yNanespaceRequest {

string naneSpace,

NaneSpaceConfig config //Paraneters to be nodified
}

/'l Replies

def Execut eJSONRepl y{
string jsonAsString,
St at us st at usCode

}

def Execut ePayl oadReply {
byte [] payl oad,
St at us st at usCode

}

def Modi f yNanmespaceReply {
string naneSpace,
St at us st at usCode

}

/1 Notifications

def JSONDat aNotification {
string jsonAsString,
St at us st at usCode

}

def Payl oadNotification {
byte [] payl oad,
St at us st at usCode

}

[l Tinmers
def PersistTinmer {
| ong peri odi cTi neout
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D ssem nation Layer APIs

/'l Requests

def Di ssem nati onRequest {
Peer sender,
byte [] payl oad,
| ong tinestanmp

}

def M ssi ngDat aRequest {
UUI D uni quel D,
Peer destination

}

/1 Notifications

def DeliveryNotification {
byte [] payl oad,
| ong tinestanp

}

def Dat aFoundNoti fi cati on{
byte [] payl oad,
UUI D uni quel D,

}

/1l Messages

def Di ssem nati onMessage ({
byte [] data,
| ong tinestanp,
short ttl

serializer(out):
out.writeByteArray(data)
out.writelLong(tinmestanp)
out.writeShort(ttl)

deserializer(in):
data = in.readByteArray()
timestanp = in.readLong(in)
ttl = in.readShort(ttl)
return Di ssem nati onMessage(data, tinestanp, ttl)
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Menber ship Layer APIs

/'l Requests

def Get Nei ghbor sSanpl eRequest {
i nt sanpl eSi ze

}

/'l Replies

def Get Nei ghbor sSanmpl eReply {
Set <Peer > nei ghbors

}

/1 Notifications

def Nei ghbor UpNoti fication {
Peer peer

}

def Nei ghbor DownNot i fication {
Peer peer
}

Appendi x B. Control Events
Di scovery Events

def Request Probe {
string servi ceNane
}

def Request Announcenent {
string servi ceNane,
Peer provider,

}

def DiscoveryNotification {
string servi ceNane,
Peer [] peers,
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Confi guration Events

def Sel f Confi gParaneters {
string configMethod,
Map<Par anet er, Confi g> paraneters,

}

def AdaptiveParaneters {
string adaptiveMet hod,
Map<Par anet er, Confi g> paraneters,

}

Resource Events

def ResourceSanpl e {
string resourceType, /1 e.g., CPU, Menory, Bandwi dth
string unit, /1l e.g., KPBs, MB, etc.
string val ue,
fl oat usagePercent,

}

def ResourceLi m t\Warni ngNotification {
string resourceType,
fl oat usagePercent,
string nessage

}

Transport Events

def Transport Avail abl eNotification {
Transport transport,
Thr owabl e cause,
string nmessage

}

def TransportUnavail abl eNotification {
Transport transport,
Thr owabl e cause,
string nmessage

}

def TransportConflict {
Transport transport,
Thr owabl e cause,
string message,

}
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Connecti on Events

def Connecti onUpNotification {
Transport transport,
Peer peer,

}

def Connecti onDownNotification {
Transport transport,
Peer peer,
Thr owabl e cause,
string nmessage,

}

def ConnectionErrorNotification {
Transport transport,
Thr owabl e cause,
string nmessage,

}

def Connecti onTi neout {
Transport transport,
string nmessage,

}
Appendi x C. Exanpl es

Eager Gossi pPr ot ocol

state = {
thi s. nei ghbors: Set <Peer >,
this.dataSet : Set<D ssem nati onMessage>,

@\ut oConfi gurabl e
@\daptive
| ong fanout,

}

/*
This is a sinple and pragnmatic inplenmentation
of a eager push gossi p-based broadcast protocol.
The inpl ementation assunmes that there exists a
menber ship service that uses the interface nade
avai l abl e in commons API.
*/
init(properties):

this.dataSet = Set<Di sseni nati onMessage>()
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thi s. nei ghbors = Set <Peer >()
[/fanout will be setup by the framework

regi sterSel f Configuration(properties, uponSel fConfig)
regi st er Adapti veConfi gurati on(properties, uponAdaptive)

preferences = {reliabl e}
regi st er Commruni cat i onPr ef er ences( pr ef erences)

regi st er Request Handl er (Di sseni nati onRequest, uponBroadcast Request)
regi st er Repl yHandl er ( Get Nei ghbor sSanpl eRepl y, uponNei ghbor sSanpl eRepl y)
subscri beNotificati on(Get Nei ghbor DownNoti fi cati on, uponNei ghbor Down)

regi st er Ti mer Handl er ( Gar bageCol | ecti onTi mer, uponGar bageCol | ecti onTi ner)
set upPeri odi cTi mer (Gar bageCol | ecti onTi ner (properties.interval), uponGarbageCol |l ectionT
mer)

regi st er Conmuni cat i onHandl er (Di ssem nati onMessage, uponDi ssem nati onMessage)

/'l Request/Reply Handl ers
uponDi ssem nati onRequest (Di ssem nati onRequest: request, Protocol: sourceProto):
msg = Di ssem nati onMessage(request. payl oad, request.tinestanp, 0)
del i ver (nsQ)
peers = this.neighbors.randonSubSet (this. fanout)
propagat e( peers, nsg)

uponNei ghbor sSanpl eRepl y( Get Nei ghbor sSanpl eRepl y: reply)
thi s. nei ghbors. addAl | (reply. sanpl e)

/1 Notification Handlers
uponNei ghbor Down( Get Nei ghbor DownNoti fi cation: notification)
thi s. nei ghbors. renove(notification. peer)

/1 Timer Handlers
uponGar bageCol | ecti onTi ner ( Gar bageCol | ecti onTi ner: timer):
this. dataSet.renovelf(data -> Tine.now - data.tinestanp >
timer.interval & data.ttl >= state.ttl)

/1 Configuration and Adaptive
uponSel f Confi g( Sel f Confi gParameters sel f Confi g):
for p in state as AutoConfi gurabl e:

p = sel fConfig. paraneters. get(p)

uponAdapti ve( Sel f Confi gPar anet ers adapti ve):
for pin state as Adaptive:
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p = adaptive. paraneters. get(p)

/1 Comuni cation Handl ers

uponDi ssem nati onMessage(Di ssem nati onMessage: nsg, Peer: sender):
nmeg. ttl++
del i ver (nsQ)

peers = this.neighbors.randonSubSet (this. fanout)
pr opagat e( peers, nsg)

/'l Procedures
del i ver (Di ssemi nati onMessage: nsgQ):
if(!'this.dataSet. contains(mnmsg)):
thi s. dat aSet . add( nsQ)

notification = DeliveryNotification(nsg. data)
triggerNotification(notification)

pr opagat e( Set <Peer > desti nati ons, D ssem nati onMessage: nsgQ):
destinations. forEach(n -> sendMessage(nsg, n))

Jesus & LeitT ] o Expi res 27 August 2026 [ Page 77]



I nternet-Draft GFDS February 2026

Ful | Menmber shi pPr ot oco

/*
This is a nenbership protocol that should only be used
either on very small scale settings or
for testing purposes. It creates a gl oba
menber shi p abstracti on where every single node in
the system knows every ot her node (except hinself).
/*
init(properties):
thi s. nei ghbors = Set <Peer >()

regi st er Di scover yHandl er (uponDi scovery)

resources = {SYSTEM NETWORK WRI TE_BYTES, SYSTEM NETWORK_READ BYTES}
regi st er Resour ceMoni t or (resour ces, uponResour ceSanpl e)

[/ This is a sinple protocol, so it doesn't have self configuration or adaptive paranete
rs

regi st er Conmuni cati onPref erences({reliable, connectionOiented})

regi st er Request Handl er ( Get Nei ghbor sSanpl eRequest, uponNei ghbor sSanpl eRequest)
subscri beNotification(ConnectionFail edNotification, uponConnecti onFail ed)

uponNei ghbor sSanpl eRequest ( Get Nei ghbor sSanpl eRequest: request, Protocol: sourceProto):
int sanpl eSi ze = request. sanpl eSi ze
sanpl e = this.nei ghbors. randonSubSet (sanpl eSi ze)

reply = Get Nei ghbor sSanpl eRepl y(sanpl e)
sendRepl y(reply, sourceProto)

uponDi scovery(Di scoveryNotification: notification):
t hi s. nei ghbors. add(event. peer)

uponResour ceSanpl e( Resour ceEvent sanpl e):
file. append("Resource Sanple: {} {}", sanple.resourceType, sanple.usage)

uponResour ceLi m t War ni ng( Resour ceLi mi t WAr ni ng war ni ng) :
| og. warn("Resource {} Limt Warning, take action", warning.resourceType)

i f(warni ng. resourceType == SYSTEM NETWORK VRl TE_BYTES)
t hi s. nei ghbors. renoveRandom()

uponConnect i onFai | ed( Connecti onFail edNotification: notification)
thi s. nei ghbors. renove(notification. peer)

triggerNotification(Nei ghborDown(notification.peer))
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