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Abst r act

ANML (Agentic Notation Markup Language) is a nachine-first markup

| anguage for agent-to-agent and agent-to-service conmunication over
the internet. HITM provides visual interfaces for human consunption
ANML describes content, intent, and interaction patterns optin zed
for machine interpretation with mnimal conputational overhead.

ANML defines an abstract data model that MAY be serialized as XM
(application/anm +xm) or JSON (application/anm +json). Both
serializations are normative and senmantically equivalent. The XM
serialization is recommended for human aut horing and review, the JSON
serialization is recommended for progranmati c generation and agent-

pi pel i ne consunpti on.

An ANML docunent defi nes

* Content: structured, semantic information for machi ne
interpretation

* |Interactions: operations bound to HTTP net hods, endpoints, and
par amet ers

* Know edge: bidirectional information exchange between services and
agents

*  Constraints: disclosure, consent, and authorization rules that
agents MJST eval uate before sharing data

* State: nmetadata identifying the current phase of a nmulti-step
interaction

* Persona: advisory behavioral and tonal guidance for agent
responses

ANML st andardi zes these el enents to enable determnistic, efficient

agent interactions with reduced reliance on inference over
unstructured dat a.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Novenber 2026.
Copyri ght Notice
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Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.

Tabl e of Contents

1. Introduction 6
1.1. Scope . . 7
1.2. Confornmance . 7

1.2.1. Docunents . . 7
1.2.2. Conformng ANI\/L Agents 8
1.3. Motivation . 8
1.4. Goals . . . 9
1.5. Non-CGoal s . 9

2. Applicability . 9

3. Terns . . 10

4. Design Pri nC| pI es . . 12

5. ANML as an Application of XI\/L . 13
5.1. XM Docunents . . . . . . 13
5.2 ANML Lexical Syntax . . 14

5.2.1. Element and Attribute Narres . 14
5.2.2. Attribute Val ues 14
5.2.3. \Witespace . 14
5.2.4. Character References 14

Jeskey Expi res 22 Novenber 2026 [ Page 2]



I nternet-Draft ANML 1.0 May 2026

5.2.5 CDATA Sections . . e )
5.2.6 Conment s and ProceSS|ng Instructlons P )
5.2.7 Unknown El ements and Attributes . . . . . . . . . . . 14
5.3. ANML Namespace and Public ldentifiers . . . . . . . . . . 14
5.3.1. Nanespace . . . N )
5.3.2 Nanespace Pol|cy N <)
5.3.3 Versioning . . e £
5.3.4. Extension Nanespaces e . ... ... .. . . . . .. 15
5.3.5. Docunent Type Declaration . . . . . . . . . . . . . . 15
5.4. Exanple ANML Document . . . . . . . . . . . . . . . . . . 16
6. ANML as an Internet Media Type . . . . . . . . . . . . . . . 17
6.1. application/anm +xm Media Type . . . . . . . . . . . . . 17
6.2. ANM. Docunent Representation . . . . . . . . . . . . . . 17
6.2.1. Character Encoding . . . . . . . . . . . . . . . . . 17
6.2.2. XM Declaration . . . . . . . . . . . . . . . . . . . 17
6.2.3. Byte Oder Mrk . . . . . . . . . . . . . . . . . . . 18
6.2.4. Line Endings . . . . . . . . . . . . . . . . . . . . 18
6.3. Content Negotiation . . . . . . . . . . . . . . . . . . . 18
6.4. HITP Caching Interaction . . . . . . . . . . . . . . . . 18
6.5. Discovery . . e <
6.5. 1. VéII—Known UH e
6.5.2 HTTP Link Header . . . . . . . . . . . . . . . . . . 19
6.5.3. HIM Link Element . . . . . . . . . . . . . . . . . . 19
6.5.4. DNS Service Discovery . . . . . . . . . . . . . . . . 19
7. ANML JSON Serialization . . . e A
7.1. application/anm +j son Nbdla Type e e . ... ... 20
7.2. Ceneral Mapping Rules . . . 24
7.2.1. Root (hject . . . e
7.2.2. Attributes to Propertles o
7.2.3. Text Content . . -
7.2.4. Child Elements to hbsted ijects e e e e s 22
7.2.5. Enpty Elenents . . . . e e e . . . . . . . . 23
7.2.6. Unknown Keys . . . . . . . . . . . . . . . . .. .. 23
7.3. Conplete JSON Exanple . . . . e e e . . . . . . . . . 23
7.4. Discovery and Content hbgotlatlon 2]
7.5. JSON- Specific Security Considerations . . . . . . . . . . 25
7.6. Normative Equivalence . . . . e e ... .. 26
8. Docunent Structure . . . . . . . . . . . . . o ... 27
8.1. Root Elenent: anm . 2
8.1.1. Interaction wth HTTP Cach|ng e e e . . . . . . . . . 28
8.2. Site Elenent: site . . . A |
8.3. Head Section: head . . . . . . . . . . . . . . . .. .. 30
8.3.1. Title: title . . . . . . . . . . . . . . . . . ... 30
8.3.2. Meta: neta . . . . . . . . . . . . . . . . .. ... 30
8.4. Constraints Section: constraints . . . . . . . . . . . . 30
8.4.1. Disclosure: disclosure . . . . . . . . . . . . . . . 30
8.5. State Section: state . . . . . . . . . . . . . . . .. . 30
8.5.1. Context: context . . . . . . . . . . . . . . . . .. 30

Jeskey Expi res 22 Novenber 2026 [ Page 3]



Internet-Draft ANML 1.0

[(e (o]

Jeskey

Flow flow . .

Step: step (flomb .
nteraction Section: interact
Action: action

Param param

Option: option

Response: response .
now edge Secti on: knomﬁedge
Inform inform .
Ask: ask .

Answer: answer

Ref use: refuse .

er sona Section: persona
Model : npdel

Language: | anguage

Tone: tone .

\Voi ce: voice

o1 o
e

o000
P whE

~N NN

Vocabul ary: vocabul ary
Prefer: prefer

Avoi d: avoid e
esthet|c Section: aesthetic

ONokWNMETEWNE

e e

>

Logo: | ogo
Col ors: colors
Color: color . . . . .
Typogr aphy: typography
Font: font . . . . . .
dy Section: body
Section: section .
I mage: ing .
Audi o: audi o .
Vi deo: vi deo

Loooowe
R

-
o .
CoNokhwhEO

Transcript: transcript
Link: link .

Data: data

Item item. .

10.10. Field: field .

.10.11. Navigation: nav

e e e i i e e e e e e e e e e e e e e e e e e e R e e e e e B S e o

.11 ANML Type System
.12. Footer Section: footer

8.12.1. Rights: rights

8.12.2. Attribution: attrlbutlon:
.13. Status Section: status

I nteracti on Model

.1. Transport
.2. Interaction Flow

Expi res 22 Novenber 2026

I nstructions: instructions

Di spl ay Nane: dlsplay nane

Description: description

May 2026

30
31
31
31
31
31
31
32
32
32
33
33
33
34
34
34
34
35
35
35
35
35
35
35
35
35
36
36
36
36
36
36
37
37
37
37
37
37
37
38
38
39
39
39
39
39
39
40

[ Page 4]



I nternet-Dr

ar

11. Agen
11.
11.
11.
11.
11.
11.

12. Si te
12. 1.
12. 2.

12. 2.

G’S“PS”!\’!—‘

12. 2.
12. 2.

12.
12.
12.
12.
12.

Nogokw

12.
13. Secu
13.
13.
13.
13.
13.
13.
13.
13.
13.
13. 10.
13. 11.
13.12.
14. Priv
14. 1.
14. 2.
14. 3.
14. 4.
14. 5.

OJ

CoNoO~wbE

af t ANML 1.0

Action Binding
Know edge Exchange .
Constraints on Discl osure .
Separ ati on of Concerns .
acters and Internationalizati on .
Docunent Character Set
Char acter Encoding .
Language ldentification
t Response For mat
Response Docunment Struct ure
M ni mum Val i d Response . .
Service Response to Agent Subm ssr on .
Error Handling .
Pagi nati on Behavi or
Exampl es . .
Trust Del egati on .
Trust Tiers . .
DNS Boot strap Record .
1. Tag-List Syntax
2. Record Fields
3. Absent or Invalid Records
Static Trust Manifest
Li ve Trust Query Endpoi nt

The trust El ement and Verifi catl on Procedure .

The site-ref El enment

Multi-Site Docunents and Layered Identlty Attack .

Prevention .

Security Consi deratr ons for Trust DeI egatr on .

rity Considerations .
Threat Mbdel

I nformation Disclosure via Knowl edge Exchange

Prompt Injection via Persona and Instructions
Action Execution Risks . .

XML External Entity (XXE) Attacks .
Agent Spoofing and Service | npersonation .
Mal i ci ous ANML Docunents .

Constraint Bypass . .

Repl ay and State Mani puI at| on

Deni al of Service .

Cross-Ori gi n Consi deratr ons

Transport Security .

acy Considerations . .

User Control and Oonsent

Cross- Session and Cross- Pi atform Context Portablllty

Data M nimzation . .
Usage Ri ghts and Cont ent Cont roI s
Regul at ory Consi derati ons

15. Relationship to Related Standards and For rrats .

Jeskey

Expi res 22 Novenber 2026

May 2026

40
40
40
41
41
41
41
41
41
41
42
43
44
45
45
47
47
48
49
50
50
51
52
54
56

57
59
60
60
61
62
63
63
64
64
65
65
65
65
66
66
66
67
68
68
69
69

[ Page 5]



I nternet-Draft ANML 1.0 May 2026

15.1. HTM . . e 12
15.2. JSON-LD and Schena org Y 40
15.3. OpenAPl and AsyncAPl . . . . . . . . . . . . . . . . . . T0
15.4. robots.txt and Ilns.txt . . e 4
15.5. Rationale for XM Serlallzatlon e 4
15.6. Known | nplenentations . . . . . . . . . . . . . . . .. T2
16. | ANA Consi derations . . . Y 74
16.1. Media Type Reglstratlons Y 474
16.2. Well-Known URI Registrations . . . . . . . . . . . . . . 73
16.3. ANML Standard Field Names Registry . . . . . . . . . . . 74
16.4. XM. Nanespace Registration . . . . . . . . . . . . . . . 74
16.5. ANWML Usage Val ues Registry . . . e
16.6. ANML Discl osure Requires Val ues Reglstry .. . . . . . . 716
17. ANML Public Text . . e . . . . . . . 76
17.1. ANM Site Relatlonshlp values Reglstry e e e e T
18. References . . . . T 4
18.1. Normative References T
18.2. Informative References . . . . . . . . . . . . . . . . . 178
Acknowl edgments . . . . . . . . . . . . . . . . . . . . ... .. 80
Author’s Address . . . . . . . . . . . . . . . . . . . . .. .. 80
1. Introduction

ANML i s pronounced |ike the English word "aninal"
ANML /n..nm/ AN h-nuhl

HTML has served as the foundation of the Wrld Wde Wb since 1990,
produci ng pl atformindependent hypertext docunents rendered as visua
interfaces for human consunpti on.

The energence of |arge |anguage nodels (LLMs) and autononopus software
agents has introduced a new class of web content consumers: machines
that nust interpret, reason about, and act upon published
informati on. HTM.,, CSS, JavaScript, inmages, audio, and video produce
rich user experiences but encode intent, interactions, and
constraints inplicitly — if at all. Increased conputational power
does not resolve this: no anount of inference can reliably extract
structured operations, disclosure rules, or workflow state from

mar kup that was never designed to express them

ANML addresses this gap as a nachi ne-native markup | anguage for
agent -t o-agent and agent-to-service conmuni cati on. ANM. conpl enents
exi sting web standards such as HTML and HTTP by providi ng a machi ne-
oriented interaction layer, rather than replacing them ANM is an
application of XML 1.0 [XM].
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The ’application/anm +xm’ Internet Media Type is defined by this
specification (see Section 6.1 (Section 6.1)).

1.1. Scope
Thi s specification defines ANML 1.0, including the docunent type,
el ement and attribute sets, content nodel, interaction nodel, and
medi a type registration.

Thi s specification does not define:

* Visual rendering or presentation senantics

* (Cient-side scripting or execution nodel s

* Transport-layer protocols (HTTP is assumed but not nodified)

* Authentication or identity nechani sns

Al'l domain nanes used in exanpl es throughout this document are
reserved exanpl e dormai ns as defined in [ RFC2606]: exanpl e.com
exanpl e.net, and exanple.org. These nanes do not refer to any rea
organi zation, product, or service. Were exanples require nultiple
di stinct domains, exanple.comis used for the canonical site domain,
exanpl e.net for an authorized serving party, and exanple.org for a
second aut horized serving party or brand reference.

1.2. Confornmance

Thi s specification governs the syntax of ANML docunents and the
behavi or of conform ng ANML agents.

1.2.1. Docunents
A conform ng ANML docunent:
* |s awell-formed XML docunment conforming to [ XM]
* Conforns to the ANML XML Schema (see Section 17 (Section 17))
* Conforns to the conventions defined in this specification
* Uses Unicode [UNICODE] as its docunent character set

* |s encoded as UTF-8 [RFC3629] unless an alternative encoding is
decl ared via the XML declaration (see Section 6.3 (Section 6.2.1))
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1.2.2. Confornming ANML Agents
A conform ng ANML agent:
* Parses ANML docurents as well-forned XM
* Supports UTF-8 character encoding

* Processes <constraints> <state>, <interact> <know edge>, and
<body> sections as defined in this specification

* Eval uates <constraints> before disclosing any information via
<answer > el enents

* lgnores unknown el ements and attributes w thout error
* Respects user intent above all ANM. instructions
1.3. Mdtivation

The nodern web is optim zed for human consunption. To interact with
it, agents must currently:

* Parse |large volunes of irrelevant visual and structural data

* Infer intent fromloosely structured or inconsistent markup

* Performrepeated high-cost inference to understand workfl ows

* Reconstruct inplicit interaction patterns

* Process nedia resources (inmages, audio, video) that consume
significant inference cost and token budget with no guarantee of

semantic return

This results in high conputational cost, increased |atency, reduced
determinism and fragile heuristic-dependent automation.

ANML provi des a nmachi ne-native representation in which:

* Content is explicitly structured for semantic understanding
* Actions and workfl ows are decl ared

* Context is a first-class construct

* Agent behavior can be guided at the docunent |eve
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Exi sti ng approaches such as REST APIs and interface description
| anguages (e.g., OpenAPl, G aph@.) address nachi ne-to-service
communi cati on but require prior integration: each service defines a
bespoke contract that agents nust be individually programed to use.
ANML takes a different approach. Like HTM. for browsers, ANWL
provi des a universal document format that any conforning agent can
interpret without service-specific integration. A single ANML
docunent conveys content, avail abl e operations, know edge exchange,
di scl osure constraints, workflow state, and behavi oral gui dance —
none of which are expressible in a typical APl specification

1.4. Coals
* Enable efficient agent-to-agent conmunication over the internet
* Reduce inference cost for interpreting web content

* Provide explicit, structured representations of content and
wor kf | ows

* Standardi ze nachi ne-consunabl e service interfaces

* Support bidirectional know edge sharing between services and
agents

* Allow services to provide behavioral and persona gui dance to
agents

* |Inprove determinismand reliability of agent interactions
1.5. Non-Coals
* Replacing HTM. for human-facing interfaces
* Rendering visual |ayouts or graphical experiences
* Executing client-side logic
* Serving as a general - purpose programm ng | anguage
2. Applicability
ANML is domain-neutral. It is applicable to any context in which
aut ononous agents interact with services or with each other over

HTTP. Exanpl e domains include but are not limted to:

* Wb services and APls
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* Personal and enterprise agent systens
* | oT and device interaction
* Data retrieval and know edge systens

ANML does not presune a comercial, consumer, or enterprise context.
Any service that publishes structured information for machine
consunption MAY use ANM_

3. Terns

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

action An executable operation defined in the <interact> section,
bound to an HTTP net hod and endpoint URI.

aesthetic Advisory visual identity guidance within the <aesthetic>
section, including colors, typography, |ogos, and display nane.

agent A software conponent that processes ANML docunents, perforns
actions, and comuni cates with services on behalf of a user or
anot her agent. Also referred to as "user agent".

ANML docurment A well-formed XML docunent confornming to this
specification and the ANML XML Schema (see Section 17
(Section 17)).

answer A response el enent providing information requested by an
<ask> elenent. Answers may flow fromagent to service or from
service to agent.

ask A declarative el enent through which one party requests
information fromthe other. Neither party is required to fulfill
any ask.

body The primary structured content of an ANML docunment, contai ned
wi thin the <body> el enent.

confidentiality An attribute on <inform governing how an agent may
share service-provided information with other services.

conform ng ANML agent An agent that conforns to this specification
inits processing of the '"application/anm +xm ' nedia type.
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constraint A rule governing whether and how requested information
may be di scl osed by an agent.

data A structured collection of itens within the <body>, represented
by the <data> el enent.

description A textual description of a nedia resource, provided as a
child of <inmg> <audio> or <video> Enables agents to understand
medi a content without perform ng inference.

di scl osure The act of an agent sharing information with a service in
response to an <ask>, subject to applicable constraints and user
consent.

endpoint A URl to which an action is directed.

flow A declaration of the structure of a nulti-step workflow within
the <state> section

inform A know edge el enent through which a service conmuni cates
informati on to an agent.

know edge The section containing <inform and <ask> el enents,
enabling bidirectional information exchange.

media type An Internet Media Type as defined in [ RFC6838].

nmodel An advi sory preference within <persona> indicating which
i nference nodel or capability a service reconmends for processing
t he document.

nav A pagi nation and continuation el enent wi thin <body>, providing
next, prev, and cursor references for nulti-page result sets.

persona Advisory behavioral and tonal guidance within the <persona>
secti on.

refuse A response elenment explicitly declining to fulfill an <ask>

rights A copyright and licensing declaration within the <rights>
el ement in <footer>.

service A networked application that publishes ANML documents and
processes agent responses.

state The section carrying contextual information about a nmulti-step
i nteraction.
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status An el enent communicating the outcone of a preceding
operation, including success, error, or partial conpletion

step A single stage within a workfl ow.

transcript A textual transcript of an <audi o> or <vi deo> resource,
provided as a child el enment. Enables agents to understand nedia
content without perform ng inference.

serving domain The registered domain (eTLD+1) of the URL from which
an ANML docunent was retrieved, normalized to | owercase ASCl |,
with port conponents omitted. For exanple, an ANML docunent
retrieved from’https://cdn. exanpl e. net: 443/ anm’ has a serving
domai n of 'exanple.net’. The serving domain is the val ue used as
the first elenent of the trust cache key and as the domain
paraneter in Trust Query requests. Wen the URL origin and the
TLS certificate subject differ, the URL origin takes precedence.
Agents SHOULD use the Public Suffix List to determine eTLD+1
boundari es.

site domain The canonical domain of the site whose identity is
asserted in an ANM. docunent, as specified in the donmain attribute
of a <trust> or <site> elenent. Distinct fromthe serving donmain
when a third party is serving content on behalf of the site.

URI A Uniform Resource ldentifier as defined in [ RFC3986].

usage A nmachi ne-readabl e decl arati on governi ng what an agent may do
with content. Values forma hierarchy: none < display < cache <
store < train.

wel | -formed XML  An XML documnent satisfying the well-formedness
constraints defined in [ XM].

4. Design Principles

The foll owi ng principles guide the design of ANML and SHOULD i nform
the behavi or of conform ng agents and services.

*Machi ne-First.* ANML targets nmachi ne consunption, not human
present ati on.

*Explicit Over Inplicit.* Interactions SHOULD be explicitly defined.
Agents SHOULD NOT need to infer intent from anbi guous markup

*M nimze I nference Cost.* Docunents SHOULD be structured for direct
interpretation, minimzing the need for inference.
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*Separation of Concerns.* Each section of an ANML docunent has a
distinct responsibility.

*Privacy by Design.* Agents control disclosure. Services MAY request
informati on but MJST NOT require it.

*Det ernini stic Behavior.* Agents SHOULD produce consistent results
gi ven identical inputs.

*Pr ogressi ve Enhancenent.* ANML MAY be adopted increnmentally
al ongsi de existing web infrastructure.

*Domain Neutrality.* ANML is domain-agnostic. It is not limted to
comrercial or e-commerce contexts and applies equally to any agent-
to-agent or agent-to-service interaction

*Extensibility.* Conform ng agents MJST safely ignore unknown
el ements and attri butes.

*Trust Awareness.* Agents SHOULD eval uate service trustworthiness
before disclosing informati on or executing actions.

*Human Intent First.* User intent overrides all ANM instructions.
An agent MJST NOT act contrary to the expressed w shes of its user

5. ANML as an Application of XM

ANML is an application of XML 1.0 [ XM.] and XM. Nanespaces [ XMLNS].
Thi s specification assunes famliarity with XM

5.1. XM Docunents

An ANML document is a well-formed XML docunent consisting of a
hi erarchy of elements as defined in Section 8.

The ANML namespace URl is:
urn:ietf:params:xm:ns:anm:1.0

A conform ng ANML document MUST decl are this nanespace on the root
el ement :

<anml xm ns="urn:ietf:parans: xnm:ns:ann:1.0">

</ anm >
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5.2. ANM. Lexical Syntax

ANML inherits its lexical syntax from XV 1.0. The foll ow ng
subsecti ons define additional constraints.

5.2.1. Elenment and Attribute Nanes
Al element and attribute names defined by this specification are
| owercase. Conform ng docunments MJST use | owercase nanes for al
el ements defined herein.

5.2.2. Attribute Val ues
Attribute val ues MJST be encl osed in double quotes (W+0022). Al
attribute values are treated as strings. ANM does not define
inmplicit type coercion.

5.2.3. \Witespace
Wit espace within el enent content is significant and MJST be
preserved by conform ng agents. ANM does not define whitespace
col I apsi ng rul es.

5.2.4. Character References
Nuneric character references and the predefined XM. entity references
are supported as defined in [ XM.]. ANMWM does not define additiona
naned entity references

5.2.5. CDATA Sections
CDATA sections MJST NOT appear in conform ng ANML docunents.

5.2.6. Comments and Processing Instructions
XML comments MAY appear in ANML docunents. Conform ng agents MAY
i gnore coments; coments MJST NOT carry semantic meaning.
Processing instructions other than the XM. decl arati on MJUST NOT
appear in conform ng ANML docunents.

5.2.7. Unknown Elements and Attributes
Conf orm ng agents MJST ignore any el enment or attribute not defined by
this specification or a recogni zed extensi on nanespace, W thout

raising an error.

5.3. ANML Nanespace and Public Identifiers
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5.3.1. Nanespace

ANML uses XM. Nanespaces [ XMLNS] to distinguish its elenents from
those of other vocabul aries. The nanespace UR
‘urn:ietf:params:xm:ns:anm:1.0" is an identifier and need not
resolve to a retrievable resource

5.3.2. Nanespace Policy

The ANML nanespace URI 'urn:ietf:parans:xnm:ns:anm:1.0° is version-
specific — the "1.0" is part of the URI. This neans a future ANML
2.0 specification using a different nanespace URI woul d be treated as
an entirely distinct namespace by conform ng XM. processors

Docurents fromthe two versions woul d not be interoperable at the
nanespace | evel

The author has noted the alternative approach used by HTM.5 and ot her
standards: a version-i ndependent nanespace URl (e.g.,
‘urn:ietf:params:xm:ns:anm’) with the version carried only in the
version attribute of the root element. This approach avoids
nanespace fragnmentation across versions and i s RECOVMENDED f or

consi derati on before the nanespace URI is formally registered with

| ANA.

NOTE: the choice between a version-specific and version-i ndependent
nanespace URI shoul d be resol ved before standards-track publication
The current version-specific URl is used throughout this draft
pendi ng that decision. |If a version-independent URI is adopted, al
nanespace URI references in this docunent will be updated
accordingly.

5.3.3. Versioning
The nanespace URI includes a version conponent ('1.0"). Future nmjor
versions will use a new nanespace URI. The nanespace URI is the
authoritative version indicator.

5.3.4. Extension Nanespaces
ANML docunents MAY include elements and attributes from other XM
nanespaces. Extensions MJST be nanespace-qualified and MJUST NOT use
the ANML nanespace URI.

5.3.5. Docunent Type Decl aration
ANML documents SHOULD NOT i nclude a Docunent Type Decl aration

(DOCTYPE). If present, conform ng agents MJST NOT process its
i nternal subset or resolve external entities referenced by it.
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5.4. Exanpl e ANML Docunent

<?xm version="1. 0" encodi ng="UTF-8"?>
<anml xm ns="urn:ietf:parans: xm:ns:anm:1.0" ttl="3600">
<head>
<title>Travel Booking Service</title>
<meta name="type" val ue="service"/>
</ head>
<constrai nts>
<di sclosure field="airline" requires="explicit-consent"/>
</ constraints>
<stat e>
<cont ext ><st ep>sear ch</ st ep></ cont ext >
<fl ow>
<step id="search" | abel ="Search flights" status="current"/>
<step id="select" |abel="Select a flight" status="pending"/>
<step id="paynent" | abel ="Paynent"
st at us="pendi ng" required="true"/>
<step id="confirm' |abel="Confirmation" status="pendi ng"/>
</fl ow>
</ st at e>
<i nteract>
<action id="subnmit-airline" nethod="POST" endpoint="/airline"/>
</interact>
<know edge>
<informttl="3600">
We offer flights to over 200 destinations worl dw de
</inforne
<ask field="airline" action="submt-airline"
requi red="fal se" purpose="personalization"/>
</ know edge>
<per sona>
<nmodel capability="reasoning"/>
<l anguage policy="native"/>
<tone value="friendl y"/>
<instructions>Be hel pful and concise.</instructions>
</ per sona>
<body>
Book flights to your destination.
</ body>
<f oot er >
<rights hol der="Exanpl e Travel, Inc." year="2026" usage="cache">
Copyright 2026 Exanple Travel, Inc.
</rights>
</ footer>
</anm >
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6. ANMWML as an Internet Media Type
6.1. application/anm +xm Media Type
The following is to be registered with | ANA
Medi a Type name: application
Medi a subtype name: anm +xm
Requi red paraneters: none

Optional parameters: charset (default UTF-8), version (default
"1.0")

Encodi ng considerations: Sane as for "application/xm" as specified
in [ XM.M ME] .

Security considerations: See Section 13 (Section 13).

Interoperability considerations: Conform ng agents MJST safely
i gnore unknown el ements and attri butes.

Publ i shed specification: This docunent.

Applications that use this nedia type: Autononmous software agents,
agent -t o- agent conmuni cati on systens.

File extension(s): .anm

6.2. ANM. Docunent Representation

6.2.1. Character Encoding
The default character encoding for ANML docunents is UTF-8 [ RFC3629].
When transmitted via HTTP, the charset parameter of the Content-Type
header takes precedence over the XML declaration, as specified in
[ XMLM ME] .

6.2.2. XM Decl aration
A conform ng ANML docunment SHOULD begin with an XML decl aration. The

XM. decl aration is REQUI RED when t he docunment uses an encodi ng ot her
t han UTF- 8.
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6.2.3. Byte Order Mark

UTF- 8 encoded docunents SHOULD NOT begin with a BOM  Conf orm ng
agents MJST accept docunents that include one. For UTF-16, the BOM
i s REQUI RED.

6.2.4. Line Endings

ANML documents SHOULD use LF (U+000A). Conform ng agents MJST accept
LF, CR, or CR+LF and normalize to LF as specified in [ XM]
Section 2.11.

6.3. Content Negotiation

Content negotiation follows standard HTTP nmechani snms as defined in
[ RFC9110]. An agent SHOULD include 'application/anm +xm’ in the
Accept header. A service MJST set the Content-Type header when
responding with an ANML docunent.

6.4. HITP Caching Interaction

The interaction between ANML's ttl attribute and HTTP caching
directives is defined in Section 8.1.1, adjacent to the ttl attribute
definition on the <anm > root elenent. It is cross-referenced here
because HTTP caching is a transport-layer concern. The normative
content is in Section 8.1.1; this section serves as a |ocator for
readers approaching fromthe transport |ayer

6.5. Discovery
6.5.1. Wéll-Known UR

A service MAY publish a discovery document at '/.well-known/anm’

[ RFC8615]. The serving donain of the well-known URI response is
inplicitly authoritative: an agent MJST treat an ANML docunent
retrieved from'https://exanple.net/.well-known/anm’' as asserting
the identity of exanple.net, regardl ess of any title, persona, or

di spl ay-name content in the docunent. A <trust> elenent or <site>
element claimng a different domain in a well-known URI response MJST
be treated as a third-party assertion subject to the trust
verification procedure in Section 12 — it does not override the
serving domain’s inplicit authority over its own well-known URI.
This rule prevents CDN operators or hosting providers from
substituting their own ANML identity for a served site’'s identity at
the di scovery endpoint. The follow ng normative rul es govern agent
behavi or when interacting with this URl:
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* A 404 (Not Found) response at '/.well-known/anm ' SHOULD be
interpreted by agents as a signal that the service does not
currently support ANML. Agents SHOULD NOT retry this URI within
the sane session. Agents MAY retry in a new session or after the
HTTP cache TTL of the 404 response has expired. A 404 is not
treated as pernmanent — a service may depl oy ANML after a 404 has
been cached, and agents MJST be capabl e of rediscoveri ng ANM_
support across sessions.

* A 301 (Moved Permanently) or 308 (Permanent Redirect) response
SHOULD be foll owed. Agents SHOULD update their cached di scovery
URI to the redirect target. Tenporary redirects (302, 307) MAY be
foll owed but MJUST NOT update the cached discovery URl.

* A service that supports ANML but has no content to serve at
"/.well-known/anm’® SHOULD return a minimal valid ANM. docunent
rather than a 404. A mininal valid document contains at mninmma
<head> element with a <title>  This allows agents to confirm ANM
support without inferring froma 404 that support is absent.

* A 410 (CGone) response MIST be interpreted as a pernmanent renpval
of ANML support. Agents MJST NOT retry this URI.

6.5. 2. HTTP Li nk Header

A service MAY advertise ANML support via a Link header with
rel ="alternate" and type="application/anm +xm ".

6.5.3. HIM Link El ement

A service MAY include a <link rel="alternate" type="application/
anm +xm "> el enent in HTM. docunents.

6.5.4. DNS Service Discovery

A domai n MAY publish SRV records [RFC2782] at ' _anm._tcp’ and TXT
records with key "v=anm 1’ and optional 'path Kkey.

7. ANML JSON Serialization

ANML defines an abstract data nodel that MAY be serialized as either
XML (Section 5) or JSON. Both serializations are nornative and
semantically equivalent. An inplenentation that correctly processes
one serialization MJST produce results identical to processing the
other serialization of the same document. The serialization format
is a depl oynent choice, not a semantic choice.
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The JSON serialization is identified by the nedia type 'application/
anm +j son’. Content negotiation follows standard HTTP mechani sms: a
client SHOULD include both "application/anm +xm* and ’application/
ann +j son’ in the Accept header with appropriate g-values to indicate
preference. A service MIST set the Content-Type header to the
serialization actually returned

The XML serialization (Section 5) is RECOMVENDED for documents
i ntended for human authoring and review. The JSON serialization is
RECOMVENDED f or progranmati c generation and agent-pi peline
consunption. Both are REQUI RED to be supported by confornm ng
i npl ementations claimng full conformance. |nplenmentations MAY
support only one serialization and MJUST document which serializations
they support.

7.1. application/anm +json Media Type
The following is to be registered with | ANA
Medi a Type nane: application
Medi a subtype nane: anmnl +j son
Requi red paraneters: none

Optional parameters: version (default "1.0")

Encodi ng considerations: JSON text MJST be encoded as UTF-8 as
specified in RFC 8259. A BOM MJUST NOT be prepended

Security considerations: See Section 11

Interoperability considerations: Conform ng agents MJST safely
i gnore unknown keys.

Publ i shed specification: This docunent.

Applications that use this nedia type: Autononmous software agents,
agent -t o- agent conmuni cati on systens, REST APl clients.

File extension(s): .anm.json
7.2. Ceneral Mapping Rules
The follow ng rules govern the translation between the XML and JSON

serializations of ANML. These rules are applied nmechanically and
uniformy across all el enents.
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7.2.1. Root nject

An ANML JSON document is a single JSON object. The root object
corresponds to the <anml > elenment. XM attributes of <anm > becone
top-1evel keys of the root object. The version key is REQU RED.
Exanpl e:

{
"anm ": "1.0",

"lang": "en",
"ttl": 3600,

"head": { ...
"constraints":
"state": { .
"interact": { ... },
"know edge": { ... },
"persona": { ... },

"aesthetic": { ... }
"body": { ... },

"footer": { ... },
"status": { ... }

}

7.2.2. Attributes to Properties

XM. attributes becone JSON string, nunber, or bool ean properties of
the enclosing object. Attribute names that contain hyphens (e.g.,
supported-versions) are preserved as-is in JSON keys. Bool ean
attributes with values "true" or "fal se" become JSON bool ean val ues
true or false. MNuneric attributes (ttl, min, max) becone JSON
numbers. Al other attributes becone JSON strings.

7.2.3. Text Content

XM. el ement text content (#PCDATA) becones a JSON string val ue
associated with the key "content” within the el enent’s object
representation. Wen an el enent has ONLY text content and no
attributes or child elements, its value MAY be represented in conpact
formas a JSON string rather than an object with a "content” key.
Exanpl e:
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XM.:  <informttl="3600">We offer 200 destinations.</inforne

JSON (full):

"ttl": 3600,

"content": "W offer 200 destinations."
}

JSON (shorthand, only when no other attributes or children):
"We of fer 200 destinations.”

7.2.4. Child Elenents to Nested (bjects

XM. child el ements become nested JSON obj ects keyed by the el enent
nane. Elenments that may appear nmultiple tines as siblings
(repeatabl e el enents) MJUST al ways be represented as a JSON array,
even when only one instance is present. This rule is absolute: a
repeatabl e el ement is never a bare object — it is always a single-
element array or a nulti-element array. Elenments that may appear at
most once (non-repeatable el ements) are represented as a bare JSON
obj ect, never as an array.

Repeat abl e el enents (MJST use array forn): inform ask, answer,
refuse, action, param option, step, nmeta, |ogo, color, font,
section, item field, attribution.

Non-repeat abl e el enents (MJST use object forn): head, constraints,
state, interact, know edge, persona, aesthetic, body, footer, status,

context, flow, response, nodel, |anguage, tone, voice, instructions,
vocabul ary, rights, nav, display-name, colors, typography, title,
trust.

Exanpl e:
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XML:
<knowl edge>
<informttl="3600">Fact one.</inforne
<informttl="7200">Fact two.</infornp
<ask field="nanme" action="submt" required="fal se"/>
</ know edge>

JSON
"know edge": {

"inform': [
{ "ttl": 3600, "content": "Fact one." },
{ "ttl": 7200, "content": "Fact two." }

] i)

"ask": {
"field": "name",
"action": "submt",

"required": false
}
}
}

7.2.5. Enpty El enents

XM. el ements with no content and no child el ements (EMPTY content
nmodel ) become JSON objects containing only their attribute
properties. An enpty elenent with no attributes becones an enpty
JSON obj ect {}. Exanple:

XM.:  <tone value="friendl y"/>
JSON: { "tone": { "value": "friendly" } }

XM.:  <disclosure field="email" requires="explicit-consent"/>
JSON: { "disclosure": { "field": "email",
"requires": "explicit-consent" } }

7.2.6. Unknown Keys
Conform ng ANML agents processing JSON docunents MJST ignore any key
not defined by this specification or a recogni zed extension, wthout
raising an error. This mirrors the requirenent for XM. unknown
elements and attributes in Section 5.2.7.

7.3. Conplete JSON Exanpl e

The following is the JSON serialization of the exanple ANML docunent
in Section 5. 4:
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"anm ": "1.0",
"ttl": 3600,
"head": {
"title": "Travel Booking Service",
"meta": |
{ "nanme": "type", "value": "service" }

]

onstraints": {
"di sclosure": [
{ "field": "airline", "requires": "explicit-consent" }
]
},
"state": {
"context": { "step": "search" },
"flow': {
"step": |
{ "id": "search", "label": "Search flights",
"status": "current" },
{ "id": "select", ™"label": "Select a flight",
"status": "pending" },
{ "id": "paynent", "label": "Paynent",
{

}

"status": "pending", "required": true },
"id": "confirnm, "label": "Confirmation",
"status": "pending" }

]
}
1

"interact": {
"action": [
{
"id": "submt-airline",
"met hod": " POST",
"endpoint": "/airline"
}
]

now edge": {
"inforni: { "ttl": 3600, "content": "W offer flights to over 200 destinations worl dw
ide." },
"ask": {
"field": "airline",
"action": "submt-airline",
"required": false,
"pur pose": "personalization”

}
}

"persona": {

}
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"model ": { "capability": "reasoning" },
"l anguage": { "policy": "native" },
"tone": { "value": "friendly" },
"instructions": "Be hel pful and concise."
}1
"body": {
"content": "Book flights to your destination.”
}1
"footer": {
"rights": {
"hol der": "Exanple Travel, Inc.",
"year": "2026",
"usage": "cache",
"content": "Copyright 2026 Exanple Travel, Inc."
}
}

}

7.4. Discovery and Content Negotiation

A service supporting JSON serialization SHOULD i nclude "application/
annm +json’ in the Accept-Patch or Alternates header of its well-known
URI response. Agents SHOULD include both nedia types in the Accept
header of discovery requests:

Accept: application/anm +xm ; q=0.9, application/anm +j son; q=1.0

A service MAY serve different serializations fromdifferent endpoints
or fromthe sane endpoint based on content negotiation. The data
nmodel MJST be identical regardl ess of serialization. A service MJST
NOT include information in one serialization that is absent fromthe
ot her.

7.5. JSON- Specific Security Considerations
JSON docunents are subject to the general security considerations in
Section 11. The followi ng additional considerations apply
specifically to JSON serialization:
* JSON parsers MJUST inpose linmts on nesting depth to prevent stack
exhaustion from deeply nested objects. The RECOVMENDED nmaxi mum
nesting depth is 32 | evels.

* JSON parsers MJST inmpose limts on docunent size. The RECOMVENDED
maxi mum document size is 1MB.
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* JSON parsers MUST reject duplicate keys within the same object.
VWhen duplicate keys are present the docunent MJST be treated as
mal formed and rejected entirely. Note: the XM serialization
provi des equi val ent protection through XML 1.0 Section 2.3 well -
fornmedness constraints, which prohibit duplicate attribute names —
a conformng XM. parser will reject such docunents before they
reach ANML processing. Both serializations therefore enforce the
same uni queness invariant through their respective base
speci fications.

* JSON nunbers MJUST be parsed as | EEE 754 doubl e-preci sion floating-
poi nt values. |Inplenentati ons MUST handl e nuneric overfl ow and
preci sion | oss gracefully.

* JSON strings MJST be valid UTF-8. |Inplenmentations MIST reject
docunents containing invalid UTF-8 sequences.

7.6. Normative Equival ence

This section is normative. The follow ng assertions MJST hold for
any conform ng inplementation processing the XM. and JSON
serializations of the sane | ogical ANM. docunent:

* Disclosure decisions: the agent MJUST nake identical disclosure
deci sions — which <ask> fields to answer, refuse, or defer —
regardl ess of whether the docunent was received as XM. or JSON

* Action execution: the agent MJST identify the same set of
executabl e actions and apply the sane confirm auth, and
i denpotent constraints regardl ess of serialization

* Know edge exchange responses: the agent MJST produce senantically
equi val ent <answer >, <refuse>, and <inforn> responses regardl ess
of serialization. The response itself MAY use either
serialization independently of the received serialization

* Trust tier deterninations: the agent MJST assign the sane trust
tier to each domain regardl ess of serialization.

* Constraint evaluation: the agent MJST apply the sane disclosure
constraints regardl ess of serialization

* Usage enforcenent: the agent MJST apply the sanme usage
restrictions to content regardl ess of serialization
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The following are explicitly NOT required to be identical across
serializations: user interface rendering, caching inplenmentation
details, logging format, and internal representation. These are
i mpl ement ati on-defi ned and cannot be specified by this docunent.

Any ANML docunent expressible in XM serialization MJST be
expressible in JSON serialization with equival ent semantics, and vice
versa. Were anbiguity exists between the XM. and JSON mappi ng
rules, the XML serialization is authoritative. Inplenmenters
encountering anbiguity SHOULD file an issue with the ANML Foundati on
at spec@nni f oundati on. org.

8. Docurment Structure

An ANML document is a tree of elements rooted at <anm >, organi zed
into sections with distinct responsibilities.

8.1. Root Elenent: anni

The <anm > elenent is the root elenment. Attributes: xnlns

(REQUI RED), version (OPTIONAL, default "1.0"), role (OPTI ONAL
"service"|"agent-response" — declares the docunment type, enabling
schena- based validation of role-specific constraints. Conform ng

i mpl ement ati ons MJUST generate the role attribute on all documents
they produce. When the role attribute is absent, agents MJST infer
docunent role fromHITP context: a document received in response to
an HTTP CGET at a well-known URI or HITP Link header discovery
endpoint is a service docunent; a docunment submtted as the body of
an HTTP PCOST to an action endpoint is an agent-response docunent.
When present, the role attribute value MIST match the inferred HTTP

context role — if they conflict the document MJST be rejected.
Val i dators MJST apply rol e-appropriate content nodel rules when this
attribute is present. There is no default value — absence triggers

context inference, not a default assunption), supported-versions
(OPTI ONAL, comma-separated |ist of supported version strings), ttl
(OPTI ONAL, non-negative integer, seconds until the docunment SHOULD be
considered stale, counted fromthe value of the HTTP Date response
header at time of retrieval; if no Date header is present, ttl is
counted fromtime of receipt; if ttl conflicts with HITTP Cache-
Control, the interaction is governed by Section 6.5 (HTTP Cachi ng
Interaction); see also Section 8.1.1 for the cachi ng subsection
adjacent to this attribute definition), lang (OPTI ONAL, BCP 47).

Cont ent model (single-site docunent): head?, constraints?, state?,
i nteract?, know edge?, persona?, aesthetic?, body?, footer?, status?

Content nodel (nulti-site docunent): site+
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A conform ng <anm > document MUST use one of these two content nodels
exclusively. An <anm > el enent MUST NOT m x top-level identity
sections (persona, aesthetic, know edge, etc.) with <site> el ements.
When a docunent asserts identity for nore than one serving party, it
MUST use the nulti-site content nodel with <site> wappers for al
parties including the serving donmain itself.

Versi on negotiation: when an agent encounters a document whose
version attribute specifies a version the agent does not inplenent,
the agent SHOULD attenpt best-effort processing, ignoring el enents
and attributes it does not recognize, and SHOULD i nformthe user that
t he docunment uses a version newer than the agent supports. |If the
supported-versions attribute is present and does not include any
versi on the agent inplenments, the agent MAY refuse to process the
docunent and MJUST NOT execute any actions defined within it. The
agent SHOULD surface a neaningful error to the user in this case
Thi s behavior mrrors established web precedent: agents degrade
gracefully rather than failing conpletely when encountering newer
versi ons.

The RECOMMENDED aut horing order for single-site docunments pl aces
fram ng sections (constraints, state, interact, know edge, persona)
bef ore <body> to optinize for stream ng consunption.

8.1.1. Interaction with HTTP Caching

The ANML ttl attribute interacts with HITP cachi ng headers as
follows, in order of precedence:

* |If the HTTP response carries Cache-Control: no-store, the agent
MUST NOT cache the docunent or any content derived fromit,
regardl ess of any ttl attribute value. no-store takes absol ute
precedence over ttl.

* |f the HTTP response carries Cache-Control: no-cache, the agent
MUST revalidate the docunment with the server before each use,
regardl ess of any ttl attribute val ue.

* |f the HITP response carries Cache-Control: max-age=N, and the
docunent carries ttl=M the effective TTL is min(N, M — the nore
restrictive value applies.

* | f Cache-Control: s-maxage is present, it governs shared cache

behavi or per RFC 9111 Section 5.2.2.6 independently of ANM. ttl
semantics, which apply to agent-side caching only.
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8.

2

* |f Cache-Control: stale-while-revalidate=N is present, agents MAY
serve stale ANML content for up to N seconds while revalidating in
t he background, provided the content has not exceeded its ANMWM
ttl.

* |n all cases not addressed above, RFC 9111 [RFC9111] governs HTTP
cachi ng behavior and ANML ttl provides an additional upper bound
on agent-side content freshness.

Site Elenent: site

The <site> elenent is a wapper used in nulti-site docunents to group
identity sections belonging to a single serving party or trusted
third party. It replaces individual top-level identity sections when
a docunent asserts identity for nore than one domain.

Attributes:

domain The canoni cal domain of the site whose identity this el enment
asserts. REQUI RED. When dommi n matches the serving domain, no
trust verification is required. Wen domain differs fromthe
serving dommi n, the agent MJST verify trust del egation as defined
in Section 12 before processing the contents of this <site>
el ement .

trust-verified 1SO 8601 datetime at which the serving party | ast
verified the _anm DNS record and authorization data for this
domai n. OPTIONAL. Agents MAY use this to decide whether to
reval i date a cached authorization: if trust-verified is nore
recent than the agent’s cached result, the agent SHOULD
revalidate. Agents MJUST NOT treat this as authorization to skip
i ndependent verification — it is a hint only. Wen this attribute
is absent, agents MJST performverification fromthe DNS bootstrap
record as defined in Section 12.4.

Content nodel: head?, constraints?, state?, interact?, know edge?,
persona?, aesthetic?, body?, footer?, status?, site-ref*

VWhen the domain attribute differs fromthe serving domain, the agent
MUST performtrust verification by |ooking up the _anm DNS TXT
record for the site domain and proceeding per Section 12.4. No
additional trust-nmanifest attribute is required — the domain
attribute alone triggers the verification procedure.

A <site> element MJST contain at |east one child element. An enpty
<site> elenment is malformed. Each <site> elenent in a docunent MJST
have a uni que domain attribute value. Duplicate donmain values within
the same <anm > elenent are not pernitted.
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8.3. Head Section: head

The <head> el enment contai ns docunent netadata. Content nodel:
title?, neta*.

8.3.1. Title: title

The <title> el ement provides the docunment title. Content nodel:
(#PCDATA) .

8.3.2. Meta: neta

The <meta> el enent provi des nane/val ue netadata pairs. Attributes:
nane (identifier string), value (string). Content nodel: EMPTY.

8.4. Constraints Section: constraints
The <constraints> el enent defines rules governing disclosure. Agents
MUST eval uate constraints before submtting any <answer>. Content
nmodel : di scl osur e*.

8.4.1. Disclosure: disclosure
The <di scl osure> el enment defines a single disclosure rule.
Attributes: field (REQUI RED, references an <ask> field), requires
(REQUI RED: explicit-consent|inplicit-consent]|authentication|none).
Cont ent nodel : EMPTY.

8.5. State Section: state

The <state> el enment carries contextual information about multi-step
interactions. Content nodel: context?, flow?.

8.5.1. Context: context
The <context> el enment identifies the current position within a flow
Content nodel: step. The child <step> el enent contains (#PCDATA)
whose text MJST match a step id defined in <flow>. This <step> child
carries no attributes and serves solely as a reference to a flow
st ep.

8.5.2. Flow flow

The <flow> el enment declares the workfl ow structure. Content nodel:
St ep*.
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8.5.3. Step: step (flow)

The <step> el enent defines a single workflow stage. Attributes: id
(REQUI RED), | abel, status (conpleted|current]| pendi ng| ski pped),
required (bool ean, "true"|"false", default "false"), next (step id of
the subsequent step), condition (a service-defined opaque string

eval uated by the service to determne step availability; agents MJST
treat this as informational and MJUST NOT attenpt to eval uate
conditi on expressions independently), action (references an <action>
id available at this step). Content nodel: EMPTY.

8.6. Interaction Section: interact

The <interact> el ement defines executable operations. Content nodel
action*.

8.6.1. Action: action

The <action> el ement defines a single operation. Attributes: id
(REQUI RED), nethod (REQUI RED, HTTP met hod), endpoint (REQUI RED, URI),
enctype (nedia type for request body, default "application/x-ww-
formurl encoded"), auth (none|required|optional, default "none"),

i denpot ent (bool ean, "true"|"false"), confirm (bool ean,
"true"|"false", if "true" the agent SHOULD confirmw th the user

bef ore executing), description (human-readable text). Content nodel:
parant, response?.

8.6.2. Param param
The <paranr el ement declares an action parameter. Attributes: nane,
type (string| nunber| bool ean| date| datetinme|uri|enum, required
(bool ean, "true"|"fal se", default "false"), default, description
pattern, mn, max. Content nodel: option*.

8.6.3. Option: option
The <option> el ement defines a permitted value for enum paraneters.
Attributes: value (REQUI RED, string), |abel (human-readable display
text). Content nodel: EMPTY.

8.6.4. Response: response
The <response> el ement descri bes the expected response. Attributes:

type (default application/anm +xm ), description. Content nodel
EMPTY.
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8.7. Know edge Section: know edge

The <know edge> el enent defines bidirectional information exchange.
Content model: (inform| ask)* for service docunents; (answer |
refuse | ask | inform* for agent responses.

8.7.1. Inform inform

The <inform> el ement comunicates information fromservice to agent.
Attributes: ttl (non-negative integer, seconds from HTTP Date header
of the response in which this el enment was received; see Section 8.1
for ttl semantics), scope (element id this informapplies to),
priority (low normal|high, default "normal"), confidentiality
(public|restricted|private, default "public"), usage

(none| di spl ay| cache| store|train — see Section 15.4 for the normative
usage hierarchy). Content nodel: (#PCDATA).

8.7.2. Ask: ask

The <ask> el ement requests information fromthe other party.
Attributes: field (REQUI RED), action (REQU RED, references an
<action> id), required (boolean, "true"|"false", default "false"),

pur pose (human-readabl e reason for the request), type (expected val ue
type: string| nunber| bool ean| date|datetinme|uri — see Section 8.14 for
the unified ANML type systemdefinition). Content nodel: EMPTY.

The field attribute is a free-formstring identifying the information
bei ng requested. For interoperability, field values representing
personal information SHOULD use the property nanes defined in vCard
version 4.0 [ RFC6350] where applicable — for exanple: "fn" (formatted
nane), "email", "tel", "adr", "bday", "gender", "lang". Use of these
standard property names allows agents to recogni ze equi val ent
requests across services that use the sanme vocabul ary. Service-
specific field nanes are permtted and are opaque to agents that do
not recogni ze them agents MJST NOT refuse to process an <ask> solely
because the field nane is unrecogni zed — they MJST instead eval uate
it against applicable constraints and user consent as with any other
field. Wien an agent encounters an <ask> with an unrecogni zed field
nane, it MJST apply the nost restrictive applicable constraint as a
default. Specifically: if no <disclosure> constraint is specified
for the unrecogni zed field, the agent MJST treat it as requiring
requires="explicit-consent" regardl ess of any other constraint
configuration. This ensures unrecognized fields are never disclosed
silently. An I ANA registry of standard ANML field nanes is planned
for a future revision.
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8.7.3. Answer: answer

The <answer > el ement provides requested information. Attributes:
field (REQU RED), value (REQUI RED), consent
(explicit|inplicit]|del egated), consent-granted (OPTIONAL, | SO 8601
datetine in UTC — the tine at which the user granted consent for this
di scl osure; allows services to eval uate whether consent is current
relative to their valid-for requirement). Content nodel: EMPTY.

Services that specify valid-for on a <discl osure> el enent SHOULD

eval uate the consent-granted tinestanp in the correspondi ng <answer >
to determ ne whether the agent’s consent is still valid. |If consent-
granted is absent or older than valid-for seconds, the service SHOULD
treat the disclosure as requiring fresh consent and SHOULD return a
response requesting re-consent rather than processing the stale
answer .

8.7.4. Refuse: refuse

The <refuse> elenment explicitly declines an <ask>. Attributes: field
(REQUI RED), reason (REQUI RED: constraint-violation|user-

deni ed| pol i cy-vi ol ati on|unsupported-field|trust-insufficient),
constraint (references a <disclosure> field, if applicable), nessage
(human-r eadabl e expl anation). Content nodel: EMPTY.

8.8. Persona Section: persona

The <persona> el enent provi des advi sory gui dance on agent
conmuni cation style. Content nodel: nodel ?, | anguage?, tone?,
voi ce?, instructions?, vocabul ary?.

Precedence: agents SHOULD apply persona guidance to their responses.
However, user safety policies, user-configured preferences, and
platform | evel guardrails take absol ute precedence over all persona
gui dance. The SHOULD in this section applies only to persona

gui dance that does not conflict with any higher-priority constraint.
When persona gui dance conflicts with a safety policy or user
preference, the MJUST NOT in Section 13.3 governs — the SHOULD creates
no obligation to apply conflicting guidance. Agents MJST be able to
explain to a user, on request, which persona gui dance was applied and
whi ch was overri dden.
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8.8.1. Model: npdel

The <nodel > el ement provi des an advi sory nodel preference for agent
i nference. Agents MAY use this guidance to select an appropriate
nmodel but are not required to honor it. Attributes: nane (nobde
identifier, e.g., "claude-4", "gpt-5"), provider (e.g., "anthropic",
"openai "), capability (e.g., "vision", "code", "reasoning"). All
attributes are OPTIONAL. When name is not avail able, agents SHOULD
sel ect a nodel that satisfies the specified capability. Content
nmodel : EMPTY.

8.8.2. Language: |anguage
The <l anguage> el enment specifies the response | anguage policy.

Attributes: value (BCP 47 tag, used when policy="fixed"), policy
(native|match|fixed). Content nodel: EMPTY.

Policy values: "native" — the agent SHOULD respond in the user’s
preferred | anguage as known to the agent; "match" — the agent SHOULD
respond in the | anguage of the docunent; "fixed" — the agent MJST

respond in the | anguage specified by the value attribute. Tone and
voi ce val ues are advi sory opaque strings; interoperability of persona
gui dance across services is not guaranteed and agents SHOULD treat
unrecogni zed tone and voi ce val ues as informational only.

Privacy note: policy="native" causes the agent to infer or disclose
the user’s preferred | anguage to influence its response. The user’s
| anguage preference is personal information. Agents SHOULD treat the
application of policy="native" as equivalent to an inplicit

di scl osure of a | anguage preference field and SHOULD apply any
appl i cabl e <constrai nts> governi ng | anguage-rel ated di scl osures.

Servi ces MJUST NOT use policy="native" as a nechanismto fingerprint
users by | anguage.

8.8.3. Tone: tone

The <tone> el enent specifies the enotional register. Attributes:
value (e.g., "friendly", "formal", "neutral"). Content nodel: EMPTY.

8.8.4. Voice: voice
The <voi ce> el ement specifies character and perspective. Attributes:

perspective (first|third), name (character nanme, string). Content
nmodel : EMPTY.
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8.8.5. Instructions: instructions

The <instructions> el enent provides free-text behavioral guidance.
Advi sory only. Content nodel: (#PCDATA).

8.8.6. Vocabul ary: vocabul ary

The <vocabul ary> el ement specifies preferred and avoi ded terns.
Content nodel : prefer*, avoid*.

8.8.7. Prefer: prefer

The <prefer> element declares a preferred termor phrase. Content
nmodel 1 (#PCDATA) .

8.8.8. Avoid: avoid

The <avoi d> el ement declares a termor phrase that SHOULD NOT be
used. Content nodel: (#PCDATA).

8.9. Aesthetic Section: aesthetic

The <aesthetic> el enent provides advisory visual identity guidance.
Content nodel : di spl ay- nanme?, |ogo*, colors?, typography?.

8.9.1. Display Name: display-nane

The <di spl ay- name> el enent specifies the preferred service nane.
Cont ent nodel : (#PCDATA).

8.9.2. Logo: logo
The <l ogo> elenent references a |l ogo inmage. Attributes: src (UR),
alt (text description), type (nedia type, e.g., "image/svg+xm"),
variant (e.g., "icon", "wordmark", "full"). Content nodel: EMPTY

8.9.3. Colors: colors

The <col ors> el ement defines the service color palette. Content
nodel : col or*.

8.9.4. Color: color
The <col or> el ement defines a single color value. Attributes: role

(e.g., primary, secondary, accent), value (CSS color string).
Cont ent nodel : EMPTY.
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8.9.5. Typography: typography

The <typography> el enent defines font preferences. Content nodel
font*.

8. 9. 6. Font: font

The <font> el enent defines a single font preference. Attributes:
role (e.g., heading, body), famly, fallback. Content nodel: EMPTY.

8.10. Body Section: body

The <body> el enent contains the prinmary semantic content.
Attributes: usage (none|display|cache|store|train, default content
usage rights). Content nodel: (#PCDATA | section | data | ing |
audio | video | link | nav)*.

8.10.1. Section: section

The <section> el enent groups related content. Attributes: id, |abel,
usage (none|displ ay|cache|store|train). Sections MAY be nested.
Content nodel: (#PCDATA | section | data | imy | audio | video

link | nav)*.

8.10.2. Inmmge: iny

The <ing> el ement references an i mage resource. Attributes: src
(REQUIRED, URI), inference (none|optional|required), type (nedia
type), width, height, usage (none|displ ay|cache|store|train).
Content nodel : description?. A <description> child SHOULD be
provi ded.

The inference attribute indicates whether the agent is expected to
performinference on the nedia resource: "none" nmeans the resource
need not be retrieved or analyzed, "optional" neans the agent MAY
performinference if beneficial, and "required" nmeans the resource
contains information essential to the docunent that cannot be
conveyed through the <description> al one.

8.10.3. Audio: audio

The <audi o> el ement references an audio resource. Attributes: src
(REQUIRED, URI), inference (none|optional|required), type (nedia
type), duration (seconds), lang (BCP 47), usage

(none| di spl ay| cache| store|train). Content nodel: transcript?,
description?. The inference attribute has the sane semantics as
defined for <ing>.
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8.10.4. Video: video

The <vi deo> el ement references a video resource. Attributes: src
(REQUIRED, URI), inference (none|optional|required), type (nedia
type), duration (seconds), width, height, lang (BCP 47), usage
(none| di spl ay| cache| store|train). Content nodel: transcript?,
description?. The inference attribute has the sane senmantics as
defined for <ing>.

8.10.5. Description: description

The <description> el ement provides a textual description of a nedia
resource (<ing> <audio> or <video>). Wen present, agents MAY use
the description instead of performng inference on the nedia
resource. Content nodel: (#PCDATA).

8.10.6. Transcript: transcript
The <transcript> el enment provides a textual transcript of an <audi o>
or <video> resource. Wen present, agents MAY use the transcript
instead of performng inference on the nedia resource. Content
nmodel :  (#PCDATA) .

8.10.7. Link: link
The <link> el enent references a related resource. Attributes: href
(REQU RED, URI), rel (relationship type, e.g., "alternate",
"related", "canonical"), type (nedia type of the referenced
resource), |abel (hunman-readable description). Content nodel: EMPTY.

8.10.8. Data: data
The <data> el enent contains structured data as a collection of itens.
Attributes: id, |abel, usage (none|display|cache|store|train).
Content nodel: itent.

8.10.9. Item item

The <itenr el enent represents a single record within a <data>
collection. Attributes: id (string). Content nodel: field*.

8.10.10. Field: field
The <field> el ement represents a naned value within an <itenp.

Attributes: name (string), type
(string| nunber| bool ean| date| datetine|juri). Content nodel: (#PCDATA).
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8.10.11. Navigation: nav

The <nav> el ement provi des pagi nation and continuation controls.
Attributes: next (URI for the next page), prev (UR for the previous
page), cursor (opaque continuation token), total (total item count,
if known). Content nodel: EMPTY.

8.11. ANM Type System

The foll owi ng type vocabulary is used by the type attribute of both
the <ask> and <field> elenments. This section is the single normative
definition; both elenments reference it. Inplenentations MJST apply
these definitions consistently across both contexts.

string A sequence of Unicode characters. No maximumlength is
defined by this specification; services and agents SHOULD i npose
i npl ementation-defined limts. The value attribute in <answer>
and the value attribute in <field> carry string values as UTF-8
t ext.

nunber A nuneric value represented as an | EEE 754 doubl e- preci si on
fl oati ng-point nunber. |Inplenentations MIUST handl e precision |oss
gracefully. For financial values, services SHOULD use string type
with explicit format docunmentation to avoid floating-point
preci sion issues.

boolean ©One of the literal string values "true" or "fal se"
| npl enent ati ons MUST NOT accept other representations (e.g., "1",
n Oll, Ilyesll’ n r.]oll) .

date A date value in the format defined by RFC 3339 [ RFC3339] full -
dat e production: YYYY-MM DD. Exanple: "2026-07-14"
I mpl enent ati ons MJST reject values that do not conformto this
f ormat.

datetine A datetinme value in the format defined by RFC 3339
[ RFC3339] date-time production, in UTCwith Z suffix: YYYY-Mv

DDTHH: MM SSZ.  Exanpl e: "2026-07-14T09: 00: 00Z2". I npl enentations
MJST reject values that do not conformto this format. Local tine
of fsets are not permtted — all datetinme values MJST be UTC

uri A URI as defined in RFC 3986 [ RFC3986]. | nplenentations SHOULD
validate that the value is a well-forned URl before transmtting
it in an <answer >.
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The type attribute is advisory when present on <ask> — it

communi cates the service's expected value format to the agent. It is
descriptive when present on <field> — it communi cates the data type
of avalue in aresult set. |In both cases, agents SHOULD val i date or
format val ues according to the type definition before transm ssion.

8.12. Footer Section: footer

The <footer> el ement contains copyright, licensing, and attribution
declarations. Content nodel: rights*, attribution*, (#PCDATA)*.

8.12.1. Rights: rights

The <rights> el ement decl ares copyright and usage terns. Attributes:
hol der, year, license, usage (none|display|cache|store|train, default
"none"), scope. Usage values forma hierarchy: none < display <
cache < store < train. Miltiple <rights> el enents MAY target
specific element IDs via the scope attribute. Content nodel:
(#PCDATA) .

8.12.2. Attribution: attribution

The <attribution> el enment provides credit to content sources.
Attributes: required (boolean, "true"|"false", default "false"),
scope (element id this attribution applies to). Content nodel:
(#PCDATA) .

8.13. Status Section: status
The <status> el ement communi cates the outcome of a preceding
operation. Content nodel: EMPTY. Attributes: code (REQU RED,
machi ne-readabl e status code), result (REQU RED:
success|error|partial), nessage (human-readabl e description), retry-
after (seconds before the agent SHOULD retry).

9. Interaction Model

ANML operates over HITP. It does not replace or nodify HITP net hods,
headers, authentication, session managenent, or cookie handli ng.

9.1. Transport
ANML interactions use HITP [ RFC9110]. The <action> el enment’s net hod

attribute specifies the HTTP method. ANM. does not define or
constrain HTTP met hod senmanti cs.
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9.2. Interaction Flow
A typical ANML interaction proceeds as foll ows:

1. Resource Retrieval: The agent issues an HTTP CET; the service
returns an ANML docunent.

2. Document Interpretation: The agent processes the constraints,

state, interact, know edge, and body sections. |If a <flow>
el ement is present, the agent SHOULD use it to understand the
full interaction sequence.

3. Disclosure Evaluation: The agent eval uates <ask> el enents agai nst
user consent, local policies, trust level, sensitivity, and
appl i cabl e constraints.

4. Action Selection: The agent resolves the <ask>'s action attribute
to a matching <action> elenent to determ ne the nmethod and
endpoi nt .

5. Response Submi ssion: The agent perforns the HITP request using
the resol ved nethod and endpoint.

6. State Advancenent: The service responds with updated state,
know edge, or new interaction options.

9.3. Action Binding
Al'l executabl e operations MJST be defined in the <interact> section.
The agent resolves the response target by: (1) reading the action
attribute of the <ask>, (2) locating the matching <action> el enent,
and (3) using its method and endpoint to subnmit the response.

9.4. Know edge Exchange
ANML defines a bidirectional know edge exchange nodel. Services
i nclude <inform and <ask> el enents in docunents; agents include
<answer >, <refuse>, <ask>, and <infornm> elenents in responses.

9.5. Constraints on Disclosure
Agents MJST eval uate constraints before subnmitting any <answer>.

Constraints nmay govern consent requirenents, authentication, field-
| evel disclosure restrictions, and rate limtations.
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9.6. Separation of Concerns

ANML separates transport and identity (HTTP) from semantics and
interaction (ANWM).

10. Characters and Internationalization

The ANML internationalization nodel builds on XML [ XM.], Unicode
[ UNI CODE], and RFC 2070 [ RFC2070].

10. 1. Docunent Character Set

The docunent character set is Unicode [ UNI CODE], synchronized with

| SO'| EC 10646. Nuneric character references resolve via Unicode code
poi nts regardl ess of encoding. ANM does not support non-Uni code
character repertoires.

10. 2. Character Encoding

The default encoding is UTF-8 [ RFC3629]. Non- Uni code encodi ngs MJST
NOT be used. Encoding detection precedence: (1) HITP Content-Type
charset, (2) XM declaration encoding attribute, (3) BOM detection,
(4) UTF-8 default.

10. 3. Language ldentification

The 'lang’ attribute specifies natural |anguage using BCP 47 [ BCP47]
tags. Language declarations inherit fromparent to child el enents.
ANML does not define a "dir’ attribute; bidirectional text is handl ed
by the Unicode Bidirectional Al gorithm [UAX9].

11. Agent Response For mat

This section defines the format, content nodel, and normative

behavi or for agent-originated ANML docunents — docunents submitted by
an agent to a service in response to an <ask> or as part of a multi-
step interaction.

11.1. Response Docunent Structure

An agent response is a conform ng ANML docunent subnitted as the body
of an HTTP request to the endpoint specified by the <action> el enent
referenced in the originating <ask>  The Content-Type of the request
MJST be either 'application/anm +xm’ or ’application/anm +j son’

mat ching the serialization used. The agent SHOULD use the sane
serialization as the docunent it is responding to unless the service
has indicated a preference via the Accept header of a prior response.
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The root el enent of an agent response docurment is <anm > with the
same namespace and version as defined in this specification. An
agent response docunent MAY contain any conbination of the foll ow ng
elements in its know edge section

* <answer> — providing information requested by an <ask>

* <refuse> — explicitly declining to answer an <ask>

* <ask> — requesting information fromthe service before proceeding
* <inform — providing unrequested contextual information the agent

determ nes is rel evant

An agent response MJST contain at | east one <answer> or <refuse>

el ement corresponding to each <ask> el enment nmarked required="true" in
the originating docunent. An agent MAY include <answer> or <refuse>
el ements for optional <ask> elements at its discretion. An agent
MUST NOT i nclude <answer> el ements for fields not requested by an
<ask> in the current interaction context.

An agent response MJUST NOT include <interact>, <persona>,
<aesthetic>, <constraints> or <state> sections. These sections are
reserved for service docunents. A service receiving an agent
response that includes these sections MJST ignore them

11.2. Mnimm Valid Response

The minimumvalid agent response is an ANML docunent containing a
single <refuse> el ement for each required <ask> in the originating
docunent. This indicates the agent has processed the docunent but is
unable or unwilling to provide the requested information. Exanple:

<?xm version="1.0" encodi ng="UTF-8""?>
<anml xm ns="urn:ietf:parans: xm:ns:anm:1. 0">
<know edge>
<refuse field="airline"
reason="user - deni ed"
message="User declined to share airline preference."/>
</ know edge>
</anm >
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11.3. Service Response to Agent Subm ssion

A service receiving an agent response MJST return an HITP response
with an appropriate status code. Wen the service returns an ANML
docunent as the response body, it MJST set Content-Type to the
appropriate ANML nedia type. The service response SHOULD i nclude a
<status> el enent indicating the outconme of the submitted action

The foll owi ng HTTP status codes have defined semantics in the ANML
i nteraction nodel :

* 200 OK — the action was processed successfully; the response body
MAY contai n an updated ANML docunent advancing the interaction
state.

* 400 Bad Request — the agent response was nal forned or m ssing

required fields; the service SHOULD i nclude a <status> el enent
wi th a human-readabl e nessage

* 401 Unaut horized — authentication is required; the agent SHOULD
surface this to the user and MJST NOT retry automatically with
stored credenti al s.

* 403 Forbidden — the action is not permitted for this agent or
user; the agent MJST NOT retry the same action

* 409 Conflict — the request conflicts with the current state of the
target resource as defined by HITP senantics. For exanpl e,
attenpting to book a seat that has just been reserved by anot her
user. The service SHOULD provi de updated state in the response
body. Note: inventory unavailability (e.g., out of stock) is NOT
a conflict in the HITP sense and SHOULD be represented as 422 with
a domai n-specific status nessage

* 422 Unprocessable Content — the action was understood but cannot
be executed as submitted, including cases where inventory is
unavail able, a field value is out of range, or a prerequisite step
has not been conpleted. The service SHOULD i ndicate which fields
require correction or what precondition was not net.
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11.

For 4xx responses, services SHOULD return a response body conform ng
to RFC 9457 [ RFC9457] (Problem Details for HITP APIs), using Content-
Type ’'application/probl emtj son” or 'application/problemxm’. RFC
9457 supersedes RFC 7807 and is backward conpatible with it. Problem
Detail s provide machi ne-parseable error information including field-

| evel validation errors, constraint violations, and retry gui dance
that agents can act on w thout human intervention. The ANML <status>
el ement is used for 2xx responses only; 4xx and 5xx responses SHOULD
use RFC 9457 Problem Details as the error envel ope.

* 429 Too Many Requests — the agent is submitting too frequently;
the agent MJST respect the Retry-After header if present and MJST
NOT retry without it.

* 500 Internal Server Error — the service encountered an unexpected
condition. The agent SHOULD NOT retry imredi ately. The agent NAY
retry once after a delay of not less than 5 seconds. The agent
SHOULD i nformthe user that the service encountered an error.

* 503 Service Unavailable — the service is tenporarily unavail abl e.
The agent MJST respect the Retry-After header if present. If no
Retry-After header is present, the agent SHOULD NOT retry within
the current session. The agent MJUST informthe user that the
service is unavail abl e.

* Other 5xx responses — the agent SHOULD treat these as equival ent
to 500 unl ess nore specific guidance is provided by the service.
The agent MJST NOT interpret a 5xx response as a constraint
violation or trust failure. Server errors are operational, not
adversarial, unless acconpani ed by other indicators of malicious
behavi or.

4. Error Handling

The foll owing nornative error handling requirenents apply to
conform ng agents and services:

* Required field absent: if a required attribute (e.g., field on
<ask>, id on <action>) is absent, the agent MJST treat the
containing elenent as nmal formed and MJUST NOT process it. The
agent SHOULD |l og the error and SHOULD i nformthe user if the
mal f ormed el ement woul d have been part of the interaction.

* Unknown step reference: if <context> references a step id that
does not exist in <flow>, the agent MJST ignore the <context>
el ement and MUST NOT attenpt to infer the current workflow
posi tion.
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* Action endpoint unreachable: if the HITP request to an action
endpoint fails with a network error, the agent MJST NOT retry
automatically nore than once. The agent SHOULD i nformthe user of
the failure.

*  Document parse failure: if an ANML docunent cannot be parsed as
wel | -formed XML or valid JSON, the agent MJUST NOT process any part
of the docunment and MJST informthe user that the service returned
an invalid document.

* Circular flowreference: if a <flow> contains steps that reference
each other in a cycle with no exit condition, the agent MJST
detect this and terminate processing of the <flow> el enent.

* Conflicting constraints: if two <disclosure> elenents conflict for
the sane field, the agent MJUST apply the nore restrictive
constraint.

11.5. Paginati on Behavi or

The <nav> el ement w thin <body> provides next, prev, and cursor
references for nulti-page result sets. The follow ng normative
behavi or appli es:

* Agents SHOULD fol |l ow pagi nati on only when the user has expressed
interest in additional results or when the agent determ nes that
additional results are necessary to fulfill the user’s request.

* Agents SHOULD NOT autonmatically fetch all pages of a paginated
result set w thout user awareness.

* | mpl enentati ons SHOULD i npose a maxi num of 10 pages per
interaction to prevent runaway pagi nation. |nplenentations MAY
exceed this Iimt with explicit user authorization

* Services MJST NOT use pagi nation as a nmechanismto force agents to
make an unbounded nunber of requests. A service SHOULD i ndicate
the total nunber of available itens in the total attribute of
<nav> where known.

* Agents MJST detect and term nate pagination loops: if a next UR
mat ches a URI already retrieved in the current interaction, the
agent MUST stop foll owi ng pagi nation

11.6. Exanples

Exanpl e agent response with nultiple answers and a counter-ask
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<?xm version="1. 0" encodi ng="UTF-8"?>
<anm xm ns="urn:ietf:paranms: xm:ns:anm:1. 0">
<know edge>
<answer field="destination" val ue="LAX" consent="explicit"/>
<refuse field="airline"
reason="user - deni ed"
message="User prefers not to share airline preference."/>
<ask field="avail abl e-dat es"
acti on="subm t - booki ng"
pur pose="Required to show available flights"/>
<i nfornmpUser prefers norning departures before 10: 00 AM </i nfornp
</ know edge>
</ anm >

Exanpl e service response with pagi nati on and st at us:

<?xm version="1.0" encodi ng="UTF-8""?>
<anm xm ns="urn:ietf:parans: xm:ns:ann:1.0">
<status code="200" result="success"
message="Found 47 flights matching your criteria."/>
<body>
<data id="flights" |abel="Available flights">
<itemid="f1">
<field name="airline" type="string">Exanple Air</field>
<field nane="departure"
type="dateti me" >2026- 05- 01T08: 00z</fi el d>
<field name="price" type="nunber">349</fiel d>
</itenp
<itemid="f2">
<field nanme="airline" type="string">d obe Wngs</field>
<field nane="departure"
type="dateti me" >2026- 05-01T10: 30Z</fi el d>
<field name="price" type="nunber">412</fiel d>
</itenp
</ dat a>
<nav next="/flights?page=2" total ="47" cursor="eyJwyWll | joyfQ'/>
</ body>
<st at e>
<cont ext ><st ep>sel ect </ st ep></ cont ext >
</state>
</anm >
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12.

12.

Site Trust Del egation

ANML documents rmay be served by parties other than the site whose
identity they assert. A large retailer may serve brand content under
a conmercial authorization. A snall independent retailer may carry
products without any forrmal authorization relationship. A CDN may
serve cached docunents on behalf of an origin. 1In all of these

cases, TLS certificate verification establishes only that the agent

is talking to the serving domain — it says nothing about whether that
domain is authorized to assert the identity of another site.

This section defines the ANML Trust Del egation nmechanism It is
nmodel ed on the DKIM pattern: a small DNS TXT record at the site's
domai n serves as the single bootstrap entry point, advertising where
aut hori zati on data can be found. The authorization data itself |ives
in a static manifest, a live query endpoint, or both — but never in
DNS directly. This keeps DNS records snall and stabl e regardl ess of
how many partners a site authorizes, while giving sites the
flexibility to choose the authorization nmechanismthat fits their
scal e and operational requirenents.

1. Trust Tiers

ANML defines three trust tiers for third-party serving parties. The
site’s own canoni cal domain operates as an inplicit Tier 3 — ful
trust, no verification required.

Tier 0 — Unlisted No authorization record exists for the serving
domai n, or no DNS bootstrap record exists for the asserted site,
or verification fails for any reason. This is the default for any
third-party domain. Pernmitted: the serving party MAY assert its
own identity fully; MAY include <site-ref> elenents pointing to
other sites’ canonical ANML docunents; MAY include a <trust>
el ement or trust-nanifest attribute to invite the agent to attenpt
verification (the invitation itself is not an assertion).

Prohi bited: the serving party MJST NOT assert any identity
sections (<persona>, <aesthetic> <know edge>, <interact>,
<constraints>) on behalf of any other site. Verification failure
al ways results in Tier 0. Agents MJST NOT apply partial trust on
a failed verification.

Tier 1 — Display Authorization The serving domain is authorized with
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a restricted scope. Appropriate for CDNs, aggregators, and

display-only resellers. Permtted sections: "aesthetic", "body",
and "know edge" limted to confidentiality="public" inform
el ements. Prohibited regardl ess of scope array: "persona",
"interact", "constraints". The tier integer is normative; scope

arrays for Tier 1 entries that include prohibited sections MIST be
silently truncated by the agent to exclude those sections.

Tier 2 — Full Authorization The serving domain is authorized with an
explicit scope defined by the site. Appropriate for authorized
retail partners and |licensed distributors. The scope array
defines exactly which sections nmay be asserted. The tier integer
is normative and takes precedence over the scope array if they
conflict.

12.2. DNS Bootstrap Record

The DNS bootstrap record is the single entry point for trust
discovery. It is a DNS TXT record published by the site being
represented at a fixed subdomain convention. |Its only purpose is to
adverti se where authorization data can be found. It contains no

aut hori zation data itself — keeping the record snmall and stable
regardl ess of how many partners a site authorizes.

The record format follows the tag-list convention established by DKIM
[ RFC6376] (Section 3.2) and SPF [ RFC7208] (Section 4.6): a sequence
of key=val ue pairs separated by sem colons, with defined parsing
semantics. Agents MJST parse _annl TXT records using the tag-Ilist
rules defined in this section, which are consistent with those RFCs.

Rationale for reusing this format: the tag-list convention from RFC
6376 and RFC 7208 is already inplemented by every major DNS
managenent platform nonitoring tool, and DNS anal ysis service
Reusing the format neans operators can inspect, validate, and debug
_anm records using existing tooling without new software. This is a
del i berate operational engineering choice, not a dependency on enail
aut henti cati on senmanti cs.

The record is published at:
_anm . {site-domain} IN TXT "v=anm 1; [manifest=URI;] [query=URI]"'
Exanpl e:

_anm . exanple.com IN TXT "v=anm 1; manifest=https://exanple.conm .well-known/anm -trust
; query=https://trust.exanpl e.confanm /authorize"
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12.2.1. Tag-List Syntax
The foll owi ng ABNF [ RFC5234] defines the _anm TXT record syntax.
This grammar is consistent with the DKIMtag-list grammar defined in
RFC 6376 Section 3.2 and the SPF record grammar in RFC 7208
Section 4.6.
anm -record = tag-1list
tag-1i st =tag *( ";" tag ) [ ":" ]
tag = tag-nane "=" tag-val ue
t ag- nane = ALPHA * ALNUMPUNC
t ag- val ue = *( %21-3A / %3C-7E)
; printable ASCI1 except ";" (%3B)
;o "=" (%3D) is permitted in tag-val ue
; (e.g., within URI query strings)
ALNUMPUNC = ALPHA / D@GT / "_" [ "-" [ "."
versi on-tag = 9%"v" "=" 9%"anm 1"
mani f est -t ag = %"mani fest" "=" UR
query-tag = " query" "=" UR
UR = <URI as defined in RFC 3986, Section 3>

Par

*

Jeskey

sing rules (normative):

Tag nanes are case-sensitive. "v=anm 1" is valid; "V=anm 1" MJST
be ignored as unrecogni zed.

VWi t espace (SP, HTAB) before or after "=" or ";" MJST be ignored
by parsers. |Inplenmentations MJST NOT include whitespace in
generated records, but MJST tolerate it when parsing.

Tag pairs MJST be split on the first ";" delimter only. Wthin
each tag pair, the tag-name and tag-value MIJST be split on the

FI RST "=" character only. Al subsequent "=" characters within
the tag-value are part of the value — for exanple, a URl query
string such as "https://exanpl e.com aut h?a=1&=2" is a single tag-
val ue. Parsers MJST NOT split on "=" characters after the first
"=" in a tag pair.

Duplicate tag nanmes within a single record are prohibited. |If
duplicate tag nanes are present, the agent MJST treat the entire
record as nmal forned and ignore it.

Unknown tag nanmes MJST be ignored without error. This allows
forward conmpatibility with future tag definitions.
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* DNS TXT records are limted to 255 octets per string. Miltiple
strings in a single TXT RRset are concatenated in order per RFC
1035 Section 3.3.14. Agents MJST concatenate all strings in an
_anm TXT record before parsing. If a URI value is split across
string boundaries, it MJST be reassenbl ed before use.

* A record without a recognized "v" tag MJST be ignored entirely. A

record where v !'= "anm 1" MJST be ignored. Agents MJST process a
record only after confirmng v=anml 1. The "v" tag MJST appear
first.

* At |east one of "manifest" or "query" MJST be present in a valid
record. A record with neither is malformed and MJUST be i gnored.

12. 2. 2. Record Fi el ds

v \Version tag. REQU RED. MJST be the first tag in the record per
DKI M convention (RFC 6376 Section 3.5). Current value: "anm 1"

mani fest URI of the static Trust Manifest JSON document. MJST use
the https schenme. MJST be served fromthe site’s canonica
domain. OPTIONAL if query is present.

query URI of the live Trust Query endpoint. MJST use the https
scheme. MAY be served fromany domain — its authority derives
frompublication in the site’s own DNS record. Wen DNSSEC i s not
avail able for the _anm record, agents SHOULD prefer the manifest
(which requires TLS cert verification against the site donain)
over the query endpoint. Wen DNSSEC is verified, agents MAY use
the query endpoint without additional domain verification
OPTIONAL if manifest is present.

12.2.3. Absent or Invalid Records

If no _anml TXT record exists for the asserted site domain, the agent
MJUST treat all third-party serving parties as Tier 0 for that site.
The absence of a DNS record nmeans the site has not published trust
del egation — not that the site is absent or does not support ANM.

A site domain MAY publish nmultiple _anm TXT records. Agents MJST
process all records with a recognized version tag. |If nultiple
records advertise both manifest and query URI's, agents SHOULD prefer
the query endpoint.
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Sites SHOULD enabl e DNSSEC for their _anml records. Agents SHOULD
verify DNSSEC signatures where avail able. A DNSSEC validation
failure MIUST be treated as a verification error — the agent MJST fall
back to Tier 0 and MUST NOT treat the failure as equivalent to a

m ssi ng record.

12.3. Static Trust Manifest

The static Trust Manifest is a JSON docunent served at the URI
advertised in the _anml DNS record. It is appropriate for sites with
a small, stable set of authorized partners requiring no additiona
infrastructure beyond a web server. Served with Content-Type
"application/ann -trust+json’ over HTTPS fromthe site’s canonica

domai n.

L,
"site": "exanple.cont,
"version": "1.0",

"issued": "2026-05-01T00: 00: 00Z",
"expires": "2026-08-01T00: 00: 00Z",
"aut hori zed- domai ns": [

{
"domai n": "*.cdn.exanpl e.cont,
"tier": 1,
"scope": ["aesthetic", "body"],
"note": "CDN — display only"

b

{
"domai n": "exanpl e. net",
"tier": 2,
"scope": ["aesthetic", "persona", "know edge"],
"note": "Authorized retailer"

b

{
"domai n": "exanple.org",
"tier": 2,
"scope": ["aesthetic", "persona", "know edge", "interact"],
"note": "Preferred retailer — full del egation”

}

]
}
Fi el ds:

site Canonical domain of the site. REQU RED. Agents MJST verify
this matches the domain in the _anml DNS record used to discover
this manifest. |If it does not match, the manifest MJST be
rejected and the agent MJST treat the serving party as Tier O.
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version Manifest format version. REQU RED. Current: "1.0".
i ssued 1SO 8601 datetinme of issuance. REQUI RED.

expires 1SO 8601 datetine in UTC (Z suffix REQU RED) at which this
mani f est expires. REQU RED. RECOMVENDED mexi mum 90 days from
i ssued. Agents MJST NOT use an expired manifest and MJUST treat an
expired mani fest as equivalent to a mssing manifest — Tier O.

aut hori zed-donmai ns Array of authorization records. REQU RED. An
enpty array neans no third-party donains are authorized — al
serving parties operate at Tier O for this site.

Each authori zation record:

domain Authorized domain or wildcard. A wildcard of the form
"*_ exanpl e.com nmatches any single DNS | abel prepended to
"exanpl e. comi per RFC 1034, and does NOT natch the apex domain
itself or any multi-Ilevel subdomain. REQU RED.

tier Integer 1 or 2. Normative. Takes precedence over scope when
they conflict. REQU RED.

scope Array of ANML section nanes the domain is authorized to

assert. Valid values: "head", "persona", "aesthetic",
"know edge", "interact", "constraints", "body", "footer".
REQUI RED.

note Human-readabl e description. OPTI ONAL.
12.4. Live Trust Query Endpoi nt

The live Trust Query endpoint allows a site to answer per-domain
aut hori zation queries in real tinme without publishing a nmanifest
listing every authorized partner. Appropriate for sites with large
or frequently changing partner sets, or sites requiring real-tine
revocation. The endpoint URI is authoritative because it is
published in the site’s own _anm DNS record. Wen DNSSEC i s
verified for the _anm record, agents MAY use the query endpoi nt

wi t hout additional TLS domain verification. Wen DNSSEC is
unavai |l abl e, agents SHOULD prefer the manifest, which requires TLS
certificate verification against the site donain.
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Scope of this mechanism the trust delegation defined in this section
appl i es exclusively to ANML docunent serving parties. |t does not
apply to Trust Manifest or Trust Query endpoint responses, which are
processed as raw JSON data. Agents MJUST NOT apply ANML docunent
parsing, trust tier evaluation, or <trust> elenent processing to
responses received from Trust Manifest or Trust Query endpoints —
these responses are authorization data, not ANML docunents.

Query:

GET {query-uri}?domai n={servi ng- domai n} &cope={ conma- separ at ed- secti ons}
Accept: application/json

Exanpl e:

GET https://trust. exanpl e. conf anm / aut hori ze?domai n=exanpl e. net &cope=per sona, aest heti c, k
now edge

Response when aut horized (HTTP 200):

{
"aut hori zed": true,
"tier": 2,
"scope": ["persona", "aesthetic", "know edge"],
"expires": "2026-08-01T00: 00: 00Z"
}

Response when not authorized: the endpoint MJST return HTTP 404 ( Not
Found) with an enpty body or mnimal diagnostic JSON. The endpoint
MUST NOT return HTTP 200 with an "authorized": fal se body. Returning
404 for unaut horized domai ns prevents enumeration of a site’'s

aut hori zed partner list: an agent or third party probing the endpoint
cannot di stingui sh "not authorized" from"we have no record of this
domain," which linmts conpetitive intelligence | eakage. Agents MJST
treat a 404 response as a definitive negative authorization and MJST
cache it as such for the duration of the applicable DNS TTL of the
_anm record

Response fields (HTTP 200 only):

authorized Boolean true. REQU RED. Always true in a 200 response —
a negative result is indicated by HTTP 404, not by this field.

tier Integer 1 or 2. REQU RED. Normative — takes precedence over
the scope array if they conflict.

scope Array of authorized section nanes. REQUI RED. MAY be a subset

of the requested scope. The agent MJST use only the returned
scope, not the requested scope.
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expires [1SO 8601 datetinme in UTC (Z suffix REQU RED) after which
this authorization MIST be revalidated. REQUJ RED. Agents MJST
cache 200 responses until this time. Agents SHOULD revalidate in
t he background before expiry to avoid authorization gaps.

HTTP st atus codes:

* 200 OK — domain is authorized. Body contains tier, scope, and
expires.

* 404 Not Found — donmin is not authorized. Agent MJST cache this
as a negative result.

* 400 Bad Request — malformed query. Agent MJST treat as Tier 0 and
SHOULD | og.

* 429 Too Many Requests — agent MJST respect Retry-After and MJUST
treat as Tier O for the current interaction.

* bxx Server Error — transient. Agent SHOULD fall back to the
static manifest if available in the DNS record. |f unavail able,
agent MUST treat as Tier O.

Cache key: agents MJST cache query results keyed on the tuple
(serving-domain, site-domain). The cached value is the ful

aut hori zation record including tier, scope, and expires. Wen a new
request arrives, the agent checks the cache for (serving-donain,
site-domain), retrieves the full authorization, and applies the

i ntersection of the cached scope with the requested scope locally —
wi t hout issuing a new network request. The endpoint is queried at
nmost once per (serving-domain, site-domain) pair per TTL period
regardl ess of the scope requested. The same cache key applies to
bot h mani f est | ookups and query endpoi nt responses.

12.5. The trust Element and Verification Procedure

An ANML document asserting a third-party site identity MJST include
either a <trust> elenment in its <head> section (single-site
docunents) or a the <site> elenent with a domain attribute differing
fromthe serving domain (nulti-site docunents). Wthout one of
these, the agent MJST treat all third-party site identity assertions
as Tier O.

In single-site documents the <trust> elenent carries only the site
domain — the agent discovers the manifest and query endpoints via
DNS, keeping the ANML docunent itself free of authorization
infrastructure details:
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<l-- Single-site -->

<head>
<titl e>Exanpl e Product 30 oz — I|ndependent Retailer</title>
<trust domai n="exanpl e. coni'/>

</ head>

<l-- Multi-site -->

<site domai n="exanpl e. cont' >
<persona>. .. </ persona>

</site>

Attributes of <trust>:

domai n  Canoni cal domain of the site being asserted. REQUI RED. The
agent uses this value to ook up the _anml DNS TXT record.

Agent verification procedure:
1. Extract site domain from<trust>/ @ite or <site>/ @omnain.

2. Look up _annml.{site-domain} TXT records via DNS. If no record
exists with a recogni zed version tag, treat as Tier O.

3. Parse the record for nanifest and query URIs.

4. Check cache for a valid non-expired authorization for the tuple
(serving-domain, site-domain). |If found, use it and skip to step
9

5. If a query URI is advertised, send a query request per
Section 12.4. On 200 response, proceed to step 8. On 5xx or
network error, fall back to step 6

6. If a mnifest URI is advertised (and query was unavail abl e or
failed), fetch the nanifest over HTTPS. Verify TLS certificate
mat ches the site domain. |If fetch fails or certificate is

invalid, treat as Tier 0. Verify the nanifest site field matches
the asserted site domain. Verify the manifest has not expired.

7. Search authorized-donains for the serving domain, using wldcard
mat chi ng per RFC 1034. |f not found, treat as Tier O.

8. Extract tier and scope fromthe query response or manifest entry.
9. Apply Tier 1 or Tier 2 perm ssions per Section 12.1. Process
only in-scope sections as site assertions. Cache the result with

its expiry. Sections not in scope are treated as assertions of
the serving domain only, subject to Tier 0 rules.
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Any verification failure at any step MJUST result in Tier 0 for the
asserted site. Agents MJST NOT apply partial trust. The serving
domain’s own identity is unaffected by a failed verification for a
third-party site.

12.6. The site-ref El enent

A Tier 0 serving party that carries content fromthird-party sites
MAY use <site-ref> to point agents to those sites’ canonical ANM.
docunents. This is a pointer, not a delegation — the serving party
makes no identity assertions about the referenced site.

<head>
<title>l ndependent Retailer — Qutdoor Gear</title>
<site-ref domai n="exanpl e. cont
canoni cal ="https://exanpl e. com . wel | - known/ anm "
rel ati onshi p="carri es-products"/>
</ head>

Attributes:
domai n  Canoni cal domain of the referenced site. REQU RED

canonical URI of the site’s own ANM. docunent. Agents SHOULD fetch
this URI for all <site-ref> elenents present in a docunment when
processing that docunent, up to an inplenmentation-defined maxi mum
nunber of site-ref fetches per docunment ( RECOMVENDED mexi num 5).
This is a nechanical rule — agents MJST NOT condition the fetch on
an interpretation of user intent. |If the fetch fails or the TLS
certificate is invalid, the agent MJST treat the referenced site
as unknown and MJST NOT use any cached or inferred identity for
it. REQU RED.

relationship Nature of the relationship. Values fromthe ANML Site

Rel ati onship Val ues registry (Section 15.6). OPTI ONAL.

A docunent fetched via <site-ref> is processed as a Tier 3 docunment —
full trust fromthe canonical domain. <site-ref> does not elevate the
serving party’'s trust tier. The serving party’'s own identity
sections remain subject to Tier O restrictions.

Jeskey Expi res 22 Novenber 2026 [ Page 56]



I nternet-Draft ANML 1.0 May 2026

12.

7. Milti-Site Docunments and Layered ldentity Attack Prevention

A serving party MAY publish an ANML docunent that presents identity
for both itself and authorized third-party sites. This is a

|l egitimate and common use case: a retailer’s product page carries the
retailer’s own identity (interactions, service persona) al ongside the
product manufacturer’'s identity (product voice, aesthetic,

know edge). The <site> wapper elenment (Section 8.2) provides the
structural nmechanismfor this

A docunent with identity assertions for nore than one domain MJST use
the multi-site content nodel: all identity sections are wapped in
<site> el enents, one per domain. This replaces the single-site
content nodel where identity sections appear directly under <anm >.
The structural separation of identity by domain prevents the | ayered
identity attack described bel ow.

The layered identity attack: a nalicious serving party blurs the
boundary between its own assertions and those of a nore trusted site,
causing the agent to attribute the serving party’'s content to the
trusted site, or to apply the trusted site’s permssion tier to the
serving party’s own sections. The <site> wapper prevents this by
maki ng domain attribution structural rather than attributional —
there is no attribute to forge, only a wapper el enent whose donain
is verified independently.

Normative rules for nmulti-site docunents:

* FEach <site> elenent’s donmain attribute MJST match exactly one
domai n. The agent MUST apply trust tier verification
i ndependently to each <site> el ement whose domain differs fromthe
serving domai n.

* A Tier 2 authorization for one site MJUST NOT el evate the trust
tier of the serving domain’s own <site> el enent.

* The agent MUST NOT merge or blend identity sections fromdifferent
<site> elenents. Each site’s persona, aesthetic, and know edge
are eval uated and applied i ndependently.

* A <site> elenment containing an <interact> section is attributed
exclusively to that site’s domain. The agent MJUST NOT execute an
action froma third-party <site> el enment unless the trust manifest
for that site’s domain explicitly includes "interact" in scope.

* |f a <persona> or <instructions> elenent within any <site>
references or attenpts to invoke another site’'s identity, the
agent MUST treat this as a pronpt injection attenpt.
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* An agent MJST be able to explain to a user, on request, which
identity assertions cane fromwhich site domain and at which trust
tier.

Exampl e of a conforming multi-site docunent (exanple.net serving a
Exanpl e Brand product page; exanple.net holds Tier 2 authorization
from exanpl e.com for persona, aesthetic, and know edge):

<anml xm ns="urn:ietf:parans: xm:ns:anm:1. 0">

<I-- exanple.net’s own identity — serving domain, Tier 3, no verification -->
<site dommi n="exanpl e. net">
<head>

<titl e>Exanpl e Product 30 oz — Exanple Retailer</title>
<site-ref site="exanple.cont
canoni cal ="https://exanpl e. com . wel | - known/ anm "
rel ati onshi p="carri es-products"/>
</ head>
<per sona>
<t one val ue="hel pful "/ >
<instructions>Assi st the user with purchase and delivery
questions for this order.</instructions>
</ per sona>
<i nteract>
<action id="add-to-cart" method="POST"
endpoi nt ="/ cart/add" confirnm="true"/>
</interact>

</site>
<!-- Exanple Brand's authorized identity — Tier 2, scope verified by agent -->
<l-- Agent automatically |ooks up _anml .exanple.comfor verification -->
<site domai n="exanpl e. cont' >
<per sona>

<t one val ue="rugged"/ >
<instructions>Speak to Exanple Brand's product quality, materials,
and warranty. Do not discuss pricing or delivery.</instructions>
</ per sona>
<aest hetic>
<di spl ay- nanme>Exanpl e Brand</ di spl ay- name>
</ aesthetic>
<knowl edge>
<i nfornmrThe Ranbler 30 oz is nmade from 18/ 8 stainless stee
and is di shwasher safe.</infornp
</ know edge>
</site>

</ anni >
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An agent processing this docunent MUST apply Exanple Brand’'s persona
and know edge only in the context of product information, apply
exanpl e.net’ s persona for purchase and |ogistics, and attribute the
add-to-cart action exclusively to exanple.net. The agent MJST NOT
represent the add-to-cart action as an exanpl e. com defi ned
i nteracti on because "interact" is not in Exanple Brand's authorized
scope for exanpl e. net.
Note: the <trust> elenment used in single-site trust verification
(Section 12.3) is replaced in nulti-site docunents by the domain and
trust-manifest attributes on the <site> elenment. Both mechani sns
initiate the sane agent verification procedure defined in
Section 12. 4.

12.8. Security Considerations for Trust Del egation
The Trust Del egation nmechanismis bounded by the security of the
brand’ s canoni cal donmain. A conprom sed brand donain can issue
fraudul ent Trust Manifests. Brands SHOULD
* Set manifest expiry to 30-90 days nmaxi mum
* Scope authorizations as narrowy as commercially necessary.

* Audit authorized-domains quarterly and renove inactive partners
i medi at el y.

* Use DNSSEC to prevent DNS-based nanifest hijacking.

*  Monitor for unauthorized <trust> elenments claimng their domain
fromthird-party sites

Agents MJUST NOT:

* Accept Trust Manifests over unencrypted HTTP

* Accept self-signed certificates for manifest endpoints.
* Cache mani fests beyond their expires val ue.

* Apply a Tier 2 scope to a domain listed as Tier 1.

* Alow<site-ref>to elevate the serving party’s trust tier
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13. Security Considerations

ANML defines document structure and interaction semantics. It does
not enforce security, privacy, or access control at the protoco

| evel . Agent devel opers and service operators are responsible for

i mpl ementing safety, privacy, and policy controls appropriate to
their deploynment context. This section provides a structured threat
model and MJUST-I| evel guidance for conformng inplenmentations.

ANML docunments are processed by autononobus agents that nay act

wi t hout direct human oversight at each step. The attack surface

i ncludes the docunent itself, the service publishing it, the agent
processing it, and the transport |ayer

13.1. Threat Nbdel

The followi ng threat actors and scenarios are in scope for this
speci fication:

* A malicious service publishing a crafted ANML docunent to
mani pul at e agent behavi or, extract user data, or cause the agent
to execute harnful actions.

* A nmalicious agent subnmitting false or mani pul ated answers to
exploit service logic, obtain resources it is not authorized to
recei ve, or poison service-side state.

* A network adversary intercepting or nodifying ANML docunents in
transit to alter interaction semantics or inject nalicious
content.

* A malicious docunent delivered via a conprom sed or typosquatted
wel | -known URI, targeting agents that discover ANML documents
aut omatical ly.

* An honest but nisconfigured service that inadvertently exposes
sensitive information through poorly specified ask el enents or
unconstrai ned i nform el enents.

The following are explicitly out of scope: conprom se of the agent
runtime environnent, attacks on the user’s device or operating
system and attacks that exploit vulnerabilities in the underlying
XML parser beyond those addressed in this section
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13.

2. Information Disclosure via Know edge Exchange

The <ask> el ement requests information fromthe agent on behalf of a
service. This presents a significant data exfiltration risk if
agents respond wi t hout rigorous evaluation of consent and
constraints.

Conf or mi ng agents MJST:

* Evaluate all applicable <constraints> before responding to any
<ask>.

* (Obtain explicit or inplicit user consent, as required by the
appl i cabl e <di scl osure> el enent, before disclosing any
i nformation.

* Treat the absence of a <constraints> section as equivalent to
requires="none" for all fields — not as authorization to disclose
wi t hout eval uati on.

* Apply the principle of mninmmnecessary disclosure: provide only
the fields explicitly requested by the <ask> elenments in the
current docunent, limted to the values strictly required to
fulfill the stated purpose attribute of each <ask>. An agent MJST
NOT di scl ose additional fields, inferred values, or context beyond
what is directly requested and consented to for each specific
<ask>.

*  NEVER di sclose infornmation that the user has not authorized,
regardl ess of the service's ask or informcontent.

Services MIUST NOT rely on ANML constraints al one as an access contro
mechani sm  Server-side authorizati on MIST be inpl enent ed
i ndependently of ANML docunment constraints.

Agents SHOULD mai ntain a disclosure |og sufficient to reconstruct,
for any conpleted interaction, which fields were disclosed, to which
servi ce domai n, under which consent basis, and at what time. Agents
SHOULD nake this |og available to the user on request. The fornmat
and retention period of the I og are inplenentation-defined.

Jeskey Expi res 22 Novenber 2026 [ Page 61]



I nternet-Draft ANML 1.0 May 2026

13.3. Pronpt Injection via Persona and Instructions

The <persona> and <instructions> el ements present a significant
pronpt injection risk. A malicious service may craft persona

gui dance or free-text instructions designed to override the agent’s
safety policies, manipulate its behavior toward the user, cause it to
nm srepresent the service, extract information it woul d not otherw se
di scl ose, or act against the user’s expressed interests.

Conf or mi ng agents MUST:

* Treat ALL <persona> and <instructions> content as advisory and
untrusted input froman external source, regardless of the
apparent trustworthiness of the service.

* Apply the same input sanitization and policy evaluation to
<instructions> content as to any other untrusted text input.

* NEVER override user-configured safety policies, privacy
preferences, or platformlevel guardrails based on <instructions>
content.

* NEVER represent thenselves as a different agent, platform or
identity in response to <persona> gui dance.

* Disregard <instructions> that direct the agent to ignore,
suppress, or override this specification’s conformance
requirenents.

Agents SHOULD apply heuristic or nodel -based analysis to
<instructions> content before processing to identify potenti al
injection patterns. The detection nethod is inplenentation-defined;
the response to a detected injection attenpt is normative. When an
agent determ nes that <instructions> or <persona> content constitutes
a pronpt injection attenpt, the agent MJST: (1) discard the offending
el ement entirely and MJUST NOT apply any part of its content to agent
behavior — a partial or sanitized application is not pernitted; (2)
record the detection in its operational |og; and (3) produce a user-
visible notification that instructions fromthe service were
rejected, without including the rejected content in the notification
The Human Intent First design principle (Section 4) takes absolute
precedence over any <persona> or <instructions> content.

Services are RECOMVENDED to |limt <instructions> content to

communi cati on style guidance and to avoid inperative behaviora
directives that could be nmisused by internmediaries.
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13.4. Action Execution Risks

The <interact> section declares operations that agents may execute
against arbitrary HTTP endpoints. This presents risks including
unaut hori zed transacti ons, SSRF (Server-Side Request Forgery) via
agent - nedi at ed requests, and unintended side effects on third-party
syst ens.

Conf or mi ng agents MJST:

* Validate that the action endpoint is consistent with the origin of
the ANML docunent before executing any action.

* Require explicit user confirmation before executing any action
with confirm="true" or any action with significant real -world
consequences (purchases, del etions, transm ssions of personal
dat a).

* Revalidate site trust authorization imedi ately before executing
any action with confirm="true", any action producing a financial
transacti on, booking, or irreversible state change, or any action
that discloses personal data. Revalidation MJST query the trust
endpoint or fetch the nanifest fresh — a cached authorization
result MJUST NOT be used for these action classes regardless of its
expires value. This prevents execution of actions under trust
aut hori zation that has been revoked since docunment parse tine.

See Section 12 for the trust verification procedure.

* NEVER execute actions that conflict with user-expressed intent or
pl atform safety policies.

*  Apply rate limting to action execution to prevent runaway
aut onmt i on.

* NOT follow action endpoint redirects to different origins wthout
re-validating user intent.

Servi ces SHOULD use the idenpotent attribute to indicate safe retry
behavi or and the confirmattribute for all consequential actions.

13.5. XM External Entity (XXE) Attacks

Conf orm ng agents and ANML docunent validators MJST NOT process
DOCTYPE decl arations, internal DID subsets, or external entity
references in ANML docunents. Conform ng ANML docunents SHOULD NOT
include a DOCTYPE declaration. |f a DOCTYPE declaration is present,
the agent MJUST ignore it and MUST NOT resolve any entities defined
within it. Parsers configured to resolve external entities MJST NOT
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13.

13.

be used to parse ANML documents.
6. Agent Spoofing and Service |npersonation

ANML does not define agent authentication nechanisns. A service
cannot cryptographically verify the identity of the agent subnitting
an answer, nor can an agent cryptographically verify that an ANML
docunent originates fromthe clainmed service wi thout additiona
mechani sns.

Services that require verified agent identity SHOULD use existing
HTTP aut henticati on nmechanisns (QAuth 2.0, APl keys, mutual TLS) in
conjunction with ANML interactions.

Agents SHOULD verify the TLS certificate of the service before
processi ng an ANML docunent retrieved over HTTPS. Agents SHOULD
treat ANML docunents retrieved over unencrypted HTTP as untrusted and
MUST NOT submit <answer> responses to services comruni cating over
unencrypted HTTP

Agents SHOULD apply heuristics to detect service inpersonation,
including verification that the well-known URI origin matches the
domai n of links and action endpoints in the docunent.

7. Malicious ANML Docunents

A malicious ANML docunent may attenpt to exhaust agent resources

t hrough excessive nesting depth, very large el enent counts, unbounded
<body> content, or circular references in <flow> el enents.

Conf ormi ng agents MJST inpose inplenmentation-defined linmts on:

*  Document size (RECOMMENDED maxi mum 1MB)

* El enent nesting depth (RECOVMMENDED naxi mum 32 |evel s)

*  Nunmber of <action> elenments (RECOMVENDED maxi mum 64 per documnent)
*  Nunber of <ask> el enents (RECOVMMENDED maxi mum 32 per docunent)

*  Nunber of HTTP requests generated from processing a single
docunent ( RECOMMENDED naxi mum 8)

* Total processing time per docunent

Agents MJST detect and term nate processing of circular <flow
ref erences.
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13.8. Constraint Bypass

The <constraints> section declares disclosure rules that conform ng
agents mnust evaluate. However, a non-conforming or malicious agent
may ignore these constraints entirely. Services MJUST NOT rely on
ANML constraint declarations as the sole nechanismfor protecting
sensitive information. Server-side access control, authentication,
and aut hori zati on MJST be inpl emented i ndependently.

The absence of a <constraints> section does not inply authorization
to disclose any particular infornmation. Agents MJST apply default-
deny disclosure policies in the absence of explicit user consent.

13.9. Replay and State Manipul ation

An agent or network adversary nmmy attenpt to replay previously
captured ANML responses or nani pul ate <state> content to advance or
regress a nulti-step workfl ow wi thout authorization

Servi ces MUST NOT trust agent-provided state val ues w thout

i ndependent server-side validation. Services SHOULD use

crypt ographi ¢ nonces or session tokens to bind state to a specific
i nteracti on sequence. Services MAY apply HTTP Message Signatures
[ RFC9421] to ANML responses to detect tanpering.

13. 10. Deni al of Service

Conf orm ng agents SHOULD i npose resource limts on ANML docunent
processing as described in Section 11.7. Services SHOULD apply rate
limting to ANML docunent endpoints, particularly well-known URIs
whi ch are publicly discoverable and may be targeted by autonated
crawl ers. Services SHOULD return HTTP 429 (Too Many Requests) with
appropriate Retry-After headers when rate limts are exceeded.

13.11. Cross-Oigin Considerations

Agents SHOULD apply origin-based security policies when retrieving
resources referenced within ANML docunents, consistent with the sane-
origin policy principles established for web browsers. Action
endpoints that differ in origin fromthe ANVML docunent SHOULD require
addi tional user confirmation. Agents SHOULD NOT autonmatically follow
links or retrieve resources fromorigins not established in the
initial ANML docunent without user awareness.
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14.

14.

12. Transport Security

Servi ces MJST serve ANML documents over HTTPS with valid TLS
certificates. Agents MJST verify TLS certificates when retrieving
ANML docunments. Agents MUST NOT subnmit <answer> el ements containing
personal information to services conmuni cating over unencrypted HTTP
Agents SHOULD refuse to process <interact> action endpoints that
specify HTTP (non-TLS) URIs unless the user has explicitly

acknow edged the risk.

Privacy Consi derations

ANML i ntroduces a structured nechani smfor information exchange

bet ween servi ces and agents acting on behalf of users. This section
addresses the privacy inplications of that nechanism wth particul ar
attention to the cross-session, cross-platformcontext portability
enabl ed by the know edge exchange franmewor k.

1. User Control and Consent

The foundational privacy principle of ANML is that the user controls
what the agent discloses. The <ask> / <answer> franmework is designed
as a consent nmechanism not a data extraction nechanism The

foll owi ng confornmance requirenents govern agent disclosure behavi or

* Agents MJUST NOT disclose information in response to an <ask>
wi thout first evaluating applicable constraints and determ ning
that disclosure is permtted. This requirenent is testable: a
conform ng agent presented with an <ask> and a <di scl osure
requires="explicit-consent"> constraint MJST NOT transnit the
requested field value in an <answer> w thout that consent having
been obtai ned. The nechani sm by which consent is obtained is
i mpl ement at i on- def i ned.

* Agents MJST mmintain a record of disclosure decisions sufficient
to produce a disclosure log on request. The format and retention
period of this record are inplenentation-defined. A conform ng
agent MUST be able to produce, upon request fromthe user or from
a conformance test, a list of fields disclosed in a given
interaction and the consent basis for each

* Agents MJST support user-directed refusal: when a user instructs
an agent to refuse all <ask> requests froma specific donmain, the
agent MUST respond to subsequent <ask> el enents from that domain
with <refuse reason="user-deni ed"> regardl ess of constraint
configuration. This requirenment is testable.
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14.

* Agents MJUST NOT di scl ose context received fromone service donmain
to a different service domain wthout explicit per-disclosure user
aut horization. This is testable: a conform ng agent MJST NOT
include in an <answer> to service B information that was received
only via <inform fromservice A

NOTE: requirements for specific user interface el ements, consent

di al og designs, or |logging user interface features are outside the
scope of this specification and are left to inplementation. The
conformance requirenents above are expressed in terns of agent
behavi or, not interface design

2. Cross-Session and Cross-Platform Context Portability

ANWL’ s <infornp and <ask> / <answer> framework enabl es agents to
carry context established in one session or with one service into
subsequent sessions with other services. This capability is
intentionally designed to benefit users — allow ng preferences,

hi story, and rel ationship context to persist across platfornms wthout
centralized data storage

However, this same capability presents privacy risks if inplenented
wi t hout appropriate user controls:

* A service may attenpt to obtain information about a user’s
interactions with other services by crafting <ask> el enents that
target context established el sewhere.

* An agent carrying context froma sensitive interaction (e.g., a
heal t hcare provider) may inadvertently disclose that context to an
unrel ated servi ce.

* Context carried by an agent may persist beyond the user’s
expectation or intent.

Conf orm ng agents MJST

* Not disclose to service B context received exclusively from
service A, without explicit authorization scoped to that cross-
service disclosure. This is testable: a conform ng agent
receiving <infornm> fromservice A MJST NOT incl ude that
information in an <answer> to service B unless cross-service
di scl osure was explicitly authorized.

* Not disclose content marked confidentiality="private" to any
service other than the one fromwhich it was received. This is
testable: confidentiality="private" content MJST NOT appear in any
<answer> or <inforn> elenent sent to a different donain.
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* Not disclose sensitive categories of information (health data,
financial data, location history, as identified by the purpose
attribute of the originating <ask>) to a service other than the
one that requested it, w thout per-disclosure user authorization
This is testable by the presence of sensitive-category purpose
val ues in disclosed answers to third-party services.

* I mplenent context deletion on user instruction: when a user
instructs an agent to delete context associated with a specific
service dommin, the agent MJUST NOT include that context in any
subsequent <answer> or <inform> to any service. |nplenentation of
the deletion instruction interface is inplenentation-defined; the
behavi oral outcome is normative.

14. 3. Data M nim zati on

Servi ces SHOULD request only the information necessary for the stated
purpose of the interaction. The purpose attribute of the <ask>
element is REQU RED to be present and accurate. Agents SHOULD

eval uate the stated purpose and decline to disclose information where
the stated purpose is inplausible, vague, or inconsistent with the
nature of the service

14. 4. Usage Rights and Content Controls

The usage attribute of <inform and <rights> el enents specifies what
agents may do with content. Conform ng agents MJST respect usage
declarations. In particular

* Content marked usage="none" MJST NOT be retained, cached, stored,
or used for any purpose beyond i medi ate display in the current
i nteraction.

* Content marked usage="di splay" MJST NOT be cached or stored beyond
the current session.

* Content nmarked usage="cache" MAY be retained for the duration
specified by the ttl attribute but MJIST be di scarded thereafter.

* Content marked usage="store" MAY be retained indefinitely subject
to applicable data protection regul ati ons.

* Content marked usage="train" MAY be used for nodel training,

subject to the user’s separate consent for their agent platforns
training data policies.
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15.

Usage declarations are service assertions and are not
cryptographically enforced. Agents are responsible for honoring
them Services should not rely on usage declarations as the sole
mechani sm for protecting content.

5. Regul atory Consi derations

ANML i npl emrent ati ons may be subject to data protection regul ations
including the EU General Data Protection Regulation (GDPR), the
California Consuner Privacy Act (CCPA), the Health Insurance
Portability and Accountability Act (H PAA), and equival ent

regul ations in other jurisdictions. This specification does not
constitute legal advice. |Inplenmenters are responsible for assessing
and ensuring compliance with applicable regulations in their
jurisdiction and use case.

The consent framework provided by <constraints> and <di scl osure>

el ements is designed to be conpatible with GDPR explicit consent
requirenents for sensitive data categories. However, ANM. consent
mechani sms are not a substitute for proper |egal consent nechani sns
required by applicable aw. Services operating in regul ated contexts
(heal thcare, finance, governnent) MJST inpl ement additional consent
and data protection nmechani snms beyond those specified in this
docunent .

Rel ati onship to Rel ated Standards and Formats

ANML addresses a probl em space that intersects with several existing
standards and formats. This section clarifies how ANML relates to
each and why a new specification is warranted rather than an
extensi on of existing work.

1. HIM

HTML is a presentation | anguage for human consunption. ANM. is a
semanti ¢ docunent format for machi ne consunption. HIM. encodes
intent, interactions, and constraints inplicitly through visua
structure, JavaScript behavior, and user interface conventions that
are inaccessible to agents wi thout significant inference overhead.
ANML nmakes these explicit. ANM is designed to conplenment HTM,, not
replace it: a service may serve both an HTM. interface for human
users and an ANM. docunent for agent consunmers at the sane URL via
content negotiation.
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2. JSON-LD and Schena. org

JSON-LD is a nethod for encoding |linked data in JSON, primarily used
to provide structured data for search engi ne indexing and know edge
graph construction. Schena.org defines a vocabul ary of types and
properties for describing entities on the web.

ANML differs from JSON-LD and Schenma.org in three fundanenta
respects:

* |Interaction nodel: JSON-LD and Schena.org descri be what things
are. ANM describes howto interact with a service — defining
executabl e actions, nmulti-step workflows, and bidirectiona
know edge exchange. Schenma.org has no equival ent of <interact>,
<ask>, <answer>, or <state>

* Consent franmework: ANM. defines a structured consent and
di scl osure nodel (<constraints>, <disclosure> <refuse>) with no
equi val ent in JSON-LD or Schena. org.

* Agent behavi oral guidance: ANM.' s <persona> section provides
advi sory gui dance for agent conmunication style, brand voice, and
vocabulary — a concern entirely outside the scope of |inked data
formats.

ANML documents MAY reference Schema.org types w thin <body> content
where appropriate. The two standards are conpl enentary rather than
conpeting.

3. OpenAPl and AsyncAPI

OpenAPl (fornerly Swagger) and AsyncAPl define machi ne-readabl e
interface descriptions for REST and event-driven APIs respectively.
These formats descri be how a devel oper should build a client that
integrates with a specific service.

ANML differs fundanentally in its discovery and integration nodel: an
OpenAPlI docunent descri bes a bespoke service contract that requires
prior devel oper integration. ANM provides a universal docunent
format that any conform ng agent can interpret without prior service-
specific programm ng — anal ogous to the difference between a custom
proprietary docunent format and HTM.. A browser does not need to be
pre-programred for each website; a conforning ANML agent does not
need to be pre-programred for each service.

ANML action definitions are intentionally sinpler than OpenAP
operation objects. ANM is designed for agent-nedi ated user
i nteractions, not devel oper APl integration
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4., robots.txt and |l ns.txt

robots.txt provides access control directives for web craw ers.

Il nms.txt (an enmerging informal convention) provides hints for LLM
content consunption. Neither defines structured interaction
semanti cs, know edge exchange, consent frameworks, or agent

behavi oral guidance. ANM. is a richer, structured interaction |ayer
that subsumes the agent-gui dance use case of Ilns.txt while providing
substantially greater capability.

5. Rationale for XML Serialization

ANML uses XML 1.0 as its primary serialization format. This choice
reflects several design considerations that distinguish ANML from API
formats that use JSON

* Human aut horing: ANM. docunents are content artifacts designed to
be authored and reviewed by humans — brand managers, content
strategi sts, healthcare adm nistrators — in addition to being
parsed by machi nes. The tag-based markup structure of XM is
sel f-docunenting in a way that JSON object notation is not. A
non-techni cal author can read and understand an ANML docunent
wi t hout devel oper assi st ance.

* Nanespace extensibility: XM. Namespaces provide a well -
est abl i shed, | ETF-precedented nechani smfor extendi ng ANML
docunents with domai n-specific vocabul aries without conflicting
with the core specification. This is essential for the vertical -
specific profiles anticipated for healthcare, comerce, and
governnent use cases

* Docunment nodel: XM’ s docunent nodel, including processing order,
whi t espace handling, and character reference support, is
appropriate for a format that carries rich text content in <body>,
<instructions> and <infornm> el enents.

* | ETF precedent: XM.-based formats have substantial precedent in
| ETF standards, including XMPP (RFC 6120), Atom (RFC 4287), and
XM.- based M ME type registrations.

The anal ogy is instructive: HTM., which ANML conpl enents, is also an
XM.-seri al i zabl e markup | anguage. The choice of XM. places ANML in
the tradition of web content formats rather than APl data formats —
whi ch accurately reflects its purpose
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Future versions of this specification may define a JSON serialization
(application/anm +json) for deployment contexts where XM. parsing is
inmpractical. Any such serialization would be required to be
semantically equivalent to the XML serialization defined herein.

15.6. Known | npl enent ati ons

The follow ng inplenentations of this specification are known to the
authors at the tinme of publication:

* Reference server inplenentations in Node.js/TypeScript, Python,
CGo, PHP, and Rust, nmintained by the ANML Foundation at
gi t hub. com anmi f oundati on/ i npl enent ati ons.

* Reference client (agent-side) inplementations in Node.js/
TypeScri pt, Python, Go, PHP, and Rust, nmintained by the ANML
Foundat i on.

* Savo, the chat agent component of Life Savor Al (Ellevan), which
i mpl ements ANML docunent di scovery, parsing, and know edge
exchange as a production consuner agent.

The ANML Foundation actively solicits additional independent

i npl ementations and nmaintains a registry of known inplenentations at
anm foundati on. org/inpl enmentations. Organizations inplenmenting this
specification are encouraged to notify the Foundation at

i mpl ement ati ons@nmni f oundation.org to be included in the registry.

16. | ANA Consi derations
16.1. Media Type Registrations

Thi s docunent requests registration of three nedia types with | ANA
per [ RFC6838]:

* Tapplication/anm +xm’® — as specified in Section 6.1 of this
docunent .

* Tapplication/anm +json” — as specified in Section 7.1 of this
docunent .

* Tapplication/anm -trust+json’” — as specified bel ow

Regi stration for application/annm -trust+json
Medi a Type nane: application

Medi a subtype nane: anm -trust+json
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Requi red paranmeters: none
Opti onal parameters: none

Encodi ng considerations: UTF-8 as specified in RFC 8259. A BOM MUST
NOT be prepended.

Security considerations: See Section 13. Trust Manifest docunents
MJST be served over HITPS. Agents MJST verify the TLS certificate
of the serving endpoint against the site donmain specified in the
associated _anml DNS record. An expired Trust Manifest MJIST be
treated as equivalent to no manifest.

Interoperability considerations: Conform ng agents MJST safely
i gnore unknown keys. The site field MIUST match the domain of the
_anm DNS record used to discover this nmanifest.

Publ i shed specification: This docunent, Section 12.3.

Applications that use this nedia type: ANM agents performng site
trust del egation verification

File extension(s): none defined
2. Well-Known URI Registrations

Thi s docunent requests registration of the foll owi ng Wll-Known URIS
per [ RFC8615]:

URI suffix: anm
Change controller: |ETF
Speci fication docunent: This docunment, Section 6.4.1

Rel ated information: The /.well-known/anm URI is the primary ANML
docunent di scovery endpoint for a service.

URI suffix: anm -trust
Change controller: |ETF
Speci fication docunent: This document, Section 12.3

Rel ated information: The /.well-known/annl-trust URI is the static
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Trust Manifest endpoint for ANML Site Trust Delegation. It serves
a docunent of type application/anm -trust+json listing third-party
domai ns authorized to assert the site’s identity in ANML
docunents. Discovery of this URI is via the _anml DNS TXT
bootstrap record defined in Section 12. 2.

16.3. ANML Standard Field Nanes Registry
Thi s docunent requests creation of a new | ANA registry titled "ANM
Standard Field Nanes". The registry tracks standardi zed val ues for
the field attribute of the <ask> and <answer> el enents.
Regi stration policy: Expert Review
Initial values: For personal information fields, inplenentations
SHOULD use the property names defined in vCard version 4.0 [ RFC6350]
where applicable. The follow ng vCard property nanes are pre-
regi stered as ANML standard field nanes with their RFC 6350
semantics: fn, email, tel, adr, bday, gender, lang, tz, nicknamne,
org, title, url. Service-specific field nanes are pernitted and are
opaque to agents that do not recognize them

NOTE: A conplete initial registry with full field definitions and
type mappings is planned for draft-jeskey-anm -02

16.4. XM Nanespace Regi stration

Thi s docunent requests registration of the foll owing XM. namespace in
the I ETF XM. Registry per RFC 3688:

URI: wurn:ietf:parans:xm:ns:anm:1.0

Regi strant Contact: Aaron Jeskey, ajeskey@nuil.com

XM.:  None. Namespace URIs do not identify retrievable resources
16.5. ANML Usage Val ues Registry

Thi s docunent requests creation of a new | ANA registry titled "ANM

Usage Values". The registry tracks pernitted values for the usage

attribute defined in this specification.

Regi stration policy: Standards Action

Initial val ues:

* none — Content nmay not be retained, cached, stored, or used beyond
i medi ate interpretation.
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* display — Content may be displayed in the current session only.
No caching or storage permtted.

* cache — Content may be cached for the duration of the applicable
ttl. Must be discarded after ttl expiry.
* store — Content nmay be retained indefinitely, subject to

appl i cabl e data protection regul ati ons.

* train — Content may be used for nodel training, subject to user
consent for training data policies.

The usage values forma normative hierarchy. This hierarchy is
defined here and is authoritative. Al other references to usage
values in this specification are subject to this definition

none < display < cache < store < train

Implication rules (normative): A usage value at a given |eve
implicitly permits all uses at lower levels in the hierarchy.
Speci fically:

* usage="display" inplies pernission to display (none is also
permtted).

* usage="cache" inplies perm ssion to display and cache for the ttl
dur ati on.

* usage="store" inplies perm ssion to display, cache, and store
indefinitely.

* usage="train" inplies perm ssion to display, cache, store, and use
for model training.

An agent that stores content narked usage="cache" has violated the
usage constraint. An agent that uses content narked usage="store"
for nmodel training has violated the usage constraint. These are
normative requirenents: agents MJST honor usage decl arati ons.

However, usage decl arations are service-side assertions and are not
cryptographically enforced. Services MIUST NOT rely on usage

decl arations as an access control mechanism This hierarchy is

advi sory in the sense that it cannot be technically enforced — it is
normati ve in the sense that conform ng agents MJST conply with it.
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16.6. ANML Disclosure Requires Val ues Registry
Thi s docunent requests creation of a new | ANA registry titled "ANM
Di scl osure Requires Values". The registry tracks permtted val ues
for the requires attribute of the <discl osure> el enent.
Regi stration policy: Standards Action

Initial val ues:

* none — No consent requirenent. The agent MAY disclose the field
val ue without user interaction, subject to the agent’s own privacy
polici es.

* implicit-consent — The agent MAY infer consent fromthe user’s

initiation of the relevant interaction, without explicit per-field
confirmation.

* explicit-consent — The agent MUST obtain explicit per-field user
confirmation before disclosing.

* authentication — The agent MJST aut henticate the user via an
est abl i shed mechani sm before disclosing. The specific
aut henti cati on mechanismis defined by the service.

17. ANM. Public Text

The normative XML Schenma (XSD) and an infornmative DID for ANML 1.0
are provided in the conpani on docurment ANML.nd in the sane repository
as this Internet-Draft.

A formal ABNF grammar [ RFC5234] defining the structure of ANMWML
docunents, attribute value sets, and content negotiation headers WLL
be provided in draft-jeskey-anm-02. This is a commtted deliverable
for the next revision, not a tentative aspiration. The XM. Schenma
provided in the conpani on docunent serves as the normative structura
definition for this revision. For the JSON serialization, a JSON
Schema is avail abl e at anm f oundati on. or g/ spec/ anni - schenma. j son and
is informative pending -02

NOTE: The nanmespace URI 'urn:ietf:params: xm:ns:anm:1.0 uses the
‘urn:ietf:params’ prefix, which requires | ETF approval via the | ANA
XML Nanespace Registry per RFC 3688. The | ANA registration request
for this nanespace is included in Section 15.3 of this docunent.
Thi s namespace URI MUST NOT be consi dered assigned until | ANA
confirns the registration. |If a different nanespace URI formis
preferred prior to registration, the namespace UR throughout this
docunent will be updated accordingly in a subsequent revision
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17.

18.

18.

1. ANM Site Relationship Values Registry

Thi s docunent requests creation of a new | ANA registry titled "ANM
Site Rel ationship Values". The registry tracks standardi zed val ues
for the relationship attribute of the <site-ref> el enent.

Regi stration policy: Expert Review.
Initial values:

* carries-products — the serving site carries or retails products
fromthe referenced site.

* |icensed-distributor — the serving site is a licensed distributor
of the referenced site’s products or content.

* authorized-service — the serving site provides authorized service
or support for the referenced site’ s products.

* official-partner — the serving site has an official partnership
relationship with the referenced site.

* affiliate — the serving site participates in an affiliate
relationship with the referenced site.

* content-aggregator — the serving site aggregates content fromthe
referenced site.

I npl enent ati ons MJST accept and preserve unrecogni zed rel ationship
val ues. Agents SHOULD treat unrecogni zed val ues as equivalent to no
relationship declaration — they do not affect trust tier

det er mi nat i on.
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