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Abst ract

Thi s docunent describes a Framework for Interface to Network Security
Functions (12NSF) in [RFC8329] for Security Management Automation
(SMA) in doud-Based Security Systems. This security nanagenent
automation facilitates C osed-Loop Security Control, Security Policy
Translation, and Security Audit. To support these three features in
SMA, this docunent specifies an extended architecture of the | 2NSF
framework with new system conponents and new i nterfaces. Thus, the
SMA in this docunment can facilitate Intent-Based Security Managenent
with Intent-Based Networking (IBN) in [RFC9315].

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 August 2025.
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1. Introduction

Interface to Network Security Functions (I2NSF) defines a framework
and interfaces for interacting with Network Security Functions (NSFs)
[ RFC8192] [ RFC8329]. Note that an NSF is defined as software that
provi des a set of security-related services, such as (i) detecting
unwanted activity, (ii) blocking or mtigating the effect of such
unwanted activity in order to fulfill service requirenents, and (iii)
supporting comunication streamintegrity and confidentiality

[ RFC8329]. The NSF can be inplenented as a Virtual Network Function
(VNF) in a Network Functions Virtualization (NFV) environnent
[ETSI-NFV][I-D.ietf-i2nsf-applicability].

Thi s docunent describes Security Managenent Autonation (SMA) of

cl oud- based security services in the | 2NSF framework. The security
managenent aut onation includes cl osed-|oop security control, security
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policy translation, and security audit. This docunment specifies an
augnmented architecture of the |I2NSF framework for the SMA services
wi th new system conponents and new i nterfaces.

For reliable nanagenment for networked security services, this
docunent proposes a network managenent and verification facility
using a secuirty audit system(e.g., renpte attestati on and

bl ockchain [Bitcoin]). This security audit systemcan facilitate the
non-repudi ati on of configurati on commands and nonitoring data
generated in the | 2NSF franmeworKk.

Therefore, the Security Managenent Automation (SMA) in this docunent
can facilitate Intent-Based Security Managenent with | ntent-Based
Networking (IBN) in [ RFC9315] for autononous security services. This
SMA i s based on Intent-Based C osed-Loop Security Control (ICSC)
[I1CSC] along with a Security Policy Translator [SPT].

Note that the scope of this docunment is to propose an extension of
the standard | 2NSF framework in [ RFC8329] such that it can perform
security management automation based on Intent-Based Networking (IBN)
in [RFCO9315]. This docunment augnents the existing | 2NSF framework by
addi ng the new features of Security Policy Transl ator, C osed-Loop
Security Control, and Security Audit Systemto it. For this system
augnment ation, a system conponent called | 2NSF Anal yzer and a new
external interface called Analytics Interface are introduced for

Cl osed- Loop Security Control on the basis of the analysis of NSF
monitoring data. This nonitoring data is delivered fromeach NSF to
| 2NSF Anal yzer via Monitoring Interface
[I-D.ietf-i2nsf-nsf-nonitoring-data-nodel]. |2NSF Anal yzer perforns
the analysis of the NSF nonitoring data, and sends the anal ysis
results (e.g., policy reconfiguration and feedback nessage) to
Security Controller via Analytics Interface. For nore details, Refer
to Section 3 in this docunent.

Al so, note that C oud or Edge-based Security Service Providers can
get benefits by automating security service managenent in terns of
automatic security policy enforcenent and feedback-based security

policy updates. Eventually, they can save Operational Expenditure
(OPEX) significantly by this Intent-Based Security Management with
the concept of Intent-Based Networking (IBN) in [ RFC9315].

Therefore, the |I2NSF Framework can construct C osed-Loop Security
Control with a control |oop anmong Security Controller, NSFs, and

| 2NSF Anal yzer in order to adjust the security policy system This
| oop uses NSF nmonitoring data, data analytics, feedback, and policy
reconfiguration. The security policy enforcenent of a user’s
perspective can be done by a Security Policy Translator (SPT) [SPT].
It translates a high-level security policy into the correspondi ng
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| ow| evel security policy for the security policy enforcenent. Al ong
with this SPT, Intent-Based C osed-Loop Secutity Control (1CSC)
[1CSC], which supports C osed-Loop Security Control according to a
user’'s intent, can be designed and inplenmented in the | 2NSF
Framewor k. Thus, this docunment specifies the extension of the |2NSF
Framewor k for Security Managenment Automation based on this | CSC

2. Term nol ogy

Thi s docunent uses the term nol ogy described in [ RFC8329],
[I-Dietf-i2nsf-applicability], and [SPT]. In addition, the
following terns are defined bel ow

* Security Managenent Automation (SMA): It neans that a high-1evel
security policy froma user (or admnistrator) is well-enforced in
a target |2NSF system The high-level security policy can be
translated into the corresponding | owlevel security policy by a
security policy translator and dispatched to appropriate NSFs.
Through the nonitoring of the NSFs, the activity and perfornmace of
the NSFs is monitored and anal yzed. |f needed, the security rules
of the lowlevel security policy are augnented or new security
rul es are generated and configured to appropriate NSFs. This
procedure is called C osed-Loop Security Control [ICSC]. This
I ntent-Based C osed-Loop Security Control (ICSC) is an Intelligent
Security Managenent Automation (SMA).

* Security Policy Translation: It neans that a high-level security
froman | 2NSF User (e.g., administrator) policy is translated to a
| ow| evel security policy that can be understood and confi gured by
an NSF for a specific security service, such as firewall, web
filter, deep packet inspection, DDoS-attack mitigation, and anti -
virus. A Security Policy Translator (SPT) performs this security
policy translation for the sake for the I2NSF User [SPT]. This
SPT is an subconponent of Security Controller which is a main
conmponent to govern the | 2NSF Franework

* Feedback-Based Security Managenment (FSM: It means that a security
service is evolved by updating a security policy (having security
rul es) and addi ng new security rules for detected security attacks
by processing and anal zi ng the nonitoring data of NSFs.
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3.

3.

An | 2NSF Framework for Security Management Automation

Thi s section describes an extended | 2NSF framework for security
managenent aut onation, where the |2NSF framework is defined in in

[ RFC8329]. As shown in Figure 1, an |2NSF User can use security
functions by delivering high-level security policies, which specify
security requirements that the | 2NSF user wants to enforce, to the
Security Controller via the Consuner-Facing Interface (CFl)
[I-D.ietf-i2nsf-consuner-facing-interface-dn.

| Consuner-Facing Interface

A LR + Regi stration A R R +
| Security Controller|<-------------------- >| Devel oper’s Mgnt Systeni
o - + Interface R e +
N N
| |
| | Anal ytics Interface o +
| A R >| | 2NSF Anal yzer
| R +
| NSF-Facing Interface A A A
I I I I
| | | |
I AR LR + I I
I I AR LR + I
| | | Monitoring Interface |
v v v v
oo o - B S ol + Tt +
| NSF- 1 | -] NSF- 2 | ... NSF- n |
| (Firewall) | | (Wb Filter) | | (DDoS- Attack Mtigator)]|
o a o N + e +

Figure 1: An Extended | 2NSF Franmework for Security Managenent
Aut omat i on

1. Conponents with | 2NSF Franmework for Security Managenent Autonation

The followi ng are the system conponents for the SMA-based | 2NSF
f ramewor k.

* |12NSF User: An entity that delivers a high-1level security policy
to Security Controller.
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* Security Controller: An entity that controls and nanages other
system conponents in the |I2NSF framework. It translates a high-
| evel security policy into the corresponding | owlevel security
policy and sel ects appropriate NSFs to execute the security rules
of the I owlevel security policy. A Security Policy Transl ator
(SPT) can performthis security policy translation froma high-
| evel security policy into a |lowlevel security policy [SPT].

* Devel oper’s Managenent System (DM5S): An entity that provides an
i mge of of a virtualized NSF for a security service to the | 2NSF
framework, and registers the capability and access information of
an NSF with Security Controller.

* Network Security Function (NSF): An entity that is a Virtua
Net wor k Function (VNF) or Container Network Function (CNF), which
is called Cloud-native Network Function, for a specific network
security service such as firewall, web filter, deep packet
i nspection, DDoS-attack nitigation, and anti-virus.

* |1 2NSF Anal yzer: An entity that collects nmonitoring data from NSFs
and anal yzes such data for checking the activity and performance
of the NSFs using nmachine | earning techniques (e.g., Deep Learning
[ Deep-Learning]). |If there is a suspicious attack activity for
the target network or NSF, |2NSF Anal yzer delivers a report of the
augnment ation or generation of security rules to Security
Controller.

For SMA- based security services with Feedback-Based Security
Managenment (FSM), |2NSF Anal yzer is required as a new | 2NSF conponent
for the | egacy | 2NSF franmework [ RFC8329] to collect nonitoring data
from NSFs and anal yzing the nonitoring data. The actua

i mpl ementation of the analysis of monitoring data is out of the scope
of this docunent.

3.2. Interfaces with SMA-Based | 2NSF Fr anewor k

The following are the interfaces for the SMA-based | 2NSF framewor k.
Note that the interfaces are nodeled with YANG [ RFC6020] and security
policies are delivered through either RESTCONF [ RFC8040] or NETCONF

[ RFC6241] .

* Consuner-Facing Interface: An interface between |2NSF User and
Security Controller for the delivery of a high-level security
policy [I-D.ietf-i2nsf-consuner-facing-interface-dn.

* NSF-Facing Interface: An interface between Security Controller and

an NSF for the delivery of a lowlevel security policy
[1-D.ietf-i2nsf-nsf-facing-interface-dni.
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* Registration Interface: An interface between a DMS and Security
Controller for the registration of an NSF' s capability and access
information with the Security Controller or the query of an NSF
for a required | owlevel security policy
[I-Dietf-i2nsf-registration-interface-dnj.

* Mnitoring Interface: An interface between an NSF and | 2NSF
Anal yzer for collecting nonitoring data froman NSF to check the
activity and performance of an NSF for a possible malicious
traffic [I-D.ietf-i2nsf-nsf-nonitoring-data-nodel]

* Analytics Interface: An interface between | 2NSF Anal yzer and
Security Controller for the delivery of an analytics report of the
augnment ati on or generation of security rules to Security
Controller. This interface lets Security Controller get the
report for security rules to its security policy nmanagenent.

For SMA- based security services with FSM Analytics Interface is
required as a new | 2NSF interface for the | egacy |2NSF franework
[ RFC8329] to deliver an analytics report of the augnmentation or

generation of security rules to Security Controller through the

anal ysis of the nonitoring data from NSFs.

4. Security Audit System

The 1 2NSF framework is weak to both an insider attack and a supply
chain attack since it trusts in NSFs provi ded by Devel oper’s
Managenent System (DVB) and assunmes that NSFs work for their security
services appropriately [I-D.ietf-i2nsf-applicability].

To detect the nalicious activity of either an insider attack by a
mal i ci ous DMS or a supply chain attack by a conprom sed DV5, a
security audit systemis required by the |I2NSF framework. This
security audit systemcan facilitate the non-repudi ati on of
configurati on commands and nonitoring data generated in the | 2NSF
f ramewor k.

A security audit systemhas the following four main objectives:

* To check the existence of a security policy, a managenent system
and its procedures;

* To identify and understand the existing vulnerabilities and risks
of either an insider attack or a supply chain attack

* To review existing security controls on operational and
adm ni strative issues;
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* To provide recomendati ons and corrective actions to Security
Controller for further security inprovenent.

oo e e e e e e e e oo - - + S +
| | 2NSF User | | Devel oper’s Mynt |
| R + | System |
e e + | E - - +

| Consumer-Facing Interface | |

| | Renote |

Hi gh-1 evel Security Policy | Attestation |

| | Interface |

I I I

\Y | \Y
o e e e e o - o e e e e o - + | B S B +
| | \% | Security |
| Security Controller A +---- 3| Audi t |
I I n I System I
e e + | S - S . +

| NSF-Facing Interface | "

| | Renote |

Low- | evel Security Policy | Attestation

| | Interface |

\Y I I
e e + | S . - +
| NSF( s) e + | 12NSF Anal yzer
| OO >| |
R R LR + Moni tori ng R LGRS +

Interface
Figure 2: Activity Auditing with Security Audit System

Figure 2 shows activity auditing with a security audit systemin the
I 2NSF framework. All the conponents in the |2NSF framwrk report its
activities (such as configuration commands and nonitoring data) to
Security Audit System as transactions through Renpte Attestation
Interface [I-D. yang-i2nsf-renote-attestation-interface-dnj. The
security audit system can anal yze the reported activities fromthe

| 2NSF conponents to detect malicious activities such as an insider
attack and a supply chain attack. Note that such a security audit
system can be inplenented by renote attestation

[ RFC9334] [ I -D. yang-i 2nsf-renote-attestation-interface-dni or

Bl ockchain [Bitcoin]. The details of the inplenmentation of the
security audit systemare out of the scope of this docunent.
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7.

7.

In order to determine a mninumset of controls required to reduce
the risks fromeither an insider attack or a supply chain attack, the
security audit system should anal yze the activities of all the
conponents in the | 2NSF franmework periodically, eval uate possible
risks, and take an action to such risks since vulnerabilities and
threats may change in different environnents over tine.

| ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
Security Considerations

The sane security considerations for the |I2NSF framewor k [ RFC8329]
are applicable to this docunent.

The devel opnent and introduction of |2NSF Anal yzer and Security Audit
Systemin the | 2NSF Franework may create new security concerns that
have to be anticipated at the design and specification tinme. The
usage of machine |learning to anal yze nonitoring data of malicious
NSFs may add a risk to its nmodel to be attacked (e.g., adversari al
attack) and can result in a bad security policy that is deployed into
the | 2NSF system
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