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Abst ract
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1. Introduction

The networ k management has been evol ving dramatically from nmanua
configuration to advanced autonatic nmanagenent. This evolution |eads
to the intent-based network (IBN) nanagenent and aut onation

[ RFC9315], which has been driven by several factors, including

conpl exity of networks, scale, cost and efficiency, dynanic
environments, service delivery, and security [Survey-I| BN CST-2023].
Apart from network managenent and automation, the autonotive industry
is also witnessing a fundanmental transformation, particularly with
the advent of software-defined vehicles (SDVs). SDVs |everage

power ful onboard hi gh-perfornance conputers (HPCs) and a hi gh-speed
net wor k backbone, typically Ethernet-based Internet Protocol (IP)

net wor k [ Survey-1 PVehNet - 2021], to enable flexible and dynam c

al l ocation of functions and resources. Shifting to SDVs is also a
new paradigmin Intelligent Transportation Systenms (ITS). The SDVs
can interact with each other via Vehicle-to-Vehicle (V2V)

communi cations and infrastructure via Vehicle-to-Infrastructure (V2l)

Jeong, et al. Expi res 11 Decenber 2025 [ Page 2]



Internet-Draft An | ntent-Based SDV Fr anewor k June 2025

communi cations (e.g., edge servers) for safe driving and infotai nment
services. Figure 1 shows an architecture of vehicul ar networks for
SDVs that are grouped into nmultiple subnets. They can conmunicate
wi th edge servers and vehicular cloud by | P Road-Side Unit (IP-RSUs,
e.g., gNodeB in 5G [TS-23.501]).
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Figure 1: Vehicul ar Networks for Software-Defined Vehicles
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To facilitate the devel opnent of SDVs, a |arge nunmber of autonotive
compani es and origi nal equi prent manufacturers (OEMs) are devel opi ng
the conponents of SDVs based on different open architectures, such as
AUTCSAR [ AUTCSAR- SDV] and Eclipse SDV [Eclipse-SDV]. An SDV can

i nclude many el ectronic control units (ECUs) and hundreds of sensors
and actuators for in-vehicle functions and services, e.g., advanced
driver-assistance systens (ADAS), automatic energency braking (AEB)
forward collision warning (FCW, and | ane keeping assist (LKA)
applications. They can also run nultiple computing devices,
operating systens, and a cloud-native platform (e.g., Kubernetes

[ Kubernetes]) to manage those ECUs and functions. The Connected
Vehicle System Al liance (COVESA) [ COVESA] has devel oped a conmmon
vehicl e signal specification (VSS) to represent the vehicle data to
be shared for both in-vehicle and vehicl e-to-cl oud networks.

Figure 2 shows a vehicular platformfor SDV having foundation
hardwares, a virtualization engine (i.e., Hypervisor), different
operating systens (0OS), various applications and network functions
(such as NF-1 to NF-x) along with their runtinme and nmanagenent agent.

o mm e e e e e e e e e e e e e oo T ot +
| Apps | Functi ons |
| +------ + 4o +  H------- + | +------ + 4o + R + |
| | ADAS| | LKA | AEB | | | | N1 ]| | NF-2| | NF-x |

| +------ +  A------ + H--e---- + | +------ +  A------ + S R + |
R T T I e R +
o e e e e oo o + e e e aa oo SRR S o e e e e o - +
| Critical Apps | A assi cal Apps | Container Runtinme | Mm Agent

S E ST TS S TSt o e oo - +
TP + D TP + L +
| | | Vehicle OS | | | Vehicle OS || |
| Real - Ti me | R + R e +
| os | R e L T +
| | | Hyper vi sor |
R + o o e o e e e e e e e e e e e e e e e e e e oo oo +
R e L LTI T +
| Vehicle El ectric/Electronics |
| . + ememmemeeeeaeaaaaa + ememmemeeeeaeaaaaa + |
| Vehi cl e ECUs | Vehi cl e HPC | | Sensors/Actuators]| |
| e o o - ST S ST S + |
o o o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo - +

Figure 2: A Vehicular Platformfor SDV

To manage the ever-growi ng network functions and applications in
SDVs, SDVs need an intent-based managenent franework for networks and
security inside their in-vehicle networks. An intent is a

decl arative command to request a configuration for a network or
security function [TS-28.312][ TR-28.812]. It enphasizes nore on
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"What" is needed (i.e., declarative comrmand) to be acconplished than
"How' it should be accomplished (i.e., inperative command). Since
there are a huge nunber of vehicles produced by each autonotive
conpany, the networks and security for the SDV need to be renotely
configured and nonitored by a control center of each autonotive
conmpany. The in-vehicle networks are based on G gabit Ethernet and
can be configured as multiple subnets including ECUs and i nfotai nment
devices. It requires huge overhead for an operator to configure and
moni tor networks and security for those in-vehicle networks.

Thi s docunent proposes a framework of intent-based nanagenent for
net wor ks, security, and applications in SDVs that are Service
Functions (SFs). Such SFs can be constructed and managed by

Sof t war e- Defi ned Networking (SDN) [RFC7149], Network Functions
Virtualization (NFV) [ETSI-NFV][ETSI - NFV- Rel ease-2], and C oud Native
Conputing Platform (e.g., Kubernetes [Kubernetes]). This franmework
aut omates the configuration and nonitoring for the networks and
security in each SDV through a vehicular cloud and the SDV's nobile
network. An SDV User (i.e., admnistrator) for the managenent of
SDVs can configure and nonitor the networks and security through an
intent. The intent fromthe SDV User is delivered to a d oud
Controller in charge of a vehicular cloud for SDVs. The C oud
Controller translates the intent into the correspondi ng high-1evel
policy, and delivers the high-level policy to an SDV Controller in
charge of an SDV. The SDV translates the high-level policy into the
corresponding | ow1level policy and delivered it to an appropriate
Net work Function (NF) for a specific service (e.g., router, firewall
and navigator) in the SDV.

2. Term nol ogy

Thi s docunent uses the term nol ogy described in [ RFC8329],
[I-Dietf-i2nsf-applicability],

[1-D.jeong-opsawg- security-nmanagenent - aut onati on],
[1-D.jeong-nnrg-ibn-network-nmnagenent -automation], and [SPT]. In
addition, the following terns are defined bel ow

* Intent: A set of operational goals (that a network shoul d neet)
and outcones (that a network is supposed to deliver) defined in a
decl arative manner without specifying how to achieve or inplenent
them [ RFC9315] .

* |ntent-Based Managenent (IBM: It enforces an intent froma user
(or administrator) into a target system(e.g., SDV). An intent
can be expressed as a Natural Language (e.g., English) and can be
translated into a high-level policy by a Natural Language
Processi ng (NLP) [USEN X- ATC-Lum ][ BERT] [Deep-Learning]. |In this
docunent, the intent can be translated into the corresponding
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3.

3.

hi gh-1evel policy by an intent translator

[1-D.jeong-opsawg- security-managenent - aut omati on]. The hi gh-Ieve
policy can also be translated into the corresponding | ow| eve
policy by a policy translator [SPT]. The lowlevel policy is

di spatched to appropriate Service Functions (SFs). Through the
moni toring of the SFs, the activity and perfornance of the SFs is
nmonitored and anal yzed. |f needed, the rules of the high-level or
| ow| evel network policy are augnmented or new rul es are generated
and configured to appropriate SFs.

I nt ent - Based Managenent Franmework for Software-Defined Vehicles

This section introduces the intent-based managenent framework for
SDVs. It first describes the life cycle of an intent-based system
(IBS) for SDV managenent. Then, it discusses the V2V and V2I
networking in the framework. Eventually, the conponents and
interfaces of the framework are expl ai ned.

1. Life Cycle of an I BS for SDV Managenent

According to the life cycle design of IBN [RFC9315], Figure 3 shows
the life cycle of an intent-based system (I BS) for SDV nanagenent.

It divides the life cycle into three spaces, nanely SDV User Space,
Translation & | BS Space, and Network Operations (Ops) & Application
(App) Space. Each space is further divided into two sections,
fulfillment and assurance. The fulfillnent section pipelines the
steps (i.e., intent input, translation/refinenent, I|earning/planning/
rendering, and configuration/provisioning) toward the final SFs such
as network functions (NFs) and applications in SDVs. The assurance
section nonitors final results of the intent fulfillment to validate
and anal yze the resulted NFs and applications for SDVs.
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Figure 3: The Life Cycle of IBS for SDV Managenent
.2. V2V and V2I Networking for SDVs

Benefited from V2V and V2| networking, SDVs can be managed and

moni tored by the vehicular cloud. Figure 4 shows an exanple of V2V
communi cati ons between two SDVs having their internal SFs. An SDV
has its own internal networks (called in-vehicle networks), which
consist of nultiple subnets connected with each other through
routers. The SDV can communi cate with other SDVs via the interface
froman | P-based on-board unit (IP-OBU). IP-OBUis a network device
in an SDV that has a basic processing ability and can be driven by a
| ow- power CPU (e.g., ARM with a 5G Vehicl e-to-Everything (V2X)
conmuni cati on device [RFC9365]. By the IP-OBU interface, the
internal SFs of the SDV can al so communicate with that of other SDVs.
In this way, the internal SFs can be flexi bly managed and controll ed
t hrough V2V net wor ki ng.

Jeong, et al. Expi res 11 Decenber 2025 [ Page 7]



Internet-Draft An | ntent-Based SDV Fr anewor k June 2025

)< >(*)
(2001: db8: 1:1::/64) | | (2001: db8:1:2::/64)

o e e e e e o oo |----- I e B e +
I v | | v I
| +--------- + S R + | | +------- + S + |
| | Navi gator| |[1P-OBUL| | | |IP-OBU| | Navi gat or | |
| +--------- + - + | | +------- + - + |
| N N | | N N |
I I I || I I I
| % % | ] % % |

---------------------------- | e
| 2001: db8:10:1::/64 » | A 2001: db8:20:1::/64 |
I I || I I
I v || v I
| +--------- + S + | | +-------- + H--- oo + S +|
| |Firewall | | Rout er 1| | | |Firewall| |Routerl|...|Router2||
| +--------- + S R + | | +-------- + $---ea-n + S R +|
| N N | | N N N |
I I I || I I I I
| % % | % % % |

---------------------------- |
| 2001: db8:10: 2::/64 | 2001: db8: 20: 2:: /64 |
R R L +

SDV1 (Mobil e Networkl) SDV2 (Mobil e Networ k2)

<----> Wred Link <....> Wreless Link (*) Antenna
Figure 4: V2V Networ ki ng

SDVs can receive software updates as well as the configuration of
their networks and security fromthe vehicular cloud. As shown in
Figure 1, SDVs as vehicles can comuni cate with each other via V2V
and with infrastructure nodes such as IP-RSU via V21, for exanple,
gNodeB in 5G networks, respectively. Figure 5 illustrates the V2I
networ ki ng with edge and cl oud networks for SDVs. An Edge Network
(EN) is a radio access network which has an I P-RSU for wirel ess
communi cation with other SDVs having an | P-OBU and wired

communi cation with other network devices (e.g., routers, |P-RSUs, and
edge servers) [RFCI9365]. The IP-RSU is a network device situated
along the road as an infrastructure node. It has at |east two
distinct |P-enabled interfaces where one is for 5G V2X and the other
is for the wired network connected to the vehicular cloud [ RFC9365].
As shown in Figure 5, the IPv6 prefixes should be configured for both
the in-vehicle network (also called nobile network) and EN. Al so,
for V2X I P networking, the wireless interfaces of |IP-OBU and | P-RSU
shoul d be configured with appropriate I Pv6 network prefixes and
default gateways towards the infrastructure network connected to the
vehi cul ar cloud. An edge server in EN (e.g., Serverl inside EN1
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shown in Figure 5) can help SDVs to performtheir safe driving
functions by processing environmental data collected by the SDVs and
gi vi ng maneuver gui dance to the SDVs.

S +
(*)<........ >(*)  A----- >| Vehicular doud |
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SDV1 (Mobil e Networkl) EN1 (Fi xed Networkl)

<----> Wred Link <....> Wreless Link (*) Antenna
Figure 5: V21 Networking with Edge and C oud Networ ks
3.3. Intent-Based Managenent Framework for SDVs
For the automatic network configuration of SDVs, an intent-based
managenment is required between the vehicular cloud and SDVs
[1-D.jeong-nnrg-ibn-netwrk-mnagenent -automation]. Figure 6 shows a

framewor k of intent-based managenent for SDVs. The franework
consists of a vehicular cloud and SDVs.

<Vehi cul ar d oud (VC)>

Jeong, et al. Expi res 11 Decenber 2025 [ Page 9]



Internet-Draft An | ntent-Based SDV Fr anewor k June 2025

I n I n I
| | | Dat abase | Dat abase |
| | | I'nterface | I'nterface |
| | Consuner - Faci ng | \Y |
| | Interface (Intent) | R + |
| | | +-------- >| Cloud Analyzer |<-+ |
I I | | R + | |
| \Y/ | | Anal ytics | |
[ T I + | Interface | |
| | doud Controller |<----------- + I + ||
[ R F e - >| Vendor’'s Mgnmt Systen] | |
| n Registration Interface +-------------------- + | |
I I n | |
Fomm e e e oo | ------------------------------------------ | ------------- -+

| Controller-Facing Interface VMS- Faci ng | Anal yzer- |

| (Hi gh-1evel Policy) Interface | Faci ng |

| Interface |
AR [=mmmmmm e (R |-+
I I I | |
I v | |
[ T + Regi stration R + | |
| | SDV Controller |<-------cmommmomnann- >| SDV Vendor’s |1
[ R + Interface | Mgnt System | ] |
| A A e + | |
I I I | |
I I I | |
| | | Anal ytics Interface R + | |
| | R >| SDV Anal yzer | <-+ |
I I Hooeeiieie e + I
| | SF-Facing Interface n |
| |  (LowIlevel Policy) | |
I I I I
I I I I
| | R o e e e e e oo oo +---+ |
| | | | Monitoring Interface | |
| % % % v |
| . S ST RS + . + |
| | SF-1 | SF-2 [ .o | SF-n | |
| | (Rout er) | | (Firewall) | | (Navigator) | |
| S S ST RS + S + |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo— oo +

<Sof t war e- Def i ned Vehicle (SDV)>

Figure 6: Intent-Based Managenment Framework for Software-Defined
Vehi cl es
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The vehi cul ar cl oud consists of SDV User (as network administrator),
Cloud Controller (as an orchestrator for a vehicular cloud), SDV
Dat abase (as a main repository for SDV management and nonitoring),
and Cl oud Anal yzer (as a nonitoring data anal yzer for SDVs) such as
Net wor k Data Anal ytics Function (NWDAF) in 5G networks

[ TS-23.288] [ TS-29. 520] .

* SDV User: It is the software (e.g., web-browser-based user
interface) used by SDV adm nistrators to deliver network intents
to SDV controllers. In the 3GPP intent driven nmanagenent service
docunent, it is assumed that network intent is configured by the
i ntent data nodel.

* Cloud Controller: It is a conmponent that controls and manages
ot her system components of the vehicular cloud. Froma security
poi nt of view, a security service policy can be transmtted to the
service function (SF) by converting the SDV User’'s security
service intent into the corresponding security service policy and
sel ecting an SF that provides an appropriate security service.

* Coud Vendor’s Managenent System It is a conponent that provides
i mges of virtualized SFs for vehicular cloud services and
registers the SFs and access information with C oud Controller.

* Coud Analyzer: It gathers and eval uates nonitoring data from SDV
Anal yzers to ensure the functionality and performance of SFs,
e.g., the network data analytics function (NWDAF) in 5G networks.

* SDV Database: It is a database for managi ng SDVs, incl uding
network and security configuration information of SDVs, current
| ocati on and navi gation path of SDVs, etc.

An IBS in SDV is conposed of SDV Controller (as a nanager for an
SDV), SDV Analyzer (as a nonitoring data analyzer for an SDV)
[1-D.jeong-nnrg-ibn-network-mnagenent - aut onati on], Vendor’s
Managenent System (as a vendor systemto provide cloud-native

contai ners) [RFC8329][I-D.ietf-i2nsf-applicability], and Service
Functions such as NFs ( e.g., router, DNS server, firewall
[1-D.jeong-nnrg-ibn-network-mnagenent - aut omation]) and applications
(e.g., safe driver and navigator). The functions of each conponent
i s described as foll ows.

* SDV Controller: It is a conponent that controls and nanages other
components of the SDV framework. It translates the high-1evel
policy received fromthe Coud Controller into a | owlevel policy
that the SF can understand. An SF to performthis |owlevel
service policy is selected, and the policy is transnmitted to the
SF.
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3. 4.

SDV Vendor’'s Managenent System It is a conponent that provides an
imge of a virtualized SF for SDV services to the SDV franmework
and registers the function and access information of the SF with
SDV Controller.

Service Function (SF): It is a conponent that refers to a virtua
network function (VNF), cloud native network function (CNF), or
physi cal network function (PNF) for a specific service. For
security services, it provides security services such as
firewalls, web filters, DDoS attack mtigators, and anti-viruses.
In addition, networks and application services can al so operate as
SFs.

SDV Anal yzer: It is a conmponent that collects nonitoring data from
SFs of SDVs and anal yzes these data to confirmthe activity and
performance of SFs. SDV Analyzer acts as NWDAF in a 5G network

If there are problens (e.g., security attacks, traffic congestion,
QS degradation) in the SDV internal network, SDV Anal yzer
delivers either policy reconfiguration or feedback information to
SDV Controller for security and network troubl eshooti ng.

Interfaces in the SDV Managenent Franmework

Toget her with the designed SDV nmanagenent franmework, in Figure 6,
interfaces are also defined between a pair of system conponents in
the vehicul ar cloud and SDV, respectively. These interfaces include

*

Jeong,

Consuner-Facing Interface: It is an interface between SDV User and
Cloud Controller for conveying intents.

Controller-Facing Interface: It is an interface between C oud
Controller and SDV Controller for high-level policy delivery with
translated intents.

SF-Facing Interface: It is an interface between SDV Control |l er and
SF for the delivery of a translated | ower-1evel policy.

Regi stration Interface: It is an interface used to transfer SF
capabilities and access information for registration to either
Cloud Controller or SDV Controller, or deliver SF queries for
searching the requested SFs. This interface can be an interface
bet ween C oud Controller and O oud Vendor’s Managenent System
(doud VMS), or between SDV Controller and SDV Vendor’s Manhagenent
System ( SDV VNES).

Monitoring Interface: It is an interface between the SF and the

SDV Anal yzer used to collect the SF's nonitoring data to identify
SF-rel ated security, system and network issues.
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* Analytics Interface: It is an interface for delivering policy
reconfiguration or feedback as a result of analyzing SF nonitoring
data. This interface is an interface between SDV Anal yzer and SDV
Control l er, between SDV Anal yzer and O oud Anal yzer, or between
Cl oud Anal yzer and C oud Controller

* Analyzer-Facing Interface: It is an interface between SDV Anal yzer
and C oud Anal yzer for the exchange of security, network, and
systemrel ated anal ysis of SFs.

* VMsS-Facing Interface: It is an interface between O oud VMS and SDV
VMS to exchange SF container inmages with SF feature information.

* Database Interface: It is an interface for exchanging data in an
SDV database. It is an interface between SDV Dat abase and d oud
Controller, or between SDV Dat abase and C oud Anal yzer

The intent, high-level policy, and | owlevel policy can be either XM
docunent s [ RFC6020] [ RFC7950] or YAML docunments [YAM.]. They can be
delivered to the destination conponents via NETCONF [ RFC6241],
RESTCONF [ RFC8040], or REST APl [ REST].

As shown in Figure 6, the Intent-Based Managenent SDV Franmewor k
enforces an intent froman SDV User, which as a user (or

admi nistrator), into a target systemsuch as SDV. The intent from
the SDV User can be translated into the correspondi ng hi gh-1eve
policy by an intent translator in the Coud Controller of the
Vehicular Cloud [I-D.jeong-opsawg-security-nmanagenent - aut onati on].
The high-level policy can also be translated into the corresponding

| ow1level policy by a policy translator in the SDV Controller of the
SDV [SPT]. The lowlevel policy is dispatched fromthe SDV
Controller to appropriate Service Functions (SFs) in the SDV, such as
Router, Firewall, and Navigator, as shown in the figure. Through the
moni toring of the SFs, the activity and perfornmance of the SFs in the
SDV is nonitored and anal yzed by the SDV Analyzer in the SDV. |f
needed, the rules of the high-level or |owlevel network policy can
be augrmented by the SDV Anal yzer. Also, new rul es can be
automatically generated and configured to appropriate SFs by the SDV
Anal yzer.

Therefore, this docunent proposes a framework of intent-based
management for networks in Software-Defined Vehicles. Through this

i nt ent - based managenent, the SFs in SDVs can be better managed and
configured. Base on the proposed framework, both virtualized network
functions and applications can be efficiently orchestrated for agile
network resource re-configurations and flexi ble SDV application

updat es.
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4. | ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
5. Security Considerations

The sane security considerations for the Interface to Network
Security Functions (I12NSF) Franmework [RFC8329] are applicable to the
i nt ent - based managenent framework this docunent.
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