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Abst ract

Thi s docunent specifies the problemstatement for the Interface to

I n- Net wor k Conputing Functions (121 CF) for user services both on the
net wor k-1 evel and application-level. In-Netwrk Conputing Functions
(ICF) include In-Network Network Functions (INF) which are defined in
the context of Network Functions Virtualization (NFV) and Software-
Defi ned Networking (SDN). |CFs also include In-Network Application
Functions (1 AF) which appear in the context of Internet-of-Things

(1 0oT) Devices, Software-Defined Vehicles (SDV), and Unnanned Aeri al
Vehicles (UAV). Intent-Based Networking (IBN) can be used to conpose
user services and consist of a conbination of ICFs in a target
network. This docurment investigates the need for a standard
framework with the interfaces for ICFs, in ternms of applications with
the need to run Artificial Intelligence (Al) in the network and
interoperability anmong nulti-vendor |CFs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Net wor k softwarizati on has been widely adopted in multiple
environnments, such as in cloud and edge conputing, as well as in the
network infrastructure itself, facilitating the depl oynent of network
services (e.g., 5G nobile networks [TS-23.501]). The multiple

t echnol ogi es behind network softwarization include Network Functions
Virtualization (NFV) [ETSI-NFV][ ETSI - NFV- Rel ease-2] and Sof t war e-
Defined Networking (SDN) [RFC7149]. Furthernore, there is also an
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integration with Intent-Based Networking (IBN)

[ RFC9315] [ Survey- | BN- CST- 2023], which can be used to define and
deploy intelligent network services as well as intelligent
application services. End-user devices such as smartphones and
smartwat ches are connected to various Internet-of-Things (I0oT)
devices for custoner-tailored services. Recently, Software-Defined
Vehi cl es (SDVs) [ AUTOSAR- SDV] [ Ecl i pse- SDV] [ COVESA] have the potenti al
to beconme as popul ar as smartphones. SDVs are intended to use
networ k softwarization technol ogi es such as NFV and SDN. System
conponents and applications in the context of SDVs are usually
executed on containers in a cloud native environment and can be
orchestrated for instance with Kubernetes [ Kubernetes].

There is an undeniable trend towards using Artificial Intelligence
(Al') to inprove multiple conplex network operations. Al can, for

i nstance, enable the creation of dynam c, adaptable security
policies, which are particularly inportant in the cloud-edge-core-
continuum which is by definition a heterogeneous environment to

whi ch different parts can bring advantages, challenges and threats.
Al has been successfully used in the context of intrusion detection,
but it also inproves troubl eshooting, being able to predict problens
before they occur. Al can learn fromtelenetry data collected from
mul ti pl e networks and reach concl usions that can be applied globally
or to individual networks. |In all these cases, there are trenendous
benefits to running Al processes within the network itself.

In this context, network automati on and managenent have becone
critical. It is inportant to facilitate the construction of
intelligent services and applications for both network operators and
end users [I|-D.jeong-nnrg-ibn-network-nanagenent - aut omation]. A user
intent (who can be an end user or network operator) in the form of
either text or voice needs to be understood and processed by the
system An intent is a declarative request for a specific goa

rat her than an inperative request having a series of configuration or
commands for specific operations. Thus, an intent needs to be
translated into a network policy or an application policy that
satisfies the user request. A network policy consists of rules to
execute a user intent, which can be for instance defined in terns of
Quality of Service (QS) requirenents, defining targets for metrics
such as throughput and delay. An application policy consists of
rules to execute the service's application demands, for exanple in
terms of functionality and timng. After network and application
polices are translated, there is a need to invoke the appropriate

Net wor k Functions (NF) in the network infrastructure, edge, or cloud.

Thus, a user intent has to be translated either into a network policy

executed as a network service on the network infrastructure or an
application policy for an application service. For exanple, services
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for user applications (e.g., video conference) need to be accurately
configured and efficiently processed by not only Application
Functions (AF) such as a client (e.g., a video conference client) and
a server (e.g., a video conference server), but also Network
Functions (NF) (e.g., video broadcast coordinator) defined in the
context of Computing in the Network (CO N)
[I-D.irtf-coinrg-use-cases][NFV-CAO N].

In the context of Conmputing in the Network (CO N) term nol ogy
[I-D.irtf-coinrg-coin-termnology], a Programmbl e Network Device
(PND) in an In-Network Conputing (I NC) environnent can have nultiple
ki nds of features and capabilities. A PND can also interact with
other PNDs. PNDs fromdifferent product |ines or vendors can provide
different functionalities for INC functions. |In order to conpose a
CAO N system consisting of multiple PDNs that interact anong
thenselves, it is necessary to define a standard interface for PNDs
to expose so that they can | earn about each other’s capabilities and
properly interact.

A standard framework to define the interfaces of Application
Functions (AFs) and Network Functions (NFs) is required to allow the
configuration and nonitoring of applications and network services
consisting of those functions. There is currently no standard data
nmodel to describe the capabilities of AFs and NFs. Furthernore,
there is no standard data nodel defining an interface to register the
capabilities of AFs and NFs on a controller-like device that would
process service requests for those functions. |In addition, there are
no standard interfaces to configure and nonitor those AFs and NFs
according to user’'s intent. The Interface to Network Security
Functions (12NSF) was standardi zed for the control and nanagenent of
Net work Security Services with Network Security Functions (NSFs)

[ RFC8329][I-D.ietf-i2nsf-applicability]. The present document is
defined taking into account the |I2NSF docunent, but the purpose is
beyond the scope of Security Functions, defining a nore genera
control and managenent framework for intelligent services consisting
of AFs and NFs.

Thi s docunent specifies the problem statenment and use cases for the
Interface to In-Network Conputing Functions (121CF) considering
arbitrary I n-Network Conputing Functions (I CFs) presenting arbitrary
features and capabilities. The |ICFs consist of Network Functions
(NFs) including PNDs and Application Functions (AFs) in order to
compose a user’'s services. First of all, ICFs include |In-Network
Net wor k Functions (I NF) which are NFs defined within the context of
NFV and SDN [I-D.irtf-coinrg-use-cases]. Secondly, they also include
I n- Networ k Application Functions (I AF) which are AFs enpl oyed by

I nternet-of-Things (l10T) Devices, Software-Defined Vehicles (SDV)

[ AUTCSAR- SDV] [ Ecl i pse- SDV] [ COVESA], and Unmanned Aerial Vehicles
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(UAV). Finally, this docunment shows how I ntent-Based Networking
(IBN) can be realized with the proposed 121 CF franework and its
interfaces for user services that consist of a conbination of ICFs in
a target network

Note that a standard franmework for In-Network Functions is the only
way to provide the interoperability of diverse autononous systens and
networ ks on the service-level. The proposed 121CF allows the
integration of existing and new services inplenented with different
technol ogies, at different locations (e.g., cloud or edge) each with
different requirenents and functionalities. It can also have an

i mpact on innovation, as it provides a new |level of integration for
various | CFs. The standard interfaces for the |ICFs can also allow

gl obal -1 evel decisions to be enforced, such as those related to
elasticity and scalability.

2. Term nol ogy

Thi s docunent uses the term nol ogy described in [ RFC9315], [RFC8329],

[I-D.irtf-coinrg-coin-termnology], [I-Dirtf-coinrg-use-cases],
[1-D.jeong-nnrg-security-managenent - aut omati on],
[1-D.jeong-nnrg-ibn-network-nmnagenent -automation], and [SPT]. In

addition, the following terns are defined bel ow

* Intent: the set of operational goals (that a network shoul d neet)
and outcones (that a network is supposed to deliver) defined in a
decl arative manner without specifying how they are achi eved or
shoul d be inplenmented [ RFC9315].

* |Intent-Based System (IBS): the systemthat enforces an intent from
a user (or administrator) into a target system(e.g., SDV). An
intent can be expressed in Natural Language (e.g., English) and
can be translated into a policy (i.e., network policy and
application policy) using Natural Language Processing (NLP)

[ Fl an-T5] [ GPT-3] [USEN X- ATC-Lum ] [BERT] [Deep-Learning]. 1In
this docunent, the intent can be translated into a corresponding
hi gh-1evel policy by an intent translator
[I-D.gu-nnrg-intent-translator]. The high-level policy can also
be translated into the corresponding | ow|evel policy by a Policy
Translator (PT) [SPT]. The lowlevel policy is dispatched to
appropriate Service Functions (SFs). Through the nonitoring of
the SFs, the activity and perfornance of the SFs is nonitored and
anal yzed. |f needed, the rules of the high-level or |owleve
network policy are augnented or new rul es are generated and
configured to appropriate SFs.
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* Mbile Cbject (M): the object that is capable of moving with its
own power source and wireless comruni cation capability, e.g., in
the context of 5G Vehicle-to-Everything (e.g., 5G V2X). An MO can
be an Internet-of-Things (10T) device, Software-Defined Vehicle
(SDV) [ AUTCSAR- SDV] [ Ecl i pse- SDV] [ COVESA], and Unmanned Aeri al
Vehicle (UAV). An MO is a Progranmmabl e Network Devi ce (PND)
[I-D.irtf-coinrg-coin-termnology] that can be reconfigured for
different network requirenents inside the MO

* |In-Network Network Functions (INF): the service functions that do
the conputing in the network infrastructure. They are a group of
CO N prograns [I-D.irtf-coinrg-coin-termnology] to provide
required computing tasks and functions.

* In-Network Application Functions (I AF): the service functions that
work for applications in Mbile Ohjects. They are a group of CON
prograns [I-D.irtf-coinrg-coin-term nology] to provide the
required application tasks and functi ons.

* Interface to In-Network Conputing Functions (12ICF): the
interfaces that are used between a pair of ICFs for the
i nteraction, configuration and nonitoring.

* A Framework for the Interface to I n-Network Conputing Functions
(121CF): the framework that consists of conponents and interfaces
to configure and monitor |1 CFs that can be enpl oyed by applications
and services in the network infrastructure and Mos.

3. Problem Statenent for Interface to I n-Network Conputing Functions

This section starts with a description and exanpl es of | n-Network
Conputing Functions. Next, an overview of Intent-Based Networking
(IBN) is presented, and finally the Problem Statenment for the
Interface to In-Network Conputing Functions (121CF). Figure 1 shows
Wreless and Wred Networks of a Central doud. The |I2lCF framework
i ncludes network entities and Mobile Ohjects (M). Figure 2 shows a
VNF- Consensus Architecture that allows the 12I1CF franework to
synchroni ze flow table informati on of replicated SDN Controllers all
in the sanme Edge Coud [NFV-CON]. These are exanple networks wthin
the |21 CF probl em space.
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Central d oud

Rk Rk I R R R R Sk o O R I

* *
* o m e e e e m e m - + *
* | Coud Controller | *
T +
* N
* | *
* \Y *
IR S S I I I R S R R O I S I S I I R R S S S I I S O
N N N
I I I
\% \% \%
o m e e e - + o m e e e - + o m e e e - +
| Edge- C oudl]| | Edge- C oud?2| | Edge- Cl oud3|
M + M + M +
N N N
I I I
\% \% \%
B S + B S + B S +
| IP-RSUL |<------- > IP-RSW2 | <------- >| | P-RSU3 |
R S —— + R S —— + R S —— +
N N N
T b e + T +
| T V2l | | T V2l | | T V2l |
I v || v [ v I
S SRR + S SRR + | | S SRR + | | S SRR + |
| ML |===> ] MR [===> | | MB === | | M® |===>
T T +<..... ... D R + | | T + |
V2V n V2V n | | n |
| V2V | | V2V | | V2V |
I v || v [ v I
| A I R S + |
| | M®B |===>| | | M6 [|===> | | MO7T | ==>
| N S +
I I S T T + I +
Subnet 1 Subnet 2 Subnet 3
(Prefixl) (Prefix2) (Prefix3)
<----> Wred Link <....> Wreless Link ===> Moving Direction

Figure 1: 121 CF Framnework: Wreless and Wred Networks in a
Central d oud
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Figure 2: 121 CF Framework: VNF-Consensus in an Edge d oud
3.1. In-Network Conputing Functions

A large variety of In-Network Conputing Functions (1CF) have been
proposed for the inplenentation of various services inplenmented with
CO N (COmuting I n-the Network) which is based on network

softwari zati on technol ogi es, mainly NFV and SDN
[I-D.irtf-coinrg-use-cases][NFV-CAON].

The CO N Use Cases Document [I-D.irtf-coinrg-use-cases] proposes four
ki nds of use cases for In-Network Conputing. Those use cases are (i)
Provi ding New CO N Experiences, (ii) Supporting New CO N Systens,
(iii) Inproving Existing CON Capabilities, and (iv) Enabling New

CO N Capabilities.
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For Providing New CO N Experiences, the docunent describes nobile
application offl oading and Extended Reality (XR) and i mersive
medi a.

For Supporting New CO N Systens, the docunent describes In-
Net work Control, Time-Sensitive Applications, Large Vol une
Applications, and Industrial Safety.

For Inproving Existing CON Capabilities, the document describes
Content Delivery Networks (CDN), Compute-Fabric-as-a-Service
(CFaaS), and Virtual Network Programming (e.g., P4 prograns and
OpenFl ow rul es).

For Enabling New CO N Capabilities, the docunent describes
Distributed Al Traini ng anong geographically di spersed endpoints
for solving | arge-scal e problens.

NFV- CO N [ NFV-CO N] describes three use cases for |n-Network
Conputing. |Its use cases are (i) NFV Failure Detection, (ii) Virtua
Net wor k Function (VNF) Consensus, and (iii) NFV Reliable Broadcast.

1.

Jeong,

NFV Failure Detection is an NFV-based failure detector that
obtains nmonitoring data from SDN Switches via an SDN Control |l er
and al so detects the failure of comunication links. This
failure detector is a standalone NF and is thus separated from
the SDN Controller and thus it does not sacrifice SDN Controller
performance (e.g., CPU usage).

VNF Consensus is a consensus service that perforns the
synchroni zati on of the control planes of replicated SDN
Controllers. This consensus service does not require any

modi fication of both the data plane and control plane of SDN

swi tches and controllers. Through the consensus service, if a
new rule is configured by an SDN Controller, this rule is
reliably distributed to all the other SDN Controllers through the
VNF- Consensus service

NFV Rel i abl e Broadcast is an NFV-based broadcast service (NFV-
RBCast) that provides both reliable and ordered delivery of
messages. This ordered broadcast is inplenented by NFV-RBCast
usi ng a VNF-Sequencer. A flow to be broadcast the NFV- RBCast
servi ce causes an SDN Controller to install a forwarding rule on
the necessary SDN Switches. Al the packets of the flow are
forwarded to the VNF-Sequencer. The VNF-Sequencer inserts a
sequence nunber into each of those forwarded packets, and sends
themto the destination.
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Functionalities of each service need to be deconposed into AFs and
NFs in edge conputing. The managenent and configuration of those AFs
and NFs is a functionality that nust be provided by a service
coordinator in the context of CO N based network services. There is
currently no framework or interfaces defined as standards specifying
the life cycle of CO N based services

3.2. Intent-Based Networking

According to [ RFC9315] the intent life cycle of an |Intent-Based
System (I1BS) is shown in Figure 3. The life cycle involves intent
management for network entities and Mds. [RFC9315] divides the IBS
life cycle into three spaces, nanely MO User Space, Translation & IBS
Space, and Network Operations (Ops) & Application (App) Space. Each
space is further subdivided into two sections, fulfillment and
assurance. The fulfillnment section pipelines the steps (i.e., intent
i nput, translation/refinenent, |earning/planning/rendering, and
configuration/provisioning) toward the final SFs such as Network
Functions (NFs) and Application Functions (AFs) in Mds. The
assurance section nonitors final results of the intent fulfillment to
val i date and anal yze the resulted NFs and applications for M3s.

I BS User : Transl ati on/ : Network Ops/
Space : I BS Space . App Space
Ful fill : :
R i + . R + R S R +
| Recogni ze/|---->| Translate/ |-->| Learn/ | -->] Configure/|
| Generate | : | Refi ne | | Pl an/ | : | Provision
| I'ntent | <----| | | Render | |
S + Fom e e o - + Fom e e o - T +
N N |
............ T P I
| Fommm - + \%
| | Validate | L +
| AR RAE T +<----| Monitor/
Assure | | .| Cbserve |
E - + : Fomm - - + Fomm - - +<-- - |
| Report |<----- | Abstract |<----- | Analyze/ | = +---------- +
R + L + | Aggregate
: N +

Figure 3: Intent Managenment: IBS Intent Life Cycle

The life cycle in Figure 3 is presented as a conceptual view and

needs to be made concrete in the formof a framework with interfaces
anong conponents in the franework. The data nodels of an intent, a
network policy, and an application policy should be specified using
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ei ther YANG [ RFC6020] [ RFC7950] or YAML [YAM.]. Messages are to be
delivered to target conponents via some nessage delivery protocol
such as NETCONF [ RFC6241], RESTCONF [ RFC8040], or REST APl [ REST].

3.3. Problem Statenent

The goal of an Intent-Based System (IBS) is to enforce the service
corresponding to a user’s intent with an appropriate application in a
target network in terns of functionality and quality

[ RFC9315] [ RFC8329] [I-D.jeong-nnrg-security-nmanagenent - aut omati on]
[1-D.jeong-nnrg-ibn-network-managenent -autonmation]. To achieve this
goal, first of all, an intent needs to be translated into either a
network policy or an application policy by an intent translator
[1-D.gu-nnrg-intent-translator]

[1-D.jeong-nnrg-ibn-network-mnagenent -automation] [SPT]. Then those
network policies and application policies need to be delivered to a
network controller and an application controller, respectively. The
network controller further translates the network policy into the
network rules to be sent to the network entities (i.e., NFs). In the
same way, the application controller further translates the
application policy into the application rules to be sent to the
application entities (i.e., AFs).

For the translation of either an intent or a policy, the capabilities
of NFs and AFs shoul d be regi stered with databases (e.g., NF database
and AF database). Thus, a capability data nodel for those NFs and
AFs shoul d be specified [I-D.ietf-i2nsf-capability-data-nodel].

Also, a registration interface is required for an NF or AF vendor to
register its NF or AF with the correspondi ng dat abase such as the NF
dat abase and the AF dat abase, respectively
[I-Dietf-i2nsf-registration-interface-dnj. Therefore, a data nodel
for this registration interface should be specified to nake a

regi stration message for the Vendor’s Managenent System (VM)

[ RFC8329] .

An | BS user needs an interface to send an intent to an IBS controller
(e.g.., Coud Controller in Figure 1), it must have an intent
translator [I-D.gu-nnrg-intent-translator], which translates the
intent into a network policy or an application policy, and a

di spat cher, which dispatches the policies to appropriate destinations
(e.g, NF controller and AF controller). This interface is called a
Customer-Facing Interface (CFl) for the |IBS user
[I-D.ietf-i2nsf-consuner-facing-interface-dmi. A data nodel for the
Cust oner - Faci ng I nterface should al so be specified.

Both an NF controller and an AF controller need an interface to

deliver the network rules and the application rules to the
appropriate NFs and the appropriate AFs, respectively. This
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interface is called a Service Function-Facing Interface (SFI) for
both the NF controller and the AF controller
[1-D.ietf-i2nsf-nsf-facing-interface-dm.

For the assurance of the intent in the target network and
application, the collection and anal ysis of nmonitoring data fromthe
NFs and AFs is required. A Mnitoring Interface
[I-D.ietf-i2nsf-nsf-nmonitoring-data-nodel] is an interface to coll ect
monitoring data fromeither an NF or an AF to a data collector (e.g.
I BS anal yzer [I-D.lingga-nnrg-anal ytics-interface-dn

[ TS-23.288] [ TS-29.520]). For further actions, the analysis results
of the NF and the AF should be reported to the NF controller and the
AF controller, respectively. An Analytics Interface is an interface
to deliver analysis results to either an NF controller or an AF
controller [I-D.lingga-nnrg-analytics-interface-dnj.

The required data nodels can be constructed by either YANG

[ RFC6020] [ RFC7950] or YAML [ YAM.]. The nessage delivery protocol for
the interfaces can be one anong NETCONF [ RFC6241], RESTCONF

[ RFC8040], or REST APl [ REST].

4. | ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
5. Security Considerations
The sane security considerations for the Interface to Network
Security Functions (I12NSF) Franework [RFC8329] are applicable to the
I ntent-Based Systemthis docunent.
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