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Abst ract

Thi s docunent specifies a framework to define Interface to In-Network
Conputing Functions (121 CF) for user services both on the network-

| evel and application-level. In-Network Conputing Functions (ICF)

i nclude | n-Network Network Functions (INF), defined in the context of
Net wor k Functions Virtualization (NFV) and Software-Defined
Networking (SDN). |1CFs also include In-Network Application Functions
(I'AF) which appear in the context of Internet-of-Things (10T)

Devi ces, Software-Defined Vehicles (SDV), and Unmanned Aeri al
Vehicles (UAV). This docunent describes an |2l CF franework, which

i ncl udes conponents and interfaces to configure and nonitor the |ICFs
that inplenment applications and services.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
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1. Introduction

Net wor k softwari zati on has been wi dely adopted in nultiple
environnments, such as in cloud and edge conputing, as well as in the
network infrastructure itself, facilitating the depl oynent of network
services (e.g., 5G nobile networks [TS-23.501]). The nultiple
technol ogi es behind network softwarization include Network Functions
Virtualization (NFV) [ETSI-NFV][ETSI - NFV- Rel ease-2] and Sof t war e-
Defi ned Networking (SDN) [RFC7149]. Furthernore, there is also an
integration with Intent-BasedNetworking

(I BN) [ RFC9315] [ Sur vey- | BN- CST-2023], which can be used to define and
deploy intelligent network services as well as intelligent
appl i cation services.

In the context of Conmputing in the Network (CO N) term nol ogy
[I-D.irtf-coinrg-coin-termnology], a Programmbl e Network Device
(PND) in an In-Network Conputing (I NC) environnent can have nultiple
ki nds of features and capabilities. A PND can also interact with
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other PNDs. PNDs fromdifferent product |ines or vendors can provide
different functionalities for INC functions. |In order to conmpose a
CAO N system consisting of multiple PDNs that interact anong
thenselves, it is necessary to define a standard interface for PNDs
to be exposed so that they can | earn about each other’s capabilities
and properly interact with each other.

A standard framework to define the interfaces of Application
Functions (AFs) and Network Functions (NFs) is required to allow the
configuration and nonitoring of applications and network services
consisting of those functions. There is currently no standard data
nmodel to describe the capabilities of AFs and NFs. Furthernore,
there is no standard data nodel defining an interface to register the
capabilities of AFs and NFs with a controller-Iike device that would
process service requests for those functions. |In addition, there are
no standard interfaces to configure and nonitor those AFs and NFs
according to a user’'s intent. The Interface to Network Security
Functions (12NSF) was standardi zed for the control and nanagenent of
Net work Security Services with Network Security Functions (NSFs)
[RFC8329] [I-D.ietf-i2nsf-applicability]. The present document is
defined taking into account the |I2NSF docunent, but the purpose is
beyond the scope of Security Functions, defining a nore genera
control and managenent framework for intelligent services consisting
of AFs and NFs.

Thi s docunent specifies a framework for the definition of the
Interface to I n-Network Conputing Functions (121CF) for |n-Network
Conputing Functions (ICFs), assumng arbitrary functionalities,
features and capabilities. The |ICFs consist of Network Functions
(NFs) including PNDs and Application Functions (AFs) and are used to
compose user services. First of all, ICFs include In-Network Network
Functions (I NF) which are NFs defined within the context of NFV and
SDN [I-D.irtf-coi nrg-use-cases]. Secondly, they also include In-

Net wor k Application Functions (I AF) which are AFs enpl oyed by

I nternet-of-Things (l10T) Devices, Software-Defined Vehicles (SDV)

[ AUTCSAR- SDV] [ Ecl i pse- SDV] [ COVESA], and Unmanned Aerial Vehicles
(UAV). Finally, this docunment shows how I ntent-Based Networking
(IBN) can be realized with the proposed 121 CF franework and its
interfaces for user services that consist of a conbination of ICFs in
a target network

2. Term nol ogy

Thi s docunent uses the term nol ogy described in [ RFC9315], [RFC8329],
[I-Dirtf-coinrg-coin-termnology], [I-Dirtf-coinrg-use-cases],
[1-D.jeong-nnrg-security-managenent - aut omati on],
[1-D.jeong-nnrg-ibn-network-nmnagenent -automation], and [SPT]. In
addition, the following terns are defined bel ow
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Intent: the set of operational goals (that a network shoul d neet)
and outcones (that a network is supposed to deliver) defined in a
decl arative manner without specifying how they are achi eved or
shoul d be inplenmented [ RFC9315].

I ntent-Based System (I1BS): the systemthat enforces an intent from
a user (or administrator) into a target system(e.g., SDV). An
intent can be expressed in Natural Language (e.g., English) and
can be translated into a policy (i.e., network policy and
application policy) using Natural Language Processing (NLP)

[ Fl an-T5] [ GPT-3] [ USEN X- ATC- Lum ] [ BERT] [Deep-Learning]. |In this
docunent, the intent can be translated into a correspondi ng hi gh-

I evel policy by an intent translator
[1-D.jeong-nnrg-security-managenent-automation]. The high-1eve
policy can also be translated into the corresponding | ow| eve
policy by a Policy Translator (PT) [SPT]. The lowlevel policy is
di spatched to appropriate Service Functions (SFs). Through the
moni toring of the SFs, the activity and perfornance of the SFs is
nmoni tored and anal yzed. |f needed, the rules of the high-level or
| ow| evel network policy are augnmented or new rul es are generated
and configured to appropriate SFs.

Mobile Object (MJ): the object that is capable of nmoving with its
own power source and wirel ess comuni cation capability, e.g., in
the context of 5G Vehicle-to-Everything (e.g., 5G V2X). An MO can
be an Internet-of-Things (10T) device, Software-Defined Vehicle
(SDV) [ AUTOSAR- SDV] [ Ecl i pse- SDV] [ COVESA], and Unmanned Aeri al
Vehicle (UAV). An MO is a Progranmmabl e Network Devi ce (PND)
[I-D.irtf-coinrg-coin-termnology] that can be reconfigured for
different network requirenents inside the MO

I n- Net wor k Network Functions (INF): the service functions that
work for conputing in the network infrastructure. They are a
group of CON prograns [I-D.irtf-coinrg-coin-termnology] to
provi de required conputing tasks and functions.

I n-Network Application Functions (IAF): the service functions that
work for applications in Mbile Objects. They are a group of CON
prograns [I-D.irtf-coinrg-coin-term nol ogy] to provide the
required application tasks and functi ons.

I n- Networ k Conputing Functions (ICF): the service functions that
i nclude I n-Network Network Functions (INF) and I n-Network
Application Functions (IAF).

Interface to In-Network Conputing Functions (12I1CF): the

interfaces that are used between a pair of ICFs for the
i nteraction, configuration and nonitoring.
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* A Franmework for the Interface to I n-Network Conputing Functions
(121 CF): the framework that consists of conponents and interfaces
to configure and monitor |1 CFs that can be enpl oyed by applications
and services in the network infrastructure and Mds.

3. A Franework for the Interface to In-Network Conputing Functions

This section specifies a framework for defining the Interface to In-
Net wor k Conputing Functions (12ICF), including its components and the
i nterfaces anong those conponents. Figure 1 shows Wrel ess and Wred
Net wor ks of a Central Coud. The |21CF franework includes network
entities and Mbile Objects (MJ). Figure 2 shows a VNF-Consensus
Architecture that allows the 121 CF framework to synchronize fl ow
table information of all the replicated SDN Controllers in the sane
Edge C oud [NFV-CO N] .
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Figure 1: 121 CF Franework: Wreless and Wred Networks in a
Central d oud
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Edge d oud Central d oud
EE R I S I S I R I I S I R I O I I I S kkkkkkkkk*
* * * *
* * R SO + *
R R + R I + * * | doud | *
* | VNF-Consensus |<->| Edge Controller |<->*<->* |Controller| *
* O P4 . + O FA + * KT + *
* | | * * *
* \Y V * * *
kkkkhkkkhkhkhkhkhkkkhkhkhkhkhkhkhkkkhkkhkhkhkhkikhkkkkhkkhkikikikikikkkk*k *kkkkkkkk*%
N N N
I I I
\% \% \%
Fom e e e oo - + Fom e e e oo - + Fom e e e oo - +
| SDN- Control | er 1] | SDN- Cont r ol | er 2| | SDN- Cont r ol | er 3|
R + R + R +
N N N
I I I
\% \% \%
Fom e e e oo - + Fom e e e oo - + Fom e e e oo - +
I T N B N N B SR
| | Sw | I | | SwB | I | | Svb | I
| +---No+ | | +---No+ | | +---No+ |
I I I I I I I I I
| +-V---+ | | +-V---+ | | +-V---+ |
I | sve | | I | SW | | I | Sv& | |
| +----- + | | +----- + | | +----- + |
R + R + R +
SDN- Net wor k1 SDN- Net wor k2 SDN- Net wor k3
(Prefixl) (Prefix2) (Prefix3)

<----> Wred Link

Figure 2: 121 CF Framework: VNF-Consensus Architecture in an Edge
C oud

An intent-based nanagenment strategy is required between the central
cloud and M3s to allow the automatic configuration of MXs
[1-D.jeong-nnrg-ibn-network-mnagenent -automation]. Figure 3 shows
an instance of the |12ICF framework as an IBS for an MO, The
framework in this case includes a Central Coud and an MO Figure 4
shows an 121 CF franework as an IBS for an Edge C oud. The franmework
in this case consists of a Central O oud and an Edge d oud.
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Figure 3. 12ICF Framework for a Moving Object
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Figure 4: 121 CF Framework for an Edge C oud
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A Central Coud (CC) consists of an |21 CF User (as network

adm nistrator), a Coud Controller (which acts as an orchestrator for
the central cloud), an |21 CF Database (which is the main repository
for | CF managenent and nonitoring information), and a Coud Anal yzer
(as a nmonitoring data anal yzer for Mos and ECs) such as Network Data
Anal ytics Function (NWDAF) in 5G networks [TS-23.288][TS-29. 520].
These and ot her conponents are defined next:

* |21 CF User: the software (e.g., web-browser-based user interface)
that is used by I12ICF adnministrators to deliver network intents to
MO controllers and edge controllers. |In the 3GPP intent-driven
managenent service docunent, it is assuned that a network intent
is configured by an intent data nmodel [TS-28.312] [TR-28.812].

* Coud Controller: the main conponent that is responsible for the
managenent and control of other system conponents of the centra
cloud, including security. Froma security point of view, a
security service policy can be transmitted to the service function
(SF) by converting the 12ICF User’'s security service intent into
the corresponding security service policy and selecting an SF that
provi des an appropriate security service.

* Coud Vendor’'s Managenent System the conponent that provides
i mges of virtualized SFs for cloud services and registers the SFs
and access information with the C oud Controller

* Coud Analyzer: the conponent that gathers and eval uates
nmoni toring data from MO Anal yzers and Edge Anal yzers to ensure the
functionality and perfornance of SFs, e.g., the network data
anal ytics functi on (NWDAF) in 5G networks.

* |21 CF Dat abase: the database that nanages the information of M3s
and ECs, including network and security configuration and status
of Mos and ECs. For exanple, for M3s it mmintains the current
| ocati ons and navigation paths (e.g., SDVs). For EGCs, it
mai ntai ns network configuration information, including for
instance the status of AFs and NFs within the edge cl oud.

An IBS in an MO (or EC) is conposed of an MO Controller (or Edge
Controller) which acts as a nanager for the MO (or EC), an MO

Anal yzer (or Edge Analyzer) which acts as a nonitoring data anal yzer
for an MO (or EQ))

[1-D.jeong-nnrg-ibn-network-nmanagenent - automation], it can al so

i nclude a Vendor’s Managenent System (as a vendor systemto provide
cl oud- native containers) [RFC8329], and Service Functions (SFs). SFs
for the MOrequire NFs such as routers, DNS servers, and firewalls
[1-D.jeong-nnrg-ibn-network-nmnagenent -autormation]), and AFs incl ude
safe driver devices and navigators. SFs for the EC include NFs such
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as VNF- Consensus, NFV-Failure-Detector, and NFV-RBCast (i.e., NFV
Rel i abl e-Ordered Broadcast) [NFV-CO N ). Those conponents are
further described next:

* MO Controller: the conponent that controls and nanages other
conmponents of the MO franmework (or the EC franework). It
transl ates the high-level policies received fromthe C oud
Controller into a lowlevel policies that the SF can understand.
Any SF can be selected to execute any | ow|evel service. Yet
another task is the transm ssion of the policy to the SF.

* MO Vendor Managenent System (or Edge Vendor Managenent System):
the conponent that provides an inage of a virtualized SF for MO
services (or EC services) to the MO framework (or the EC
framework). Al so responsible for registering functions and SF
access control information on MO Controller (or the Edge
Controller).

* Service Function (SF): the conponent that can be either a virtua
network function (VNF), cloud-native network function (CNF), or
physi cal network function (PNF) of a specific service. 1In the
context of security, SFs provide security services such as
firewalls, web filters, DDoS attack mitigators, and anti-viruses.
In addition, networks and application services can al so operate as
SFs.

* MO Anal yzer (or Edge Anal yzer): the component that collects
monitoring data from SFs of M (or ECs) and anal yzes the
collected data to nonitor the activity and performance of SFs.

The MO Anal yzer (or Edge Analyzer) acts as NWAF of a 5G network
If there are problens (e.g., security attacks, traffic congestion,
Q@S degradation) in the MO network (or EC network), the MO

Anal yzer (or Edge Anal yzer) requests either policy
reconfigurations or feedback information to MO Controller (or Edge
Controller) to restore security or troubl eshoot the network.

4. Interfaces in the |21 CF Framework

Together with the 121 CF franework, interfaces are al so defined

bet ween pairs of system conponents in the central cloud and MO (or
EC), respectively. These interfaces are shown in Figure 3 and
Figure 4 and include the follow ng:

* Consuner-Facing Interface: the interface between |2l CF User

Internet and the C oud Controller. This interface is used for
conmuni cating intents.
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Control ler-Facing Interface: the interface between the C oud
Controller and the MO Controller (or Edge Controller) for the
transm ssi on of high-level policies corresponding to transl ated
intents.

SF-Facing Interface: the interface between the MO Controller (or
Edge Controller) and SF for the transm ssion of translated | ower-
| evel policies.

Regi stration Interface: the interface used to transfer information
about SF capabilities and access control for the registration of
the SF with either the Coud Controller or MO Controller (or Edge
Controller). This interface is also used to deliver SF queries

i ssued for searching for a requested SF. For an MO, this can be
the interface between the Coud Controller and the C oud Vendor
Managenent System (Cl oud VMS), or between MO Controller and MO
Vendor Managenent System (MO VMS). Also, for an EC, this can be
the interface between the Coud Controller and the C oud Vendor
Managenment System (C oud VMS), or between Edge Controller and Edge
Vendor Managenent System (Edge VMS).

Monitoring Interface: the interface between the SF and the MO

Anal yzer (or Edge Anal yzer) used to collect the SF nonitoring data
and is enployed to identify security, system and network issues
related to the SF.

Anal ytics Interface: the interface for the transm ssion of policy
reconfigurations or feedback produced as a result of analyzing the
SF nonitoring data. For an MO, this is an interface between the
MO Anal yzer and MO Controller, or between the C oud Anal yzer and
Cloud Controller. Also, for an EC, this is an interface between
the Edge Anal yzer and the Edge Controller, or between the C oud
Anal yzer and the C oud Controller.

Anal yzer-Facing Interface: the interface between the MO Anal yzer
(or Edge Analyzer) and the C oud Analyzer for the exchange of
security, network, and systemrel ated anal ysis of SFs.

VMS-Facing Interface: the interface between the C oud VM5 and the
MO VM5 (or Edge VMS) used to exchange SF feature information, such
as SF contai ner inages.

Dat abase Interface: the interface for exchangi ng data of an |12l CF
Dat abase. This is an interface between the |2l NC Dat abase and t he
Cloud Controller, or between the |21 CF Database and the C oud

Anal yzer.
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The intents, high-level policies, and | owlevel policies can be
ei ther XML documents [ RFC6020] [ RFC7950] or YAM. documents [ YAM].
They can be delivered to the destination conponents usi ng NETCONF
[ RFC6241], RESTCONF [ RFC8040], or REST APl [ REST].

As shown in Figure 3 and Figure 4, the |2l CF Framework receives an
intent fromthe 121 CF User, entered by a user (who can be an

adm nistrator) into a target systemsuch as an MO (e.g., SDV) or an
Edge Cloud. The intent fromthe 121 CF User can be translated into
the correspondi ng high-level policy by an intent translator
[1-D.gu-nnrg-intent-translator] in the Coud Controller of the
Central Cloud. The high-level policy can also be translated into the
corresponding |ow1level policy by a policy translator in the MO
Controller of the MO or the Edge Controller of the Edge O oud
[1-D.jeong-nnrg-security-managenent-automation][ SPT]. For the MO, as
shown in Figure 3, the lowlevel policy is dispatched fromthe MO
Controller to the appropriate Service Functions (SFs) in the M)
exanpl es of which include a Router or a Firewall. Also, in the
context of the EC, as shown in Figure 4, the lowlevel policy is

di spatched fromthe Edge Controller to appropriate Service Functions
(SFs) in the EC, such as VNF-Consensus, NFV-Failure-Detector, and
NFV- RBCast. Through the nonitoring of the SFs, the activity and
performance of the SFs in the MO (or EC) is nonitored and anal yzed by
the MO Anal yzer (or Edge Analyzer) in the MO (or EC). |If needed, the
rules of the high-level or lowlevel network policy can be augnented
by the MO Anal yzer (or Edge Analyzer). Also, new rules can be
automatically generated and configured to appropriate SFs by the MO
Anal yzer (or Edge Anal yzer).

I'n conclusion, this docunent proposed an |21 CF franework as an |BS
for both M and ECs. Through this IBS, the SFs (i.e., NFs and AFs)
in the M and ECs can be configured and nanaged. Based on the
proposed franmework, both virtualized NFs and AFs can be efficiently
orchestrated, also allow ng agile resource reconfigurations and

fl exi bl e updat es.

I ANA Consi derations
Thi s docunent does not require any | ANA acti ons.

Security Considerations
The sane security considerations for the Interface to Network
Security Functions (I12NSF) Franmework [RFC8329] are applicable to the

I ntent-Based Systemthis docunent.
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