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Abst r act

Thi s docunment specifies the use of Privacy Pass architecture and

i ssuance protocols for authorization in Media over QU C (MQ
transport protocol. It defines how Privacy Pass tokens can be
integrated with Mo@ s authorization framework to provide privacy-
preserving authentication for subscriptions, fetches, publications,
and rel ay operations while supporting fine-grained access control

t hrough prefix-based track nanespace and track name matching rul es.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-jenni ngs-nog-privacy-pass-
aut h/ .

Di scussion of this docunent takes place on the MbQ Working G oup
mailing list (mailto:mog@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ nog/. Subscribe at
https://ww.ietf.org/mailman/listinfo/nmog/. Wrking G oup

i nformati on can be found at https://datatracker.ietf.org/ wy/ noq/.

Source for this draft and an issue tracker can be found at
https://github. com nog-wy/ nbg-transport.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Jenni ngs & Nandakumar Expi res 8 January 2026 [ Page 1]



I nterne

t-Draft Privacy Pass MbQ Auth

July 2025

Internet-Drafts are draft documents valid for a maxi num of six nonths
may be updated, replaced, or obsol eted by other docunents at any

and

tinme.

mat e
Thi s

Copyri g

Internet-Draft will expire on 8 January 2026.

ht Notice

It is inappropriate to use Internet-Drafts as reference
rial or to cite themother than as "work in progress."”

Copyright (c) 2025 | ETF Trust and the persons identified as the

docu
Thi s

lice
Pl ea
and

extr
desc

Table o

Nooh

7
7.
Aut h

Jenni ng

WWhWWLWWWNE

ment authors. All rights reserved.

docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
nse-info) in effect on the date of publication of this docunent.
se review these docunents carefully, as they describe your rights
restrictions with respect to this docunent. Code Conponents
acted fromthis docunment nust include Revised BSD License text as
ribed in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

f Contents

I nt roducti on

.1. Requirenents Language .

Privacy Pass Architecture fo.r l\/bQ

.1. Trust Model

Privacy Pass Token Int egratl on

Exarrpl e Aut horization Fl ow
Security Considerations .

| ANA Consi derations .

Ref er ences

1. Normative Ref erences

2. I nformati ve References
ors’' Addresses

s & Nandakumar Expi res 8 January 2026

Token Types for MQ Aut horization .
Token Structure . . .
2.1. Token Chal |l enge Structure for l\/bQ . .
Track Namespace and Track Name Mat chi ng Rul es .
3.1. Nanespace Matching .
3.2. Track Nane Matching .
3.3. Matching Al gorithm
Token in MOQ Messages . . . .
4.1. SETUP Message Aut hori zatl on . . . .
.4.2. ©MQ Operation-Level Authorization .

OCOONN~NOOOITOTOTOTWWW

[ Page 2]



I nternet-Draft Privacy Pass MbQ Auth July 2025

1.

1.

I nt roducti on

Medi a over QUIC (MQ [ MQ TRANSPORT] provides a transport protocol
for live and on-demand nedi a delivery, real-tinme communication, and
interactive content distribution over QU C connections. The protoco
supports a wi de range of applications including video streamn ng,

vi deo conferencing, gamng, interactive broadcasts, and ot her

| at ency-sensitive use cases. MQ includes nechanisns for

aut hori zation through tokens that can be used to control access to
medi a streans, interactive sessions, and relay operations.

Traditional authorization nmechanisns often |ack the privacy
protection needed for nodern media distribution scenarios, where
users’ view ng patterns and content preferences should remain private
while still enabling fine-grained access control, nanespace
restrictions, and operational constraints.

Privacy Pass [ RFC9576] provides a privacy-preserving authorization
architecture that enabl es anonynmous aut hentication through unlinkabl e
tokens. The Privacy Pass architecture consists of four entities:
Client, Oigin, Issuer, and Attester, which work together to provide
t oken- based aut horizati on wi thout conprom sing user privacy. The

i ssuance protocols [RFC9578] define how these tokens are created and
verified.

Thi s docunent defines how Privacy Pass tokens can be integrated with
Mb@Q s aut horization framework to provi de conprehensi ve access contro
for media streamng, real-tinme comunication, and interactive content
services while preserving user privacy through unlinkable

aut henti cati on tokens.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Privacy Pass Architecture for MQ

The Privacy Pass MQ integration involves the following entities and
their interactions:

* *Client*: The MbQ client requesting access to nedia content. The
client is responsible for obtaining Privacy Pass tokens through
the attestati on and i ssuance process, and presenting these tokens
when requesting MbQ operations
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* *MoQ Relay/Origin*: The MoQ relay server or origin that forwards
medi a content and requires authorization. The relay validates
Privacy Pass tokens, enforces access policies, and forwards
aut hori zed requests to origins or other relays. Relays naintain
configuration for trusted issuers and validate token signatures
and et adat a.

* *Prijvacy Pass lssuer*: The entity that issues Privacy Pass tokens
to clients after successful attestation. The issuer operates the
token issuance protocol, manages cryptographi c keys, and may
inmplement rate limting. The issuer creates tokens with
appropri ate M@ specific netadata.

* *Prijvacy Pass Attester*: The entity that attests to properties of
clients for the purposes of token issuance. The attester verifies
client credentials, subscription status, or other eligibility
criteria. Commopn attestation nethods include usernane/ password,
QAut h, device certificates, or other authentication nechani sns.

In the bel ow depl oyment, the MoQ relay and Privacy Pass issuer are
operated by different entities to enhance privacy through separation
of concerns:

Separated |ssuer and Relay Architecture

r——————————— T r——
7
\ dient \ | Privacy Pass |
} | ———— aln---—""—""""— |  Attester
r— - | (3rd Party) |
| | I S J
| |
| | oy —
| |
| v
| r—— .
| | Privacy Pass |
| (3) | Issuer
| | (Separate) | ]
” —————————————
v
- 1
| MQ Rel ay \ ]

(1) dient attestation with separate Attester
(2) Token issuance from separate |Issuer to dient
(3) dient requests nedia access with token fromrel ay
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3.
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However, in certain deploynents the MbQ relay and Privacy Pass issuer
may be operated by the sane entity to sinplify key managenent and
policy coordination. The details of such an intgrated architecture
is TBD.

Trust Mbdel

The architecture assumes the followi ng trust rel ationshi ps based on
the Privacy Pass architecture [ RFC9576]:

* (Cients trust issuers not to collude with attester ot break
unl i nkability guarantees

* Relays trust issuers to properly validate client eligibility
bef ore issuing tokens

* |ssuers trust attesters to accurately verify client eligibility
Privacy Pass Token Integration

Thi s section describes how Privacy Pass tokens are integrated into

the MoQ transport protocol to provide privacy-preserving

aut horization for various nedi a operations.

Token Types for MQ Authorization

Thi s specification uses the existing Privacy Pass token types defined
in [ RFCO578]:

*  *Token Type 0x0001 (VOPRF(P-384, SHA-384))*: Privately verifiable
tokens using Verifiable Oblivious Pseudorandom Function for
depl oynents requiring issuer-only validation capability.

*  *Token Type 0x0002 (Blind RSA (2048-bit))*: Publicly verifiable
tokens using blind RSA signatures for deploynments requiring
distributed validation across nultiple relays.

Token Structure

Privacy Pass tokens used in MbQ MJUST foll ow the structure defined in
[ RFC9577] for the PrivateToken HTTP authentication schene. The token
structure includes:

* *Token Type*: 2-byte identifier specifying the issuance protoco
used

*  *Nonce*: 32-byte client-generated random val ue for uni queness
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* *Chal |l enge Digest*: 32-byte SHA-256 hash of the TokenChal |l enge

* *Token Key ID*: Variable-length identifier for the issuer’s public
key

* *Authenticator*: Variable-length cryptographic proof bound to the
t oken

3.2.1. Token Challenge Structure for MQ

M@ speci fic TokenChal | enge structures use the default format defined
in [RFCO577] with MQ specific paraneters in the origin_info field:

struct {
uint16_t token_type;
opaque i ssuer_nane<l..2716-1>;
opaque redenption_cont ext <0..32>;
opaque origin_info<0..2"16-1>;

} TokenChal | enge;

For MbQ usage, the origin_info field contains MQ specific
aut hori zati on scope informati on encoded as a UTF-8 string with the
foll owi ng fornat

TODO. Degfine origin_info to be binary fornmat

nmog- scope = operation nanespace-pattern [ track- pattern]
operation = "subscribe" / "fetch" / "publish" / "announce"
nanespace-pattern = exact-match / prefix-nmatch

track-pattern = exact-match / prefix-nmatch

exact - mat ch = nanmespace/ nane-string

prefi x-match = nanespace/ name-string"*"

Exanpl es:

* subscribe: sports. exanple.conllive/* - Subscribe to any track under
live sports

* fetch:vod. exanpl e. com novi es/ acti on* - Fetch vi deo-on-demand
action content

* publish: neetings. exanpl e. coni neet i ng/ nL23/ audi o/ opus48000 -
Publ i sh content for neeting nl23
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3.3. Track Nanespace and Track Name Matchi ng Rul es
Thi s specification defines prefix-based matching rules for track
nanespaces and track names to enabl e fine-grained access control
whi | e nmai ntaining privacy.

3.3.1. Namespace Matching
Track nanmespace mat chi ng supports three nodes:
*Exact Match*:
* Pattern: "exanple.comlive/sports/soccer"
* Matches: Only the exact nanespace exanpl e.com |ive/sports/soccer
*Prefix Match*:
* Pattern: "exanple.comlivel/sports/*"

* Matches: Any nanmespace starting with exanple.conilivel/sports/

* Exanpl es: exanple.conflive/sports/soccer, exanple.comlive/sports/
tennis

3.3.2. Track Nane Matching

Track name matching wthin authorized nanespaces follows the sane
pattern:

*Exact Match*:

* Pattern: "video"

* Matches: Only tracks nanmed exactly video
*Prefix Mtch*:

* Pattern: "video*"

* Matches: Any track nane starting with video

*  Exampl es: vi deo-ned, video-high, video-Iow
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3.3.3. Matching Al gorithm
VWhen a MoQ relay receives a request with a Privacy Pass token, it
performs the follow ng validation steps to determ ne whether to
aut hori ze the requested operation:

1. Extract the Privacy Pass token fromthe MbdQ control nessage
(SETUP, SUBSCRI BE, FETCH, PUBLI SH, or ANNOUNCE)

2. Verify the token signature using the appropriate issuer public
key based on the token type:

* For Token Type 0x0001 (VOPRF): Use the issuer’'s private
val i dati on key

* For Token Type 0x0002 (Blind RSA): Use the issuer’s public
verification key

3. Validate that the token has not been replayed by checking:
* Token nonce uni queness within the issuer’s replay w ndow
* Token expiration tinestanp (if present in token netadata)

4. Extract the MQ specific authorization scope fromthe token's
origin_info field:

* Authorized operation type (subscribe, fetch, publish,
announce)

* Namespace pattern (exact match or prefix match)
* Track nane pattern (exact match or prefix match, optional)

5. Verify that the requested MbQ operation nmatches the operation
specified in the token scope:

*  SUBSCRI BE operations require "subscribe" scope
* FETCH operations require "fetch" scope

* PUBLI SH operations require "publish" scope

*  ANNOUNCE operations require "announce" scope

6. Apply nanespace/ nane matching rul es based on the pattern type
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* | f Exact Match, the requested nanespace/ nane MJST exactly
equal the pattern

* |f Prefix Match, the requested nanmespace/ name MJST start with
the pattern prefix

Access is granded to the requested resource if and only if ALL of the
followi ng conditions are net:

* Token signature verification succeeds

* Token nonce has not been previously used (replay protection)
* Token has not expired (if applicable)

* Requested operation nmatches token operation scope

* Request ed nanmespace mat ches token nanespace pattern

* Requested track nane nmatches token track name pattern (if
speci fied) specified)

el se, authorzation error is returned to the requesting client.
3.4. Token in MOQ Messages

Privacy Pass tokens are provided to MbQ relays using the existing MQ
aut hori zation franework with the foll owi ng adaptati ons:

3.4.1. SETUP Message Aut hori zation

For connection-1level authorization, Privacy Pass tokens are included
in the SETUP nmessage’s authorization paraneter

SETUP {
Version = 1,
Paraneters = |
{
Type = AUTHORI ZATI ON
Val ue = base64ur! (Privat eTokenAut h)

}

struct {
uint8 t auth_schene = 0x01; // Privacy Pass
opaque token_data<l..2"16-1>;

} PrivateTokenAut h;
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3.4.2. MQ OQperation-Level Authorization

For individual MbQ operation authorization, tokens are included in
operation-specific control nessages:

SUBSCRI BE {
Track_Namespace = "sports. exanple.conflive/soccer",
Track_Nanme = "vi deo",
Paraneters = |
{
Type = AUTHORI ZATI ON,
Val ue = base64url (Privat eTokenAut h)
}
]
}

4. Exanpl e Authorization Fl ow

Bel ow shows an exanpl e depl oynent scenari os where the relay has been
configured with the necessary validation keys and content policies,
the relay can verify Privacy Pass tokens locally and deliver nedia
directly without contacting the Oigin.
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