noq C. Jennings

I nternet-Draft S. Nandakumar
I nt ended status: Standards Track Ci sco
Expires: 8 January 2026 7 July 2025

P2P Chat with MQ
draft-j enni ngs-nog- p2p- 00

Abst r act
This protocol is designed for small groups of users sending
relatively small nessages. It is optimized for the assunption that a
node will cone online and collect all nessages at |east once every 15

days and that sonme nodes that act as mirrors will be online nost of
the time but may conme and go over |ong periods of tine.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Overview

Thi s protocol

Moq P2P Chat

July 2025

OCOOOVOWOWOWOWOO~NOUIORARADMDIEN

RPRRRRPR
abrphrphbdDbd

is heavily based on Media over QU C Transport (MQT)

and assunes the reader is fanmiliar with the term nol ogy and basic

operations of the MOQr Pub / Sub protocol.

Each client of this systemis referred to as a node and publishes a

few MOQT tracks.

*

Jenni ngs & Nandakumar

These incl ude:

Info: The Info track provides basic information about the node and
its identity (NodelD). The node information carries a flag to

indicate if it expects to be a stable mrror.

O hers: The OQthers track provides identification information of

the ot her nodes that a given node knows about.

This is used to

hel p recently joined nodes discover the information about the

ot her nodes in the network.

Messages: The Messages track is used to publish Chat nessages by

thi s node.
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* Mrror(s): The Mrror track is used to publish Chat nessages that
this node knows about but were received fromother nodes within a
chat session. There is one such track per chat session

* Manifest: The Manifest track provides information for where this
node publishes audio and video for a live chat.

When a node comes online, it needs to have a seed |list of one or nore

other nodes in the network. It will retrieve the Nodel Ds of other
nodes fromthe Qthers MOQT track and recursively retrieve these lists
until it has discovered all the nodes for a given chat session. It

can use SUBSCRI BE_NAMESPACE to where Info tracks are published to
di scover new nodes that cone online.

To receive new messages, the node will subscribe to all Messages
tracks as well as fetch any ol der nessages that the node does not
have. Since sone of these Nodes may be offline and may not be cached
inrelays, this mght not get all of the prior nessages in the chat.

Each nessage has a unique identifier called the MessagelD that is
fornmed by the tuple <ChatlD, Nodel D, and MessageCount>. The ChatlD
is a unique identifier for this chat that is typically forned by
hashi ng the nanme of the chat. The Nodel D uniquely identifies the
node within this chat and the MessageCount is an increnenting counter
kept by each Nodel D that increments by one each time that node sends
a new nessage

Messages, in addition to the content of the nessages, have sone extra
data that hel ps render the user interfaces that display the nessages.
Thi s incl udes:

*  PreviousMessages: Typically this is a single nessage that was the
| ogi cal message that canme before this nessage, but in sone cases
where the network was partitioned or in certain race conditions,
there can be nore than one previ ous nessage.

* Timestanp: The tinmestanp of nessage creation according to the
clock on the node that created the nessage.

* Replaces: Indicates if this nessage replaces a previ ous nmessage.
Messages cannot be changed but new nessages can replace old
nmessages.

* Topic: indicates if this message is part of a thread in a chat.

A given node can | ook at all the nessages and wor k backwards through

the Previous Messages arrays in each nessage to find the Messagel D of
messages it does not have but that are part of the chat. |[|f a node
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sees another node cone online that it is mssing messages from it
should try to get those nessages. The node can al so "random y" pick
anot her node and try to retrieve the m ssing nessage fromthe other
node’s Mrror. There are notes later on how the random sel ection is
done to maxim ze the odds of a cacheable hit in the relays when
mul ti pl e nodes are doing this.

A node may periodically republish all of the recent nessages in its
message track to have them cached by the rel ays.

2. Details
2.1. Node ID

Each publisher participating in a given group is called a node. Each
node picks its owm Node ID. The Node IDis a random 62-bit integer
that is stable over tinme for a given user/device conbination. The
node needs to store this in persistent storage.

2.2. Chat ID

Each chat has a unique 62-bit identifier. It is recommended that
this is generated fromthe lower 62 bits of the SHAL hash of a unique
DNS nanme conbi ned with a subdormain of the chat name. For exanpl e,
for a chat called "water cooler" on a server called exanple.com the
chat1 D coul d be generated fromthe hash of

"wat er _cool er. exanpl e. cont'.

2.3. Node Discovery

The goal of Node Discovery is for all the nodes to discover the Node
IDs of all the other nodes including nodes that are currently
of f1ine.

When a node starts, it will have a seed list that consists of a set
of Node IDs that it received froma configuration or obtai ned when
running previously. This list nmay be enpty.

Each tinme a node |l earns of a new node, it publishes an object "other
node" on the O hers track. This object has a Goup ID one greater
than the previous "other node" object and an Object ID of O.

The O hers track is published on a namespace forned by tuple (
"noq://p2pchat. nmog. ar pa. org", "v1", {chat_id}, "nodes" ,{node_id})
and with a track nane of "others".

The "ot her node" object contains the NodelD of the newly | earnt node,
encoded as a 64 bit integer
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Each node MUST announce its own nanespace, that includes its Node |ID,
with the following tuples ( "noq://p2pchat.noq.arpa.org”, "vi",
{chat _id}, "nodes", {node_id}).

Nodes intending to | earn about other nodes do so by subscribing to
nanespace announcenents, via sendi ng SUBSCRI BE_ANNOUNCES t o

t he nanespace prefix containing the follow ng tuples
("rmoq://p2pchat. noqg. arpa. org", "v1", {chat_id}, "nodes").

When a node | earns of a new node’s nanespace, it MAY proceed to
subscribe to the "Qhers" track under that nanespace. This results
in the current node |earning further new nodes as well as fetch any
ol der objects on that track. Both of these can result in the node

| earni ng about the existence of other nodes. Each node SHOULD
subscribe to the Gthers track of about 10 different nodes that are
currently online. Nodes that have information indicating they are
likely to stay online nost of the tinme SHOULD be preferred. Nodes
that are neant to be online all the time MAY subscribe to the Others
track fromnmany nore or all of the nodes discovered.

Each node needs to keep track in persistent storage of the Node |ID of
any nodes it is aware of as well as the Goup ID of the last group it
has retrieved fromthat node’s Qthers track. As part of subscribing
to such nodes’ Qthers track, any missing groups should be retrieved
by issuing FETCH API .

3. Message Retrieval

Nodes interested in receiving nessages subscribe to Messages tracks
of all other nodes discovered via procedures in Section 2.3.

SUBSCRI BE i s done to the namespace ("noq://p2pchat. nog. arpa. org"”,
"v1", {chat_id}, "nodes" , {node_id} ) with a track nane of
"messages”. Such a subscribe will fail for any nodes that are
offline. Each node keeps track of what is the largest group in the
track received fromeach other node. The largest group returned in
the subscribe, can tell if it is mssing any nessages fromthis node.
If messages are missing, it tries to FETCH them

3.1. Message G aph

Each nessage has pointers to the nessages that cane i medi ately

before it in the conversation. |In nost cases there is only one
previ ous nessage, but in some cases where the network partitioned and
| ater reconverged, there can be nore than one previous nmessage. It

can al so happen when two nodes sent a new nessage at roughly the same
time. The pointer has the Nodel D of the node that created the
message along with Goupl D and OojectID. This creates a partial
ordering of all messages.
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A node can traverse this graph and find "last" nessages. A |ast
message i s defined as having no nmessages that come "after" that
message. "After” in this context means that there is sone nessage B
that has pointers to nessage A as nessages before it.

Traversing the graph also reveals any nissing nessages. The node
SHOULD try to fetch these nmessages. Even if the node that produced
the message is offline, a caching relay might have the information.

Message Graph Exanpl e:

Normal flow (linear):
[ Msgl: A] --> [Msg2:B] --> [Msg3:(C] --> [ Msg4: A

Network partition scenari o:
[ Msgl: A] --> [Msg2:B] --> [Msg3: (]
\ \

v v
[ Msg4: A] [ Msg4: B
I I

\ \
[ Msgh: C] <--+
N

Mul tiple previous nessages ----+

Legend:
- [MsgN: X] = Message N from Node X
- --> = Points to previous nessage
"Last" messages are those with no arrows pointing away fromthem

4. Message Cont ai ner Format
Messages in the MoQ P2P chat system use a generic container format
that provi des nessage netadata and content structure while renaining
transport-agnostic and encrypti on-schenme i ndependent.
The nessage contai ner consists of two main categories of information:
* Message behavi or and nmetadata fields * Content body parts and
associ ated paraneters

The proposed container format is adapted fromthe MM Content [MM]
speci fication.
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Message Container Structure (CDDL):

p2pMessage = |

messagel d: Messagel d, ;v {1}
ti mestanp: uint .size 8, ;o {2}
nodel d: Nodel d, ; {3}
chatld: Chatld, ; {4}
previ ousMessages: [* MessageRef], ; {5}
replaces: null / Messageld, ; {6}
topicld: bstr, ; {7}
expires: null / Expiration, ; {8}
extensions: {* ExtensionKey => any}, ; {9}
cont ent Body: Cont ent Body ; {10}

]

Messageld = bstr .size 32 ; Unique nessage identifier

Node identifier
Chat identifier
Ref erence to previ ous nessage

Nodeld = uint .size 8
Chatld = uint .size 8
MessageRef = [ Nodel d, Messagel d]

Expiration = [

relative: bool, ; true=relative, fal se=absol ute
time: uint .size 4 ; seconds (relative) or unix epoch
]
ExtensionKey = int / tstr .size (1..255) ; Extension identifier

4.1. Message Metadata Fields

The nmessageld {1} is a unique 32-byte identifier for this nessage,
fornmed by the tuple (chatld, nodeld, nessageCount) as described in
the Overvi ew secti on.

The tinmestanp {2} field contains the nessage creation tine according
to the sending node’'s clock, encoded as seconds since the Unix epoch.

The nodeld {3} and chatld {4} fields identify the sending node and
target chat respectively.

The previ ousMessages {5} field contains an array of references to
messages that logically precede this nessage in the conversation,
enabling the nmessage graph structure described in the Message G aph
secti on.

The replaces {6} field indicates this nessage replaces a previous

message with the specified nmessageld. Used for nessage editing and
del eti on.
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The topicld {7} field groups related nessages into conversation
threads. A zero-length topicld indicates no specific thread

gr oupi ng.

The expires {8} field provides expiration hint for nessage |ifecycle
managenent .

The extensions {9} field allows for protocol extensions and
addi ti onal met adat a.

4.2. Content Body Structure

Cont ent Body Structure (CDDL):

Cont ent Body = [
di sposition: Disposition, i {11}
| anguage: tstr, ;o {12}
Cont ent Vari ant

]

Content Variant = Null Content / SingleContent / MiltiContent

Nul | Content = (

type: O ; No content (for deletions, etc.)
)
Si ngl eContent = (
type: 1,
content Type: tstr, ;7 MME type
content: bstr ; Content data
)
Mul ti Content = (
type: 2,
semanti cs: Content Semanti cs, ; How to process multiple parts
parts: [2* Content Body] ; Nested content parts

Content Semantics = uint .size 1 .within (0..2)

; 0 = pickOne (receiver picks one part)
;1 = oneByOne (all parts formsingle entity)
; 2 = processAll (process parts independently)

Di sposition = uint .size 1 .within (0..7)

; 0 = unspecified, 1 = render, 2 = reaction
; 3 =profile, 4 =inline, 5 = icon
; 6 = attachnent, 7 = session
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5. Sendi ng Messages

Each nessage is sent as Object ID O on the next group on the node’s
Message track. The format of nessages is as defined in Section 4.

5.1. Mrroring
Sone nodes may choose to mirror all the messages they are aware of.
These nodes indicate they can mirror in the "info object” published
on the node’s Info track. Nodes that mirror SHOULD republish any
recei ved nessages into a track ("nopq://p2pchat. noq. arpa.org", "vl1",
{chat _id}, "nodes" , {node_id}) with a track nane of
"mrror_{other_node_id}".
VWhen mirroring, the nmessage object’s G oup and Cbject |1 Ds are kept
intact and forwarded as-is. This can result in Goup |IDs having gaps
or decreasing, and subscribers MJST ensure to group the nessages
under the node corresponding to the nirrored Node ID. Mrrors SHOULD
di scard nmessages ol der than 30 days. |If a node is nissing nessages
froma particular Node ID, it MAY use subscribe and fetch to try and
get those messages fromany of the mrrors.

6. Rendering Messages

6.1. Replaces

6.2. Topics

7. Info Track

8. Read Receipts

9. Exanple

This section describes a sinple exanple of how the protocol works in
practi ce.

A is connected to cloud relay. A and C are mrror nodes.

B and C connect to a comon wifi AP that is connected to cloud rel ay.
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Initial Network Topol ogy:

S +
| A(mrror) |
- S +
I
Fome e Fome e +
| doud Relay |
Fomm oo Fomm oo +
I
S T +
| WFi AP |
oo e e - +- -+
I I
R I T T +
| B | | C(mrror) |
e oo - S +

Legend: Nodes A & C are mirrors (cache nessages from ot her nodes)

Al are online. A sends 1. B & Cget it as they are subscribed to
A

Message 1 Flow (All Online):

Fom e e e - o - + msgl Fom e e e - o - + msgl Fom e e e - o - +
| A(mrror) | ---->] Coud Relay | ---->| WF AP |
S + S + [ [ +
Fommmm e I+ ---------- +
I I
nsgl nsgl
v v
M + S +
| B | | C(mrror) |
Fommm e + R +

Result: A has [nsgl], B has [nsgl], C has [nsgl]

B goes offline. C sends 2. A gets 2. A sends 3. C goes offline.
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B Ofline, Messages 2 & 3:

Fom e e oo - + <-mBQg2-- +------------- + <-mBQg2-- +-------------
| A(mrror) | | doud Relay | | WF AP |
Foommo- Foommo- + Foommo- oommo- + Foommo- oommo- +
I A I
nmsg3 nmsg3 |
v I I
S + | [ S, V------ +
| doud Relay | -------------- + | C(mrror) |
Foommo- oommo- + L +
| AN
nmsg3 I
\Y nsg2
S + |
| WF AP | |
Foommo- oommo- + oo +
I
$o-mm - V------ +
| B (OFFLINE) |
S +
Result: A[nmsgl,2,3] | B[nsgl] | C[nsgl,2,3] -> offline
B comes online. It subscribes to A and gets 3. Brealizes it is
mssing 2 and gets it frommrror track of C on A
B Returns Online, Gets M ssing Messages:
R + meg3 +------------- + meg3 +------------- + meg3 +-------------
| A(mrror) | ---->] Coud Relay | ---->| WFi AP | ---->] B (ONLINE)
Fom e e - - Fom e e - - + Fom e e - - Fom e e - - + Fom e e - - Fom e e - - + o m e e e oo -
| AN AN AN
I I I I
nsg2 nsg2 nsg2 nsg2
(frommrror) | | |
I I I I
Tt Tt o e e e e e e oo +
S +
| C (OFFLINE) |
S +

Result: A[msgl,2,3] | B[nsgl,2,3] | C[msgl,2,3] offline

The connection between the wifi AP goes down.

Jenni ngs & Nandakumar Expi res 8 January 2026 [ Page 11]



I nternet-Draft Moq P2P Chat July 2025

Network Partition (WFi AP Connection Down):

CLQUD SI DE 'l PARTITION !! W FlI SI DE
T + oo +
| A(mrror) | | WFi AP (I SOLATED) |
$o-mm - $o-mm - + e oo Fommm e +

I I
[ S, [ S, + |
| Coud Relay | A A +
S RS S RS + | |
I I I
X <- CONNECTI ON DOWN Fommmm - V------ + Fo----- V- - -
-- -+
B | C(mrror)
T + ommm e
-+

Result: Aisolated on cloud | B & Cisolated on WFi
B sends 4. C gets it but A does not as the network is partitioned.

Message 4 During Partition:

CLOUD SI DE I'l PARTITION !! W FI Sl DE
S + o e e e e m oo oo +
| A (I SCLATED) | | WFi AP (1 SOLATED) |
. + S IR S +

I
Fomm e oo - Fomm e oo - +
I I
I I
S V------ + nmsg4 +--V---
------- +
B | ---------- >| C(m
rror) |
S + R
------- +

Result: A[msgl,2,3] | B[nsgl,2,3,4] | C[nsgl, 2,3, 4]

C noves from being connected to the cloud relay instead of the AP. A
sees C cone online and gets 4 fromC s mrror of B.
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C Moves to O oud Rel ay:

CLOUD SI DE W FI Sl DE
o a - - + nmsg4 o a - - +
| A(mirror) | <--------------- | Coud Relay |
R + (fromCs mrror | |
of B) | | <------- s +
| | connects | C (mrror) |
[ [ + S +

Fommm - Fommm - +
| WF AP |
S S +
R l/ ------ +
| B (1 SOLATED)|
Fommm e +

Result: A [msgl,2,3,4] | B[nsgl,2,3,4] isolated | C [nsgl, 2, 3, 4]
A sends 5 and C gets it. B does not. B sends 6 and no one gets it.

Messages 5 & 6 During Partition:

CLOUD SI DE W FI Sl DE
Fom e a - - + msg5 Fom e a - - + msg5 Fom e a - -
| A(mrror) | ---------------- >| Coud Relay | -------------- | C(mirror)
o m e e e oo - + Fom e e - - Fom e e - - + o m e e e oo -

e e +
| WFi AP |
L L +
|
Fom o - - V-=-=-==-- + nmsg6
| B I > ( NOWHERE)
o + (i sol at ed)

Result: A [msgl,2,3,4,5] | B[nsgl,2,3,4,6] isolated | C[nsgl, 2,3, 4,5]

C di sconnects fromcloud relay and noves back to wifi AP. Cwll get
6 fromB and Bwill get 4 fromCs mrror of A
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Fi nal Synchronization (C Returns to WFi):

CLOUD SI DE 'l PARTITION !'! W FI S| DE
o me e oo + o e e e e aaao oo +
| A (I SOLATED) | | WFi AP (REUNITED) |
o mm e e oo oo + O e mmmee oo +
R !I- ------------ +
I I
I I
S S V------ + <--mBg5---- +--V
---------- +
B | C(
mrror) |
+om e - - +om e - - + --nmsg6----- > 4---
---------- +
| (fromC's
| mrror)
Fem e e m e e mc e cee e e e -
---------- +

Final Result: A [nsgl,2,3,4,5] isolated | B [nBgl,2,3,4,5,6] | C[nsgl, 2,3,4,5,6]
10. Reliability

Does this work in all cases ? No. |Imagine A and B joined and
exchanged sonme nessages then went offline forever and the nessages
all expired on the caches, then Cjoined. C has no way to get the
messages between A and B.

11. End to End Encryption

TBD - this is based on the MS draft
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