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Abst ract

Thi s docunent specifies a profile of X 509 v3 Certificates and X 509
v2 Certificate Revocation Lists for applications that use Commrerci al
Nati onal Security Algorithm Suite published by the United States
Gover nient .

The profile applies to the capabilities, configuration, and operation
of all conponents of US National Security Systens that enploy such

X. 509 certificates. US National Security Systens are described in

NI ST Special Publication 800-59. It is also appropriate for all

other US Government systens that process high-value information.

This menmo is not an | ETF standard, and does not represent |ETF
community consensus. The profile is made publicly avail able for use
by devel opers and operators of these and any other system

depl oynent s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 March 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. I nt roduction

Thi s docunent specifies a base profile for X 509 v3 Certificates and
X.509 v2 Certificate Revocation Lists (CRLs) for use by applications
that support the United States National Security Agency’'s Commrerci al
Nati onal Security Al gorithm (CNSA) Suite [cnsafaq]. The profile
applies to the capabilities, configuration, and operation of all
conponents of US National Security Systens that enploy such X 509
certificates. US National Security Systens are described in N ST
Speci al Publication 800-59 [SP80059]. The profile is also
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appropriate for all other US Governnent systens that process high-
value information. It is made publicly available for use by
devel opers and operators of these and any ot her system depl oynents.

Thi s docunent does not define any cryptographic algorithnm instead,

it defines a CNSA-conpliant profile of "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List (CRL)
Profile" [RFC5280]. It applies to all CNSA Suite solutions that nake
use of X 509 v3 Certificates or X.509 v2 CRLs. The reader is assuned
to have famliarity with RFC 5280. Al MJST-I|evel requirenents of
RFC 5280 apply throughout this profile and are generally not repeated

here. |In cases where a MJST-level requirenent is repeated for
enphasis, the text notes the requirenment is "in adherence with RFC
5280". This profile contains changes that el evate some SHOULD-| eve

options in RFC 5280 to MJST-Ievel and al so contains changes that

el evate sonme MAY-I|evel options in RFC 5280 to SHOULD-| evel or MJST-
level. Al options fromRFC 5280 that are not listed in this profile
remain at the requirement |evel of RFC 5280.

This menmo is not an | ETF standard, and does not represent |ETF
comruni ty consensus.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here. Normative | anguage does not apply beyond
the scope of this profile.

This is a profile of PKIX (RFC 5280 and other RFCs as cited).
Therefore, the requirenents |anguage in this meno may be different
than that found in the underlying standards.

Al references to "CNSA" in this docunment refer to CNSA 2.0
[cnsafaq], unless stated otherw se.

3. The Commercial National Security Algorithm Suite

The National Security Agency (NSA) profiles comrercial cryptographic
al gorithms and protocols as part of its mssion to support secure,

i nt eroperabl e communi cations for US Governnent National Security
Systens. To this end, it publishes guidance both to assist with
transitioning the United States Government to new al gorithns and to
provi de vendors, and the Internet community in general, with

i nformati on concerning their proper use and configuration within the
scope of US Governnent National Security Systens.
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The CNSA Suite is the set of approved conmmercial algorithnms that can
be used by vendors and I T users to nmeet cybersecurity and
interoperability requirenments for NSS. The first suite of CNSA Suite
algorithms, "Suite B", established a baseline for use of comrerci al
algorithms to protect classified information. The next suite, "CNSA
1.0", served as a bridge between the original set and a fully post-
guant um crypt ographi ¢ capability. The current suite, "CNSA 2.0",
seeks to provide fully quantumresistant protection [cnsafaq].

The National Institute for Standards and Technol ogy (NI ST) has

st andardi zed several post-quantum asymetric algorithns. Fromthese,
NSA has selected two: M-DSA-87 [ FI PS204] for signing and M- KEM 1024
[ FI PS203] for key nanagenment. Wth SHA384 (or SHA512), AES-256, and

LMS/ XMBS, these conprise the CNSA Suite 2.0.

The NSA is authoring a set of RFCs, including this one, to provide
updat ed gui dance for using CNSA 2.0 algorithns in certain | ETF
protocols. These RFCs can be used in conjunction with other RFCs and
crypt ographi ¢ gui dance (e.g., N ST Special Publications) to properly
protect Internet traffic and data-at-rest for US Government Nationa
Security Systens.

4. General Requirenents

The goal of this docunment is to define a base set of requirenments for
certificates and CRLs to support interoperability anong CNSA Suite
solutions. Specific comunities, such as those associated with US
Nati onal Security Systens, may define community profiles that further
restrict certificate and CRL contents by nandating the presence of
extensions that are optional in this base profile, defining new
optional or critical extension types, or restricting the val ues and/
or presence of fields within existing extensions. However,
communi cati ons between di stinct comunities MIJST conformw th the
requirenents specified in this docunent when interoperability is
desired. Applications may add requirenents for additional non-
critical extensions, but they MJUST NOT assume that a remote peer will
be able to process them

Every CNSA Suite certificate MIST use the X. 509 v3 format and contain
one of the follow ng:

* A M.-DSA-87 signature verification key.
* A M-KEM 1024 public encapsul ati on key.
The signature applied to all CNSA Suite certificates and CRLs MJST be

made with a M.- DSA-87 signing key. The M.-DSA al gorithmincorporates
an internal hashing function, so there is no need to apply a hashing
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al gorithm before signing (aka "pre-hashing"). \Where an application
or inplementation nmakes it nore efficient to pre-hash, then the

Ext ernal - mu mechani sm al |l owed by FIPS 204 and described in Section 8
of I-Dietf-lanps-dilithiumcertificates may be used. Any other
hashi ng outsi de of M.-DSA or M.- KEM SHOULD use SHA-384 or MAY use
SHA-512. No ot her hashing algorithns comply with CNSA 2.0

The reader is also assumed to have famliarity with these documents

* draft-ietf-lanps-dilithiumcertificates
[I-Dietf-lanmps-dilithiumcertificates] for the algorithm
identifier, and the syntax and senmantics for the Subject Public
Key Information field in certificates that support M.-DSA-87 and

* draft-ietf-|anps-kyber-certificates
[I-D.ietf-lanps-kyber-certificates] for the algorithmidentifier,
and the syntax and semantics for the Subject Public Key
Information field in certificates that support M.-KEM 1024

[ EDNOTE: Any requirenments regardi ng the External -nmu nechani smwil |
appear here in a subesequent version. W expect to use the same
identifier for M.-DSA whether or not the External -mu mechanismis
used. ]

5. CNSA Suite Ohject ldentifiers

The object identifiers for use of CNSA 2.0 Suite in certificates and
CRLs are defined in draft-ietf-lanps-dilithiumcertificates and
draft-ietf-lanps-kyber-certificates. These O Ds are used to identify
both the al gorithm associated with the public key (as part of the
Subj ect Public Key Info field) and the signature on a certificate or
CRL (as part of the signatureAlgorithmfield in a Certificate or
CertificateList and part of the signature field in a TBSCertificate
and TBSCertList). They are repeated here for conveni ence:

i d- ML- DSA-87 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) sigAl gs(3) 19 }

id-alg-m-kem 1024 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)

country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) kens(4) 3}
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6. CNSA Suite Base Certificate Required Val ues

This section specifies changes to the basic requirements in [ RFC5280]
for applications that create or use CNSA Suite certificates. Note
that RFC 5280 has varyi ng nmandates for marki ng extensions as critica
or non-critical. This profile changes sonme of those mandates for
extensions that are included in CNSA Suite certificates.

6.1. signature and signatureAl gorithm
M.- DSA-87 is indicated by the id-M.-DSA-87 O D in the
Al gorithm dentifier of the signature field in a TBSCertificate and
TBSCert List, and by the signatureAlgorithmfield in a Certificate and
Certificatelist.

The contents of the paraneters conponent for each al gorithm MJST be
absent .

6.2. signatureVal ue
M.- DSA digital signature generation is described in [FIPS204]. It is
converted froma byte string to a DER encoded BIT STRING in the
signatureValue field of a Certificate or Certificatelist.

6.3. version

For this profile, the version field MIST be set to | NTEGER val ue
0x02, indicating that the certificate conforns to X 509 version 3.

6.4. subjectPublicKeylnfo

For M.- DSA-87 signature verification keys, the algorithmID id-M-
DSA- 87 MJST be used.

For M.- KEM 1024 key managenent keys, the algorithmID id-alg-m -
kem 1024 MJUST be used.

In either case, the contents of the parameters conponent of the
Algorithmdentifier in this field MIUST be absent.

7. Certificate Extensions for Particular Types of Certificates
Different types of certificates in this profile have different
required and recomended extensions. Those are listed in this

section. Those extensions from RFC 5280 not explicitly listed in
this profile remain at the requirenent |evels of RFC 5280.
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7.1. CNSA Suite Self-Signed CA Certificates

I n adherence with [ RFC5280], self-signed CA certificates in this
profile MJST contain the subjectKeyldentifier, keyUsage, and
basi cConstrai nts extensions.

The keyUsage extension MJUST be marked as critical. The keyCertSign
and cRLSign bits MJST be set. The digital Signhature and
nonRepudi ation bits MAY be set. Al other bits MIJST NOT be set.

I n adherence with [ RFC5280], the basicConstraints extension MJST be
mar ked as critical. The cA boolean MIUST be set to indicate that the
subject is a CA and the pathLenConstraint MJUST NOT be present.

7.2. CNSA Suite Non-Self-Signed CA Certificates

Non-sel f-signed CA Certificates in this profile MJST contain the
aut horityKeyldentifier, keyUsage, and basi cConstrai nts extensions.
If there is a policy to be asserted, then the certificatePolicies
ext ensi on MJST be i ncl uded.

The keyUsage extension MJST be marked as critical. The keyCertSign
and CRLSign bits MJST be set. The digital Sighature and
nonRepudi ation bits MAY be set. Al other bits MJST NOT be set.

In adherence with [ RFC5280], the basicConstraints extension MJST be
marked as critical. The cA boolean MIST be set to indicate that the
subject is a CA and the pathLenConstraint subfield is OPTI ONAL.

If a policy is asserted, the certificatePolicies extension MJST be
mar ked as non-critical, MJST contain the O Ds for the applicable
certificate policies, and SHOULD NOT use the policyQualifiers option
If a policy is not asserted, the certificatePolicies extension MJST
be omitted.

Relying party applications conformng to this profile MJST be
prepared to process the policyMappings, policyConstraints, and

i nhi bi t AnyPol i cy extensions, regardless of criticality, follow ng the
gui dance in [ RFC5280] when they appear in non-self-signed CA
certificates.

7.3. CONSA Suite End-Entity Signature and Key Establishnent Certificates

In adherence with [ RFC5280], end-entity certificates in this profile
MJST contain the authorityKeyldentifier and keyUsage extensions. |If
there is a policy to be asserted, then the certificatePolicies

ext ensi on MJUST be included. End-entity certificates SHOULD contain

the subj ectKeyldentifier extension
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10.

11.

12.

12.

The keyUsage extension MJST be marked as critical.

For end-entity digital signature certificates, the keyUsage extension
MUST be set for digital Signature. The nonRepudi ation bit MAY be set.
Al'l other bits in the keyUsage extension MJST NOT be set.

For end-entity key establishment certificates, the keyUsage extension
MJUST be set for keyEncipherment. All other bits in the keyUsage
ext ensi on MJUST NOT be set.

If a policy is asserted, the certificatePolicies extension MIST be
mar ked as non-critical, MJST contain the O Ds for the applicable
certificate policies, and SHOULD NOT use the policyQualifiers option.
If a policy is not asserted, the certificatePolicies extension MJST
be omtted.

CNSA Suite CRL Requirenents
This CNSA Suite CRL profile is a profile of [RFC5280]. There are
changes in the requirenents from [ RFC5280] for the signatures on CRLs
of this profile.
The signatures on CRLs in this profile MJUST follow the same rul es
fromthis profile that apply to signatures in the certificates. See
Section 4.

Requirements for Other Revocation Notification Mthods
Revocation notification nmethods of any type nust enabl e
aut hentication of the issuing CA as the source of the revocation
information. Specifically, an OCSP response MJST be signed
conformant with Section 4, and with a key that binds the response to
the issuing CA

Security Considerations

Thi s docunent introduces no security considerations beyond those in
[ RFC5280], of which it is a profile.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Ref er ences

1. Normative References

Jenki ns & Becker Expires 2 March 2026 [ Page 8]



I nternet-Draft CNSA2 Cert and CRL Profile August 2025

[cnsafaq] National Security Agency, "The Commercial Nati onal
Security Algorithm Suite 2.0 and Quantum Conputi ng FAQ',
Decenber 2024, <https://medi a. def ense. gov/ 2022/
Sep/ 07/ 2003071836/ -1/ -1/ 0/ CSI _CNSA_2. 0_FAQ_. PDF>.

[ FIPS203] National Institute of Standards and Technol ogy, "Mdul e-
Latti ce-Based Key Establishnment Mechani sm Standard"”,
Federal Information Processing Standard 203,
DO 10. 6028/ NI ST. FI PS. 203.i pd, August 2023,
<htt ps:// nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 203. i pd. pdf >.

[ FIPS204] National Institute of Standards and Technol ogy, "Mdul e-
Lattice-Based Digital Signature Standard", Federal
I nformati on Processing Standard 204,
DO 10. 6028/ NI ST. FI PS. 204. i pd, August 2023,
<htt ps:// nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 204. i pd. pdf >.

[I-Dietf-lanmps-dilithiumcertificates]
Massi no, J., Kanpanakis, P., Turner, S., and B.
West erbaan, "Internet X 509 Public Key Infrastructure -
Algorithmldentifiers for the Mdul e-Lattice-Based Digital
Signature Algorithm (M.-DSA)", Wbrk in Progress, Internet-
Draft, draft-ietf-lanps-dilithiumcertificates-12, 26 June
2025, <https://datatracker.ietf.org/doc/htm/draft-ietf-
| anps-dilithiumcertificates-12>.

[1-D.ietf-lanps-kyber-certificates]
Turner, S., Kanpanakis, P., Massinpo, J., and B.
West erbaan, "Internet X 509 Public Key Infrastructure -
Algorithmldentifiers for the Mdul e-Lattice-Based Key-
Encapsul ati on Mechani sm (M.-KEM ", Work in Progress,
Internet-Draft, draft-ietf-|anps-kyber-certificates-11, 22
July 2025, <https://datatracker.ietf.org/doc/htm/draft-
i etf-lanps-kyber-certificates-11>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housl ey, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DA 10.17487/RFC5280, May 2008,
<https://www. rfc-editor.org/info/rfc5280>.

Jenki ns & Becker Expires 2 March 2026 [ Page 9]



I nternet-Draft CNSA2 Cert and CRL Profile August 2025

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

12.2. Informmtive References

[ SP80059] National Institute of Standards and Technol ogy, "Guideline
for ldentifying an Information System as a Nati onal
Security System, Special Publication 59,
DO 10. 6028/ NI ST. SP. 800-59, August 2003,
<https://csrc.nist.gov/publications/detail/sp/800-59/
final >.

Aut hors’ Addr esses
M chael Jenki ns

NSA Center for Cybersecurity Standards
Emai | : njjenki @yber. nsa. gov

Al i son Becker
NSA Center for Cybersecurity Standards
Enmai | : aebecke@we. nsa. gov

Jenki ns & Becker Expires 2 March 2026 [ Page 10]



