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Abst r act

The RADI US protocol as defined in [ RFC2865] does not have a nmeans to
signal server overload or congesition to the clients. This can |ead
to | oad problens, especially in a federated RADI US proxy fabric.
Thi s docunent attenpts to fix this.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-janfred-radext-radius-
congestion-control /.

Di scussi on of this docunent takes place on the RAD US EXTensi ons
mailing list (mailto:radext@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/radext/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/radext/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 Septenber 2025.
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1. I nt roduction

The RADI US protocol [RFC2865] does not have a neans to signal a
server overload or a congestion to RADIUS clients. These overl oad
situations may be a result of a high load of legitimate traffic and
m ght even be worsened by retransm ssions of packets the server
failed to answer due to the high load. These situation can happen in
a |l ost of scenarios. In RADUS proxy fabric, a server overl oad may
even result froma single RADIUS client, for exanple when an EAP
supplicant imediately starts a new authentication try without delay
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when getting a reject.

Especially in RADIUS proxy fabrics, the inpact of msbehaving clients
on the whol e proxy chain can be reduced by reducing the packet | oad
at the entry level or as early in the proxy chain as possible. Since
the end user device cannot be controlled, we have to rely on the

RADI US proxies to inplenent coutermeasures.

These count ernmeasures can be used to reduce the | oad by one of two
net hods.

First, the response to requests can be del ayed. By del ayi ng RADI US
responses, the client has to wait for the answer to send its next
request, which decreases the packet |oad on the server. This nethod
can al so be used to slow down clients that imediately retry the

aut henti cation once they receive a reject.

When a hone server knows that an authentication of this client cannot
succeed (for exanple because it used an expired certificate with EAP-
TLS), and the client keeps retrying, any RAD US actor along the proxy
chain could generate a reject for this specific user

Pushi ng these counterneasures to the the earliest possible RAD US

I nstance inside the proxy chain has nultiple advantages over
rejecting it at the honme server. First, it reduces the load on all
proxies in the proxy chain, since they do not need to forward traffic
that will get rejected anyway. Secondly, when the response shoul d
get del ayed, pushing this delay as far down the proxy chain prevents
RADI US retransni ssions. Wen the RADI US proxy already has the
response, it then does not need to proxy the retransnmtted RADI US
packets, which reduces the load for the RADIUS proxies in the |ater
proxy chain. |Instead, the RADIUS proxy just ignores the

retransm ssion, since it already has an answer for this RAD US
packet, but the answer is just del ayed.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Additionally, we use the following terms in this docunent, in the
meani ng as defined here:

RADI US I nstance A single device or software nodul e that inplenents
t he RADI US protoco
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RADIUS Cient A RADIUS Instance that sends RADI US requests and
recei ves RADI US responses. This is only in reference to a single
RADI US hop

RADI US Server A RADIUS Instance that receives RAD US requests and
sends RADI US responses. Simlar to the RADIUS Client, this is
only in reference to a single RADI US hop

RADI US Proxy A single device or software nodul e that acts as RADI US
server and RADIUS client at the sane time. |t receives RAD US
requests and forwards themtowards the next RADI US proxy, usually
based on the realmof the User-Nane attribute.

RADI US Proxy Chain the list of RADI US Instances that a RADI US
Request traverses fromthe first RADIUS Client across any nunber
of RADIUS proxies to the final RADIUS Server that responds to the
RADI US Request. When referring to the RADI US Request, the chain
starts fromthe first RADIUS client sending the RAD US Request and
ends at the last RADIUS Server. For the RADI US Response, the
chain is reversed. The terns "earlier"” and "later” wll always be
used together with a reference to a request or a response. As
exanple: a RADIUS proxy earlier in the chain for a request is
| ocated later in the chain for the response.

Enforcing I nstance The RADIUS | nstance that enforces the response
del ay or the request bl ocking.

3. Protocol Description

The protocol extension consists of two parts: First, any RADI US proxy
in the proxy chain capable of either of the two counterneasures needs
to signal this capability to the follow ng RAD US proxi es and the
hone server, so they know whether or not they can use this feature.
Second, for the reply, the hone server or RADI US proxy needs to
signal the reply policy back to the previous RADI US proxi es.

3.1. Proxy-Capability Attribute

The Proxy-Capability Attribute is used to signal the capability of a
RADI US proxy to any RADIUS entity in the later proxy chain. Wth the
help of this, on the reply path, a RADI US proxy can determ ne whet her
the requested action should be perforned by itself or the packet will
pass through another capabl e proxy later which can then performthe
actions.
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The Proxy-Capability Attribute is of type string as defined in

[ RFC8044], Section 3.5. The value of the Proxy-Capability Attribute
is a concatenated list of the proxy capabilities the RADI US | nstance
has.

Correct formal description: TODO

I nformal description: concatenate all capabilities. values up to 127
are encoded in one byte, extended capabilities are encoded as two
bytes. For parsing, the receiver can look at the first bit, if it is
a0it is asingle-byte value, if it is a 1, then the capability is a
two-byte value. This allows for sinple extension, while keeping it
as sinple and short as possible. The attribute MJUST NOT include a
capability multiple tines.

Each capabl e RADI US I nstance in the RADI US Proxy Chain SHOULD add the
Proxy-Capability Attribute for Access-Request and Accounti ng- Request
packets before forwardi ng the RADI US packet to the next RADI US
instance. Future capabilityes MAY specify capabilities for other

RADI US packet types. The capabilities defined in this docunent
SHOULD only be added for Access-Request and Accounti ng- Request
packets when Proxy-Capabilitiy is used with other RAD US packets.

When a capabl e RADI US proxy receives a RADI US packet with the Proxy-
Capability Attribute, the RAD US Proxy SHOULD add its own
capabilities to the Attribute if the capability is not yet included.
The RADI US Proxy MJST NOT renpve existing capabilities, unless
explicitly configured to renove them As a hint, admnistrators
SHOULD only configure the renpval of capabilities when they know t hat
the capability is not honored.

In this docurment, we define two capabilities:

Capabi l ity Response-Del ay- Capabl e The Capability Response-Del ay-
Capable with value 1 is used to signal that the RADIUS I nstance is
capabl e of del ayi ng RADI US Response packets.

Capabi l ity Request-Bl ock- Capabl e The capability Request- Bl ock-
Capable with value 2 is used to signal that the RADIUS I nstance is
capabl e of bl ocking RADI US Requests that match specific criteria
and sendi ng an Access-Reject instead on behalf of the hone server.
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3.2. Response-Delay Attribute

The Response-Delay Attribute is used to signal the desire of the home
server that sending of the RADI US response should be del ayed for a
certain anpbunt. The Response-Delay Attribute is of type integer as
defined in [ RFC8044], Section 3.1. The value is the delay in

m | 1iseconds.

3.3. Request-Block Attribute

The Request-Block Attribute is used to signal the desire of the hone
server that future requests that match certain criteria should be
rejected by a RADIUS | nstance on behal f of the hone server. The
Request - Bl ock Attribute is of type tlv as defined in [ RFC8044],
Section 3.13. The sub-attributes are defined as foll ows:

Request - Bl ock-Period This sub-attribute contains the tinme span in
seconds during which requests natching the description should be
rejected. The attribute is of type integer as defined in
[ RFC8044], Section 3.1

Request - Bl ock-Attributes This sub-attribute contains a |list of
attribute types that should be used to nmatch authentication
requests of the same user. The attribute is of type string as
defined in [ RFC3044], Section 3.5 and contains a concatenated |i st
of one byte attribute types.

Request - Bl ock- Ext ended- Attri bute This sub-attribute contains a
reference to a single extended attribute that should be included
in the match. The attribute is of type string as defined in
[ RFC8044], Section 3.5.

3.3.1. Request-Block-Attribute and Request- Bl ock- Ext ended- Attri bute

RADI US attributes are formatted as Type-Length-Value with a fixed
one-byte type field. Since this allows for only 256 attri butes,
extended attributes have been defined in [RFC6929]. Additionally,
RADI US has vendor-specific attributes ([ RFC2865], Section 5.26 or

[ RFC6929], Section 2.4, the header of which may not be known to al
implementations. To still allowto filter on individual extended or
vendor-specific attributes which nmight be unknown to the Enforcing
Instance, we need a neans to reference these attributes.

The Request-Bl ock-Attributes sub-attribute is used to reference the
"primtive" RADIUS attributes, that is RADIUS attributes that only
have the one-byte attribute type. Since every of these types have a
one- byte-length, we can reduce the overhead by concatenating the
attribute types, as they are all one byte.
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For the extended or vendor-specific attributes this is not as easy,
since the length of the header may vary between the different
attributes. Therefore, we have the Request-Bl ock- Ext ended-Attribute
sub-attribute, which references a single attribute that should be
included in the blocklist. This sub-attribute can be included
multiple tines in the Request-Block attribute.

3. 4. RADI US | nst ance behavi or

TODO - nostly stub or not conplete specification, general description
of the behavior for every involved party

3.4.1. RADIUS proxy

Any RADI US | nstance capabl e of delaying or blocking SHOULD add the
Proxy-Capability attribute to every RADI US Access- Request they send
to a RADIUS server. |If a RADIUS Instance receives a RADI US request
with this attribute, it SHOULD add its own capability, if not present
al ready, to the proxi ed RADI US packet and SHOULD NOT renpve any ot her
capability.

Upon reception a RADIUS Proxy needs to decide if it is the Enforcing
I nstance or not, by looking at the original request. This decision

has to be done individually for the Response-Delay and t he Request -

Bl ock policy.

If the received RADI US response contains a Response-Delay attribute
and the original request contained the Response-Delay capability, the
RADI US Proxy SHOULD NOT enforce the policy and instead forward the
RADI US response to the RADIUS client. |If the original request did
not contain the Response-Del ay capability, the RAD US Proxy MJST
becone the Enforcing Instance for the Response-Del ay.

The al gorithm for the Request-Block functionality is basically
simlar, but needs additional considerations in regards to present
attributes. |If the received RAD US response contains a Request-Bl ock
attribute and the original request did not contain the Request-Bl ock
capability, the RADIUS Proxy MJST becone the Enforcing |Instance for
the Request-Block. Oherw se, the RAD US Proxy MJST check the
presence of all attributes referenced in the Request-Bl ock, whether
or not they are present in the original RAD US request. |f an
attribute was not present in the RAD US request, the RADI US Proxy
MUST check if the m ssing attribute was added by the RAD US Proxy and
it is present in RADI US request the RADI US proxy sent to the next hop
RADI US server. In this case the RADIUS Proxy MJST becone the
Enforcing Instance, since any RADIUS |Instances after the current

RADI US | nstance cannot enforce the requested bl ocking, as at |east
one of the attributes is mssing. If the mssing attribute was not
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added by the RADIUS Proxy, the RADI US Proxy SHOULD renove the
Request - Bl ock attribute before forwardi ng the packet to the next
RADIUS Cient. 1In this case, the nmssing attribute was added by a
RADI US | nstance not capabl e of Response-Bl ock and positioned between
the current and a | ater Response-Bl ock capable RADIUS | nstance in the
RADI US Proxy Chain of the RADI US Request. Since we have no RADI US-
native nethod to signal this condition back, the best approach to
deal with this is to ignore the bl ock request. By renoving the
Request - Bl ock attribute fromthe response, we reduce the |oad on

| ater RADIUS | nstances on the RAIDUS Proxy Chain for the RADI US
Response, since they do not need to performthe attribute checks.
Thi s renmpoves the Response-Bl ock functionality conpletely w thout
signal ling back to the capable RADI US Instances earlier in the
Response Proxy Chain. There is no easy solution to this problem but
this is considered the best solution conpared to complicated

signal ling nmechanisns that would only be beneficial in alinmted
nunber of use cases and increase the conplexity of inplenentations.
We therefore rely on the RADIUS server not to request a bl ock based
on attributes that may have been added during the proxy chain. See
Section 5 for further discussion

3.4.2. Enforcing Instance

An Enforcing Instance is in charge of perform ng the requested
action.

In general, an Enforcing |Instance MJST renove the correspondi ng
RADI US Attribute with the request to delay or block fromthe RADI US
response before forwarding it to the next RADIUS Cient.

3.4.2.1. Response-Del ay

An Enforcing Instance for the Response-Delay MJST del ay the response
it received fromthe RADI US server before forwardi ng the RADI US
response to the next RADIUS Client. |f the Enforcing Instance is not
a RADIUS Proxy, any action that would nornmally follow the reception
of the RADI US response MJST be delayed, i.e. the Enforcing |Instance
acts as if the RADI US response has not been received until the del ay
ti mespan has passed

An Enforcing Instance MJUST NOT retransmt the RADI US Request again to
the next hop RADIUS Server if it already received a RADI US response
with the Response-Delay attribute. |If the Enforcing Instance is a
RADI US Proxy and the RADIUS Cient retransmts the RADIUS request,
the Enforcing Instance MIST silently discard the retransm ssion

This only applies for Enforcing Instances, any other RADI US Proxy
will still followits normal retransm ssion policy.
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The Enforcing Instance SHOULD del ay the RADI US response according to
the tinme span in the Response-Delay attributes, however the Enforcing
I nstance MAY have an upper limt for the delaying response timespan
By default, this upper limt SHOULD not be | ess than 10000

m | liseconds (10 seconds) and it SHOULD be configurable by the

adm ni strator.

/1l TODQO Reasoning behind the 10 sec delay: A common tineout limt
/1 for "response is missing, stop retrying" is 30 seconds, so by

/'l keeping the default upper limt belowthis we ensure that the

/] response gets to the client, but it is delayed. W want to have
/1 the time configurable, because del ayi ng responses uses up

/1 resources on the server. | delibirately didn't include text that
/1l the response should be sent if the ID space is exhausted, because
/1 the I D exhaustion may be the reason for the response delay further
/1 down the proxy chain, so in order to prevent inpact on the |ater
/1 proxy chain, we need to shift the problemas far to the begi nning
/1 of the proxy chain as possible.

/[l -- Janfred

[l TODO Maybe we should define a lower Iimt for the upper-limt

/1 config, i.e. the upper limt nust not be | ess than 500
/1 mlliseconds.
/1

/1l -- Janfred
3.4.2.2. Request-Block

An Enforcing Instance for the Request-Block MIST reject the RAD US
requests with certain attributes.

In order to avoid servers fromblocking legitimate traffic by setting
the block-filter to arbitrary values, the Request-Block is always
dependent on the attributes of the original RADI US requests.

TODO. From here only stub

General algorithm * create a list of attributes * attributes that
appear multiple tinmes in the request nust be included multiple tines
inthe list as well * for extended attributes: add every attribute to
the list with the prefix in the request-Dbl ock-extended-attribute (but
skip over the length byte in the attribute in the request) * Wen a
request is received with attributes matching the list (every
attributes nust be present and match): send an Access-Reject with an
Error-Cause attribute set to value TBD4 (Request ratelinited)
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The considerations for upper linmt should probably also apply,
simlar to the response-delay, but with way higher defaults

Maybe add functionality that the block is automatically tinmed out
after a tinme when no |login has be observed (to free up space), but
"reset" the counter if observed again.

4. Security Considerations
TODO Security

5. Recomendations for Operators
TODO.

El ements to consider: * Wen should be delayed? * nearing |D
Exhausti on due to nmany ongoi ng EAP sessions, add small delays * on
hi gh server load add snmall delay * add a delay for a reject.
(FreeRADI US has the option already, let’'s push this to the edge

i nstead) * When should the home server request a block for how | ong?
* outer usernane in EAP wong - probably hours * inner usernane in
EAP does not exist (and has several failed attenpts shortly) - few
m nutes (outer usernane may stay the same if user changes only inner
username) * username points to someone that is no longer eligible for
access - probably hours * Wien should a proxy request a bl ock? *
repeated requests imediately after a reject with inpact on the
network - seconds to minutes * realmin usernane is unroutable -

m nutes to hours * What are good and bad choices for attributes? *
good * User-Nane. Always. * Calling-Station-ID * Called-Station-ID
(i.e. only block phone on this specific access point) * NAS-
Identifier, NAS-I1PAddr, NAS-IPv6Addr (only block fromthis specific
NAS, hel pful in roam ng scenarios) * bad * Proxy-State (added by
proxi es that mght not understand it. MJST NOT be used) * Any other
proxy-specific attribute * Only User-Nanme (may be too broad in case
of anonynous identities)

6. | ANA Consi derations
This docunent will have | ANA acti ons.
They are still TODO in detail
Roughly the follow ng things shoul d be all ocated:

* Attribute Type (possibly fromextended attributes) for Proxy-
Capability of type string (Extended-Attribute-1, TBD1)

* New registry table for for types in the Proxy-Capability attribute
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- 0 - reserved

- 1 - Response-Del ay- Capabl e

- 2 - Request- Bl ock- Capabl e

- 3-125 - reserved for future use
- 126 , 127 - experinental

- 128 - 255 - Extended Capability

* Attribute Type for Response-Del ay of type integer (Extended-
Attribute-1, TBD2)

* Attribute Type for Request-Block of type tlv (Extended-Attribute-
1, TBD3)

* New registry table for types in the Response-Delay attributes

- 0 - reserved

- 1 - Request-Block-Period, Type integer, request to stop sending
data for this particular user for period of time, tinme in
seconds

- 2 - Request-Block-Attributes, type string

- 3 - Request-Bl ock-Extended-Attribute, type string

- 4-250 - reserved for future use

- 251 - private use

- 252-255 - experinental

* New entry in the registry for Values for RADIUS Attribute 101,
Error-Cause Attribute

- 4AXX (TBD4) with description "Request ratelimted"
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