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Abst ract

Thi s docunent serves as a prinmer for technical professionals involved
i n managi ng personal data, including biometric information from audio
and video recordings, and other sensitive information in messagi ng or
personal comunications. It outlines key concepts in data privacy
and communi cations privacy, addressing the ethical and | ega

consi derations surroundi ng the collection, processing, and disclosure
of consunmer data. The docunent covers fundamental privacy
principles, defines inmportant roles in data processing, and expl ains
consuner rights regarding their personal information. It also

di scusses the scope of protected personal information, including
sensitive data categories, and explores techniques |ike data
aggregation and anonym zation. Wile referencing existing | ETF work
on privacy in Internet comunications, this draft extends beyond to
address consumer data privacy in relation to organizations handling
such data. The goal is to provide a conprehensive overview of
privacy considerations, aligning with fair information practices and
current regulatory franmeworks, to gui de professionals in inplenmenting
privacy-respecting data managenment practices
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1. Introduction

The denocrati zation of technology has led to a surge of new entrants
in the growing narket of personal data nanagenent. These entrants,
driven by various notives ranging fromcomrerce and regulation to
fraud prevention and charitabl e causes, are increasingly engagi ng
with conversational data across network boundaries. The vCon
(Virtual Conversation) represents a significant step forward in this
| andscape, enabling the ethical sharing of conversational data and
fostering a rich ecosystem of services based on a novel concept:
genuinely listening to what customers say.

However, many of these new entrants may not inherently understand the
ethical and | egal conplexities surrounding crucial topics such as
data minimzation, redaction, the right to know, and the right to
erasure. The design decisions behind the vCon franework directly
address these concerns, incorporating features such as encryption
capabilities, external data signing for change detection, and the
creation of redacted versions that naintain a trail to the origina
dat a.

1.1. Purpose of this Docunent

Thi s docunent serves as a prinmer for individuals and organizations
grappling with the chall enges of responsible personal data managenent
inthe digital age. It ains to provide a foundational understanding
of key topics, explaining their inmportance and how they are addressed
(or not) within the vCon franework. While the vCon is not a panacea,
it offers a structure that enables well-intentioned actors to operate
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ethically and responsibly. Mich Iike the distinction between HITP
and HTTPS, where HITPS is trusted by default and HTTP is not, the
vCon franmework provides a basis for trust, with | egal systens
managi ng those who operate outside its principles.

| nt ended Audi ence

This primer is designed to cater to three primary constituencies
often present in |IETF di scussions:

* Technol ogi sts and Engineers: Oten imersed in technical details,
these professionals may benefit from understandi ng the broader
ethical and | egal considerations that should informtheir designs.
Thi s docunent ains to bridge the gap between technica
i npl ementation and inportant "non-technical" issues they need to
consi der.

* Regul ators, Lawyers, and CGovernnent Representatives: Responsible
for tech policy, these individuals often approach di scussions with
the perspectives of their constituencies but are generally open to
education. This docunent seeks to provide themwi th a clearer
under st andi ng of how their |egal concerns are addressed within the
vCon franmework and what aspects fall outside its scope.

* Non- Governnmental Organi zations (NGOs): Particularly those focused
on privacy, security, and human rights, these organi zations
represent the intersection of policy and technology. Oten
skeptical of comrercial and governnent interests, this audience
will find information on how the vCon supports personal data
privacy, transparency, and control

Goal s of this Docunent
The primary objectives of this prinmer are:

* To educate an expandi ng audi ence on the fundanental concepts of
responsi bl e custoner data managenent.

* To foster a conmon understandi ng of the challenges involved in
personal data handli ng.

* To provide an informed perspective on what is currently addressed
by the vCon franmework and what renains outside its scope.

* To encourage thoughtful consideration of ethical and | egal issues
in the design and inpl enentati on of systens handling persona
dat a.

By achi eving these goals, we aimto contribute to a nore informed and
responsi bl e approach to personal data managenent across vari ous
sectors and di sciplines.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Goal

To act as a prinmer to technical professionals involved with managi ng
personal data, including bionetric information contained in audio and
vi deo recordi ngs, or other sources of sensitive information, in
messagi ng or ot her personal conmunications. |ssues, ethics,
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legalities and rel evant | ETF work shoul d be referenced as
appropri at e.

| ETF standards al ready address privacy in Internet communications,
including the principle of data nininization [RFC 7258]. However,
those standards generally do not address consumer data privacy vis-
-vis organi zations that collect, process, and di scl ose consumer

dat a.

Privacy and vCon |n Genera

Privacy in general can be understood as "the right to be | et al one"
[Warren, S. D., & Brandeis, L. D. (1890). The Right to Privacy.
Harvard Law Review, 4(5), 193-220]. It may be helpful to think of it
in four aspects:

1. personal information (or data) privacy,
2. bodily privacy,

3. territorial privacy, and

4. communi cations privacy.

In the context of vCon, we will concentrate on *data privacy* and
*comuni cations privacy.*

Data privacy

Data privacy, also known as information privacy or data protection,
refers to the practice of safeguarding individuals persona
informati on from unauthorized access, use, disclosure, alteration, or
destruction. It involves ensuring that individuals have control over
their own personal data and that organizations that collect, store,
and process personal data do so in a manner that respects

i ndi vidual s’ privacy rights.

Data privacy |laws and regul ations vary by jurisdiction, but many
countries and regions have enacted | egislation to protect

i ndi vidual s’ personal data. Exanples of data privacy |aws include
the General Data Protection Regulation (GDPR) in the European Union,
the California Consumer Privacy Act (CCPA) in the United States, and
the Personal Data Protection Act (PDPA) in Singapore. The U. S data
privacy |l egal |andscape is a particularly conpl ex patchwork of
federal and state laws. |t includes conprehensive state-I|eve
consumer privacy acts, industry-specific federal laws, and intricate
pre-enption rel ati onshi ps between them creating a fragnented and
mul tifaceted regul atory environnent.

Thi s docunent outlines common privacy rights and obligations in
alignment with fair information practices (FIP), which are widely
recogni zed principles but may or nay not be legally required,
depending on the jurisdiction. The framework presented here offers a
general understandi ng of data privacy principles but does not
guarantee | egal conpliance in any specific region. Readers are
encouraged to seek | egal advice for their particul ar situations.

2.1. Key Roles in Data Processing

The following terns are used by the GDPR and in the privacy industry
in general to define the three key roles in data processing:

1. *Data Subject*: The individual whose personal information is
bei ng processed (also referred to as "consuner"” in this RFC and
many personal data privacy |aws).



2. *Data Controller*: An organization or individual wth decision-
maki ng authority over data processi ng who determni nes the purposes
and net hods of data processing, bears primary responsibility
under privacy laws and is the main target of nost privacy and
data protection regul ations.

3. *Data Processor*: Oten a third-party service provider who
processes data on behal f of the data controller. Under HI PAA,
data processors are referred to as "business associates." Data
processors nmay be hired for specialized tasks or to inprove
ef ficiency; can subcontract to other processors, creating a chain
of responsibility; nust operate within the scope defined by the
data controller; and are expected to maintain trust and adhere to
the controller’s guidelines.

The rel ati onship between these entities forns a hierarchy of
responsibility and trust. The data controller sets the parameters
for data use, while processors at various |evels nust operate within
these boundaries. This structure ensures accountability and hel ps
mai ntain data privacy throughout the information processing chain.

3.2.2. Wat Rights in Their Data do Consuners Have?

Regardi ng individual rights in data privacy, organizations shoul d
focus on six key areas:

1. *Notice of Data Processing*: Organizations nust clearly
communi cate their privacy policies and practices. This includes
expl ai ni ng what personal data is collected and for which
purposes, how it is used, stored, and shared, and how consuners
can exercise their data privacy rights. This ensures
transparency, holds data controllers accountable, and enpowers
i ndi vidual s to nake inforned choi ces about their persona
i nformation.

2. *Consent*: (Organizations need to obtain data subjects’ inforned
and freely given consent for collecting, using, storing, and
sharing personal data. Different |evels of consent consent may
apply to different kinds of data or in different jurisdictions:

* Consent can be affirmative ("opt-in" consent) or presuned
unl ess stated otherwi se ("opt-out” consent). Opt-in consent
is usually required for sensitive data and children’s data
(under 13 or 16 years old).

* Consent can be witten, oral, or inplied.

* In sone jurisdictions, such as California, consent nust be
sought at or before the point of data collection

3. *Access*: Organizations should offer mechanisns for consuners to
access and correct their personal data. This enpowers people to
ensure their data is accurate and up-to-date.

4. *Data Choices*: In addition to rights to access and correct, data
subj ects often have the followi ng data privacy rights:

* right to have their information deleted (also referred to as
the "right to be forgotten");

* right to port their data to a different data controller;
* right opt out of certain data practices, such as sale of their

data, profiling, targeted/cross contextual behaviora
advertising, automated decision-nmaking.



5. *Non-Discrimnation*: Organizations nmust not discrimnate agai nst
consuners who choose to exercise their data privacy rights.

6. *Breach Notification*: The |arge anpbunts of data held by
organi zations attracts cybercrinminals, increasing the risk of
data breaches. To nmitigate the consequences of data breaches and
incentivize advanced data security practices, nost jurisdictions
require pronpt notification of affected individuals when breaches
occur (within 30 days of discovery being the industry practice in
the U.S.). This holds organizations accountable for data
security and allows individuals to take protective actions.

By addressing these areas, organizations can respect individua
privacy rights and build trust with their customers or users. This
approach aligns with many nodern data protection regul ati ons and best
practices in privacy nmanagenent.

.2.3. Wat Data |Is Protected?

Data privacy |aws protect personal information, though its scope can
vary across different laws. In general, the term "persona
informati on" (also known as "personally identifiable information" or
"PIl") includes information that nmakes it possible to identify an

i ndi vidual or information about an "identified" or "identifiable"
individual. California extends the scope of PIl to include

i nformati on about a consunmer and the consuner’s household, as well as
enpl oynent data. Exanples of PII include:

* Basic identifiers: Nane, addresses (postal and emmil), governnent-
i ssued identification nunbers

* Digital identifiers: IP address (in sonme jurisdictions |ike
California).

* Financial Data: financial account nunber or credit or debit card
nunber, often in conbination with any required security code or
password that would permt access to a data subject’s financi al
account .

* Protected characteristics: Race, religion, disability, sexua
orientation, national origin, etc.

* Consuner behavior: Purchase history, product interests,
consunption patterns

* Bionetric data, including voiceprints, faceprints, fingerprints.

* Online activity: Browsing and search history, website and app
i nteraction.

* Geolocation information

* Sensory information: Audio, visual, thermal, and ol factory data.
* Professional and educational information

.2.4. Sensitive Data

An inmportant subset of PIl to consider in designing data privacy
practices is so-called "sensitive data"” which is subject to a higher
standard of protection and requires additional privacy and security
limtations to safeguard its collection, use and disclosure. For
exanple, it may require an opt-in consent for data collection and
processing. In various jurisdictions sensitive information may

i nclude the follow ng:



* Government-issued identifiers

* Physical or nental health information.
* CGenetic data.

* Financi al data.

* Bionetric information.

* Precise geolocation data (information on a customer’s |ocation
within a 1,850-foot radius around the consuner).

* Certain comunications data an individual’s private
conmuni cati ons, such as voicemails, emails, texts, direct nessages
or mail, or information identifying the parties to such
communi cations, information contained in tel ephone bills, voice
communi cations, and any information that pertains to the
transm ssi on of voice conmuni cations, including nunbers call ed,
nunbers fromwhich calls were placed, the time calls were nade,
call duration and |l ocation information of the parties to the call
unl ess the covered entity is an intended recipient of the
communi cati on. Communi cations with busi nesses may be awarded | ess
protection.

* Log-in credentials a custoner’s account |og-in, password, or
credentials allowi ng access to an account.

* Citizenship and inmmgration status.
*  Sexual behavior.

* Less commonly - *cal endars, address book information, phone or
text |ogs, photos, audio recordings, or videos intended for
private use* typically stored on snmartphones and tabl ets that
reveal personal information about an individual’'s daily habits and
soci al interactions.

* Less commonly - *transferred video view ng habit information* -
information revealing the extent or content of any individual’s
access, viewing or other use of any video programming, including
by a provider of broadcast television service, cable service,
satellite service or stream ng media service, but only concerning
the transfer of such information to a third party and excl udi ng
any such data used solely for transfers for independent video
neasur enent .

* *Online activity -* information revealing an individual’s online
activities over time and across websites or online services that
do not share common branding or over tine on any website or online
service operated by a covered hi gh-inpact social nedia conpany.

* Information about mnors (17 years of age or younger).
.2.5. \What Data Isn’t Protected?

The distinction between personal and nonpersonal information hinges
on identifiability. This boundary can be anbi guous, with varying
interpretations across jurisdictions. For instance, |P addresses are
consi dered personal information by the EU and FTC, but not by U S
federal agencies under the Privacy Act.

When identifying elenents are renoved fromdata, it becones
nonpersonal information, generally falling outside the scope of
privacy and data protection laws. This process, known as

*dei dentification or anonym zation*, is often used for research,



statistics, or aggregated data analysis. Several U S. state
conprehensive privacy | aws exclude deidentified and aggregate data
fromthe scope of personal infornation.

*Pseudonym zed data*, where individuals are represented by uni que
codes, is tenporarily nonpersonal but can be reversed to reidentify
individuals. This reversibility can be crucial in scenarios like
medi cal trials. In nmany jurisdictions pseudonynous data falls within
the scope of personal data when used in conjunction with additiona
informati on that reasonably links the data to an identified or

i denti fiabl e individual

Many jurisdictions renove *publicly available information* fromthe
scope of protected PI

.2.6. Aggregation/ Anonym zati on

Dat a aggregati on and anonymi zation are inmportant techni ques used in
the context of data privacy to protect individuals’ persona

information while still allow ng organizations to derive val uabl e
insights. However, these nethods are not w thout risks and
limtations.

Dat a aggregation involves conbining data frommultiple sources or
individuals into sutmmary form VWhile this can obscure individua
identities, there are still privacy concerns:

1. *Re-identification risk*: Wth enough granular data points, it
may be possible to single out individuals even from aggregated
datasets. Applying nmultiple specific filters to aggregate data
could potentially identify a unique individual

2. *Inference attacks*: Aggregated data can reveal patterns that
al | ow i nferences about individuals or small groups, even if
direct identifiers are renoved

3. *Unintended data exposure*: As aggregated data is often shared
bet ween organi zations, there’'s increased risk of unauthorized
access or nmsuse.

Anonymi zation ains to renpve or encrypt personal identifiers from
dat asets. However, true anonynization is chall enging:

1. *De-identification limtations*: Sinply renoving obvious
identifiers |ike nanes and addresses is often not sufficient to
prevent re-identification. Indirect identifiers can still allow
i ndividual s to be singled out.

2. *Data utility trade-offs*: Mre thorough anonym zati on techni ques
tend to reduce the useful ness of the data for anal ysis.

3. *Evolving re-identification techniques*: As technol ogy advances,
previ ously anonyni zed data rmay becone vul nerable to new re-
identification methods.

To mitigate these risks, organizations should consider

1. Inplenenting robust anonym zation techni ques beyond basic de-
i dentification.

2. Carefully assessing the granularity and specificity of aggregated
data rel eased

3. Conbi ni ng anonym zation with other privacy-enhancing technol ogi es
like differential privacy.



4. Conducting regul ar privacy inpact assessments to eval uate
potential risks.

5. Adhering to relevant privacy regul ations and best practices for
dat a handl i ng.

Wi | e data aggregati on and anonym zati on can enhance privacy
protection, they should not be viewed as fool proof sol utions.

Organi zations nmust remain vigilant and adopt a conprehensive approach
to data privacy that considers the evolving nature of re-
identification risks and the potential for unintended consequences
when working with | arge datasets.

3.3. Comuni cations Privacy

Communi cations privacy is a critical concern in our increasingly

i nterconnected world, where various forns of conmunication

i ncludi ng audi o, video, text messages, and emails have becomne
integral to both personal and professional interactions. Under the
appl i cabl e | aws, comruni cations are protected when in transit and
when st or ed.

Understanding the nultifaceted | egal and ethical franeworks around
communi cations privacy is essential for anyone involved in capturing,
storing, analyzing, or managi ng comuni cations data. Conmunications
privacy |l aws across various jurisdictions often share common

el ements, designed to protect individuals' privacy rights while

bal anci ng the needs of |aw enforcenent and | egitimate business
interests. Here are sone key provisions typically found in | aws
governing the recording, interception, eavesdropping, and storage of
communi cat i ons:

1. *Notice:* Many laws require that parties be notified if their
communi cations are being recorded or nonitored, often through
audi bl e beeps, verbal announcenents, or visible signage. The
unaut hori zed surveillance or interception of an individual’s
private conmuni cations or activities is generally prohibited by
| aw.

2. *Consent:* Many |aws stipulate that at |east one party nust
consent to the recording or interception of a conmunication.
Sone jurisdictions require all parties to consent, known as "two-
party" or "all-party" consent. The type of consent required
(explicit or inplied) may vary, but it has to be obtained prior
to the recording.

3. *Distinction Between Public and Private Conmunications:* Laws
often differentiate between comuni cati ons where there is a
reasonabl e expectation of privacy (e.g., private phone calls) and
those in public spaces where such expectation nmay not exist.

4. *Purpose Limtations:* Regulations frequently specify pernissible
pur poses for recording or intercepting conmunications, such as
for security, quality assurance, or with court authorization for
| aw enforcenment activities.

5. *Storage and Retention Limtations*: Rules governing how | ong
recorded comuni cations can be stored, how they nust be
protected, and when they should be destroyed are conmon features
of privacy | aws.

6. *Exceptions for Law Enforcenment:* Mst |aws include provisions
all owing for authorized interception of comunications by |aw
enforcenment agencies, typically requiring judicial oversight
through warrants or court orders.



7. *Technol ogy- Specific Provisions*: As technol ogy evol ves, |aws may
i nclude specific provisions for different comruni cati on nedia,
such as | andlines, nobile phones, enails, instant nessaging,
video calls, and Internet browsing activities.

8. *Security Measures:* Requirenents for securing stored
communi cati ons agai nst unaut hori zed access, including encryption
st andards and access controls, are increasingly comon.

Under st andi ng these comon provisions is crucial for conpliance with
communi cations privacy |laws, regardless of the specific jurisdiction
However, it is inmportant to note that the exact inplenmentation and
interpretation of these provisions can vary significantly between
different |egal franmeworks

.1. Key Privacy Principles

Data privacy and communi cations privacy are guided by simlar
princi pl es, emphasi zi ng consent, transparency, and data m nim zation
whi | e bal ancing privacy rights with societal interests. These areas
aimto safeguard individuals’ control over their persona

i nformati on, whether stored or transnitted. Key principles include:

1. *Consent*: Miust be freely given, specific, informed,
unamnbi guous, revocable, and docunented. Consent nmay not be
valid in situations with power inbal ances or required when
processing is necessary to satisfy |legal obligations or
i npl emrent contracts. So-called "dark patterns,” which are
practices of seeking consent that effectively obscure, subvert,
or inpair the consuner’s autonomy, decision-making or choice
(for example, confusing user interfaces or hidden disclosures)
are not allowed in nost jurisdictions.

2. *Not i ce/ Transparency*: O gani zations nust clearly disclose their
data handling practices. Privacy notices should be conci se,
transparent, and easily understood. Changes to privacy
practices nmust be pronptly comuni cated

3. *Purpose Limtation*: Personal data should be collected for
specific, explicit, and legitinmate purposes, and it shoul d not
be used for purposes that are inconpatible with those for which
it was originally collected.

4. *Data M nimzation/Collection Limtation*: O ganizations should
collect only the m ni mum anount of personal data necessary to
achi eve the stated purpose. Excessive or irrelevant data shoul d
not be coll ected.

5. *Storage Limtation*: Personal data should be retained only for
as long as necessary to fulfill the purposes for which it was
collected. Organizations should establish retention policies
and securely dispose of data that is no | onger needed.

6. *Security*: Appropriate technical and organi zati onal mneasures
must be inplemented to protect personal data from unauthorized
access and other risks. This may include encryption, access
controls, and regular security assessnents.

7. *I ndi vi dual Rights*: Individuals have certain rights regarding
their personal data, including the right to access their data,
the right to request corrections or deletions ("the right to be
forgotten"), the right to object to certain uses of their data,
and the right to data portability (the ability to transfer their
data from one organi zati on to another).

8. *Accuracy*: Personal data should be accurate, complete, and up-



t o- dat e.

9. *Accountability*: Organizations are responsible for conplying
with data privacy |laws and denonstrating conpliance. This may
i nvol ve conducting privacy inpact assessnments, appointing a data
protection officer, and maintaining records of data processing
activities.

10. *Recordkeepi ng*: Maintain accurate | ogs of consuners’ profiles,
data deci sions, and data usage, including sales and marketing
campai gns and instances of data disclosure to third parties.

Wi | e data privacy and communi cati ons privacy share many principl es,
there are sone distinctions in their regulation. Comunications
privacy |laws often focus nore on real-tine interception and

communi cati on confidentiality, while data privacy |aws address a
broader range of data handling practices.

As the digital |andscape evolves, privacy |aws nust continually adapt
to address energing technol ogi es and practices, ensuring the
protection of personal information in our interconnected world.

Security Considerations
vCons contain sensitive conversational data, which raises severa
security concerns, particularly regarding data integrity and persona
privacy. The followi ng points outline the key security
consi derations for vCons:

1. Data Integrity and Immutability

* vCons need to be protected agai nst unauthorized nodifications
to ensure the authenticity of the conversational data.

* Before a vCon leaves its original security domain, it should
be digitally signed to prevent alteration, as specified in
Section 5.2 (Signed Formof vCon (bject).

2. Pr

vacy Protection

* vCons often contain personally identifiable information (PIIl)
and sensitive data that nust be safeguarded

* Different |levels of redaction may be necessary, as outlined
in Section 4.1.6 (redacted): a) PIl nasking: Renoving Pl
fromtext, audio, video, and transcripts b) De-
identification: Renmoving segnents or whole recordings to
prevent voice printing or facial recognition

3. Encrypted Storage and Transmi ssion
* Unredacted versions of vCons nust be encrypted to protect
sensitive information, as described in Section 5.3 (Encrypted
Form of vCon (bject).

* vCons transmtted over non-secure channels (e.g., email) nust
al ways be in encrypted form

4. Access Contro
* Externally referenced files should be transported only over
HTTPS, as specified in Section 2.4 (Externally Referenced
Files).

* Access to unredacted vCons and their referenced files should
be restricted to authorized personnel only.
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Ver si on Managenent

*

Mul tiple versions of a vCon may exist (e.g., redacted
versions, versions with added anal ysis).

Each version nust maintain its own integrity while providing
a secure reference to its predecessor, as described in
Sections 4.1.6 (redacted) and 4.1.7 (appended).

Cross-Domai n Security

*

vCons may be created and nodified across different security
dommi ns, as discussed in Section 4 (Unsigned Form of vCon
oj ect) .

Each domain should sign the vCon before transferring it to
mai ntain the chain of trust, using the nethod in Section 5.2
(Signed Form of vCon nbject).

Redacti on Processes

*

Ba

Whi | e net hods exist for redacting text, audio, and video, the
speci fic techni ques are beyond the scope of the vCon
standard, as noted in Section 4.1.6 (redacted).

I mpl enenters nust ensure that redaction nethods effectively
remove sensitive information wthout conprom sing the vCon’s
integrity.

ancing Uility and Privacy

There's an inherent tension between nmintaining the
useful ness of vCons and protecting privacy, as inplied
t hroughout Section 4 (Unsigned Form of vCon (bject).

Careful consideration is needed when deci di ng what
information to redact or encrypt.

Encrypti on of Referenced Content

*

Externally referenced files that are part of a vCon should be
encrypted if they contain sensitive information, as suggested
in Section 2.4 (Externally Referenced Files).

Audit Trail

*

vCons should maintain a secure audit trail of nodifications,
especially for redactions and additions, to ensure
accountability. This is supported by the structure described
in Sections 4.1.6 (redacted) and 4.1.7 (appended).

By addressing these security concerns and followi ng the guidelines in
the vCon standard, inplenenters can hel p ensure that vCons protect
the privacy of individuals involved in conversations while

mai ntaining the integrity and utility of the conversational data.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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