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Abstract

Sone encrypted DNS clients require anonymity fromtheir encrypted DNS
servers to prevent third parties fromcorrelating client DNS queries
with other data for surveillance or data mining purposes. However,
there are cases where the client and server have a pre-existing

rel ati onship and each wants to prove its identity to the other. For
exanpl e, an encrypted DNS server may only wi sh to accept queries from
encrypted DNS clients that are nmanaged by the sane enterprise, and an
encrypted DNS client may need to confirmthe identity of the
encrypted DNS server it is comunicating with. This requires mnutual
aut henti cati on.

Thi s docunent discusses the circunstances under which client

authentication is appropriate to use with encrypted DNS, the benefits
and limtations of doing so, and recomends authentication nechani sns
to be used when communi cating with TLS-based encrypted DNS protocol s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Cctober 2025.
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 113
1. I nt roduction

There are tinmes when a client needs to authenticate itself before it
can be authorised to use a DNS server. One exanple is when an
encrypted DNS server only accepts connections from pre-approved
clients, such as an encrypted DNS service provided by an enterprise
for its renote enployees. Encrypted DNS clients trying to connect to
such a server m ght experience refused connections if they did not
provi de authentication that allows the enterprise’ s server to

aut horise its use.

This is different fromgeneral use of encrypted DNS by anonynous
clients to public DNS resolvers, where it is bad practice for the
client to provide any kind of identifying information to the server
For exanple, Section 8.2 of [RFC8484] discourages use of HITP cookies
with DNS-over-HTTPS (DoH). This ensures that clients provide a

m ni mal anmount of identifiable or correlatable information to servers
that do not need to know anything about the client in order to
provi de nane resol ution

Because of the significant difference in these scenarios, it is
inmportant to define the situations in which interoperable encrypted
DNS clients can use client authentication w thout conpronising the
privacy provided by encrypted DNS in the first place. Even then, it
is inportant to recogni ze what value client authentication provides
to encrypted DNS clients versus encrypted DNS servers in the context
of both connecti on nmanagenent and DNS resolution utility. This
docunent di scusses these topics and recomends best practice for

aut henti cati on.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Term nol ogy
Encrypted DNS server: a recursive DNS resol ver that inplements one or

more encrypted DNS protocols, such as those defined in [ RFC9499]
(DNS- over - TLS, DNS-over-HTTPS, DNS-over-QU C).
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Protective DNS server: a policy-inplenmenting, recursive DNS resol ver
service that filters DNS queries to prevent resolution for known
mal i ci ous domai ns and/or | P addresses. Protective DNS servers
support DNS technol ogi es including encrypted DNS protocol support
(DoH DoT) and | Pv6 resol ution

O her ternminology related to the DNS is used in this docunent as
defined in [ RFC9499].

4. Benefits of client authentication with encrypted DNS

Strong identification of encrypted DNS clients by the encrypted DNS
server allows the DNS server to apply client-specific resolution
policies in a securely-verifiable way. Today, a conmon practice is
to establish client-specific resolution policies that are applied on
behal f of particular clients based on their observed |P address.
This is not only an insecure nethod that cannot account for clients
sendi ng requests through m ddl eboxes, but it can only be used when
expected | P addresses are known in advance. This is not practica
for enterprises with renote enpl oyees w thout introducing a
dependency on tunneling DNS traffic to a nmanaged gateway or proxy
whose I P address is known. This in turn forces enterprises to choose
bet ween running proxy or gateway infrastructure per client (or at

| east per-client |IP address nappings) or losing client

i dentification.

Strong identification of encrypted DNS clients by the encrypted DNS
server also brings identification up to the application [ayer, which
i nsul ates the nmechani smused for identity managenent from network

t opol ogy changes and allows the sense of client identity in the
server to persist despite client |IP address changes.

5. Drawbacks of client authentication with encrypted DNS

Wil e there are benefits in using client authentication with
encrypted DNS in limted circunstances, authentication has drawbacks
that make it inappropriate in many other cases. For exanple, client
aut hentication is generally considered to be bad practice in uses of
encrypted DNS that are motivated by client anonymnity, since it
allows a full history of resolution requests to be associ ated
confidently with the identity of an individual client. This is
unaccept abl e practi ce.

Public DNS servers generally inplenent allowists and blocklists at
the IP layer as part of a |ayered defence agai nst abuse; |P-|ayer
access control allows unwanted traffic to be discarded early and
hel ps mtigate unwanted server |oad. Public encrypted DNS servers
with the additional requirenment to pernit authenticated clients nmakes
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it inpossible to drop unwanted traffic early based on source |IP
address, which increases the cost of mtigation and adds complexity
that may introduce additional attack vectors.

6. Wien to use client authentication with encrypted DNS

Encrypted DNS servers that provide resolution using transport
protocol s that incorporate TLS or dTLS such as DoH [ RFC8484], DoT

[ RFC7858], and DoQ [ RFC9250] SHOULD NOT provide client authentication
except in the limted situations described in this section

Encrypted DNS servers that use other transport protocols are not in
scope for this docunent.

6.1. \When servers should require client authentication

Encrypted DNS servers MJST NOT challenge clients for authentication
unl ess they need to restrict connections to a set of clients they
have a pre-existing relationship with as defined in {restrict-
clients}, regardl ess of whether or not the requirenments in {per-
client} apply. Encrypted DNS servers also MJUST NOT chal | enge clients
for authentication when it knows its identity cannot be securely
verified. Exanples of this include using self-signed certificates or
maki ng itself discoverable using DDR s Di scovery Using Resolver |IP
Addr esses mechani sm described in Section 4 of [RFC9462].

Encrypted DNS servers that meet the requirenments in {restrict-
clients} MAY challenge clients to authenticate to avoid achieving the
sanme goal of identifying clients through other, |ess secure neans
(such as | P address or data in the DNS query payl oad).

6.2. Restricting connections to allowed clients

An encrypted DNS server that provides resolution to a specific set of
clients and refuses service to all other clients MAY require clients
to authenticate.

For exanple, an encrypted DNS server owned by an enterprise that only
al | ows connections from devi ces managed by that same enterprise night
require clients to authenticate.

Note that this does not apply to scenarios where the owner of the
encrypted DNS server and the device using the encrypted DNS client,
such as an ISP and its custonmers. Wile this is a scenario where the
ISP may wish to restrict access to its encrypted DNS resolver to only
its custoners, client authentication of DNS traffic is not necessary
to achi eve that.
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6.3. Resolving nanes differently per client

An encrypted DNS server that provides client-specific resolution
behavi our MAY require clients to authenticate in circunstances where
the appropriate policy for particular clients is specified by the
operator of the encrypted DNS server

For exanple, an encrypted DNS server that is configured to allow sone
clients to resolve certain names while other clients are not all owed
needs to identify the client so that the resol ution behaviour for
those nanes can be inpl enented accurately.

Encrypted DNS servers SHOULD NOT attenpt to authenticate clients to
identify the appropriate resolution policy to use when the difference
in resolution behavior between themis not inposed by the operator of
the server but instead is chosen by the client.

For exanple, sone public encrypted DNS services provide clients with
the option of blocking resolution requests for particul ar categories
of dommi n nanes, such as nanes associated with nalware distribution
adult content or advertisers, and makes servers with particul ar
resolution policies available on different |IP addresses. A client
who wishes to opt-in to a server with a particular resolution policy
can do so by sending queries to the corresponding |P address, and no
client identification is required.

6.4. \When clients should attenpt to authenticate

An encrypted DNS client MJUST NOT of fer authentication to any
encrypted DNS server unless it was specifically configured to expect
that server to require authentication, independent of the nechani sm
by which the client chose or discovered the encrypted DNS server to
use. In other words, encrypted DNS client authentication MJST
require admnistrator action typical of enterprise managed devices
rat her than being out of the box default behavior for an application
or operating system

An encrypted DNS client MJUST NOT of fer authentication when the server
connecti on was established using Section 4 of [RFC9462], even if the
| P address of the original DNS server was specifically configured for
the encrypted DNS client as one that m ght require authentication
This is because in that circunmstance there is not a pre-existing
relationship with the encrypted DNS server (or el se DDR bootstrapping
into encrypted DNS woul d not have been necessary).

An encrypted DNS client MAY choose to present authentication to a

server that requests it, but is not required to do so; for exanple, a
client MAY choose instead not to use the server. |If a client does
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present an identity to a server, the identity SHOULD be unique to
that server, or unique to servers provided by the same provider when
the client has that information, to reduce the risk of a client’s
resolution history on nultiple colluding providers being correl ated.

7. Recommendations for authentication nechani sns
Thi s section enunerates recomrended consi derations for selecting a
client authentication nechani smand reconmrends sol utions to guide
i mpl ementors who wi sh to nmaxim ze chances of interoperability
wherever other inplenentations hold the sane considerations.
The foll owi ng requirenents were consi dered when formul ating the
recomrended aut hentication mechanismfor encrypted DNS clients. it is
RECOMMVENDED t hat aut henti cati on nechani sns:

1. be per-connection, not per-query, e.g. to avoid unnecessary
payl oad over heads

2. use open, standard nechani sns where possible, e.g. to avoid
vendor | ock-in and specialized cryptography

3. be reusable across nultiple encrypted DNS protocols, e.g. to
avoi d protocol preference

4. not require human user interaction to conplete authentication

5. be resistant to replay attacks

Thi s document concludes that the best current nechani smavailable to
recommend for enabling interoperable encrypted DNS client

aut hentication is mlILS [ RFC8705] for the foll owi ng reasons:

1. nmiLS identifies and authenticates clients, not users, per-
connecti on

2. nILS is an existing standard and is often readily available for
TLS clients

3. X. 509 certificates used for TLS client authentication allow a
server to include other attributes in an authentication deci sion,
such as the client’s organi zation via PKI hieracrchy

4. niILS is reusable across multiple encrypted DNS protocol s

5. nTLS all ows session resunption [ RFC38446]
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6. nTLS does not require user interaction or apaplication |ayer
i nput for authentication

Encrypted DNS clients and servers that support offering or requesting
client authentication SHOULD support at |east the use of nmILS with
TLS 1.3 in addition to whatever other nechanismthey wi sh to support.
Client authentication using PKI certificates is RECOMENDED, but pre-
shared keys MAY al so be used to neet the requirenents |isted above
for recomrendabl e practices, provided (EC)DHE key exchange is used to
mai ntain perfect forward secrecy [ RFC8446]. Versions of TLS | ower
than 1.3 | ack sone security features that new protocols (as of this
witing) are taking for granted or making recommended behavior. When
TLS 1.3 is discouraged in favor of future versions of TLS or its
future replacenent, that guidance supercedes this paragraph.

Encrypted DNS clients and servers SHOULD prefer long-1lived
connecti ons when using client authentication to mninize the cost
over time of doing repeated TLS handshakes and identity verification

7.1. Wy these requirenents were chosen
7.1.1. Per-connection scope

Any data added to each DNS nessage will have greater bandw dth and
processing costs than presenting authenticati on once per connection
This is especially true in this case because the drawback of having
| ong-runni ng encrypted DNS connections is the decreased privacy

t hrough increased volunme of directly correl atable queries. However
this privacy threat does not apply to this situation because the
client’s queries can already be correlated by the identity it
presents. Therefore, per-connection bandw dth and data processing
overhead is expected to be nuch | ower than per-query because there is
no incentive for clients and servers to not have | ong-running
encrypted DNS connecti ons.

This is not expected to create excessive cost for server operators
because supporting encrypted DNS wi thout client authentication
al ready requires per-connection state managemnent.
7.1.2. Reusabl e open standards
Reusi ng open standards ensures wi de interoperability between vendors

that choose to inplenment client authentication in their encrypted DNS
st acks.
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7.1.3. Reusable across protocols

If a client authentication method for encrypted DNS were defined or
recomended that would only be usable by sone TLS-encrypted DNS
protocols, it would encourage the devel opnent of a second or even
third solution later.

7.1.4. Does not require human interaction

Humans usi ng devi ces that use encrypted DNS, when given any kind of
pronpt or login relating to establishing encrypted DNS connectivity,
are unlikely to understand what is happening and why. This wll
inevitably lead to click-through behavior. Because the scope of
scenari os where client authentication for encrypted DNSis linmted to
pre-existing rel ati onshi ps between the client and server, there
shoul d be no need for at-run-tine intervention by a human user

7.1.5. Resistance to replay attacks

Today, there are sone attenpts to identify clients that involve use
of client- specific DoH tenpl ates or DoT hostnanmes, addition of magic
strings to requests, and other nechanisns to enable proprietary
experiences. It is inmportant that recomendations for client

aut hentication are restricted to nmechani sns that protect their
secrets or keys fromreplay attacks or conprom se by unprivil eged
processes.

7.2. Wy alternatives are not recomended
7.2.1. Wb tokens

QAuth or JSON web tokens alone require HITP to validate, so woul d not
be a solution for encrypted DNS protocols other than DoH Wb access
tokens can be used as certificate-bound access tokens in conbination
with nfLS if they are needed to prove identity with another

aut hori zation server, as described in [ RFC8705].

7.2.2. HTTP aut henti cati on

HTTP aut hentication as defined in [ RFC9110] provides a basic

aut henti cation schene for the HITP protocol. Unless it is used with
TLS, i.e. over HITPS, the credentials are encoded but not encrypted
which is insecure. As TLS is already used by the encrypted DNS
protocols in this docunent’s scope, it is sinpler to handle client
aut hentication and authorization at the TLS layer. Additionally,
MILS i s nore broadl y-adopted than HTTP aut hentication. HITP

aut hentication would only be a viable option for DoH, and not
extensible to other encrypted DNS sol utions.
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7

7

8.

8.

2.3. FIDO

Web Aut hentication (WebAuthN) and the FIDO2 Cient to Authenticator
Prot ocol (CTAP) use CBOR (bject Signing and Encryption (COSE)
described in [RFC8812]. FIDO and WebAut hN are passkey sol utions
designed to repl ace passwords for user authentication for online
services, and they are not typically used for general client

aut henti cation. Passkeys are unique for each online service and
require user input for registration, and would require DNS servers to
support the WebAut hN protocol. Additionally, each sign-in requires
user input for local verification, using bionetric, local PIN or a
FI DO security key.

2.4. Designing a novel solution

Desi gning a novel solution is never recommended when there is an
exi sting standard that neets the requirenents. Doing so would rmake
the encrypted DNS solution nore difficult and time-consuming to
adopt, and nost likely would introduce vendor | ock-in.

Oper ational Considerations
1. Avoiding connectivity deadl ocks

When depl oying encrypted DNS Cients, careful consideration should be
made how certificate rollover and revocation will happen. |[If an
encrypted DNS server only allows connections fromclients with valid
certificates, and the client is configured to only use the encrypted
DNS server, then there will be a deadl ock when the certificate
expires or is revoked such that the client device will not have the
connectivity needed to renew or replace its certificate.

Encrypted DNS servers that challenge clients for authentication
SHOULD have a separate resolution policy for clients that do not have
valid credentials that allows themto resolve the subset of nanes
needed to connect to the infrastructure needed to acquire
certificates.

Al ternatively, encrypted DNS clients that are configured to use
encrypted DNS servers that will require authentication MAY consi der
configuring know edge of certificate issuing infrastructure in
advance so that the DNS deadl ock can be avoi ded w thout introducing
| ess secure DNS servers to their configuration (i.e. hard coding IP
addresses and host names for certificate checking).
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9. Security Considerations

Thi s docunent descri bes when and how encrypted DNS clients can

aut henticate thensel ves to an encrypted DNS server. It does not

i ntroduce any new security considerations beyond those of TLS and
mrLS. This docunment does not define recomendations for when and how
to use encrypted DNS client authentication for encrypted DNS
protocol s that are not based on TLS or dTLS

9.1. Custom Depl oynents

Thi s docunent was witten to provide guidance to inplenmentors
interoperating with third party inplenmentations to nmaximnze the
chances of out-of-the-box compatibility. There are certainly many
ways of acconplishing client authentication with encrypted DNS not
|isted as recommended practice here. |Inplenentors are encouraged to
use the reasoning in this docunent explaining its choice in
recomrendati ons, but not followi ng this docunent’s recommendati ons
does not inmply any violation of protocol conpliance for encrypted DNS
protocol s or whatever authentication mechani smthe inplenentor

sel ects.

9.2. Use of DNS for Indicators of Conprom se
DNS queries can sonetinmes act as a source of Indicators of Conprom se
[ RFC9424], further placing value on strong client authentication when
it is appropriate as discussed in earlier sections.
Depl oyers shoul d wei gh the recomendati ons and reasoning in this
docunent against their threat nodels to ensure their Protective DNS
depl oynents provide useful Indicators of Conpromise in addition to
the need for interoperability.

10. | ANA Consi derations
Thi s document has no | ANA acti ons.
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