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Abst ract

Net wor k oper at ors nmanagi ng overlay networks require visibility into
underl ay network hops during traceroute operations fromoverl ay
endpoints. This docunment defines an | CMP extension object, the
Underlay Information Object (U O, which allows underlay head-end
nodes to encapsul ate underlay error information within | CVP error
messages. This mechani sm provi des overlay operators with crucia
visibility into underlay network paths for troubl eshooting.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 August 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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1.

1.

I nt roducti on

The nmechani smfor | CMP nmessages to carry additional information is
defined in [ RFC4884]. | CWP nessage extensions that enable | CWP
nmessages to carry additional information about the system where an
error occurred are defined in [ RFC5837], [RFC8335], and [ RFC8883].
These extensions transnmt enhanced di agnostic information to the
source node

Net wor k operators who nmanage both overlay and underlay networks, such
as those operating VPN segnents connected through an SRv6 core
network, require the ability to trace paths through the underl ay
infrastructure. Currently, when perform ng traceroute operations
froman overlay endpoint, operators lack visibility into the underlay
pat h and cannot identify the specific underlay node where a failure
occurred. For instance, inmagine a VPN service (overlay) running over
an SRv6 network (underlay). |If a packet gets dropped within the SRv6
network, the VPN operator currently has no direct way to pinpoint the
exact underl ay node causing the issue.

The Underlay Information Object (U O defined in this docunent
addresses this operational requirenment by enabling underlay head-end
nodes to include underlay-specific diagnostic information in | CW
error nessages sent to overlay endpoints, thereby providing crucial
visibility for troubl eshooti ng.

1. I1CW Error Message Origination and U O

The nechani sm described in this docunent, where an underlay head-end
node encapsul ates underlay error information into a new | CMP error
message destined for an overlay endpoint, deviates fromexisting | CVvW
error nessage origination rules. Specifically, [RFC4443],

Section 2.4, Rule (e.1l) states that "An | CMPv6 error message MJST NOT
be originated as a result of receiving the following: (e.1) An | CMPv6
error nessage." A simlar restriction exists for ICVMPv4 in [RFC792].

Thi s docunent defines a specific exception to this rule for the

pur pose of the Underlay Information Object (U Q. The U O nechani sm
is designed to provide critical diagnostic visibility into underlay
network failures for overlay operators, a function not adequately
served by existing | CMP nechanisns. The underlay head-end node acts
as an internediary, translating an underlay error into a new error
nmessage contai ning encapsul ated Ul O infornmation for the overl ay,
rather than sinply forwarding the original error nessage. This
controlled origination of a new I CVMP error nessage, triggered by an
underlay ICVMP error nessage, is essential for the U O s intended
troubl eshooti ng workflow. Therefore, this docunent updates [ RFC4443]
to accommodate this specific behavior
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However, permitting this exception introduces new chal |l enges that
must be carefully addressed. Because U O creates an intentiona

pat hway for underlay diagnostic information to cross into the overlay
domain, it raises the foll ow ng concerns:

* |Information Leakage: Unrestricted encapsul ation coul d expose
underl ay topol ogy, routing state, or configuration details beyond
what is necessary for troubl eshooting.

* Anplification and Abuse: Wthout constraints, a small probe could
trigger disproportionately large | CMP responses containing U O
enabling anplification attacks or reconnai ssance of underl ay
infrastructure

* Recursive Error Loops: An underlay head-end node generating a new
ICMP error in response to a received ICVWP error that itself
contains a U Ocould create infinite error |oops.

* Content Integrity: Aggregating information frommultiple underlay
sources into a single U O could produce m sl eadi ng di agnosti c
dat a.

To mitigate these risks, this docurment defines strict content
restrictions (Section 3.3) that constrain which | CMP nessage types
and extension objects nay be encapsulated within a U QO enforce
message size linmts, prevent |oops and recursion, and ensure each U O
originates froma single underlay source. These restrictions are
essential to making the error origination exception safe for

depl oynent .

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses the follow ng terns:

Overlay Network: A virtual network built on top of an existing
underlying network infrastructure, often providing services |like
VPNs or tunnels.

Underl ay Network: The physical or |ogical network infrastructure

over which an overlay network operates, responsible for forwarding
packets between overlay endpoints.
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Overlay Endpoint: A device or systemthat term nates an overl ay
networ k segment and originates or receives traffic for the
overl ay.

Under | ay Head- End Node: The node in the underlay network responsible
for encapsul ating overlay traffic and often the first point of
contact for an overlay packet entering the underlay.

3. Underlay Information Object
This section defines a new | CMP extension object called Underl ay
Information Cbject (U O that is encoded as part of | CMP extension
message. A new O ass-Num val ue TBA (To Be Assigned) is assignhed to
identify the UQO As per [RFC4884], this object MAY be appended to
one of the follow ng | CMP nessages:
* | CWPv4 Time Exceeded
* | CWMPv4 Destination Unreachable
* | CWMPv4 Parameter Problem
* | CWPv6 Ti me Exceeded
* | CWMPv6 Destination Unreachable
3.1. U O nject Format
The U O | CVMP ext ensi on object has the foll owing format:
0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Lengt h | O ass-NumeTBA | C Type |

T SR S I SR S T S SHp e S S T K S e

~ oj ect - Payl oad (Ot her | CVMP Extension hjects...) ~
B i s T T i i o S o T Ji I
Figure 1: Underlay Information Object Fornat
Length (16 bits): The length of this object, nmeasured in octets,
i ncludi ng the object header and object payl oad. The |length MJST
be a multiple of 4 octets and MJST be at |east 8 octets.

Class-Num (8 bits): The | CWP extension object class nunber that

Raj amani ckam et al . Expi res 28 August 2026 [ Page 5]



I nternet-Draft | CMP Underl ay | nfo Extension February 2026

identifies this as a U O object. I1ANA is requested to assign a
value fromthe "I CMP Extension Object O asses and C ass Sub-types”
registry (see Section 5).

C-Type (8 bits): The object sub-type. This docunent defines C Type
value 0. Additional C Type values may be defined in future
docunents. |Inplenentations MJST set this field to 0 and SHOULD
i gnore the val ue upon receipt.

oj ect - Payl oad (variable length): Contains one or nore | CWP
Ext ensi on Obj ects that provide information about underl ay nodes.
The payl oad MJUST contain at | east one | CMP extension object. Each
encapsul ated | CMP ext ensi on object MJUST be formatted according to
[ RFC4884] and the specifications for that particul ar object class.

This | CMP extension object acts as an envel ope to carry other | CWP
extension objects related to the underlay. Prinmarily, the U O |CW
ext ensi on object is encoded in the | CMP extension nessage by the
under |l ay head-end when it receives an | CVWP error nessage from one of
its internmedi ate nodes.

This U O | CVMP extension object can encapsul ate one or nore rel evant

| CMP extension objects that are related to the underlay node. Wen

t he underl ay head-end encodes its | CMP extension object, the first

obj ect MJST contain the | CMP extension object that carries |IP address
or the hostname of the node where the initial 1CVW error was
generated. The | CMP extension objects encoded within the U O | CVWP
ext ensi on objects can belong to any address fam |y, irrespective of
the address fam|ly of the source node that decapsul ates the U O | CWP
ext ensi on objects, as opposed to what is stated in Section 4.2 of

[ RFC5837] .

If the node decoding the | CMP extension header does not recognize the
U O | CW extension object, it SHOULD ignore this object and continue
processi ng the other objects.

3.2. Underlay Information Object Encodi ng Process
VWhen an under| ay head-end node receives an | CVMP error nmessage from an
underl ay node and needs to forward informati on about this error to an
overlay endpoint, it follows this process:

1. The underlay head-end node constructs an | CVP error nessage
destined for the overlay endpoint.

2. The node appends a U O | CMP extension object to this |ICVP error
message according to the procedures defined in [ RFC4884].
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3. Wthin the U O object payload, the node includes one or nore | CW
ext ensi on objects that carry information about the underlay node
where the original error occurred.

4. The first |ICVP extension object within the U O payl oad MJST
contain addressing information (e.g., using the Interface
Informati on Cbject defined in [RFC5837]) that identifies the
underl ay node that generated the original error. This ensures
that the nmost critical diagnostic information for pinpointing the
failure source is inmedi ately avail abl e.

5. Additional |CWP extension objects MAY be included to provide
suppl enentary di agnostic informati on about the underlay path.

6. The encapsul ated | CVP extension objects within the U O may bel ong
to any address famly, regardl ess of the address fam |y used
bet ween the underl ay head-end and the overlay endpoint.
7. The total length of the | CMP nessage, including all extensions,
MUST NOT exceed 576 octets for I Pv4 or 1280 octets for |1Pv6 (the
m ni num reassenbly buffer sizes defined in [ RFC791] and
[ RFC8200], respectively).
I mpl enent ati ons SHOULD provi de configuration options to control which
underlay information is included in U O objects, considering security
and privacy inplications discussed in Section 4.
3.3. Content Restrictions and Filtering
The Underlay Information Object crosses adm nistrative domain
boundari es between overlay and underlay networks. To prevent
confusion, information | eakage, and potential abuse, strict
restrictions apply to the content that can be encapsulated within a
u o
3.3.1. Permtted | CVP Message Types

An under| ay head-end node MUST only encapsul ate | CVP error messages
that indicate packet forwarding failures in the underlay networKk.

The followi ng | CMP nessage types MAY be encapsul at ed:
* | CvPv4 Type 11 (Ti ne Exceeded)
* | CvPv4 Type 3 (Destination Unreachabl e)

* | CWMPv6 Type 1 (Destination Unreachable)
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* | CWPv6 Type 2 (Packet Too Big)
* | CWPv6 Type 3 (Time Exceeded)
O her | CVMP nessages MUST NOT be included under U O envel ope. The
overlay host that receives the U O nessages other than the listed
above MUST be dropped.

3.3.2. Permtted Extension bjects
The Ul O obj ect payl oad SHOULD contain only | CVMP extension objects
that provide diagnostic information about the underlay node that
generated the original |ICVP error nmessage.
The foll owi ng extensi on object classes are RECOMVENDED for i nclusion

* Interface Information Object (C ass-Num 2) [RFC5837]

*  Node ldentification Cbject (O ass-Num5)
[1-D.ietf-intarea-extended-icnp-nodeid]

* MPLS Label Stack nject (C ass-Num 1) [RFC4950]

Future | ETF standards-track | CMP extension objects with diagnostic
pur pose MAY be included, subject to the restrictions bel ow

O her |1 CVMP extension objects MIJST NOT be included under U O envel ope.
The overlay host that receives the U O nessages other than the |listed
above MUST be dropped.

3.3.3. Size Constraints
The total size of an | CMP nessage containing a U O object MIST NOT
exceed the mnimumreassenbly buffer size for the I P version being
used:
* 576 octets for |Pv4 [ RFC791]
* 1280 octets for |1Pv6 [ RFC8200]
To ensure sufficient space for the | CMP header, original packet
excerpt (128 octets as per [RFC4884]), and potential additiona
ext ensi on objects outside the U QO inplenentations SHOULD linit the
U O obj ect payload to a maxi num of 512 octets.
If the underlay I CMP error nessage contai ns extension objects that

woul d cause the U O payload to exceed this Iimt, the underlay head-
end node SHOULD:
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1. Include the nost critical diagnostic information first (per
Section 3.2, the Node Identification Object SHOULD be first)

2. Truncate or omt less critical extension objects
3. NOT fragnment the | CVWP nessage
3.3.4. Loop and Recursion Prevention

An under | ay head-end node MJUST NOT generate an |CVMP error nessage in
response to receiving an | CVP error nessage that contains a U O
object in its extension structure.

This applies regardl ess of whether the underlay head-end node woul d
normal |y generate an error (e.g., due to TTL expiration, routing
failure, etc.). The packet MJUST be silently discarded.

Additionally, as specified in Section 3.3.2, nested U O objects (a
U O containing another U Oin its payload) MJST NOT be created.

3.3.5. Single Source Principle

Each Ul O obj ect MJST contain | CMP extension objects fromexactly one
underl ay node (the node that generated the original |CVW error
nmessage received by the underlay head-end).

An under| ay head-end node MUST NOT aggregate | CVP extension objects
fromnmultiple underlay nodes into a single U O object, even if
multiple errors were encountered for rel ated packets.

If the underlay head-end needs to communicate errors frommultiple
underl ay nodes, it MJST generate separate | CMP nmessages, each with
its own U O object.

4. Security Considerations

The U O extension introduces several security considerations that
i mpl ement ati ons and operators nust address:

4.1. Infornmation Disclosure

The U O extension reveals information about the underlay network
topol ogy and addressing to overlay endpoints. In nany depl oynents,
the overlay and underlay networks are operated by different

adm nistrative entities, and underlay topol ogy information may be
consi dered sensitive.
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I mpl enent ati ons MUST provide configuration options to control the
generation of U O extensions. The default configuration MJST di sabl e
U O generation. Operators SHOULD enable U O only for authenticated
and aut horized overlay endpoints or networks. The specific
mechani sms for such authentication and authorization are outside the
scope of this docunent but are crucial for secure depl oynent.

4.2. Privacy Considerations

Underlay information may reveal details about network architecture,
capacity, and routing that could be exploited for reconnai ssance or
targeted attacks. Operators SHOULD carefully consider which underl ay
informati on to expose through U O extensions.

4.3. Message Size and Anplification

I ncludi ng U O extensions increases | CMP nessage si ze.

I mpl enent ati ons MJST enforce the nessage size linmits specified in
Section 3.2 to prevent fragnmentation i ssues and potentia
anplification attacks.

4. 4. Spoofing and Forgery

As with all | CW nessages, U O extensions are subject to spoofing
attacks. The authenticity and integrity of U O information cannot be
guaranteed wi thout additional security mechanisms. |nplenmentations
and operators SHOULD NOT use U O information for security-critica
deci si ons.

4.5. |Intended Use

The extensions defined in this docunent are intended exclusively for
adm ni strative debuggi ng and troubl eshooti ng purposes. They provide
di agnostic information in | CMP responses and are not designed for use
in production protocols, autonation systens, or non-debuggi ng
appl i cations.

4.6. Rate Limting
I mpl enent ati ons SHOULD apply rate limting to the generation of |CW

messages containing U O extensions to prevent resource exhaustion and
potential denial -of-service conditions.
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4.7. Content Filtering and Sanitization
The U O nmechani sm crosses adm ni strative domai n boundari es between
overlay and underlay networks. This "crossing of streans" creates
potential security and operational risks if content is not carefully
filtered.

4.7.1. Information D sclosure Risks

I ncl udi ng i nappropriate | CVP nessage types or extension objects in
U O coul d di scl ose:

* Underlay network topol ogy beyond what is necessary for
troubl eshoot i ng

* Underlay routing information (e.g., via redirect nessages)
* Underlay control plane state (e.g., via router discovery)
* Proprietary or sensitive configuration details
The content restrictions in Section 3.3 are designed to limt
i nformati on disclosure to what is necessary for diagnosing forwarding
failures. |nplementations MIST enforce these restrictions as
security boundari es.
Operators SHOULD NOT enable U O for destinations outside their
adm nistrative control w thout careful consideration of what
information will be disclosed.
4.7.2. Anplification and Abuse Ri sks
Wthout content and rate restrictions, U O could be abused for
* Anplification attacks (small query triggers large U O response)
* Reconnai ssance of underlay infrastructure
* Resource exhaustion at underlay head-end nodes
* | nformation gathering about overl ay-underlay rel ationships
The foll owi ng nechanisns mitigate these risks:

* Size limts (Section 3.3.3) prevent excessive anplification

* Content restrictions (Section 3.3.1, Section 3.3.2) limt
reconnai ssance val ue
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* Loop prevention (Section 3.3.4) prevents recursive anplification
* Rate limting (Section 4.6) prevents resource exhaustion
I mpl enent ati ons MJUST enforce these protections and MJUST NOT provide
configuration options that bypass them (e.g., renoving size linmts or
al l owi ng nested U O.

4.8. (Operational Security
Net wor k operat ors depl oyi ng Ul O shoul d:

* Start with U O disabled and enable only for specific, authorized
overl ay destinations

* NMbnitor U O generation rates and investigate anonalies
* Regularly review what information is being disclosed via UO

* Coordinate with overlay operators to understand their diagnostic
needs and security requirements

*  Docunment the security inplications of UOin their depl oynent
(e.g., what underlay information is visible to overlay operators)

In multi-tenant environnents, operators should carefully consider
whet her underl ay di agnostic information should be visible to all
tenants or restricted based on tenant rel ationships and SLAs.

5. 1 ANA Consi derations

5.1. |1CW Extension hject C ass
I ANA is requested to assign a new value fromthe "I CVP Extension
oj ect C asses and O ass Sub-types" registry

(https://ww. i ana. org/ assi gnnents/icnp-paraneters/) for the Underl ay
Informati on Qbject (U O as foll ows:

[ gt ——— Cp—p———————————————_———————————r Ll ppp—p——(———r
| Cass Value | dass Nane | Reference |
[ bl sy el
| TBA | Underlay Information Object | [This RFC] |
oo e R +

Table 1
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5.2. G- Type Val ues
I ANA is requested to establish a new sub-registry titled "Underl ay
I nformati on Obj ect C Types" under the "I CVWP Extension Object Cl asses
and Cl ass Sub-types" registry.

Initial values for this registry are as foll ows:

[ oo oo oo, e el
| C Type Value | Description | Reference |
=+t ————————————{————————————+
| O | Reserved/ Unspecified | [This RFC] |
T T T +
| 1-246 | Unassigned | |
o e e - T R +
| 247-255 | Reserved for Private | [This RFC |
| | or Experinmental Use | |
I T S Iy +
Table 2

The registration procedure for values 1-246 is Standards Action or
| ESG Approval as defined in [ RFC8126].

6. Operational Considerations

6.1. Configuration
Qperators SHOULD carefully configure which overlay endpoints or
networks are authorized to receive UO information. To effectively
manage the security and operational aspects of U O inplenentations
SHOULD provi de configuration options, including but not limted to:
* Enabl e/ di sabl e U O generation (default: disabled)
* \Whitelist of authorized overlay prefixes
*  Maxi mum Ul O obj ect payl oad size
* Rate limting paraneters

6.2. Troubl eshooting Wrkfl ow
The intended use case for UOis as follows:

1. An overlay operator perforns traceroute froman overlay endpoint.

2. The traceroute reveals a failure point in the path.
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3. I QW error messages include U O extensions with underlay details.

4. The overlay operator uses this information to coordinate with the
underl ay operator for problemresolution.

6.3. Milti-Vendor Interoperability

I mpl enent ati ons SHOULD be tested for interoperability, particularly
when overlay and underl ay equi pment are fromdifferent vendors.
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Appendi x A.  Appendi x
A.l. UOICW Extension Message Exanples
This section lists exanples of U O encoding.
A-1l.1. UOcarrying IPv6 information to the | Pv4 source
In this example, a host receives an | Pv4 | CVPv4 Ti me Exceeded error
nmessage in response to an | CVP Echo Request as part of the traceroute

application. It also contains a UO | CVW extension object with | Pv6
interface address information as foll ows.
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Figure 2: | CWwPv4 packet carrying U O | CVP extension
The traceroute application displays the | Pv6 Address in the UOto
all ow an adm nistrator to trace the underlay path of the route being
traced.
A.1.2. UOcarrying IPv4 information to the | Pv6 source

In this exanple, a host receives an | Pv6 | CMPv6 Ti me Exceeded error
message in response to an | CVMP Echo Request as part of the traceroute

application. It contains a UO I|ICW extension object with |IPv4
interface address information as foll ows.
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Figure 3: U Ocarrying IPv4 information to the | Pv6 source
The traceroute application displays the IPv4 Address in the UOto
all ow an admi nistrator to trace the underlay path of the route being
traced.
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