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Abst ract

Net wor k oper at ors nmanagi ng overlay networks require visibility into
underl ay network hops during traceroute operations fromoverl ay
endpoi nts. This docunment defines an | CMP extension object, the
Underlay Information Object (U O, which allows underlay head-end
nodes to encapsul ate underlay error information within | CVP error
messages. This nechani sm provi des overlay operators with crucial
visibility into underlay network paths for troubl eshooting.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 February 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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1. I nt roduction

The nmechani smfor | CMP nessages to carry additional information is
defined in [ RFC4884]. | CWP nessage extensions that enable | CW
messages to carry additional information about the system where an
error occurred are defined in [ RFC5837], [RFC8335], and [ RFC8883].
These extensions transmt enhanced di agnostic information to the
sour ce node

Net wor k operators who nmanage both overlay and underlay networks,
such as those operating VPN segnents connected through an SRv6 core
network, require the ability to trace paths through the underl ay
infrastructure. Currently, when perform ng traceroute operations
froman overlay endpoint, operators lack visibility into the
underl ay path and cannot identify the specific underlay node where
a failure occurred. For instance, inmagine a VPN service (overl ay)
runni ng over an SRv6 network (underlay). If a packet gets dropped
within the SRv6 network, the VPN operator currently has no direct
way to pinpoint the exact underlay node causing the issue.
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The Underlay Information Object (U O defined in this docunent
addresses this operational requirement by enabling underlay head-end
nodes to include underlay-specific diagnostic information in | CW
error nessages sent to overlay endpoints, thereby providing crucial
visibility for troubl eshooti ng.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the follow ng terns:

Overlay Network: A virtual network built on top of an existing
underlying network infrastructure, often providing services |like
VPNs or tunnels.

Under| ay Network: The physical or |ogical network infrastructure
over which an overlay network operates, responsible for forwarding
packets between overlay endpoints.

Overlay Endpoint: A device or systemthat terminates an overl ay
networ k segment and originates or receives traffic for the
overl ay.

Under | ay Head- End Node: The node in the underlay network responsible
for encapsul ating overlay traffic and often the first point of
contact for an overlay packet entering the underl ay.

3. Underlay Information Object

This section defines a new | CMP extension object called Underl ay

Information Cbject (U O that is encoded as part of | CMP extension

message. A new O ass-Num val ue TBA (To Be Assigned) is assignhed to

identify the UQ As per [RFC4884], this object MAY be appended to
one of the follow ng | CMP nessages:

| CMPv4 Time Exceeded

| CMPv4 Destination Unreachabl e

| CMPv4 Par anet er Probl em

| CMPv6 Time Exceeded

| CMPv6 Destination Unreachabl e
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3.1. U O nject Format
The U O | CMP ext ension object has the foll owi ng format:

0 1 2 3

01234567890123456789012345678901
s i el o e S i S S SRR
| Length | < ass-Num=TBA | C Type |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

~ oj ect - Payl oad (Ot her | CVMP Extension (hjects...) ~

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 1: Underlay Information Object Format
Length (16 bits):

The length of this object, neasured in octets, including the
obj ect header and object payl oad. The I ength MJUST be a multiple
of 4 octets and MJST be at | east 8 octets.

Cl ass-Num (8 bhits):

The | CWP extensi on object class nunber that identifies this as

a UOobject. IANA is requested to assign a value fromthe "I CW
Ext ensi on (bj ect C asses and Cl ass Sub-types" registry (see
Section 5).

C- Type (8 bits):

The obj ect sub-type. This docunent defines C Type val ue O.
Addi tional C Type values may be defined in future documents.

I npl enent ati ons MJUST set this field to 0 and SHOULD i gnore the
val ue upon receipt.

bj ect - Payl oad (variable | ength):

—

Contai ns one or nore | CVP Extension Objects that provide

i nformati on about underlay nodes. The payl oad MUST contain at

| east one | CMP extension object. Each encapsul ated | CMP ext ensi on
obj ect MJUST be formatted according to [ RFC4884] and the
specifications for that particular object class.
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This | CMP ext ensi on object acts as an envel ope to carry other | CW
ext ension objects related to the underlay. Primarily, the U O | CW
ext ensi on object is encoded in the | CMP extension nessage by the
underl ay head-end when it receives an I CVP error nessage from one of
its intermedi ate nodes.

This U O | CMP extension object can encapsul ate one or nore rel evant

| CMP extension objects that are related to the underlay node. Wen
the underl ay head-end encodes its | CMP extension object, the first

obj ect MJST contain the | CMP extension object that carries |IP address
or the hostnane of the node where the initial ICVMP error was
generated. The | CMP extension objects encoded within the U O | CWP
ext ensi on objects can belong to any address family, irrespective of
the address fanmily of the source node that decapsul ates the U O | CWP
ext ensi on objects, as opposed to what is stated in [ RFC5837]

Section 4. 2.

If the node decoding the | CMP extension header does not recognize the
U O | CVWP extension object, it SHOULD i gnore this object and
continue processing the other objects.

3.2. Underlay Informati on Object Encodi ng Process

When an underl ay head-end node receives an | CVWP error message from
an underlay node and needs to forward information about this error
to an overlay endpoint, it follows this process:

1. The underl ay head-end node constructs an | CVMP error nessage
destined for the overlay endpoint.

2. The node appends a U O | CVMP extension object to this | CWP error
message according to the procedures defined in [ RFC4884].

3. Wthin the U O object payl oad, the node includes one or nore
| CMP extension objects that carry infornmati on about the underl ay
node where the original error occurred.

4. The first | CMP extension object within the U O payl oad MJST
contain addressing information (e.g., using the Interface
Informati on Cbject defined in [RFC5837]) that identifies the
underl ay node that generated the original error. This ensures
that the nost critical diagnostic information for pinpointing
the failure source is imedi ately avail abl e.

5. Additional |CWMP extension objects MAY be included to provide
suppl enentary di agnostic information about the underlay path.

6. The encapsul ated | CMP extension objects within the U O may
bel ong to any address fanmily, regardless of the address family
used between the underl ay head-end and the overlay endpoint.
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7. The total length of the | CMP nessage, including all extensions,
MJUST NOT exceed 576 octets for |1Pv4 or 1280 octets for |Pv6
(the m ni mum reassenbly buffer sizes defined in [ RFC791] and
[ RFC8200], respectively).

| mpl enent ati ons SHOULD provi de configuration options to contro
whi ch underlay information is included in U O objects, considering
security and privacy inplications discussed in Section 4.

4. Security Considerations

The Ul O extension introduces several security considerations that
i mpl erent ati ons and operators nust address:

4.1. Information D scl osure

The U O extension reveals information about the underlay network

t opol ogy and addressing to overlay endpoints. |In many depl oynents,
the overlay and underlay networks are operated by different

adm nistrative entities, and underlay topol ogy information may be
consi dered sensitive.

I mpl enent ati ons MUST provide configuration options to control the
generation of U O extensions. The default configuration MJST

di sabl e U O generation. Operators SHOULD enable U O only for

aut henti cated and aut hori zed overlay endpoints or networks. The
speci fic nmechani sns for such authentication and authorization are
outside the scope of this docunent but are crucial for secure
depl oynent .

4.2. Privacy Considerations

Underlay informati on may reveal details about network architecture,
capacity, and routing that could be exploited for reconnai ssance
or targeted attacks. Operators SHOULD carefully consider which
underlay information to expose through U O extensions.

4.3. Message Size and Anplification

I ncludi ng U O extensions increases | CMP nessage size.

I mpl enent ati ons MJST enforce the nessage size linmts specified in
Section 3.2 to prevent fragnmentation i ssues and potentia
anplification attacks.

4. 4. Spoofing and Forgery

As with all |1 CVWP nessages, U O extensions are subject to spoofing
attacks. The authenticity and integrity of U O information cannot
be guaranteed without additional security nechanisns.

I mpl enent ati ons and operators SHOULD NOT use U O information for
security-critical decisions.
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4.5. Intended Use

The extensions defined in this docunent are intended exclusively
for adm nistrative debuggi ng and troubl eshooti ng purposes. They
provi de diagnostic information in | CVP responses and are not
designed for use in production protocols, automation systens, or
non- debuggi ng appli cati ons.

4.6. Rate Limting

I mpl enent ati ons SHOULD apply rate limting to the generation of
| CMP nessages containing U O extensions to prevent resource
exhausti on and potential denial-of-service conditions.

5. I ANA Consi derations
5.1. I CWP Extension hject C ass

I ANA i s requested to assign a new value fromthe "I CVP Extension
hj ect C asses and O ass Sub-types" registry

(https://ww. i ana. org/ assi gnnents/i cnp-paraneters/) for the
Underlay Information Gbhject (U O as follows:

Cl ass Val ue: TBA (suggested val ue: TBD by | ANA)
Cl ass Name: Underlay I nformation Object
Ref erence: [This RF(C
5.2. C Type Val ues
I ANA is requested to establish a new sub-registry titled "Underl ay
I nformati on Cbj ect C Types" under the "I CWMP Extension Object
Cl asses and O ass Sub-types" registry.

Initial values for this registry are as foll ows:

C- Type Val ue | Description | Reference

_____________ e

0 | Reserved/ Unspecified | [This RFC

1- 246 | Unassi gned |

247- 255 | Reserved for Private | [This RFC|
I I

or Experinental Use

The registration procedure for values 1-246 is Standards Action or
| ESG Approval as defined in [ RFC8126].

6. Operational Considerations

6.1. Configuration
Operators SHOULD carefully configure which overlay endpoints or
networ ks are authorized to receive U O information. To effectively
manage the security and operational aspects of U Q
i mpl ement ati ons SHOULD provi de configuration options, including
but not limted to:
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- Enabl e/ di sabl e U O generation (default: disabled)
- Wiitelist of authorized overlay prefixes

- Maxi mum U O obj ect payl oad size

- Rate limting paraneters

2. Troubl eshooting Workfl ow
The i ntended use case for UOis as follows:

An overlay operator perforns traceroute froman overlay endpoint
The traceroute reveals a failure point in the path

| CMP error messages include U O extensions with underlay details
The overlay operator uses this information to coordinate with
the underl ay operator for problemresolution

PwbpE

3. Multi-Vendor Interoperability

I mpl ement ati ons SHOULD be tested for interoperability, particularly
when overlay and underl ay equi prment are fromdifferent vendors.

Appendi x
1. U O ICW Extension Message Exanpl es

This section lists exanples of U O encodi ng.
1.1. UOcarrying IPv6 information to the | Pv4 source

In this exanple, a host receives an | Pv4 | CVPv4 Ti me Exceeded error
message in response to an | CVP Echo Request as part of the traceroute
application. It also contains an U O | CWP extension object with | Pv6
interface address information as foll ows.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

~ | Pv4 Header ~

B T S i T s i i e e SEI S
| Type=11 | Code=0 | Checksum |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Unused | Length=32 | Unused |
i T s i o S i i S R I S I S S S M

~ Part of Oiginal Datagram (128 bytes) ~

T T S S e T o S U S SUp S SEp S SR S i

Raj amani ckam et al . Expires 19 February 2026 [ Page 8]



Internet-Draft | CMP extension to include underlay infor Cct ober 2025
[ Page 9]

r | Unused | Checksum |
i s i T e i S S I T sl ATt S S
Lengt h=28 | d ass-Nun=TBA | C- Type=0 |
B T i T o o o S e i i S S

Lengt h=24 | d ass- Num=2 | C Type=4 |
i T T e e i e o i i S O S e S S S it i S e NI S

AF| =2 | Reser ved |
B i s i T Tt s sl It S ST S T S S S e S S

| Pv6 Address (Original Error Device) ~

T T S S e T o S U S SUp S SEp S SR S i

L +— +— +— +—

l

Figure 2: | CWPv4 packet carrying U O | CVP extension

The traceroute application displays the IPv6 Address in the UOto
all ow an admi nistrator to trace the underlay path of the route being
traced.

7.1.2. UOcarrying IPv4d information to the | Pv6 source

In this exanple, a host receives an I Pv6 | CMPv6 Ti me Exceeded error
nmessage in response to an | CVP Echo Request as part of the traceroute
application. It contains a UO I|ICW extension object with |Pv4
interface address information as foll ows.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

~ | Pv6 Header ~

B i s T T i i o S o T Ji I
| Type=3 | Code=0 | Checksum |
R e s T o T S R El ok i R e e S S e o o s
| Length=32 | Unused |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

~ Part of Oiginal Datagram (128 bytes) ~

T I T S S i T T S AR
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| Ver=2 |
+- e e e -+
L-+-+-+-+-+
|+-+-+-+-+-+
I+-+-+-+-+-+
L-+-+-+-+-+
Fi gur

The tracero
all ow an ad
traced.

8. Normative
[ This RFC

[ RFC791]

[ RFC2119]
[ RFC4884]
[ RFC5837]
[ RFC8126]

[ RFC8174]
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Unused | Checksum |
B s a T S S S O T s sl s o1 SIS S S S S
Lengt h=16 | d ass-Nun=TBA | C- Type=0 |
B T i T i sk S S I S S S S S S T e
Lengt h=12 | d ass- Num=2 | C Type=4 |
B S S i S i i i T I
AFl =1 | Reser ved |

B I I T S el s i i I T e S i ik T I TR
| Pv4 Address (Original Error Device) |
B e o e R e i i it sl ST ST T N TR SR e R S R R O i i o

e 3: UOcarrying IPv4d information to the | Pv6 source

ute application displays the IPv4 Address in the UOto
mnistrator to trace the underlay path of the route being
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