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Abst ract

Net wor k operators operating overlay networks require the ability to
identify hops in an underlay network when traceroute in the overl ay.
Thi s docunent defines an | CVMP Error extension nessage to carry the
underlay error information to the overlay network endpoint.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 February 2026
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1. Introduction

The nmechani sm all owi ng | CMP nmessages to carry additional information
is [RFC4884]. | CMP nessage extensions, describing the nechanisns for
extending | CVP nessages to carry additional information about the
system where the error occurred are defined in [ RFC5837], [RFC8335]
and [ RFC8883]. These nessages are transnmitted to the source node to
provi de deeper insight into the error in relation to the node where
it occurred.

Net wor k operators who admi ni ster and overlay and underl ay network,
such as those with VPN segnentation within their network and an SRv6
core connecting them find it particularly useful to have |ICW
underlay information transmtted to source nodes for the purpose of
using traceroute. This |ICMP underlay information provides details
about errors and failures in the underlay network

The underlay error information described in this document satisfy the
need of these network operators.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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3.

3.

1.

Underl ay | nformation Object

This section defines a new | CMP extension object called Underl ay
Information Cbject (U O that is encoded as part of | CVMP extension
message. A new O ass-Num val ue TBA (To Be Assigned) is assigned to
identify the UO As per [RFC4884], this object MAY be appended to
one of the follow ng | CMP nessages:

| CvMPv4 Ti me Exceeded
| CMPv4 Destination Unreachabl e
| CMPv4 Par anmet er Probl em
| CVMPv6 Ti me Exceeded
| CMPv6 Destination Unreachabl e
U O bj ect For mat
This section described the U O object format.
0 1 2 3
01234567890123456789012345678901
R et e s i o e s i i
| Lengt h | d ass-Nunm=TBA | C Type |

I T S S e T o S S ks S S SRR S S S

~ Qbj ect - Payl oad (Ot her | CMP Extension Qbjects...) ~

:- e S R e i T o s i S SRR I S S +-:
Figure 1: Underlay Information Object Format

U O | CVMP extension object contains the follow ng fields:

Length: 16 bits

Length of the object, measured in octets, including UO I|ICwW
ext ensi on object header and object payl oad

Class-Num 8 bits

Identifies object class. In the case of U O a new value TBA will
be assigned fromIANA "I CMP Extensi on Object C asses and C ass
Sub-types" registry. This object could co-exist with the other

| CMP ext ensi on objects
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C- Type: 8 bits

Identifies object sub-type. This value MJST be transmtted as
zeros and i gnored upon receipt.

oj ect - Payl oad: Variable Length

U O bj ect payl oad contains one or nore other |CVMP Extension
hjects that are related to the underlay nodes.

This | CMP extensi on object acts as an envel ope to carry other | CWP
extension objects related to the underlay. Prinmarily, the UO |CwW
ext ensi on object is encoded in the | CMP extension nessage by the
underl ay head-end when it receives an | CVMP error nessage from one of
its internmedi ate nodes.

This U O | CVMP extension object can encapsul ate one or nore rel evant

| CMP extension objects that are related to the underlay node. Wen
the underl ay head-end encodes its | CMP extension object, the first

obj ect MJST contain the | CMP extension object that carries |IP address
or the hostnanme of the node where the initial 1CVWP error was
generated. The | CVMP extension objects encoded within the U O | CW
ext ensi on objects can belong to any address fam |y, irrespective of
the address fanmily of the source node that decapsul ates the U O | CWP
ext ensi on objects, as opposed to what is stated in [ RFC5837]

Section 4. 2.

When the U Ois encoded, the total Iength of the | CMP nessage,
i ncl udi ng extensi ons, MJST NOT exceed the m ni numreassenbly buffer
si ze.

If the node decoding the | CMP extension header does not recognize the
U O | CVWP extension message, it SHOULD ignore this nmessage and
continue processing the other nessages.

3.2. Underlay Information Object Encodi ng Process

An under| ay head-end node generates an ICVMP error directed to a host
in the overlay network. The specifics of the ICMP error content are
beyond the scope of this docunent. The error is triggered by the
recei pt of an underlay error nessage froman | Pv4/1Pv6 interface.
The encodi ng and processing of the underlay error are al so outside
the scope of this docunent.

The underl ay head-end appends a U O | CMP extension object to the | CW
error it generates to the overlay host.
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4.

6

6

6

Security Considerations

In nmost of the cases the overlay and underlay networks are owned by
different operators, so it may not be advisable to permt the
transm ssion of the underlay information to an arbitrary recipient.
The inclusion of this information should be configurable and nust
default to being disabled. An inplementation should decide which
obj ects can be appended as part of the U O I CVMP extension nmessage.

The extensions defined in this document are intended for use in
adm ni strative debuggi ng and troubl eshooting. They provide
additional information in | CMP responses. These nechani sns are not
desi gned for use in non-debugging applications.

| ANA Consi der ations

Thi s docunent requests that | ANA allocate a value (TBA - To Be
Assigned) for the U O | CVW extension object class value fromthe

"I CVMP Extension Object Casses and O ass Sub-types" registry to

i ndi cate the presence of the U O ICW extension class, referred to as
TBA above.

Appendi x
1. U O ICW Extension Message Exanpl es
This section lists the U O exanpl e encodi ng for mat
1.1. UOcarrying IPv6 information to the | Pv4 source
In this exanple, a host receives an | Pv4 | CMPv4 Ti ne Exceeded error
message in response to an | CVMP Echo Request as part of the traceroute

application. It also contains an U O |ICWP extension object with |Pv6
interface address information as foll ows.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

~ | Pv4 Header

s T o i e e o i i E S SR N N SR SR o
| Type=11 | Code=0 | Checksum

i T s T i T S S I S i (T S S S e S
| Unused | Length=32 | Unused

i T T b i s s i i S

P+ +— + 1

l
l

Part of Oiginal Datagram (128 bytes)

]
+

B s s o S S I S S T N T I S S S S e S S ik T

=2 | Unused | Checksum

B e i R e o ik M N Su

Lengt h=28 | d ass-Num=TBA | C Type=0

B T e e o o o e e e T o
Lengt h=24 | d ass- Num=2 | C Type=4

B S S T i i S it S I S S S Y S
AFl =2 | Reserved

B S i i T S e ik it R N SR S S

1
+

&
+ = 4+

P+ +— +— +— +
P+ +— +— +— +

l
l

| Pv6 Address (Original Error Device)

B i s T T i i o S o T Ji I
Figure 2: | CWwPv4 packet carrying U O | CVP extension
The traceroute application displays the | Pv6 Address in the UOto
all ow an adm nistrator to trace the underlay path of the route being
traced.
6.1.2. UOcarrying IPv4d information to the | Pv6 source

In this exanple, a host receives an | Pv6 | CMPv6 Ti me Exceeded error
message in response to an | CVMP Echo Request as part of the traceroute

application. It contains a UO I|ICW extension object with |IPv4
interface address information as foll ows.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Pv6 Header ~

l

B s o T ol i R R S e i ik i Sh SRR N S
Type=3 | Code=0 | Checksum |

B S S e i S S T A S S S S S S i S S
Lengt h=32 | Unused |
B S s i S e s S e e e

L+ +— + 1

l

Part of Oiginal Datagram (128 bytes) ~

]
+

B S e i s s I e S I S S
=2 | Unused | Checksum |
i T o S s i S i il st S SN
Lengt h=16 | d ass-Num=TBA | C Type=0 |

B s o R e i e R S e i i R SRR N S
Lengt h=12 | d ass- Num=2 | C Type=4 |

B S S e i S S T A S S S S S S i S S
AFl =1 | Reserved |

B S i i e T S e i i o
| Pv4 Address (Original Error Device) |

B s o S o i e R S R ek i s S N N S

1
+

&
+ = 4+

+—+— +— +— +— + )

Figure 3: U Ocarrying IPv4 information to the | Pv6 source

The traceroute application displays the IPv4 Address in the UOto
all ow an admi nistrator to trace the underlay path of the route being
traced.
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