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Abst ract

Conputing-Aware Traffic Steering (CATS) network architecture is to
choose the best edge computing server by considering both the network
envi ronment and avail abl e computi ng/ st orage resources of the edge
conputing server. This draft describes the nechanismin which service
continuity is provided even when the client noves and connects to a new
i ngress CATS-Router by using the PM Pv6-based nobility nmanagenent

met hod in the CATS-based edge conputing networking environment.
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1. Introduction

Cl oud computing provides powerful conputing and nearly unlimted
storage resources to client devices connected over the Internet.
However, if the nunber of clients, such as Internet of Things (10T
devices is quite large, the ambunt of traffic exchanged between
clients and the cloud conputing server is also high and it can cause
congestion over the Internet. Wen congestion occurs on the path
between a client and the cl oud conputing server, the client
transmitting service request nmay experience |long response tine in
receiving the result of the service request, or the service request
itself nay be | ost.

I n edge conputing, even though edge conputing server provides
smal | er computing and storage resources conpared to the cloud
conputing server, multiple number of edge conputing servers can be

| ocated near client devices and the client sending service request
can benefit fromshorter response tinme. In the edge conputing

envi ronment, one way for a client to find a suitable edge conputing
server is to choose the nearest edge server based on the |ocation of
the client inferred fromthe client’s source |IP address. Another way
is to choose one of the several edge servers by utilizing the round-
robi n nethod. However, in such cases, either the avail able resource
in the chosen server can be insufficient or poor network condition
between the client and the chosen edge server nmay result in |ong
response time for the service request of the client.

| ETF CATS working group tries to standardi ze the nechanismto
choose the best edge conputing server by considering both the
net wor ki ng envi ronnment and avail abl e conmputi ng/ st orage resources of
the edge conputing server[1l]. Here, a service is represented by an
CATS Service ID (CS-1D). Assume that there is a client trying to
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receive a service provided by a specific service instance. In this
case, ingress CATS-Router acts as a gateway for the client. In
addition, egress CATS-Router is connected to the edge conputing
server in which specific service instance is installed. Assune that
there are N edge servers providing the sane specific service.
Moreover, we assunet that different edge servers are connected to
different egress CATS-Routers. The client transnmits a service
request message with CS-1D as a destination |IP address. Ingress
CATS- Rout er chooses the best egress CATS-Router by using the

conbi nation of the network netric such as delay, and conputing
metric such as avail abl e conmputi ng/ storage resource of edge servers.
The ingress CATS-Router transmits the service request sent by the
client to the chosen egress CATS-Router. After which egress CATS-
Router transmits the service request to the service instance in the
edge computing server. The result of the service request is in turn
transmtted fromthe edge server to the client through the egress
CATS- Rout er and the ingress CATS-Router

When a client transnits a service request and then noves to anot her
networ k before receiving the service result, the client can no

| onger receive the result of the service request. Wen the client
nmoves and connects to a new i ngress CATS-Router, host-based nmobility
managenent nethod such as Mobile I Pv6 (M Pv6) can be used to

mai ntain end-to-end connectivity[2]. In this case, the destination

| P address of the service request nessage sent by the client is the
CS-1D. This neans that the new ingress CATS-Router cannot know the
address of the egress CATS-Router connected to the edge server
providing service to the client. Therefore, host-based nobility
managenent cannot be used in the CATS networking environnent.

Net wor k- based nobi |l ity nanagenent nechani sm such as Proxy M Pv6

(PM Pv6) can be used in the CATS networking environnent if the new

i ngress CATS-Router knows the address of the egress CATS- Router
connected to the edge server providing service to the client[3]. In
this case, service continuity is ensured for the client. However,
new i ngress CATS- Router cannot know the | P address of the egress
CATS-Router only using the address information of the | P packet sent
by the client. The reason is that the destination address of the IP
packet indicates not the same egress CATS-Router that the client are
connected but the same specific service.

As nentioned above, when noving fromone network to another while
the connection between the client and the edge server is
established, if the transacti on between the client and the edge
server needs to continue for a considerable period of tine, the
current edge server to which the client is connected may not be the
opti mal server when considering both network resources and conputing
resources. In this case, the new ingress CATS-Router to which the
client is connected needs to select a new opti nal edge server

consi dering both network resources and computing resources, and
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transmt the client’s current state information fromthe existing
edge server to the new edge server, so that the client can continue
to receive conputing service fromthe new optimal edge server.

This draft describes the nechanismin which service continuity is
provi ded even when the client noves and connects to a new ingress
CATS- Rout er by using the PM Pv6-based nobility managenment nethod in
the CATS-based edge computing networ ki ng environment. Moreover, This
draft, also describes a technique to enable a new ingress CATS-
Router to select a new edge server suitable for the client’s service
request when a client noves while establishing a connection with an
edge server and receiving service responses, and to enable the
client to continuously receive services fromthe new edge server

2. Conventions and Term nol ogy
2.1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL","SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [4].

2.2 Term nol ogy

TBD.

3. Protocol Qperation

When a client noves froman ingress CATS-Router to another ingress
CATS- Rout er before receiving all the service results, either
proactive nethod of reactive method can be utilized to provide
service continuity.

Fig. 1 shows the nessage exchange procedure to provide service
continuity proactively when a client noves to another network in
CATS networking environnent. If the client transmits service
request message with CS-1D as a destination |IP address, an ingress
CATS-Router (that is, old ingress CATS-Router) chooses the best
egress CATS-Router by using the conbination of the network netric
and conputing netric. The old ingress CATS-Router transmits the
service request to the chosen egress CATS-Router. The egress CATS-
Router transmits the service request nmessage to the correspondi ng
service instance in the edge conputing server. \Wen the old ingress
CATS- Rout er detects the novenent of the client before conpleting
transmission of all service results, it transmts the CATS nobility
notification nmessage including the addresses of the client and the
chosen egress CATS-Router to one or nore candi date new i ngress
CATS-Routers that client may connect to. The format of the CATS
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mobility notification nmessage is defined in Section 4.1. Here, how
the ol d ingress CATS-Router can know the novenent of the client is
out of scope. One nmethod is to use the signal strength of the
client. Mreover, how the old ingress CATS-Router can know which is
the new i ngress CATS-Router that the client noves and connects to is
TBD. One nethod is for the old ingress CATS-Router to broadcast the
CATS nmobility notification nmessage to nei ghbor ingress CATS-Routers.
Anot her nethod is to find some candi date ingress CATS-Routers by
using the GPS information of the client. Wen the client noves and
connects to a new i ngress CATS-Router, the new ingress CATS-Router
transmits the CATS nobility indication nessage having the |IP address
of the client to the old ingress CATS- Router and establishes the
tunnnel with the old ingress CATS-Router. The format of the CATS
mobility indication nessage is defined in Section 4.2. The old

i ngress CATS- Rout er having received the CATS nobility indication
message al so establishes the tunnel with the new ingress CATS
Rout er .

Client old ingress Router new ingress Router egress Router Service
i nst ance

| | |
| <--connect -->| | | |
| -service reqg->| | | |
| |------ service request --------- >| |
| | | | -service req ->|
(nmovenent ) I I I I
| (client nmove detection) | |
|- notify msg ->| |
<----- connect  ---------- >| |
| <-- ind. nmsg --| |
| <=est. tunnel =>| |
I

I
I
I
I
| | | <- svc result--
| | <---- service result  ----- | |
| | - svc result ->| | |
| <--- svc result - | |
I I |--- ind. neg --->| I
| | | | <- svc result--|
I I I I
| | |

<--- svc result ----

<-- svc result --|

Figure 1. Message exchange procecure - proactive nethod

Mor eover, the new ingress CATS-Router transmits the CATS nobility

i ndi cati on nmessage having the client’s I P address and the | P address
of the old ingress CATS-Router to the egress CATS-Router. From now
on, the old ingress CATS-Router and the egress CATS-Router can
transmt all services results to the client through the new ingress
CATS- Rout er.
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Fig. 2 shows the nessage exchange procedure to provide service
continuity reactively to the client. If the client noves and
connects to a new i ngress CATS-Router, the new ingress CATS-Router
transmts the CATS nobility request nmessage including the |IP address
of the client to the old ingress CATS-Router. The format of the CATS
mobility request nessage is defined in Section 4.1. Here, how the
new i ngress CATS-Router can know the address information of the old
i ngress CATS-Router is TBD. One method is to use a |ocation server
When a client connects to an old ingres CATS-Router, the old CATS
Router store the IP and link | ayer addresses of the client and the

| P address informati on of the egress CATS-Router that the service
request of the client is transmtted in the |ocation server. The
information regarding the client can be renoved just after al
service results are transmitted to the client. Wen a client noves
to a new i ngress CATS-Router, then the new i ngress CATS-Router can
know whether the client is a newclient or the client requiring
service continuity by quering the information stored in the server

Client old ingress Router new ingress Router egress Router Service
i nst ance

| | |
| <--connect -->| | | |
| -service reqg->| | | |
| |------ service request --------- >| |
| | | | -service req ->|
(nmovenent ) I I I I
| <----- connect  ---------- >| | |
I | <-- req. msg --| I I
| |- notify nsg ->|
| | <=est. tunnel =>| | |
| | | | <- svc result--|
| | <---- service result  ----- | |
| | - svc result ->| | |
| <--- svc result - | |
I I |--- ind. nmsg --->| I
| | | | <- svc result--|
I I I I
I I I

<--- svc result ----

<-- svc result --|

Figure 2: Message exchange procecure - reactive nethod

Anot her nethod is to assign a network address to CAT donai n but
different sub-network address is assigned to different ingress CATS-
Rout er. For exanple, assunme that 10.0.0.0/8 network address is
assigned to a CATS domain. Here, 10.0.0.0/16 sub-network address is
assigned to the old ingress CATS-Router and 10.0.1.0/16 sub-network
address is assigned to the new i ngress CATS-Router. Moreover,
10.0.0.1 I P address is assigned to the old ingress CATS-Router and
10.0.1.1 I P address is assigned to the new i ngress CATS-Router. Wen
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a client connects to the old ingress CATS-Router, the router
advertises 10.0.0.0 network address by using the Router
Advertisement nmessage. If the client transmts DHCP request nessage
requesting a new I P address, the router assigns one of the IP
addresses belonging to 10.0.0.0/16 sub-network address. \Wen the
client noves and connects to the new i ngress CATS-Router, the router
advertises 10.0.0.0/8 network address by using the Router

adverti senent nessage. If the client transmits DHCP request message,
then the router considers that the client is the newy connected
client. herw se, the router can deduce the IP address of the old

i ngress CATS-Router by using the source | P address of the packet
transmitted by the client. The old ingress CATS- Router having

recei ved CATS nmobility request message transmits the CATS nmobility
notification message including the I P address of the egress
CATS-Router to the new ingress CATS-Router and establishes the
tunnel with the new i ngress CATS-Router. Moreover the old ingress
CATS- Router can informthe new i ngress CATS-Router whether the
client needs service continuity or not by using the notification
message. The new i ngress CATS-Router transmits the CATS mobility

i ndi cati on message to the old ingress CATS-Router and establishes
the tunnel with old ingress CATS-Router. Mboveover, it transmits the
CATS nmobility indication nessage to the egress CATS-Router. From now
on, the old ingress CATS-Router and the egress CATS-Router can
transmt all service results to the client through the new ingress
CATS- Rout er .

Figure 3 shows the messages exchange procedure related to mobility
bet ween edge servers. The new i ngress CATS- Router chooses a new
optimal service instance using the service request information of
the client and sends a query nessage to the old egress CATS-Router
to ask whether service nobility is needed. The ol d egress
CATS-Router receiving this nmessage transmits the query message to
the ol d edge server whether service nobility is needed. Wen the old
edge server transnmits the response nessage that service nobility is
needed including the information related to the current service
status, old egress CATS-Router transmits this infornmation to the new
egress CATS-Router. The new egress CATS-Router transmits this
information to the new edge server and sends the notification

i nformati on nessage to the new i ngress CATS-Router that the mobility
bet ween service instances is conplete. Fromnow on, the client
continues transaction the remining service with new service

i nstance connected to the new edge server

new ol d ol d service new new service
i ngress Router egress Router i nst ance egress Router i nst ance
- query --->| I

I I
| -- I I
I |---- query --->| I I
| | <---mobility---| | |
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| required |
(with transaction information)
|--- nobility indication ----- >

I I
I I
| |
| (with transaction information))| |
| | | -- transaction--->|
| | | i nformation |
| | | <--- switching ---|
| | | compl eted and |

| | | resune service |
<----- transaction swi tchging conpleted ----- | |
<=============== resune servi ce transacti on ::::::::::::::::::::l

Figure 3: Transaction swi tching procecure
4. Message Formats
4.1 CATS nobility notification and request nessages

In this draft, the proxy binding update nmessage defined in the Proxy
Mobile I Pv6 protocol is used to define the CATS mobility
notification and request nessages [3]. The nessage format is as

foll ows:

0 1 2 3
01234567890123456789012345678901
S i S i S S S S S S

| Sequence # |
Bl o T R ik st T o e b i T o S S e S it eI
AIHL KKIMR PICN Reserved | Lifetinme |
i T T e e i e o i i S O S e S S S it i S e NI S

T+ T+

I
Mobility options
I I
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
C. CATS flag. This bit nust be set to 1 in the CATS environnent.

The flag nust be set to O for CATS nobility notification nessage
must be set to 1 for CATS nobility request nessage.

The nobility option of the CATS notification nessage contains client
node address option and CATS address option defined in Section 4.3.
In this case, the address contained in the CATS address option is
the egress CATS-Router address. Mreover, the nobility option of the
CATS request nessage contains the client node address option.
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4.2 CATS mobility indication nmessage

In this draft, the proxy bindi ng acknow edgrment nessage defined in
the Proxy Mobile 1 Pv6 protocol is used to define the CATS nobility
i ndi cation nessage [3]. The nessage format is as foll ows:

0 1 2 3
01234567890123456789012345678901
B il s S S S S I S i
| St at us | K| Rl P|] C] Resrved|
i i i T i I S i e s o o i i
| Sequence # | Lifetinme |
R et e s i o e s i i
I I
Mobility options
I I

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
C. CATS flag. This bit nust be set to 1 in the CATS environnent.

When the nmessage is transnmitted fromthe new ingress CATS-Router to
the old ingress CATS-Router, the client node address option is
included in the nobility option. Mreover, when the nessage is
transmtted fromthe new i ngress CATS-Router the the egress
CATS-Router, the client node address and CATS address options are
included in the nobility options. In this case, the address included
in the CATS address option is the old ingress CATS-Router.

4.3 Mobil e node address and CATS address options

In this draft, the mobility option defined in the Mbile |IPv6
protocol is used to define the client node address and CATS address
options [2]. The option format is as follow

0 1 2 3

01234567890123456789012345678901
B il s S S S S I S i
| Type | Length = 16 |

B S S i i i i T T a ik S S S S S

Addr ess

+—+— +— +— +

I
+
I
+
I
+
I
N kL p e SR S T R S S S R
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Client node address option:
- Type : TBD
- The nobile node address is included in the Address field.
CATS addr ess option:
- Type : TBD
- The CATS address is included in the address field.
5. Security Considerations

TBD

6. | ANA Consi der ati ons

TBD
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