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Abst ract

Agentic Al systens conbi ne planning, reasoning, tool invocation, and
f eedback | oops to pursue systemdefined goals with a controlled
degree of autonony. |In networking, this enables an evolution from
statically configured automati on toward goal -driven cl osed-| oop
operations spanning multiple protocol |ayers and admninistrative
donai ns.

Thi s docunent introduces architectural principles for "agentic
augnent ation" of the existing | ayered protocol stack as represented
by the Internet protocol suite (IP suite). The key concept of the
proposed principles is that determ nistic protocol |ayering renains
intact for interoperability, while Al Agents are introduced as first-
class entities at each IP suite |layer and are coordinated by one or
nmore agent controllers via agentic methods and procedures.

The purpose of this docunent is to initiate discussion within the
research comunity on agentic networking. It identifies
architectural research chall enges that should be discussed to enable
the addition of one or nore Al Agents at one or more IP suite |ayers
with the goal to allow Al Agents to inprove the behaviour of a |ayer
through reasoning with Al Agents at the sane or other IP suite

| ayers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1. Introduction

Conput er networks have | ong pursued hi gher automation for self-
configuration, self-healing, self-optimzation, and self-protection
Recent advances in Al, including agentic Al systens, enable a shift
fromisol ated automati on approaches toward distributed, goal-driven
cl osed-1 oops that can plan nulti-step actions, invoke tools, adapt to
f eedback, and coordinate with peers to i nprove the behavi our of

exi sting or new protocols.
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However, multi-agent deployments are typically proprietary: there is
no wi dely adopted, vendor-independent approach for nam ng, reaching,
di scovering, and coordinating Al Agents that act on network state
across nmultiple protocol |ayers and donmains.

Thi s docunent is intended to seed | ETF di scussion by proposing a
architectural principles and an interface nodel for "agentic
augnment ati on" of the existing layered OSI stack. The objective is
not to replace the determnistic behavior of protocols used for
interoperability and packet transport. Instead, the architecture

i ntroduces Al Agents at each layer, coordinated by orchestrators, so
that cl osed-1o0op autonmation can be pursued in a structured and

gover nabl e way.

2. Term nol ogy and Conventi ons

Al Agent (AIA): A software entity capabl e of pursuing goals by
reasoni ng and pl anni ng, and by invoking tools (APls, protocols,
controll ers, know edge bases) to observe state and perform actions.

Agentic Al System A system composed of one or nore Al Agents and
optional controller(s) that perforns goal -directed operations over
time by using available tools and feedback | oops.

Agent Controller: A logical function that accepts an input request/

goal , perforns task deconposition and assi gnment, coordi nhates one or
more Al Agents, and produces outputs or verified actuati on outcones.
Controllers may be per-layer (distributed) or centralized.

Agent Net: A set of Al Agents associated with a specific layer of the
stack, together with their coordination |logic and tools for that
| ayer.

IP Suite Stack Interfaces: The conventional (non-agentic) interfaces
bet ween adj acent |ayers (e.g., a transport interface exposed to
applications), and the conventional control/managenent interfaces
that configure or observe a layer (e.g., socket APlIs, YANG NETCONF/
RESTCONF, routing protocol configuration, telemetry streans).

Tool : Any callable capability used by an Al Agent to ground reasoning

or execute actions (e.g., retrieve telenetry, push configuration
initiate diagnostics, query a digital twin, call a controller).
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3. Baseline: IP Suite Layered Protocol Stack

Layering is central to interoperability. 1In a conventional |ayered
stack, upper layers invoke services fromlower |ayers using static,
wel | -defined interfaces. |In practice, deployed systens follow the

Internet protocol suite as shown in Figure 1, commonly represented by
Application, Transport, Internet, and Link/Access and physica

| ayers. Nevertheless, the |layered abstraction remains a usefu
conceptual baseline for discussing where automation and cl osed-| oop
deci sion functions are inserted.

o e e oo +
| Appli cation |
o e e e e a e oo m +
| Transport |
oo o - +
| I nt er net |
o e e oo +
| Li nk / Access |
o e e e e a e oo m +
| Physi cal |
oo o - +

Figure 1. IP Suite Layered Stack
4. Proposed Agentic Augnentation at to Layered Approach

The proposed approach is hybrid: the determnistic |ayered protoco
stack remains the baseline for interoperability and packet transport,
whil e agentic functions are introduced al ongsi de each | ayer

In the proposed architecture, each |ayer contains:

* An Agent Net that can interpret intents relevant to that |ayer,
gather context (telemetry/state), reason, propose actions, and
execute actions through the layer’s tools. Agent Net nay have one
or nmore AlAs for different purposes within in the layer. For
exanpl e, a layer may have different agents for congestion control,
Q©S adaptation, policy and conpliance and i ntent-parsing.

* An agent controller or sinply controller nmanages task
deconposition, assignment, guardrails and governance. A
controller may or may not be an Al A

The proposed nodel targets a "structured autonony” property:

aut ononous actions are possible, but are constrained through explicit
reference points, policies, authentication/authorization, and
audi t abl e wor kf | ows.
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4.1. 5.1. Per-Layer Agent Nets and Per-Layer Controllers

In this option, each layer has its own Agent Net and its own
controller. This aligns with operational deconposition (e.g.,
separate ownership or tooling per layer), and supports scaling and
fault isolation.

Figure 2a illustrates the concept.

o e e e e oo oo + o e e e e e e e e oo oo + o e e e e m oo oo +
| Appli cation | <-->] Agent Net (App) | <-->| Controller (App)
e + T + - +
| Transport | <-->] Agent Net (Transport) |<--> Controller (Trans) |
Fom e e e oo + St + Tt +
| I nt er net | <-->] Agent Net (Internet) | <-->] Controller (Int) |
o e e e e oo oo + o e e e e e e e e oo oo + o e e e e m oo oo +
| Link / Access | <-->| Agent Net (Link) | <-->| Controller (Link) |
e + T + . +
| Physi cal * | <-->] Agent Net (Phy)* | <-->] Controller (Link)*

Fom e e e oo + St + Tt +

Figure 2a: Proposed Stack with Per-Layer Agent Nets and Per-Layer Controllers
The Physical |ayer is shown for conpleteness and includes data-Ilink
and access technol ogi es. Sonme aspects of access technol ogi es may be
outside | ETF scope and would typically be accessed as external tools/
controllers rather than specified by | ETF protocols.
4.2. 5.3. Relationship to the Determnistic Stack

The hybrid architecture is intended to preserve deternmnistic
interoperability of the underlying stack

* Determnistic inter-layer service interfaces (e.g., a transport
service offered to applications) renmai n unchanged.

* Al Agents do not replace protocols; they invoke tools that already
exist (or will be defined) to observe and actuate |ayer behavi or.

* The architecture explicitly separates (a) packet transport and
protocol interoperability, from (b) goal -driven autonation | ogic.

This separation is central to naking agentic automati on governabl e,
testable, and increnentally depl oyable.
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5. Functional Wrkflow and Reference Points
5.1. 6.1. Controller and Agent Functional Bl ocks

A generic agentic workflow can be represented by the foll ow ng
functional bl ocks:

Controller:

* |/0O Engine: handl es intent/goal/request intake and out put
formatting.

* Discovery: finds relevant agents, tools and capabilities.

* Task Assignnments: decomposes tasks and assigns themto agents
(pl anni ng) .

Al Agent:

* Reasoning: interprets tasks, plans steps, and maintains context.
* Synthesis: conposes internmediate results into coherent outputs.
* Execution: invokes tools and perforns actions.

* Reinforcement: |earns/adapts from feedback.

* Conflict Resolution: resolves conpeting proposal s/actions anong
agents or across |ayers.

Figure 3 illustrates this functional view and explicitly |abels
reference points that are candi dates for interoperable definition

5.2. 6.2. Reference Points (Interfaces)
The following reference points are identified:

C1l (Controller Input): Input request/goal interface into the
controller.

C O (Controller Qutput): Qutput response (including action
confirmation, explanation, or result summary) fromthe controller

C E (Controll er Execution Feedback): Interface for execution-related

status and feedback flow between controller and agent reasoning
context (e.g., progress, internedi ate outcones, updated constraints).
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Al A E (Agent Execution / Task Assignnent): Task assignment and
execution coordi nati on between controller and Al Agent execution
functi on.

AlA R (I nter-Al-Agent Reasoni ng/ Context Exchange): Interface for Al
Agents to exchange context, negotiate, and coordinate during
reasoni ng and pl anni ng.

AlA CR (Inter-Al-Agent Conflict Resolution): Interface supporting

detection, signaling, and resolution of conflicts anbng Al Agents
(including conflicts spanning |ayers).
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o e oo + C | o m e e e e e mee—eaoaoo- +
| I nput Request |------- > | Controller |
o e e e e e m + | |
| Fom e oo o - + Fom e oo o - + |
R + CO | | 1710 | -->] Discovery |----+ |
| Qutput Response |<------- | | Engine | e + |
. + | - + | |
I N CE I I
| | v
| oo o - + Fom e e e oo - +
| | Task | | Task |
| | Assignnents | ---->] Assignnent|
| . + e +
o mm e e e e e e e e e e e e e e e mam- | -- -+
|
AlA E
o e e e e e eeeaoao- l/+
| Al Agent |
I F- e e e - - - + F- e e e - - - + I
AIAR <---->| | Reasoning |<-->| Synthesis | |
| S + S + |
I n n I
I I I I
I AR + I
AlA CR <----> | | Conflict | ---+ |
| | Resol ution | |
| S + |
I I
| e + . + |
| | Execution |<-->| Reinforcement | |
| S + oo o - + |
I I I
I v I
| Tools / Controllers |
o m e e e e e e meemee—ao-- +

Figure 3: Functional Wrkflow of Agentic Al Systens with Reference Points (Conc
eptual )

The intent is not to prescribe a single protocol, but to establish
conmon reference points so that nultiple protocol proposals (e.g.,
agent -t o- agent, agent di scovery, tool invocation) can be eval uated
agai nst a consi stent architectural nodel.
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In this docunent, the term"CX interface" refers to the controller
external interfaces (primarily C 1 and C O, and the term "Al AX
interfaces" refers to the agent-related interfaces (C E Al A E
AlA R AlA CR) shown above.

6. Challenges Mtivating |Interoperable Wrk

This section summari zes key chal | enges observed in nulti-Iayer,
mul ti-agent deployments that notivate | ETF di scussion

* *Lack of a commobn way for AlAs to identify and reach each other*:
Agents operate at different technical |ayers and environnents.
There is no consistent way to nane, |ocate, and address agents
across networks and platforns. This may results in fragile
interoperability, high integration cost, and limted scaling in
mul ti -vendor environments.

* *Limted service discoverability and failure signaling for Al As*:
Agents need to discover other agents, deternmine if a service
exi sts, and understand why comuni cation failed. This may result
in silent failures, unbounded retries, incorrect decisions from
i nconplete information, and reduced trust in autonmation

* *|nsufficient data provisioning for training and adaptation*:
Agents need data not only for initial training but also during
operation or for updates. Agents need consistent approaches for
accessing additional data and exchangi ng | earni ng-rel evant
information in consistent fornats.

* *Distributed security token and access control nmanagenent*:
Agents require credentials to prove identity, access resources,
and act on behal f of users/systems. Token creation, scoping,
renewal , and revocation are not unified across agent types and
| ayers, conplicating audit and conpliance.

These chal | enges are conpounded by nulti-donain operation, different
trust boundaries, and heterogeneous tooling.

7. Security, Safety, Determnism and Accountability Considerations

Agentic Al systens introduce architectural risks beyond those
associated with traditional automation or centralized controllers.

* *Sustainability*:
Conti nuous inference, multi-agent coordination, and expanded
tel enmetry exchange may increase energy consunption and nmanagenent -
pl ane |l oad. Architectural mechani sns prefer bounding control -
pl ane anplification and conputational overhead.
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*  *Security*:
Agentic systens expand the attack surface through:
- Tool invocation chains that can enable privilege escal ation

- Cross-agent coordination interfaces that can propagate
conprom se

- Persistent nenory and context that can be subject to poisoning.

- Mbdel -driven reasoning that can be influenced by nalicious or
mal f or med i nputs.

Conprom se of a single agent can have cascadi ng i npact across
|l ayers if coordination boundaries are not explicitly constrained.

* *Deterministic Guardrail s*:
Net wor ki ng environnents require bounded and predictabl e behavi or
Agentic augnentation is intended to preserve determnistic
protocol invariants and stability properties of the underlying
stack. CGuardrail mechani snms can incl ude:
- Policy-constrai ned action spaces.
- Pre-execution validation agai nst safety envel opes.
- Transactional rollback and state checkpointing.
- Rate-limted reconfiguration to prevent oscillation
- Deternministic conflict resolution hierarchies.

- Human override and escal ation triggers.

These nechani sns ensure that autonony remains structured and does
not underm ne protocol correctness or service guarantees.

*  *Accountability*:
Aut ononpus deci sions are expected to be traceable to inputs,
policies, and authorization context. Auditable execution |ogs and
expl ainability hooks are required to support conpliance,
debuggi ng, and operational trust.

Thi s docunent does not define specific mechani snms but asserts that

structured autonony and determ nistic safety envel opes are
foundational architectural requirenents for agentic networking.
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8.

10.

11.

12.

Rel ati onship to Existing | ETF/ | RTF Wrk

Thi s docunent is conplementary to multiple ongoing efforts in the
| ETF and | RTF that touch on autononic networking, Al agents for
net wor kK managenent, and agent communication. These efforts can be
used as inputs when refining protocols that realize the reference
points in this draft.

Recomendati ons and Next Steps for | ETF Di scussion
The foll owi ng near-termdi scussion itens are proposed:

1. Discuss an agree on the term nology for the agentic Al
architecture

2. Ochestration reference framework and reference points: Refine
the CX and Al AX reference points and their semantics. Determ ne
what "nminimuminteroperability" neans for each reference point in
a mul ti-vendor environnent.

3. Agent registration, discovery, and lifecycle: ldentify
i nt eroper abl e nmechani sns for agent discovery and capability
advertisenent, including failure signaling and versioning.

4. Security tokens, authorization, and auditability: Identify how
agents authenticate, obtain scoped authorization, and produce
audi tabl e action traces when acting on network state.

5. Layer-by-layer automation building blocks: Use the architecture
to guide foll owon docunents that focus on autonmation and cl osed-
| oop control within specific |layers (e.g., routing |ayer,
transport layer, service layer), w thout conflating those with
the inter-agent interface probl em
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