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Abst ract

Thi s docunent defines a standard neans to signal that a zone cut
exists in the DNS w thout specifying a set of naneservers to which a
child zone is delegated. This is useful in situations where it is
inportant to nmake it clear to clients that a zone cut exists, but
when the child zone is only provisioned in a private nanmespace.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://abl eyj oe. gi thub.io/draft-jabl ey-dnsop-zone-cut -t o-nowher e/
draft-jabl ey-dnsop-zone-cut-to-nowhere. htim. Status information for
this docunment may be found at https://datatracker.ietf.org/doc/draft-
j abl ey- dnsop- zone- cut -t 0- nowher e/ .

Di scussion of this docunent takes place on the Domai n Nane System
Qperations Wrking Goup mailing list (mailto:dnsop@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/dnsop/.
Subscribe at https://ww. ietf.org/mailman/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com abl eyj oe/ draft-j abl ey- dnsop- zone- cut -t 0- nowher e.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

The DNS protocol, as originally specified in [ RFC1034] and [ RFC1035],
describes a single, global, hierarchical nanespace that is separated
into zones. The boundary between a parent zone and a child zone is

i ndi cated using a zone cut. Zone cuts are specified using specific
resource records which are published within the parent and child
zones; the parent-side resource records are reveal ed during DNS
resolution by way of referral responses from nameservers

Private DNS nanespaces also exist. A user of a private network night
be able to resolve nanmes using local DNS infrastructure that are not
visible to other users of other networks. This is often an
intentional and deliberate configuration by network operators, for
exanple to provide nanme resolution for internal, private services
that are not available to users of other networks.

When a device or application uses the DNS protocol to resolve both

i nternal names and external nanmes published in the gl obal DNS
nanespace, anbiguity can result. For exanple, DNS responses from

I nternet-reachabl e naneservers m ght indicate that a particul ar name
published in an internal namespace does not exist, while an interna
naneserver mght be configured to respond differently. Since nobile
devices can attach to different networks and can cache DNS responses
obtai ned fromdifferent nanmespaces, this anbiguity can cause
headaches. A DNSSEC- aware resol ver on a nobile device m ght cache a
si gned, negative response from an external naneserver for a
particul ar name and m ght treat a subsequent, positive response from
an internal naneserver for the same nane as bogus, preventing the
response from bei ng used by an application

Thi s docunent provides a neans of signalling the existence of a zone
cut in a nanespace in circunstances where the child zone only exists
in a different nanespace fromthe parent. W refer to this type of
zone cut as a "zone cut to nowhere" and introduce the corresponding
terns "del egation to nowhere" and "referral to nowhere" in Section 2.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses DNS term nol ogy as described in [ RFC9499].
Fam liarity with terns defined in that docunent is assuned.
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Thi s docunent al so uses the follow ng new terns:

1. "Zone cut to nowhere" -- a zone cut where the parent zone and the
child zone are provisioned in different namespaces. A zone cut
to nowhere is a signal provided by the adm nistrator of a parent
zone that a child zone exists, but is not able to be used in the
DNS nanmespace of the parent.

2. "Delegation to nowhere" -- a delegation froma parent to a child
across a zone cut to nowhere.

3. "Referral to nowhere", "Referral response to nowhere" -- a DNS
response received froma nanmeserver that reveal s the existence of
a del egation to nowhere.

3. Publishing a Del egation to Nowhere

A zone cut to nowhere is inplenmented in a parent zone using a single
NS resource record with an enpty target (an enpty NSDNAME, in the
parl ance of [RFC1035]). A zone cut to nowhere between the parent
zone EXAMPLE. ORG and the child zone DUCKLI NG EXAMPLE. ORG with a TTL
of 3600 seconds woul d be described in zone file syntax as foll ows:

; zone data published in an external nanmeserver
$ORI G N EXAMPLE. ORG

: the zone DUCKLI NG EXAMPLE. ORG exi sts, but in another
; namespace

DUCKLI NG 3600 IN NS

A zone cut to nowhere may al so be provisioned as a secure del egation
This all ows a DNSSEC- aware consuner of a referral response to obtain
and cache a DNSSEC trust anchor for the child zone, for use when it
is able to receive a signed response from a naneserver that includes
the child zone in its nanespace.

$ORI G N EXAMPLE. ORG

; the signed zone PUPPY. EXAMPLE. ORG exi sts,
; but in another nanespace

PUPPY 3600 IN DS [...]
NS .
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An NS RRSet in a parent zone which includes multiple NS resource
records is not a delegation to nowhere, even if one of the NS
resource records within the RRSet has an enpty target.

KITTEN 3600 IN NS A CAT- SERVERS. EXAMPLE
NS B. CAT- SERVERS. EXAVMPLE
NS . ; unusua
NS C. CAT- SERVERS. EXAMPLE

This NS RRSet does not encode a del egation to nowhere, since other NS
resource records exist in addition to the record with the enpty
target (marked with a coment as "unusual"). This configuration may
have sonme other nmeaning in a different context, however, and is
specifically not addressed by this specification

4. Interpreting a Referral to Nowhere

No special processing is necessary in order to interpret a referra
response to nowhere. Individual RRSets present in a referra
response to nowhere can safely be interpreted and processed in an
identical fashion to any other referral response where the
authoritative servers for the child zone cannot thensel ves be
resol ved, and hence cannot be reached.

5. Applicability

VWhen a child zone is known to exist in another namespace, and when
that ot her nanespace is intended for use with the DNS, a del egation
to nowhere MAY be provisioned in the parent zone to signal that the
child zone exists in sonme other namespace. |n such circunstances the
parent zone MAY be the root zone, or any other zone.

A secure del egation to nowhere MAY be provisioned if the keys used
for signing in the child zone are known to the adm nistrator of the
parent zone. |In the case where differently-signed (or unsigned)
child zones are known to exist in different namespaces, a secure
del egati on SHOULD NOT be used.

The use of a delegation to nowhere in this docunment is described for
the IN class only. Use of this nechanismin other classes is not
addressed by this specification.

Nane resol ution protocols other than the DNS are al so used by sone
systens, for names that are syntactically equival ent to domai n nanes
in the DNS. 1In sonme cases, nanes resolved by those non-DNS protocol s
are anchored in a specific domain that is consequently reserved for
their use in the DNS, to avoid nane collisions. Exanples of such
reservations in the DNS are the LOCAL top-|evel donmin reserved for
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use by Milticast DNS [ RFC6762] and the ALT top-level domain reserved
use in general for non-DNS resolution protocols [RFC9476]. Donains
that are not intended for use with the DNS as their resolution
protocol SHOULD NOT be provisioned in the DNS as del egations to
nowhere, since there is no DNS nanespace anbiguity that such a
configuration could help with.

6. Exanples
6.1. Internal Nanespace as a Subdomain of a Public Domain

A conpany uses nanmes within the EXAMPLE. COM dorai n both for interna
services it provides to its enpl oyees and for public services that
are made available to the general public over the Internet.

The conpany al so provides certain services that are only available to
users of devices attached to its internal network. Those services
are naned within the subdormai n CORP. EXAMPLE. COM  The conpany does
not wi sh those internal services to be visible to external users.

We say that the EXAMPLE. COM zone exists in the gl obal DNS nanespace
and that the CORP. EXAMPLE. COM zone exists only in a private DNS
namespace

The conpany publishes a CORP. EXAMPLE. COM zone on DNS nameservers
attached to its internal network. The company configures the DNS
resol vers used by devices attached to its internal network to be
aware that the CORP. EXAMPLE. COM zone is served by those interna
naneservers, such that queries sent from devices inside the conpany’s
network can resolve nanes in the CORP. EXAMPLE. COM domai n
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$ORI G N CORP. EXAMPLE. COM
; internal zone only served in our internal network
@ 3600 IN SCA [...]

; the internal zone CORP. EXAMPLE. COM i s served by the interna
; naneservers NS1. CORP. EXAMPLE. COM and NS2. CORP. EXAMPLE. COM

NS NS1
NS NS2
NS1 A 198. 51. 100. 37
AAAA 2001:db8:2:1::2c
NS2 A 203.0.113.56
NS2 AAAA 2001: db8:2:3::2d

: the internal intranet web server is | NTRANET. CORP. EXAMPLE. COM

| NTRANET A 198.51. 100. 74
AAAA 2001:db8:2:1::f8

; the managenent address of an internal network device known
; as BACKBONE- SW CORP. EXAMPLE. COM

BACKBONE- SW A 198. 51. 100. 65

The conpany publishes an EXAMPLE. COM zone on naneservers that are
general reachable over the Internet -- that is, the naneservers are
reachabl e and the COM zone returns referrals for the EXAMPLE. COM zone
to those naneservers. The EXAMPLE. COM zone incl udes nanes that the
company wants clients to be able to resol ve regardl ess of what
network they are connected to.
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$ORI G N EXAMPLE. COM

; the public zone EXAMPLE. COM i s published to the Internet
@ 3600 IN SOA [...]

; the public zone EXAMPLE. COM i s served by the naneservers
; NS1. EXAMPLE. COM and NS2. EXAMPLE. COM whi ch are reachabl e

; over the Internet

NS NS1
NS NS2

; Internet mail for EXAMPLE. COM i s handl ed by the server
; MAI L. EXAMPLE. COM

WX 10 MAI L. EXAMPLE. COM

; The public naneservers NS1. EXAMPLE. COM and NS2. EXAMPLE. COMV

NS1 A 192.0.2.25
NS1 AAAA  2001: db8: e0: : 2a
NS2 A 192.0. 2. 27
NS2 AAAA  2001: db8: e0:: 2b

; MAI L. EXAMPLE. COM and WMV EXAMPLE. COM are intended to be used
; fromanywhere, not just by internal clients, so they are
; named in the gl obal nanespace

MAI L A 192.0.2.41
MAI L A 2001: db8:e0::f1
WAV A 192. 0. 2.58
WAV AAAA 2001: db8: e0: : 5e

; CORP. EXAMPLE. COM i s our internal namespace. Del egate the
; correspondi ng zone to nowhere

CORP NS
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6

7

8.

2. General Purpose Top-Level Domain for I|Internal Namespaces

Suppose it has been decided that the top-level domain | NTERNAL be
reserved for use in private nanespaces. The root zone of the gl oba
DNS is signed using DNSSEC [ RFC4033]; that is, DNSSEC-specific RRSets
are published in the root zone that all ow DNSSEC-aware resolvers to
be sure with cryptographic certainty whether particular top-Ieve
domai ns exi st in the public nanespace.

A del egation to nowhere for the I NTERNAL top-level domain in the root
zone of the gl obal DNS namespace woul d provide an unanbi guous signa
to resolvers that | NTERNAL does exist in other nanespaces. An

i nsecure del egation to nowhere is appropriate in this exanple since
there is no single trust anchor that could be used to provide a
secure del egation to zones in nultiple namespaces that have

di fferent, non-cooperating adm nistrators.

$ORIG N .

; the I NTERNAL top-level domain is del egated to nowhere, to
facilitate its use in private nanespaces

3

I NTERNAL 172800 IN NS
Updates to RFC 1035
Thi s docunent updates Section 3.3.11 of [RFC1035] as foll ows:

NSDNAME MAY be specified as a single, zero-length Iabel. An NS
RRSet that consists of a single NS resource record with enpty
NSDNAME is used to indicate that a zone cut exists without

provi ding any authoritative naneservers for the child zone. The
pur pose of such an RRSet is to confirmthat the child zone exists,
but in a different nanmespace fromthe parent (e.g. in a private
nanespace) .

O her Uses of the Enpty Name in the DNS

In [ RFC7505] an MX resource record with an enpty target (called
EXCHANGE in [ RFC1035]) is specified to nean that the corresponding
domai n nane does not accept e-nmil. In effect, the enpty field is
used to indicate that there is no host available to use for e-nail
delivery.

In [RFC2782] an SRV ' Target of "." means that the service is
deci dedly not available at this domain.’
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10.

11.

12.

[ RFC9460], Section 2.5 notes that ’'For AliasMbde SVCB RRs, a
Target Name of "." indicates that the service is not avail able or does
not exist.’

These uses of the enpty nane are conceptually consistent with the
meani ng defined in this docunent: that using an enpty nane is to be
interpreted as the correspondi ng function not being avail abl e.

Oper ational Considerations

The enpty name is not known to have been w dely used as an NS target,
al though it has been used as an MX target, as described in Section 8
It is a reasonable concern that if del egations to nowhere becane
prevalent, or if names related to such zone cuts were associated with
significant traffic, some operational problemmght result. For
exanpl e, DNS software that nade inconpatible assunpti ons about DNS
responses night fail, or harnful traffic to root servers night

result.

Sone experinments carried out by the authors to assess the likelihood
of such problens are described in Appendix A. The results of those
experinments do not suggest that the w despread use of delegations to
nowhere woul d | ead to operational problens.

Security Considerations

Thi s docunent provides a neans for both internal and gl oba

nanespaces to be provisioned using DNSSEC, allow ng a DNSSEC- awar e,
mobi |l e resolver to maintain a consistent chain of trust regardl ess of
whet her a private, child nanespace exists fromit’'s particular
vantage point. The ability to support this configuration cleanly has
better security properties than configurations that are amnbi guous.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

The exampl e of the designated top-1level domain | NTERNAL being

provi sioned as a del egation of |INTERNAL to nowhere fromthe root zone
was intentionally chosen in order to nake it clear that such a
configuration is allowed, is consistent with this specification and
facilitates the use of private nanespaces nanmed under such a top-

| evel domain with | ess anbiguity than m ght otherwi se occur. This
docunent does not provide any operational direction to the | ANA,
however .

Ref er ences
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Appendi x A.  Experinents
Wes has committed acts of science. He will describe them here.
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The phrase "del egation to nowhere" was inspired by the m srenebered

title of a novel by TimPowers entitled "Two Days to Nowhere", in
whi ch characters deal with anbiguous realities by way of supernatura
sensitivity, time travel and alcohol. This seened |Iike a good

met aphor for the probl em of provisioning overlappi ng nanespaces in
t he DNS.

Unfortunately, it appears that Tim Powers wote no such book,

al t hough he did publish the sinilarly-naned novel "Three Days to
Never" [ Powers2006] which is perhaps what | was thinking of. And
it’s certainly true that nmuch of his witing features anbiguity, the
supernatural and excessive drinking. Menory is a tricky thing.

The song "Road to Nowhere" [Byrnel985] fromthe 1985 Tal ki ng Heads

album"Little Creatures” woul d perhaps have been a better inspiration
for the terminology. It’s a shane that’s not what happened.
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