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Abstract

   The existing Domain Name System (DNS) specifications lack some
   clarity in their description of the process by which individual
   sections of a DNS message are constructed.

   This document updates RFC 1034 and RFC 1035 to provide a clearer
   specification, consistent with deployed implementations.

About This Document

   This note is to be removed before publishing as an RFC.

   The latest revision of this draft can be found at
   https://ableyjoe.github.io/draft-jabley-dnsop-ordered-answer-section/
   draft-jabley-dnsop-ordered-answer-section.html.  Status information
   for this document may be found at https://datatracker.ietf.org/doc/
   draft-jabley-dnsop-ordered-answer-section/.

   Discussion of this document takes place on the Domain Name System
   Operations Working Group mailing list (mailto:dnsop@ietf.org), which
   is archived at https://mailarchive.ietf.org/arch/browse/dnsop/.
   Subscribe at https://www.ietf.org/mailman/listinfo/dnsop/.

   Source for this draft and an issue tracker can be found at
   https://github.com/ableyjoe/draft-jabley-dnsop-ordered-answer-
   section.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.
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   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 18 July 2026.

Copyright Notice

   Copyright (c) 2026 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents (https://trustee.ietf.org/
   license-info) in effect on the date of publication of this document.
   Please review these documents carefully, as they describe your rights
   and restrictions with respect to this document.  Code Components
   extracted from this document must include Revised BSD License text as
   described in Section 4.e of the Trust Legal Provisions and are
   provided without warranty as described in the Revised BSD License.
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1.  Introduction

   [RFC1034] specifies an algorithm to follow when constructing a
   response to a DNS QUERY.  This algorithm in some cases can result in
   multiple RRSets being included in a single section of a DNS message,
   e.g. when handling CNAME resource records.
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   Most consumers of DNS responses, such as stub resolvers, have
   interpreted the direction to copy or store particular RRSets in
   sections of a DNS response to mean "append", treating each section as
   an ordered list of RRSets.  In particular, many stub stub resolvers
   are known to rely upon that interpretation when processing DNS
   responses, e.g. see Appendix A.

   Some DNS implementations employ algorithms in other sections that aim
   to optimise processing of responses received by initiators, e.g.
   NAPTR before SRV before A/AAAA in the additional section of a
   response.  This behaviour has not been observed to cause any
   interoperability problems, and is explicitly permitted by this
   document.

   This document updates [RFC1035] to specify that the answer section in
   a DNS message is an ordered list of RRSets, but that other sections
   may be ordered differently.  This document clarifies the directions
   provided in [RFC1034] to match the observed behaviour and
   expectations of deployed software.

2.  Conventions and Definitions

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in
   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

   This document assumes familiarity with terminology specific to the
   Domain Name System (DNS) as described in [RFC9499].

3.  Updates to RFC 1034

   [RFC1034] specifies the algorithms by which sections of a DNS
   response are constructed.  For example, step 3 of the algorithm
   described in [RFC1034] section 4.3.2 contains the direction "copy all
   RRs which match QTYPE into answer section".

   In this case, and in all other cases where [RFC1034] specifies that
   particular RRSets be included in the answer section of a DNS message,
   the section MUST be treated as an ordered list of RRSets.  When it is
   necessary to include new RRSets in a section of a DNS message that is
   under construction, those RRSets MUST be appended.  The receiver of a
   DNS message MAY refuse to process DNS messages that have been
   constructed differently.
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   When constructing other sections of a DNS message, each section MAY
   be treated as a non-ordered list.  A receiver of a DNS message MUST
   NOT reject a DNS message on the basis of the order of RRSets in those
   sections.

4.  Updates to RFC 1035

   In a DNS message, the answer section MUST be considered to be an
   ordered set of RRSets.  All other sections in a DNS message MUST be
   considered to be a non-ordered set.

   DNS implementations MUST construct each section in a DNS response
   according to the algorithms specified in [RFC1034], as clarified in
   Section 3.

5.  Security Considerations

   The recommendations contained in this document have no known security
   implications.

6.  IANA Considerations

   This document has no IANA actions.
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Appendix A.  Events of 8 January 2026

   Cloudflare operates a well-known public DNS resolver known as
   1.1.1.1, after one of the IPv4 addresses associated with the service.
   On 8 January a software change in the 1.1.1.1 service had the
   unintential side-effect of changing the order in which RRSets were
   encoded in the answer section of DNS responses, in the case where
   constructing the responses involved CNAME processing.  The previous
   ordering was as clarified in Section 3 and Section 4.  The change in
   behaviour was not detected by a corresponding failure in a regression
   test, since the ordering in the answer section was not considered to
   be significant.

   Following the software release, Cloudflare became aware of
   significant numbers of deployed DNS client implementations that were
   suffering from failure.  In particular, the getanswer_r() function
   invoked by the getaddrinfo() function in glibc was found to fail to
   function, and some deployed ethernet switches were observed to reboot
   when trying to resolve the names of configured NTP servers
   [Cisco2026].

   The impact associated with this event was particularly widespread
   because of the widespread use of the 1.1.1.1 resolver.  However, the
   two examples of client implementations are also widely deployed in
   systems that may well be upgraded only infrequently (or never
   upgraded at all).

   See [Neuteboom2026] for additional information.
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Appendix B.  Editorial Notes (remove before publication)

B.1.  draft-jabley-dnsop-ordered-sections-00

   Initial draft circulated for comment in 2015; subsequently expired.

B.2.  draft-jabley-dnsop-ordered-answer-section-00

   Draft revitalised following some operational excitement.

   Added competent co-author.

Acknowledgments

   The contributions of Mark Andrews and Paul Vixie to the original
   revision of this document are acknowledged.

Authors’ Addresses

   Joe Abley
   Cloudflare
   Email: jabley@cloudflare.com

   Sebastiaan Neuteboom
   Cloudflare
   Email: sebastiaan@cloudflare.com

Abley & Neuteboom         Expires 18 July 2026                  [Page 6]


