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Abst ract

The existing Domai n Nane System (DNS) specifications | ack sone
clarity in their description of the process by which individual
sections of a DNS nessage are constructed.

Thi s docunent updates RFC 1034 and RFC 1035 to provide a clearer
specification, consistent with deployed inpl enentations.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://abl eyj oe. github.io/draft-jabl ey-dnsop-ordered-answer-section/
draft-jabl ey-dnsop- or der ed- answer-section.htm . Status information
for this docunent may be found at https://datatracker.ietf.org/doc/
draft-jabl ey- dnsop- or der ed- answer - secti on/ .

Di scussion of this docunent takes place on the Domai n Nane System
Operations Wrking Goup nmailing list (mailto:dnsop@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/dnsop/.
Subscribe at https://ww. ietf.org/mailman/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com abl eyj oe/ draft-j abl ey- dnsop- or der ed- answer -
section.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 July 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFC1034] specifies an algorithmto follow when constructing a
response to a DNS QUERY. This algorithmin sone cases can result in
multiple RRSets being included in a single section of a DNS nmessage,
e.g. when handli ng CNAME resource records.
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Most consuners of DNS responses, such as stub resolvers, have
interpreted the direction to copy or store particular RRSets in
sections of a DNS response to nean "append", treating each section as
an ordered list of RRSets. |In particular, nany stub stub resolvers
are known to rely upon that interpretati on when processi ng DNS
responses, e.g. see Appendi x A

Sone DNS i npl ementations enploy algorithms in other sections that aim
to optim se processing of responses received by initiators, e.g.
NAPTR before SRV before A/AAAA in the additional section of a
response. This behavi our has not been observed to cause any
interoperability problens, and is explicitly permitted by this
docunent .

Thi s docunent updates [ RFC1035] to specify that the answer section in
a DNS nessage is an ordered |ist of RRSets, but that other sections
may be ordered differently. This docunent clarifies the directions
provided in [ RFC1034] to match the observed behavi our and
expectations of depl oyed software.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent assunes familiarity with term nology specific to the
Domai n Nanme System (DNS) as described in [ RFC9499].

3. Updates to RFC 1034

[ RFC1034] specifies the algorithns by which sections of a DNS
response are constructed. For exanple, step 3 of the al gorithm
described in [ RFC1034] section 4.3.2 contains the direction "copy al
RRs whi ch match QTYPE i nto answer section”

In this case, and in all other cases where [RFCL034] specifies that
particul ar RRSets be included in the answer section of a DNS nessage,
the section MJUST be treated as an ordered list of RRSets. Wen it is
necessary to include new RRSets in a section of a DNS nessage that is
under construction, those RRSets MJST be appended. The receiver of a
DNS nmessage MAY refuse to process DNS nessages that have been
constructed differently.
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When constructing other sections of a DNS nessage, each section MAY
be treated as a non-ordered list. A receiver of a DNS nmessage MJST
NOT reject a DNS nessage on the basis of the order of RRSets in those
sections.

4. Updates to RFC 1035

In a DNS nessage, the answer section MJST be considered to be an
ordered set of RRSets. Al other sections in a DNS nmessage MJST be
considered to be a non-ordered set.

DNS i nmpl ement ati ons MUST construct each section in a DNS response
according to the algorithnms specified in [RFCL034], as clarified in
Section 3.

5. Security Considerations

The recomendati ons contained in this document have no known security
i mpli cations.

6. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Appendi x A. Events of 8 January 2026

Cl oudfl are operates a well-known public DNS resol ver known as
1.1.1.1, after one of the |IPv4 addresses associated with the service.
On 8 January a software change in the 1.1.1.1 service had the

uni ntential side-effect of changing the order in which RRSets were
encoded in the answer section of DNS responses, in the case where
constructing the responses involved CNAME processing. The previous
ordering was as clarified in Section 3 and Section 4. The change in
behavi our was not detected by a corresponding failure in a regression
test, since the ordering in the answer section was not considered to
be significant.

Fol | owi ng the software rel ease, C oudflare becane aware of
significant nunbers of deployed DNS client inplenentations that were
suffering fromfailure. |In particular, the getanswer_r() function

i nvoked by the getaddrinfo() function in glibc was found to fail to
function, and sone depl oyed ethernet sw tches were observed to reboot
when trying to resolve the nanes of configured NTP servers

[ G sco2026].

The inpact associated with this event was particularly w despread
because of the wi despread use of the 1.1.1.1 resolver. However, the
two exanples of client inplenmentations are also w dely deployed in
systens that may well be upgraded only infrequently (or never
upgraded at all).

See [ Neut eboon026] for additional information.
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Appendi x B. Editorial Notes (renove before publication)
B.1. draft-jabl ey-dnsop-ordered-sections-00
Initial draft circulated for coment in 2015; subsequently expired.
B.2. draft-jabl ey-dnsop-ordered-answer-section-00
Draft revitalised foll owi ng some operational excitenent.
Added conpetent co-author.
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