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Abst ract

The Start of Authority Resource Record in the Dormain Name System

i ncludes various parameters related to the handling of data in DNS
zones. These paraneters are variously used by authority-only
servers, caching resolvers and DNS clients to guide themin the way
that data contained within particular zones should be used.

One particular field in the SOA RR is known as MNAME, which is used
to specify the "Primary Master" server for a zone. This is the
server to which clients use Dynam ¢ Update to send DNS UPDATE
messages. Many zones do not support the Dynam c Update, and any such
DNS UPDATE nessages which are received provide no usual purpose. For
such zones it nmay be preferable not to receive updates fromclients
at all.

Thi s docunent proposes a convention by which a zone operator can
signal to clients that a particular zone does not support Dynamc
Updat e.

About Thi s Docunent

This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-jabl ey-dnsop-m ssi ng- mane/ .

Di scussion of this docunent takes place on the Domain Name System
Qperations Wrking Goup mailing list (mailto:dnsop@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/dnsop/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com abl eyj oe/ draft-j abl ey- dnsop- m ssi ng- nnane.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 Decenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

[ RFC2136] specifies a mechanismfor clients to update zones in the
DNS dynamically. This Dynanmic Update nmechanismis wi del y-depl oyed
and is used, for exanple, to update DNS records in response to a

| ocal change of | P address.

Many zones, however, do not support Dynamic Update as a matter of

policy. For such zones, specifying a DNS server nane in the MNAMVE
field of an SOA record has no benefit, and in fact may well cause

unwant ed DNS UPDATE traffic to be received by the named server.

Thi s docunment proposes a convention by which a zone operator can
signal to clients that a particul ar zone does not support Dynanic
Updat e.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent assunes familiarity with the term nol ogy of the Domain
Nanme System as described in [ RFC9499].

Thi s docunent uses the abbreviation SOA. MNAME to nmean the MNAME field
of the RDATA of an SOA Resource Record.

Thi s docunent uses the phrase "Dynanic Update" to describe the
general facility used by clients to request changes to DNS data
publi shed by authority servers, and "DNS UPDATE" to refer to the
particul ar DNS nessages used to make that happen. See [RFC2136] for
nore i nformati on about Dynami c Update.

3. Use of SOA. M\NAME
The Start of Authority (SOA) Resource Record (RR) is defined in
[ RFC1035]. The MNAME field of the SOA RDATA ( SCA. MNAME) is defined

in that docunment as "The <donmmi n-nane> of the name server that was
the original or primary source of data for this zone."
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4.

4.

4.

[ RFC1035] includes no specific guidance on the use of SOA. MNAME,

al t hough the general tone in which SOA RDATA are di scussed suggests
that its intended purpose was for the managenent of zone transfers
bet ween authority-only servers. There are no known i npl enentations
of authority-only servers known to the author which use SOA MNAME to
manage or perform zone transfers, however; for bootstrapping reasons,
commonl y- depl oyed i npl ementati ons require master servers to be
specified explicitly, usually by address rather than nane.

SOA. MNAME was subsequently referred to in [RFC1996] as part of the
definition of the term"Primary Master". The server specified in
SOA. MNAME was, by default, to be excluded fromthe set of servers to
whi ch DNS NOTI FY nmessages woul d be sent.

In [ RFC2136] SCA. MNAME was again used to provide a definition of the
term"Primary Master", in this case for the purpose of identifying
the server towards which DNS UPDATE nessages relating to that zone
shoul d be sent.

There have been no other references to the use of SOA. MNAME in the
RFC seri es.

Thi s docunent specifies a convention by which a zone operator may
include an enpty SOA. MNAME in order to deliberately specify that
there is no appropriate place for Dynam c Update nessages to be sent,
i.e. that the correspondi ng zone does not support Dynam c Update.

Qper ati ons
1. DNS Software

DNS software MUST accept an enpty val ue of SOA MNAME as valid. This
i ncludes software that consunes, generates, collects, nanages and
val i dat es DNS nessages and software that provides rel ated

provi sioning and user interfaces for zone adninistrators.

2. Zone Adm nistrators

Zone adm nistrators who do not wish to receive Dynam c Update
messages fromclients for a particular zone MAY specify an enpty

SOA. MNAME. The textual representation of an enpty field in the
canoni cal representation of zone data is a single ".", as illustrated
in Figure 1.
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@ 1800 I'N SOA adm ni strator.exanple.org. . (
20080622 ; seria
1800 ; refresh
900 ;oretry
10800 ; expire
1800 ) ; hegative cache TTL

Figure 1: SOA Resource Record with enpty SOA. MNAME
4.3. Dynanmic Update Cients

Dynami ¢ Update clients who identify the recipient of DNS UPDATE
messages fromthe value of SOA. MNAME SHOULD interpret an enpty
SOA. MNAME as an indication that Dynanmi c Updates are unsupported by
that zone.

Dynam ¢ Update clients SHOULD NOT send DNS UPDATE nessages for zones
whose SCA. NAME is enpty.

5. I npact on Depl oyed Systens and Protocols
5.1. Inpact on DNS NOTI FY

[ RFC1996] specifies that the Primary Server, which is derived from
SOA. MNAME, be excluded fromthe set of servers to which NOTIFY
messages shoul d be sent.

For zones where the value of SOA MNAME record corresponds to a
nanserver listed in the apex NS RRSet, making the MNAME field enpty
m ght cause additional DNS NOTIFY traffic, since DNS NOTI FY nmessages
that woul d have been suppressed towards the nanmeserver published as
SOA. MNAME wi || i nstead be sent.

Authoritative DNS infrastructure depl oyed on a scal e where high
NOTIFY traffic is a concern often uses dedi cated zone transfer
servers, separate fromthe authoritative naneservers intended to
receive queries fromthe Internet, and in that situation no
additional DNS NOTIFY traffic would be expected. However, in other
situations, the operators of the authority-only servers for the zone
m ght choose to avoid any unwanted NOTIFY traffic by using an
explicit notify list.
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5.

5.

9.

2. Impact on Dynam c Update

The goal of the convention specified in this document is to prevent
Dynam c Update clients from sendi ng DNS UPDATE nessages for
particul ar zones. The use of an enpty SOA MNAME is intended to
prevent a Dynamic Update client fromfinding a server to send DNS
UPDATE nessages to.

3.  Unintended Consequences

Sone concern has been raised in the past that an enpty SOA MNAVE

m ght result in unwanted traffic being sent to root servers, e.g. for
clients that might interpret the MNAME as a host nane and try to use
the DNS to find addresses for it.

Use of an enpty SOA. MNAME i s not new, cursory analysis of passive DNS
data denonstrates a robust volune of DNS responses that include an
enpty SOA. MNAME for zones across a variety of top-level domains. No
negati ve consequences of this traffic have been identified. See
Appendi x A for discussion.

Updates to RFC 2136

[ RFC2136] is updated to reflect the interpretation of an enpty
SCA. MNAME to nean that the encl osing zone does not support Dynanic
Updat e.

Security Considerations

The convention described in this docunment provides no additional
security risks to DNS zone or server administrators.

Nane servers which do not support Dynamic Update for the zones they
host m ght experience a security benefit fromreduced DNS UPDATE
traffic by including an enpty SOA. MNAME i n those zones, since the
absence of that unwanted traffic m ght provide additional headroomin
net wor k bandwi dt h and server capacity for legitimte and i ntended DNS
traffic.

Clients that nornmally send DNS UPDATE nessages might see a security
benefit fromnot |eaking the information contained within those
messages to nanmeservers that are not configured to receive them

| ANA Consi derati ons

Thi s docunent nakes no requests of the | ANA

Ref er ences
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Appendi x A,  Enpty SCA. MNAME (bserved in SOA Responses

A qui ck check using a variety of passive DNS datasets relating to
observed traffic on 2024-10-30 reveal s exanpl es of responses with
enpty SOA. MNAME in the real world, as illustrated in Table 1. This
per haps suggests that a study with nornalisation and a | onger tine
base m ght be useful to include in a future revision of this draft.
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f ool oo oo s s e
| source | counter | notes |
[ el Cbums ooy oo pe
| com | 109328 | |
S ey S I e +
| net | 8854 | |
I p—— S IR e +
| org | 1792 | |
R . R oo +
| czds | 964 | |
S ey S I e +
| inmp | 634 | old gTLDs e.g. aero
I p—— S IR e +
| opencc | 111 | see openintel website
R . R o +

Table 1: DNS Responses (hserved with
enmpty SQA. MNAMVE
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