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Abst ract

In Situ Operations, Administration, and Mii ntenance (1 GAM is an
exanpl e of an on-path hybrid nmeasurement nmethod. | QOAM defines a

met hod for producing operational and telenetry information that may
be exported using the in-band or out-of-band nmethod. I-D.ietf-ippm
ioamdata-integrity defines 10OAM Options with integrity protection,
also called Integrity Protected Options. This docunent defines a
YANG nodul e for the configuration of these Integirty Protected
Opt i ons.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Septenber 2025
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

In Situ Operations, Adninistration, and Mintenance (I10AM is an
exanpl e of an on-path hybrid measurement nmethod. | OAM defines a

met hod for producing operational and telenetry information that may
be exported using the in-band or out-of-band nethod.
[I-Dietf-ippmioamdata-integrity] defines | OAM Options with
integrity protection, also called Integrity Protected Options. This
docunent defines a data nodel for the configuration of these
Integirty Protected Options using the YANG data mnodel i ng | anguage

[ RFC7950]. This YANG data nodel supports four 1QAM Integrity
Protected Options, which are as follows:
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* Integrity Protected Increnmental Trace-Option
[I-Dietf-ippmioamdata-integrity]

* Integrity Protected Pre-allocated Trace-Option
[I-D.ietf-ippmioamdata-integrity]

* Integrity Protected Proof of Transit (POT) Option
[I-Dietf-ippmioamdata-integrity]

* Integrity Protected Edge-to-Edge (E2E) Option
[I-Dietf-ippmioamdata-integrity]

2. Conventions

2.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2.2. Abbreviations
Abbrevi ations used in this docunent:
OAM  Operations, Adm nistration, and Mi ntenance
IOAM  In Situ OAM
POT: Proof of Transit
E2E: Edge to Edge

2.3. Term nol ogy

The following terns are defined in [ RFC7950] and are used in this
speci fication:

augnent
* data nodel
* data node

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

2.4. Tree Diagrans

Tree diagranms used in this docunment follow the notation defined in
[ RFC8340] .
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3. Design of the IOAM Integrity YANG Data Mde
3.1. Overview

The 10AM Integrity nodel is organized as a |ist of profiles, as shown
in the following figure

modul e: ietf-ioamintegrity

augrment /ioamioaniioam profiles/ioam profile:
+--rwint-increnental -tracing-profile! {int-increnental-trace}?
I
+--rwint-preallocated-tracing-profile! {int-preallocated-trace}?
+--rwint-pot-profile! {int-proof-of-transit}?
| .

+——rﬁ/int—e2e—profi|e! {i nt - edge-to-edge}?

Thi s docunent uses the "ietf-ioanm' YANG nodul e [ RFC9617] and augnents
its definition of a profile. The supported profiles are indicated by
four defined features, i.e., "int-increnental-trace", "int-

preal | ocated-trace", "int-proof-of-transit”, and "int-edge-to-edge"

The YANG data npbdel in this docunent confornms to the Network
Managenent Datastore Architecture (NVDA) defined in [ RFC8342].

3.2. Integrity Protected Pre-allocated Tracing Profile
The "int-preallocated-tracing-profile" paraneter contains the
detailed information for the pre-allocated tracing data with
integrity protection. This information is the same as for the Pre-
all ocated Tracing Profile; see [RFCO9617], Sec. 3.2. This information
al so incl udes:
int-nethod: indicates which Integrity Protection Method is used.

+--rwint-preallocated-tracing-profile! {int-preallocated-trace}?

+--rw node-action? i oam node- acti on
+--rw trace-types

| +--rw use-nanespace? i oam nanespace
| +--rwtrace-type* i oamtrace-type
+--rw max- | engt h? ui nt 32

+--rw int-nethod? met hod-t ype
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3.3. Integrity Protected Incremental Tracing Profile

3.

3.

The "int-increnental -tracing-profile" paranmeter contains the detail ed
information for the increnental tracing data with integrity
protection. This information is the same as for the Integrity
Protected Pre-allocated Tracing Profile; see Section 3. 2.

+--rwint-increnental -tracing-profile! {int-increnental-trace}?

+--rw node-action? i oam node- acti on
+--rw trace-types
| +--rw use-nanespace? i oam nanespace
| +--rwtrace-type* i oamtrace-type
+--rw max- | engt h? ui nt 32
+--rw int-nethod? met hod- t ype
4. Integrity Protected Proof of Transit Profile

5.

The "int-pot-profile" paraneter is intended to contain the detailed
informati on for the proof of transit data with integrity protection.
This information is the same as for the Proof of Transit Profile; see
[ RFC9617], Sec. 3.5. This information al so includes:

node-action: the sane senmantic as provided in Section 3. 2.
int-nethod: the sanme semantic as provided in Section 3.2.

+--rwint-pot-profile! {int-proof-of-transit}?

+--rw use- nanespace”? i oam i oam nanespace
+--rw pot-type? i oam i oam pot -type
+--rw node- acti on? i oam i oam node- acti on
+--rw int-nethod? met hod-t ype

Integrity Protected Edge-to-Edge Profile

The "int-e2e-profile" paraneter contains the detailed infornmation for
the edge-to-edge data with integrity protection. This information is
the same as for the Edge-to-Edge Profile; see [RFC9617], Sec. 3.6.
This information al so includes:

int-nethod: the same semantic as provided in Section 3.2.

+--rwint-e2e-profile! {int-edge-to-edge}?

+--rw node-action? i oam node- acti on
+--rw e2e-types

| +--rw use-nanespace? i oam nanespace
|  +--rw e2e-type* i oam e2e-type
+--rw int-nethod? met hod- t ype
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4.

| OAM I ntegrity YANG Modul e

The "ietf-ioamintegrity” nodule defined in this docunent inports the
"ietf-ioan' nodule defined in [ RFC9617]. This docunent al so
references [I-D.ietf-ippmioamdata-integrity].

<CODE BEG NS> file "ietf-ioamintegrity@O024-08-31.yang"
modul e ietf-ioamintegrity {
yang-version 1.1;
nanespace "urn:ietf:parans: xn:ns:yang:ietf-ioamintegrity";
prefix "ioamint";

import ietf-ioam/{

prefix i oam
ref erence
"RFC 9617: A YANG Data Model for In Situ Operations,
Adm ni stration, and Mi ntenance (1 CAM";

organi zati on

"I ETF I PPM (1 P Performance Measurenent) Working G oup”;

cont act

"WG Web: <https://datatracker.ietf.org/wg/ippn>
WG List: <mailto:ippm@etf.org>

Aut hor : Ti anr an Zhou
<mmi | t 0o: zhout i anr an@uawei . conp
Aut hor : Justin lurman

<mai |l to:justin.iurman@iliege. be>";

description

"Thi s YANG nodul e specifies a vendor-independent data nodel for
In Situ Operations, Admnistration, and M ntenance (1 GAM
Integrity Protected Options.

The key words 'MJST', 'MJST NOT', 'REQUI RED , 'SHALL', ’'SHALL
NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions
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Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revi si on 2024-08-31 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for In Situ Operations,
Admi ni stration, and Mai ntenance (1 OCAM Integrity Protected

Opti ons";
}
/*
* FEATURES
*/

feature int-incremental -trace
{
description
"This feature indicates that the Integrity Protected
Incremental Trace-Option is supported.”;
reference
"RFC YYYY: Integrity Protection of In Situ Operations,
Admi ni stration, and Mii ntenance (1 OAM) Data Fiel ds";

}

feature int-preallocated-trace
{
description
"This feature indicates that the Integrity Protected
Pre-all ocated Trace-Option is supported.”;
ref erence
"RFC YYYY: Integrity Protection of In Situ Operations,
Admi ni stration, and Mii ntenance (1 CAM) Data Fiel ds";

}

feature int-proof-of-transit
{
description
"This feature indicates that the Integrity Protected Proof of
Transit Option is supported.”;
ref erence
"RFC YYYY: Integrity Protection of In Situ Operations,
Adm ni stration, and Mai ntenance (1 OAM) Data Fiel ds";
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feature int-edge-to-edge

{
description
"This feature indicates that the Integrity Protected
Edge-t o- Edge Option is supported.”;
reference
"RFC YYYY: Integrity Protection of In Situ Operations,
Admi ni stration, and M ntenance (1 OAM) Data Fiel ds";
}
/*
* | DENTI Tl ES
*/

identity nmethod {
description
"Base identity to represent the Integrity Protection Method.";

}

identity method-1 {

base net hod;

description
"The Integrity Protection Method 1 uses AES-GVAC with a 12-byte
Nonce and a 16-byte ICV.";

reference
"RFC YYYY: Integrity Protection of In Situ Operations,
Admi ni stration, and Mii ntenance (1 OAM) Data Fiel ds";

}

/*
* TYPE DEFI NI TI ONS
*/

typedef nethod-type {
type identityref {
base net hod;
}
description
"It specifies the Integrity Protection Method.";

}

/*
* DATA NODES
*/

augnent "/ioamioanfioamprofiles/ioamprofile" {

description
"Thi s augnmentation adds 4 profiles for the Integrity Protected
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Options.";

container int-increnental -tracing-profile {
if-feature "int-increnmental -trace";
presence
"Enables the Integrity Protected Increnental Trace-Option.";
description
"This container describes the profile for the Integrity
Protected Increnental Trace-Option.";

uses i oamioamincrenental -tracing-profile;

| eaf int-nmethod {
when "derived-fromor-self(../node-action
"ioam acti on-encapsul ate’ )";
type net hod-type;
default "nethod-1";
description
"This object indicates the Integrity Protection Method for
this profile.”;
}
}

contai ner int-preallocated-tracing-profile {
if-feature "int-preall ocated-trace";
presence
"Enables the Integrity Protected Pre-all ocated
Trace-Option.";
description
"This container describes the profile for the Integrity
Protected Pre-all ocated Trace-Option.";

uses i oamioam preal |l ocated-traci ng-profile;

| eaf int-nethod {
when "derived-fromor-self(../node-action
"ioam acti on-encapsul ate’)";
type net hod-type;
default "nethod-1";
description
"This object indicates the Integrity Protection Method for
this profile."”;
}
}

container int-pot-profile {
if-feature "int-proof-of-transit”;
presence
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"Enables the Integrity Protected Proof of Transit Option.";
description
"This container describes the profile for the Integrity
Protected Proof of Transit Option.";

| eaf use-nanespace {
type i oam i oam nanmespace;
default "ioam def aul t - namespace”;
description
"This object indicates the nanespace used for the
POT types.";

}

| eaf pot-type {
type i oam i oam pot-type;
description
"The type of a particular POT variant that specifies
the POT data that is included.";

}

| eaf node-action {
type i oamioam node-action
default "ioamaction-transit";
description
"Thi s object indicates the action the node needs to
take, e.g., encapsulation.”;

}

| eaf int-nethod {
when "derived-fromor-self(../node-action
"ioam acti on-encapsul ate’)";
type net hod-type;
default "nethod-1";
description
"This object indicates the Integrity Protection Method for
this profile."”;
}
}

container int-e2e-profile {
if-feature "int-edge-to-edge";
presence
"Enables the Integrity Protected Edge-to-Edge Option.";
description
"This container describes the profile for the Integrity
Pr ot ect ed Edge-to-Edge Option.";

uses i oam i oam e2e-profile;
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8.

| eaf int-nmethod {
when "derived-fromor-self(../node-action,
"ioam acti on-encapsul ate’ )";
type net hod-type;
default "nethod-1";
description
"This object indicates the Integrity Protection Method for
this profile.”;
}
}
}

}
<CCDE ENDS>
Security Considerations

Security considerations listed in [RFC9617] also apply here. This
docunent does not introduce new security considerations.

| ANA Consi der ati ons

RFC Ed.: In this section and in Section 4, please replace all
occurrences of ' XXXX with the actual RFC nunber. Also in Section 4,
pl ease replace all occurrences of 'YYYY wth the actual RFC nunber
of [I-D.ietf-ippmioamdata-integrity] (and renove this note).

I ANA is requested to assign a new URI fromthe "I ETF XM Regi stry”
[ RFC3688]. The following URI is suggested:

URI: wurn:ietf:paranms:xm:ns:yang:ietf-ioamintegrity
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. namespace.

Thi s docunent al so requests a new YANG nodul e nane in the "YANG
Modul e Nanes" registry [ RFC6020] with the foll owi ng suggesti on:

Nane: ietf-ioamintegrity

Nanespace: urn:ietf:params:xm:ns:yang:ietf-ioamintegrity
Prefix: ioamint

Reference: RFC XXXX

Acknowl edgenent s

TBD
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