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Abst ract

Thi s docunent updates RFC 8200 by specifying normative requirements
on the nunber of occurrences of |Pv6 Extension Headers. Operationa
experience has denonstrated that permitting nultiple occurrences of
the sane Extension Header can create parsing anbiguity, increase
attack surface, and conplicate packet processing in general. This is
especially true for both the Hop-by-Hop Options Header and the
Destination Options Header, which can contain a nunber of options.
Thi s docunent restricts |Pv6 packets to carry at nmpbst one instance of
each Extension Header, with the exception of the Destination Options
Header, which is permitted to appear twice as specified in RFC 8200.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 26 June 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Section 4.1 of [RFC8200] recommends, but does not normatively
require, that each Extension Header appear at nost once, with the
exception of the Destination Options Header, which may appear at nost
twi ce, once before a Routing header and once before the upper-|ayer
header .

Oper ational experience has denonstrated that permitting multiple
occurrences of the same Extension Header can create parsing
anbiguity, increase attack surface, and conplicate packet processing
in general. This is especially true for both the Hop-by-Hop Options
Header and the Destination Options Header, which can contain a nunber
of options.

Thi s docunent updates [ RFC8200], in particular Section 4.1, to
enforce normative limts on the nunber of occurrences of Extension
Headers and to renove any anbiguity in the text. This docunent
addresses concerns related to DoS attacks on hosts as specified in
[I-Dietf-6man-eh-l1imts], although newlinits on the nunber of Hop-
by- Hop and Destination Options could be specified in
[I-D.ietf-6man-rfc8504-bis] (i.e., smaller than 8).
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Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Update to the nunmber of occurrences of Extension Headers
The foll owi ng text replaces paragraph 2 of [ RFC8200] Section 4.1
OLD (RFC 8200):

| Each extension header should occur at nost once, except for the
| Destination Options header, which should occur at npst twi ce (once
| before a Routing header and once before the upper-layer header).

NEW

| Each extension header SHOULD occur at nost once, except for the
| Destination Options header, which SHOULD occur at npst twi ce (once
| before a Routing header and once before the upper-Ilayer header).

[RFC Editor: please renove this note] An alternative would be to keep
the above text as is, without normative | anguage.

The foll owi ng text replaces paragraph 5 of [ RFC8200] Section 4.1
OLD (RFC 8200):

| 1Pv6 nodes must accept and attenpt to process extension headers in
| any order and occurring any nunmber of times in the sanme packet,

| except for the Hop-by-Hop Options header, which is restricted to

| appear inmrediately after an | Pv6 header only. Nonetheless, it is
| strongly advised that sources of |Pv6 packets adhere to the above
| recomended order until and unl ess subsequent specifications
| revise that recomrendati on

NEW
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| 1Pv6 nodes nust accept and attenpt to process extension headers in
| any order in the same packet, except for the Hop-by-Hop Options
| header, which is restricted to appear imedi ately after an | Pv6
| header only. Nonetheless, it is strongly advised that sources of
| 1Pv6 packets adhere to the above recomrended order until and

| unless subsequent specifications revise that recomendation. |Pv6
| nodes MAY discard a packet exceeding the nunmber of occurrences of

| extension headers.

[RFC Editor: please renove this note] "SHOULD' or even "MJST" woul d
obvi ously be better, but "MAY' seens to be the only backward
conpati bl e sol ution.

Security Considerations
Thi s docunent does not introduce new security considerations. On the
contrary, the change proposed in this docunent nitigates possible DoS
attacks based on an abusive use of Extension Headers in | Pv6 packets.
I ANA Consi derations
Thi s docunent does not require any action from | ANA
Acknowl edgenent s
TBD
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