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Abst ract

Thi s docunent provides an overview of ternms that are commonly used
when discussing the initial security setup of Internet of Things
(10oT) devices. This docunent also presents a brief but illustrative
survey of protocols and standards available for initial security
setup of 10T devices. For each protocol, we identify the term nol ogy
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necessary for conpletion, and the know edge inparted to the IoT
devices after the setup is conplete.
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1. Introduction

Initial security setup for a device refers to any process that takes
pl ace before a device can becone fully operational. The phrase
*Iinitial security setup* intentionally includes the term _security_
as setup of devices wthout adequate security or with insecure
processes is no |longer acceptable. The initial security setup
process, anong ot her things, involves network discovery and

sel ection, access authentication, and configuration of necessary
credentials and paraneters.
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Initial security setup for |0T devices is challenging because the
size of an 1oT network varies froma couple of devices to tens of

t housands, depending on the application. Mreover, devices in |oT
networ ks are produced by a variety of vendors and are typically

het erogeneous in ternms of the constraints on their power supply,
conmuni cati on capability, computation capacity, and user interfaces
avail able. This challenge of initial security setup in |IoT was
identified by Sethi et al. [Sethil4] while devel oping a solution for
smart di spl ays.

Initial security setup of devices typically also involves providing
themwi th some sort of network connectivity. The functionality of a
di sconnected device is rather linmited. Initial security setup of
devi ces often assumes that some network has been setup a-priori
Setting up and maintaining a network itself is challenging. For
exanpl e, users may need to configure the network nane (called as
Service Set Ildentifier (SSID in W-Fi networks) and passphrase

bef ore new devi ces can be setup. Specifications such as the W-Fi
Al'liance Sinple Configuration [sinpleconn] help users setup networks.
However, this docunent is only focused on term nol ogy and processes
associated with the initial security setup of devices and excl udes
any di scussion on setting up networKks.

There are several terns that are used in the context of initial
security setup of devices

*  Boot strapping

*  Provi sioning

*  (Onboardi ng

*  Enrol | ment

*  Conm ssi oni ng

* Initialization

* Configuration

* Registration

* Discovery

In addition to using a variety of different terns, initial security
setup nechanisns can rely on several entities. For exanple, a

conpani on smart phone device may be necessary for sone initial
security setup mechani snms. Moreover, security setup procedures have
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diverse initial assunptions about the device being setup. As an
exanple, an initial security setup nechani smmy assune that the
device is provisioned with a pre-shared key and a list of trusted
network identifiers. Finally, initial security setup nechani sns
impart different information to the device after conpletion. For
exanpl e, sone nechani sns nmay only provide a key for use with an
aut hori zation server, while others may configure el aborate access
control lists directly.

The next section provides an overvi ew of sone standards and protocol s
for initial security setup of 10T devices. For each nechanism the
following are explicitly identified:
*  Term nol ogy used
* Entities or "players" involved
* |nitial assunptions about the device
* Processes necessary for conpletion
* Know edge inparted to the device after conpletion

2. Standards and Protocols

2.1. Bluetooth
Bl uet oot h nesh specifies a provisioning protocol. The goal of the
provi sioning phase is to securely incorporate a new Bl uetooth nesh
node, by conpleting two critical tasks. First, to authenticate the
unprovi si oned device and second, to create a secure link with said

device to share i nformation.

The provisioning process is divided into five distinct stages
summari ze next:

* Beaconing for discovery: The new unprovisioned device is
di scovered by the provisioner

* Negotiation: The unprovisioned device indicates to the provisioner
a set of capabilities such as the security algorithns supported,
the availability of its public key using an Qut-of-Band (OOB)
channel and the input/output interfaces supported

* Public-key exchange: The authentication nmethod is selected by the
provi sioner and both devi ces exchange Elliptic-curve
DiffieZ el | man (ECDH) public keys. These keys may be static or
epheneral. Their exchange can be done in two ways, either via
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Qut -of -Band or directly through a Bluetooth Iink. Each device
then generates a synmetric key, named ECDHSecret, by conbining its
own private key and the public key of the peer device. The
EDCHSecret is used to protect communication between the two

devi ces.

Aut hentication: During this phase, the ECDH key exchange is

aut henticated. The authenticati on nethod can be Qutput OOB, I|nput
O0B, static OOB, or No COB. Wth Qutput OOB, the unprovisioned
devi ce chooses a random nunber and outputs that nunber in manner
consistent with its capabilities. The provisioner then inputs
this nunber. Then, a check confirmation value operation is
performed. This involves a cryptographic exchange regarding (in
this case) the random nunber to conplete the authentication. Wth
Input OOB, the roles are reversed, being the provisioner the
entity that generates the random nunber. When neither of the
previ ous authentication procedures are feasible, both the
provi si oner and unprovi si oned devi ce generate a random nunber and
require the user supervising the setup to verify that values on
the device and provisioner are the sane.

Distribution of provisioning data: At this point, the provisioning
process can be protected. This involves the distribution of data
such as a Network key, to secure the comunications at network

| ayer and a uni cast address anong ot her information.

Bl uet oot h nesh has the foll owi ng characteristics:

*

Set hi ,

Terms: Configuration, discovery, provisioning.

Pl ayers: dient, Device, Manager, Mnufacturer, Peer, Server, User
Initial beliefs assumed in the device: Previously to the
provi si oni ng phase, there are no pre-shared credentials for a
trust relation.

Processes: Provi sioning

Beliefs inparted to the device after protocol execution: After the

provi sioning, the device trusts the provisioner entity and any
other device in the network sharing its network key.

et al. Expi res 28 Septenber 2025 [ Page 5]



I nternet-Draft loT initial security setup March 2025

2.2. Device Provisioning Protocol (DPP)

The W-Fi Alliance Device provisioning protocol (DPP) [dpp] describes
itself as a standardi zed protocol for providing user-friendly W-Fi
setup while maintaining or increasing the security. DPP relies on a
configurator, e.g. a snartphone application, for setting up all other
devices, called enrollees, in the network. DPP has the follow ng

t hree phases/sub- protocol s:

* Bootstrapping: The configurator obtains bootstrapping information
fromthe enrollee using an out-of-band channel such as scanning a
R code or tapping NFC. The bootstrapping information includes
the public-key of the device and netadata such as the radio
channel on which the device is |istening.

* Authentication: In DPP, either the configurator or the enrollee
can initiate the authentication protocol. The side initiating the
aut hentication protocol is called the initiator while the other
side is called the responder. The authentication sub-protoco
provi des aut hentication of the responder to an initiator. It can
optionally authenticate the initiator to the responder (only if
the bootstrapping informati on was exchanged out-of-band in both
directions).

* Configuration: Using the key established fromthe authentication
protocol, the enrollee asks the configurator for network
i nformati on such as the SSID and passphrase of the access point.

DPP has the follow ng characteristics:

* Terns: Bootstrapping, configuration, discovery, enrollnment,
provi si oni ng.

* Players: Authenticator, Cient, Configurator, Device, Initiator,
Manuf acturer, Owner, Peer, Persona, Responder, User, Enrollee

* |nitial beliefs assumed in the device: There are two entities
involved in the DPP protocol, the Initiator and Responder. These
entities as a starting point do not have a trust relation, nor do
they share credentials or key material. DPP uses a decentralized
architecture with no central authority to coordinate or contro
aut hentication and rely on a direct trust nodel. In DPP
aut hentication does not rely on a pre-existing trust relation with
a third-party or centralized entity, hence all entities involved
in DPP need to performthe required validation
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* Processes: Bootstrapping, authentication, provisioning, and

networ k access. Bootstrapping: To establish a secure provisioning
connection, the devices exchange public bootstrappi ng keys.

Aut hentication: To establish trust and build a secure channel, the
devi ces enploy the DPP Aut hentication protocol’s bootstrapping
keys. Configuration: The Configurator uses the DPP Configuration
protocol to provision the Enrollee through the secure channe
created during DPP Authentication. Network access: The Enroll ee
est abl i shes network access using the newy provisioned
credenti al s.

* Beliefs inparted to the device after protocol execution: DPP
bootstrapping relies on the transfer of the public-key that is
expected to be trusted. The beliefs when nutual authentication is
run, relies on the trust of a successful DPP bootstrapping. Wen
mut ual authentication is not supported, a device that can contro
when and how its own public key is bootstrapped, can performa
weak authentication to any entity that knows its public key.

Enrol | ment over Secure Transport (EST)

Enrol | ment over Secure Transport (EST) [ RFC7030] defines a profile of
Certificate Managenment over CMS (CMC) [ RFC5272]. EST relies on
Hypertext Transfer Protocol (HTTP) and Transport Layer Security (TLS)
for exchangi ng CMC nessages and allows client devices to obtain
client certificates and associated Certification Authority (CA)
certificates. A conpanion specification for using EST over secure
CoAP has al so been standardi zed [ RFC9148]. EST assunes that the
enrol ling device already has | P connectivity to the EST server and
some initial information is already distributed so that EST client
and server to perform nutual authentication before continuing with
protocol. [RFC7030] further defines "Bootstrap Distribution of CA
Certificates” which allows mnimally configured EST clients to obtain
initial trust anchors. It relies on human users to verify

i nformati on such as the CA certificate "fingerprint" received over

t he unaut henticated TLS connection setup. After successfu

conmpl etion of this bootstrapping step, clients can proceed to the
enrol I ment step during which they obtain client certificates and
associ ated CA certificates.

EST has the follow ng characteristics:
*  *Terns*:
- _Bootstrapping_: used for the process when the client device
has not been configured with an Inplicit Trust Anchor (TA)

dat abase and device owner or administrator nanually verifies
the fingerprint of the EST CA certificate. This manual
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verification is only needed once, as the device establishes an
explicit TA database for subsequent TLS authentication of the
EST server.

- _Enrollnment_: describes the entire process of obtaining a
client certificate fromthe EST CA. This includes |earning the
EST CA certificate, discovering required attributes for the
Certificate Signing Request (CSR), submitting the CSR and
receiving the final client certificate.

- _Initialization_: termused to refer to the essentia
initialization data that the device needs for conpleting the
enrol I nent including the trust anchors, the EST server URI, and
credentials for TLS authentication

*Pl ayers*: The network administrator is responsible for deploying
and nmai ntai ning the EST CA and EST server before a device can be
enrolled into the network. The device manufacturer nust install a
client identity certificate (such as an | EEE 802. 1AR certificate),
a shared secret for TLS authentication wthout certificates, and/
or a usernane and password for HITP Basic or Digest

aut hentication. Additionally, the manufacturer may configure
trust anchors for verifying the EST server and set the EST server
URI. However, the EST specification allows for manual
configuration of all required information, including the manua
verification of the EST CA certificate fingerprint.

*Initial beliefs assumed in the device*: A device acting as an EST
client is assuned to possess an existing credential for
authenticating itself during the TLS handshake with the EST
server. This credential may be a previously issued EST client
certificate or a certificate froma distinct PKI, such as an | EEE
802. 1AR manufacturer-installed certificate. Alternatively, the
client may authenticate using a shared secret-based credenti al,
such as a pre-installed symmetric key, or a usernanme and password,
either as a standal one method or in conbination with TLS
authentication. To verify the EST server, the client relies on a
trust anchor database, which nmay be explicit, used to authenticate
certificates issued by the EST CA, including the EST server
certificate, or inplicit, allow ng authentication of the EST
server when it presents a certificate issued by an external CA
The inplicit trust anchor database may initially contain pre-
installed CA certificates and can be disabl ed once the EST CA
certificate is obtained. The EST client must al so be configured
with a Uniform Resource ldentifier (URI) to |locate the EST server
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* *Processes*:. Before a device can enroll using EST, the necessary
network infrastructure nmust be in place, including the depl oynent
of the EST server and CA. The device can discover the EST server
URI through various nethods, such as manual configuration or
preconfigured settings fromthe manufacturer. |f the device |acks
an explicit Trust Anchor (TA) database, it nmay require
boot st rappi ng, where the owner or adninistrator manually verifies
the fingerprint of the EST CA certificate. Once the EST server is
aut henticated, the device retrieves the EST CA certificate, |earns
the required attributes for generating a Certificate Signing
Request (CSR), and subnits the CSR to obtain a client certificate.
After enrollnment, the device can securely authenticate to the
network using its newy issued certificate and renew it before
expirati on.

* *Beliefs inparted to the device after protocol execution*: After
conpl eting the enroll ment process, the device obtains a client
certificate issued by the EST CA, which it can use for
aut henti cation in subsequent communi cations. During enroll nment,
the device also | earns the EST CA certificate, along with any
intermedi ate certificates needed to build a conplete trust chain
to the EST CA trust anchor. The client also discovers the
attributes it should include in a Certificate Signing Request
(CSR), such as key usage, extended key usage, etc. Depending on
the enrol Il ment nethod, the device may generate its own key pair
and submt a CSR or receive both a server-generated key pair and
certificate. |If the client requested a Full PKI, it may al so
receive information such as certificate revocation lists (CRLs),
policy and name constriants etc. as defined in [ RFC5272].

Open Mobile Alliance (OVA) Lightwei ght Machine to Machine
speci fication (Lw2M

LWVBM speci fication devel oped by OVA [onma] defines a RESTful
architecture where a new | oT device (LwWRMclient) first contacts an
LW\V2M Boot st rap- Server for obtaining essential information such
credentials for subsequently registering with one or nore LwWM
Servers. These one or nore LwWWPM servers are used for performng
devi ce managenent actions during the device lifecycle (reading sensor
data, controlling an actuator, nodifying access controls etc.).
LWMVRM speci fication does not deal with the initial network
configuration of |0oT devices and assunes that the 10T client device
has network reachability to the LwWM2M Boot strap- Server and Lwi2M
Server.

The current standard defines the follow ng four bootstrappi ng nodes:
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* Factory Bootstrap: An |10oT device is configured with all the
i nformati on necessary for securely comunicating with an Lwi\2M
Boot st rap- Server and/or LWWPM Server while it is manufactured and
prior to its depl oynent.

* Bootstrap from Smartcard: An |oT device retrieves all the
i nformati on necessary for securely comunicating with an Lwi2M
Boot st rap- Server and/or LWWPM Server froma Smartcard

* Cdient Initiated Bootstrap: If the 10T device in one of the above
boot st rappi ng nodes is only configured with infornmation about an
LWV2M Boot strap- Server, then the client device nmust first
communi cate securely with the configured Lwi2M Boot strap- Server
and obtain the necessary information and credentials to
subsequently register with one or nore LwWMM Servers

* Server |nitiated Bootstrap: In this bootstrappi ng node, the LwiM
server triggers the client device to begin the client initiated
boot strap sequence descri bed above.

The LwWMPM specification is also quite flexible in terns of the
credentials and the transport security nechani smused between the
client device and the LWMRM Server or the LwW\VM Boot strap- Server
Credentials such as a pre-shared synmretric key, a raw public key
(RPK), or X. 509 certificates can be used with various transport
protocol s such as Transport Layer Security (TLS) or Datagram
Transport Layer Security (DTLS) as specified in LWM transport

bi ndi ngs specification [oma-transport].

As expl ained earlier, an LwW2M Boot strap-Server is responsible for
provisioning credentials into an LwWM dient. Wen X 509
certificates are being provisioned, the asynmetric key pair is
generated on the Bootstrap-Server and then sent to the LwM cli ent
device. This approach is not acceptable in all scenarios and
therefore, LWMR2M specification also supports a nbde where the client
devi ce uses the Enroll nent over Secure Transport (EST) certificate
managenent protocol for provisioning certificates fromthe LwRM
Boot st rap- Server to the LwieM dient.

OVA has the followi ng characteristics:

*  *Terns*:
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_Boot strappi ng_ and _Unboot strappi ng_: Bootstrapping is used
for describing the process of providing an |oT device with
credentials and information of one or nore LWVRM servers
Interestingly, the transport bindings specification
[oma-transport] al so uses the term unbootstrapping for the
process where objects corresponding to an LWW2M Server are
del eted on the client.

- _Provisioning_ and _configuration_: terms used to refer to the
process of providing sone information to a LwWMRM client.

- _Discovery : termfor the process by which a LWM Boot st rap-
Server or LwWM2M Server discovers objects, object instances,
resources, and attributes supported by RESTful interfaces of a
LwibM C i ent .

-  _Register_ and De-register_: Register is the process by which
a client device sets up a secure association with an Lw2M
Server and provides the server with informati on about objects
and existing object instances of the client. De-register is
the process by which the client deletes information about
itself provided to the LWM2M server during the registration
process.

- _Intialization_: termfor the process by which an Lw2M
Boot st rap- Server or LwW\WM Server del etes objects on the client
before perform ng any wite operations.

* *Players*: Device manufacturers or Smartcard nmanufacturers are
responsible for providing client 10T devices with initial
i nformati on and credentials of LwWWM Boot strap-Server and/or LwWM
server.

* *Initial beliefs assumed in the device*: The client at the very
| east has the necessary information to trust the LWM2M bootstrap
server.

*  *Processes*: LwWM2M does not require any actions fromthe device
owner/user. Once the device is registered with the LwMM server
various actions related to devi ce managenent can be perforned by
devi ce owner/user via the LWMWM server

* *Beliefs inparted to the device after protocol execution*: After

the bootstrapping is perforned, the LwM client can register
(Security object and Server object) with the LwW\M servers
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2.5. N nble out-of-band authentication for EAP ( EAP- NOOB)

Ext ensi bl e Aut hentication Protocol (EAP) franework provides support
for multiple authentication nethods. EAP-NOOB [ RFC9140] defines an
EAP net hod where the authentication is based on a user-assisted out-
of -band (0OOB) channel between the |0T device (peer in EAP
term nol ogy) and the server. It is intended as a generic
boot st rappi ng solution for |oT devices which have no pre-configured
aut hentication credentials and which are not yet registered on the
aut henti cation server.

The application server where the |0oT device is registered once EAP-
NOOB is conpleted nmay belong to the manufacturer or the | ocal network
where the device is being deployed. EAP-NOOB uses the flexibility of
the Aut hentication, Authorization, and Accounting (AAA) [ RFC2904]
architecture to allow routing of EAP-NOOB sessions to a specific
application server.

EAP-NOOB cl ains to be nore generic than nost ad-hoc boot strapping
solutions in that it supports many types of OOB channels and supports
I oT devices with only output (e.g. display) or only input (e.g.
canera) .

EAP- NOOB has the follow ng characteristics:
*  *Ternms*:

- _Bootstrapping_: used to describe the entire process involved
during the initial security setup of an |IoT device. The
speci ficati on does not use separate terns or distinguish the
process of obtaining identifier and credentials for
communi cating with an application server where the user has an
account or for network connectivity.

- _Registration_: describes the process of associating the device
with a user account on an application server.

* *P|layers*: The device owner/user is responsible for transferring
an OOB nmessage necessary for protocol conpletion. The application
server where the device is registered nay be provided by different
service providers including the device manufacturer or device
owner. The local network needs standard AAA configuration for
routi ng EAP-NOOB sessions to the application server chosen by the
devi ce owner/ user.
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* *lnitial beliefs assuned in the device*: EAP-NOOB does not require
devices to have any pre-installed credentials but expects al
devices to use a standard identifier (noob@ap-noob.arpa) during
initial network discovery.

*  *Processes*: The |oT device performs network di scovery and one or
more OOB outputs nmay be generated. The user is expected EAP
exchange i s enconpassed by Initial Exchange, OOB step, Conpletion
Exchange and Waiting Exchange

* *Beliefs inparted to the device after protocol execution*: After
EAP- NOOB boot strappi ng process is conplete, the device and server
establish a long-term secret, which can be renewed wi thout further
user involvenent. As a side-effect, the device al so obtains
identifier and credentials for network and Internet connectivity
(via the EAP authenticator).

Open Connectivity Foundation (OCF)

The Open Connectivity Foundation (OCF) [ocf] defines the process
before a device is operational as onboarding. The first step of this
onboardi ng process is configuring the owership, i.e., establishing a
|l egitimate user that owns the device. For this, the user is supposed
to use an Onboarding tool (OBT) and an Omner Transfer Method (OTM.

The OBT is described as a logical entity that may be inplenented on a
single or multiple entities such as a hone gateway, a device
managenent tool, etc. OCF lists several optional OTMs. At the end
of the execution of an OTM the onboardi ng tool nust have provisioned
an Omer Credential onto the device. The follow ng owner transfer
met hods are specified:

* Just works: Performs an un-authenticated Diffie-Hellmn key
exchange over Datagram Transport Layer Security (DTLS). The key
exchange results in a symetric session key which is |ater used
for provisioning. Naturally, this node is vulnerable to on-path
att ackers.

* Random PIN: The device generates a PIN code that is entered into
the onboarding tool by the user. This pin code is used together
with TLS-PSK ci phersuites for establishing a symetric session
key. OCF recommends PIN codes to have an entropy of 40 bits.

* Manufacturer certificate: An onboarding tool authenticates the
device by verifying a manufacturer-installed certificate.
Simlarly, the device may authenticate the onboardi ng tool by
verifying its signature.
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* Vendor specific: Vendors inplenent their own transfer nethod that
acconmodat es any specific device constraints.

Once the onboarding tool and the new devi ce have authenticated and
est abl i shed secure comunication, the onboardi ng tool provisions/
configures the device with Owmer credentials. Owner credentials may
consi st of certificates, shared keys, or Kerberos tickets for
exanpl e.

The OBT additionally configures/provisions information about the
Access Managenent Service (AMS), the Credential Managenent Service
(Cvs), and the credentials for interacting with them The AMS is
responsi bl e for provisioning access control entries, while the CVB
provi sions security credentials necessary for device operation

OCF has the followi ng characteristics:

* Terns: Configuration, discovery, enrollnment, onboarding,
provi sioning, registration,

* Players: Cient, Device, Mnager, Mnufacturer, Omner, Peer,
Server, User

* Initial beliefs assunmed in the device: The device needs to be
associ ated with an owner in the onboardi ng process and then go
t hrough the provisioning process before being considered as
trustworthy.

* Processes: Onboardi ng, provisioning.

* Beliefs inparted to the device after protocol execution: In the
provi si oni ng phase the device receives the necessary credentials
to interact with provisioning services and any ot her services or
devices that are part of the normal operation of the device.

Fast IDentity Online (FIDO alliance

The Fast IDentity Online Alliance (FIDO is currently specifying an
aut omati ¢ onboardi ng protocol for |10oT devices [fidospec]. The goa
of this protocol is to provide a new | oT device with information for
interacting securely with an online 10T platform This protoco

all ows owners to choose the 10T platformfor their devices at a |late
stage in the device lifecycle. The draft specification refers to
this feature as "l ate binding".

The FIDO | oT protocol itself is conmposed of one Device Initialization

(D) protocol and 3 Transfer of Oawnership (TO protocols TCQO, TOL,
TQ2. Protocol nessages are encoded in Concise Binary hject
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Representati on (CBOR) [RFC8949] and can be transported over
application layer protocols such as Constrained Application Protoco
(CoAP) [RFC7252] or directly over TCP, Bluetooth etc. FIDO IoT
however assunmes that the device already has I P connectivity to a
rendezvous server. Establishing this initial |IP connectivity is
explicitly stated as "out-of-scope" but the draft specification hints
at the usage of Hypertext Transfer Protocol (HTTP) [RFC7230] proxies
for 1P networks and other forns of tunnelling for non-1P networks.

The specification only provides a non-normative exanple of the DI
protocol which nust be executed in the factory during device
manufacture. This protocol enbeds initial ownership and
manufacturing credentials into a Restricted Operation Environnent
(ROE) on the device. The initial information enbedded al so includes
a unique device identifier (called GUD in the specification). After
DI is executed, the manufacturer has an ownership voucher which is
passed al ong the supply chain to the device owner

When a device is unboxed and powered on by the new owner, the device
di scovers a network-local or an Internet-based rendezvous server.
Protocols (TQ0, TOL, and TQ2) between the device, the rendezvous
server, and the new owner (as the owner onboardi ng service) ensure
that the device and the new owner are able to authenticate each
other. Thereafter, the new owner establishes cryptographic contro
of the device and provides it with credentials of the I10oT platform
whi ch t he device should use

FI DO has the foll owi ng characteristics:
* Terns: Provisioning, onboarding, conmissioning, initialisation

* Players: Device, Mnager, Mnufacturer, Oamner, Rendezvous Server,
User

* Initial beliefs assumed in the device: In the initial state the
device is not yet associated with a specific owner. The D
process has to take place to enbed ownershi p and nmanuf acturing
credentials in the device, the first in a chain to create an
owner shi p voucher that will be used to performthe transfer of
owner shi p of the device.

* Processes: Device Initialize Protocol (D), Transfer Oanership

Protocol 0 (TQ0), Transfer Oanership Protocol 1 (TOl), Transfer
Onner ship Protocol 2 (TOR2)
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* Beliefs inparted to the device after protocol execution: Wen the
device is powered on, and all TO protocols run, the device figures
out by contacting the rendezvous server, who the owner is,
authenticate with the owner. At this point the rendezvous server,
and the owner are able to authenticate the device.

Boot st rappi ng Renote Secure Key Infrastructures (BRSKI)

The ANI MA wor ki ng group is working on a bootstrapping solution for
devices that rely on 802. 1AR [ieee802lar] vendor certificates called
Boot st rappi ng Renote Secure Key Infrastructures (BRSKI) [RFC8995].
In addition to vendor installed | EEE 802. 1AR certificates, a vendor
based service on the Internet is required. Before being

aut henti cated, a new device only needs |ink-1ocal connectivity, and
does not require a routable address. Wen a vendor provides an

I nternet based service, devices can be forced to join only specific
domai ns. The docunent highlights that the described solution is
ainmed in general at non-constrained (i.e. class 2+ defined in

[ RFC7228]) devices operating in a non-challenged network. It clains
to scale to thousands of devices |located in hostile environnents,
such as | SP provi ded CPE devi ces which are drop-shipped to the end
user.

BRSKI has the follow ng characteristics:
* Terns: Bootstrapping, provisioning, enrollnent, onboarding.

* Players: Admnistrator, Cient, Coud Registrar, Configurator,
Devi ce, Domain Registrar, Initiator, Join Proxy, JRC
Manuf acturer, Owner, Peer, Pledge, Server, User

* Initial beliefs assumed in the device: Every device has an | Devl D,
installed and signed by the manufacturer, which is used as a basis
for establishing further trust relations. |In the initial stage,
when the device is deployed in a specific location it cannot
securely communi cate with the registrar or JRC, to be integrated
into the network, so the device and the registrar need to
establish mutual trust.

* Processes: Discover, self-ldentify, joint registrar, inprint
registrar, enroll

* Beliefs inparted to the device after protocol execution: After the
process has finished and the device is inprinted, and trusts the
registrar/JRC, through a voucher issued by the manufacturer and
verified by the device.
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2.9. Secure Zero Touch Provisioning (SZTP)

[ RFC8572] defines a bootstrapping strategy that enables devices to
securely obtain all configuration information with mininmal installer
i nput, beyond physical placenent and cabl e connections. The goal of
this bootstrapping protocol is to enable a secure NETCONF [ RFC6241]
or RESTCONF [ RFC8040] connection to the depl oyment-specific network
managenment system (NMS). Devices receive signed and optionally
encrypted i nformati on about the owner’s NMS, which they authenticate
usi ng an owner certificate and an ownership voucher [RFC8366] signed
by the device manufacturer. The owner certificate and ownership
voucher can be delivered to the device via Donain Name System (DNS),
Dynami ¢ Host Configuration Protocol (DHCP), renovable storage (e.qg.
USB drives), or know edge of well-known bootstrapping servers.
Devices may be redirected to nmultiple servers before acquiring the
necessary credentials to verify and connect to the designated NVS

SZTP has the follow ng characteristics:
*  *Ternms*:

- _Bootstrapping_: used to describe the entire process involved
during the initial security setup of devices. It involves the
device authenticating itself with manufacturer-issued
certificates, fetching the owner certificate and ownership
voucher, and retrieving the signed or encrypted onboarding
i nformati on, such as the boot image, initial configuration, and
scripts.

-  _Provisioning : refers to the process of providing all the
necessary bootstrap information to a device so that it can
becone functional. In sone sense, the terms bootstrappi ng and
provi sioni ng are used interchangeably because, for provisioning
the bootstrap information onto the device, it is necessary to

bootstrap the device. 1In fact, the specification also refers
to Secure Zero Touch Provisioning (SZTP) as a _bootstrapping
strategy_. Interestingly, even though the title of the protoco

specification includes the word provisioning, it is used ruch
| ess than bootstrapping in the specification text.
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- _Onboarding_: used to refer to the information that the device
needs to join the owner’s network. |In particular, the
onboardi ng informati on includes the boot image the device nust
run, an initial configuration the device nust use, and scripts
that the device nust successfully execute. Note that in SZTP,
onboarding information is not the entire set of information
that the device needs for bootstrapping. Prior to obtaining
the onboarding information, the device al so needs the owner
certificate and ownership voucher to verify the onboardi ng
information received | ater

- _Enrollnent_: describes the process by which the device owner
registers with the device manufacturer, ensuring that the
manuf act urer recogni zes the owner and issues the necessary
owner shi p vouchers. This crucial association is |later used by
the manufacturer to provide the owner with the serial nunbers
of the devices based on the order. The owner then uses these
serial nunbers during the bootstrapping process to verify the
devices as their own.

- _Discovery_: used for describing the process by which devices
di scover sources of information, particularly bootstrap servers
that are not already known to the device. This discovery
typically happens via redirects fromtrusted bootstrapping
servers.

*Pl ayers*: SZTP requires significant involvenent of the device
manuf acturer. The manufacturer is responsible for installing the
client identity certificate and trust anchors for verifying

bot st rappi ng server certificates and ownership vouchers during the
manuf acturing process. Additionally, the device manufacturer nust
support the enrollnment of the owner by verifying the owner
certificate and issuing an ownership voucher. After receiving an
order for devices froman enrolled ower, the nmanufacturer needs
to informthe owner of the serial nunbers corresponding to the
ordered devices. This naturally necessitates robust asset
tracki ng systens. Lastly, the manufacturer may al so need to
operate wel | - known bootstrappi ng servers that the device contacts
to retrieve the owner certificate and ownership voucher. At the
sane time, the device owner also carries substantia
responsibility, including enrolling in the manufacturer /5 SZTP
program nmanagi ng the keys associated with the owner certificate,
and maintaining the network infrastructure to authenticate the
device’'s serial nunber and confirmits association with the order
pl aced with the manufacturer. Once authenticated, the owner is
responsi bl e for sending signed and/or encrypted onboarding
information to the device
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* *lnitial beliefs assuned in the device*: SZTP requires devices to
have a pre-configured state, including a client X 509 certificate
for TLS client authentication to bootstrap servers. VWile the
specification allows the use of HTTP authentication with
passwords, it typically relies on X 509 certificates in the form
of IDevliD certificates, as defined in [ieee802lar]. Additionally,
devi ces rmust have a list of trusted bootstrap servers and trust
anchor certificates for verifying bootstrap server certificates
and ownershi p vouchers signed by the manufacturer. Al this
information, including the client TLS certificate and trust
anchors, nust be installed during manufacturing.

*  *Processes*: A precursor for the device to bootstrap and join the
owner Z/H network is the enrollment of the owner with the
manuf acturer and the setup of all necessary network infrastructure
to authenticate the device. Thereafter, the device can use
various sources such as Domain Nane System (DNS), Dynam c Host
Configuration Protocol (DHCP) options, renovable storage (e.qg.,
USB drives), or know edge of well-known bootstrapping servers to
| ocate the owner certificate and ownership voucher. These nethods
can be used in parallel to expedite the process. Once the owner
certificate and ownership voucher are obtained and verified, the
devi ce receives, verifies/decrypts the signed and/or encrypted
onboardi ng i nformation, including boot images, configuration
details, and scripts. Wth the inmage, configuration, and scripts,
the device can securely join the owner’s network managenent system
(NVs). Unlike other protocols, once all the infrastructure has
been set up, no actions are needed on the device itself other than
its physical placenment, cabling, and booting up

* *Beliefs inparted to the device after protocol execution*: After
the SZTP boot strappi ng process, the device possesses all necessary
information, called as bootstrapping data, for secure
conmuni cation with the depl oynent-specific NMS. This
boot st rappi ng data includes the ownership voucher, the owner
certificate, and onboarding information. The owner certificate
and ownership voucher are used to verify the onboardi ng
i nformati on, which enconpasses the boot inmage and its hash or
signature, initial configuration, and pre- and post-configuration
scripts to be executed by the device.
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2.10. LPWAN

Low Power Wde Area Network (LPWAN) encompasses a w de variety of
technol ogi es whose |ink-layer characteristics are severely
constrained in conparison to other typical 10T link-Iayer
technol ogi es such as Bluetooth or | EEE 802.15.4. Wile sone LPWAN
technologies rely on proprietary bootstrappi ng solutions which are
not publicly accessible, others sinmply ignore the chall enge of
boot st rappi ng and key distribution. 1In this section, we discuss the
boot st rappi ng nmet hods used by LPWAN technol ogi es covered in

[ RFC8376] .

* LoRaWAN [ LoRaWAN] describes its own protocol to authenticate nodes
before allowi ng themjoin a LoRaWAN network. This process is
called as joining and it is based on pre-shared keys (called
AppKeys in the standard). The joining procedure conprises only
one exchange (joi n-request and joi n-accept) between the joining
node and the network server. There are several adaptations to
this joining procedure that allow network servers to del egate
aut henti cation and authorization to a backend AAA infrastructure
[ RFC2904] .

* W-SUN Alliance Field Area Network (FAN) uses | EEE 802. 1X
[i eee8021x] and EAP-TLS for network access authentication. It
performs a 4-way handshake to establish a session keys after EAP-
TLS aut henti cati on.

* NB-10T relies on the traditional 3GPP nutual authentication scheme
based on a shared-secret in the Subscriber Identity Mdule (SIM
of the device and the nobil e operator

* Sigfox security is based on unique device identifiers and
cryptographi c keys. As stated in [RFC38376], although the
al gorithms and keying details are not publicly available, there is
sufficient information to indicate that bootstrapping in Sigfox is
based on pre-established credentials between the device and the
Si gf ox net wor k.

Fromthe above, it is clear that all LPWAN technol ogies rely on pre-
provi sioned credentials for authentication between a new devi ce and
t he networ k.

LPWAN has the follow ng characteristics:

* Terns: Provisioning, configuration, discovery.

* Players: Adm nistrator, Authenticator, Border Router, dient,
Devi ce, Manager, Network Server, User
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* Initial beliefs assumed in the device: The device normally has
credentials that are used to directly secure the conmuni cations or
to device key material to do so. There is a basic trust in the
net work server.

* Processes: Provisioning

* Beliefs inparted to the device after protocol execution: Either
because of an authentication process that results in newy derived
key material or the pre-provisioned key material is used, the
device is able to exchange information securely through the
net work server.

11. Thread

Thread Group conmmi ssioning [threadconm ssioning] introduces a two
phased process i.e. Petitioning and Joining. Entities involved are

| eader, joiner, comm ssioner, joiner router, and border router

Leader is the first device in Thread network that nust be
commi ssi oned usi ng out-of-band process and is used to inject correct
user generated Conm ssioning Credentials (can be changed later) into
Thread Network. Joiner is the node that intends to get authenticated
and aut horized on Thread Network. Commi ssioner is either within the
Thread Network (Native) or connected with Thread Network via a W.AN
(External).

Under sone topol ogi es, Joiner Router and Border Router facilitate the
Joi ner node to reach Native and External Conmi ssioner, respectively.
Petitioning begins before Joining process and is used to grant sole
conmmi ssioning authority to a Conm ssioner. After an authorized

Conmi ssioner is designated, eligible thread devices can join network.
Pair-w se key is shared between Conmm ssioner and Joi ner, network
paraneters (such as network nane, security policy, etc.,) are sent
out securely (using pair-w se key) by Joiner Router to Joiner for
letting Joiner to join the Thread Network. Entities involved in
Joi ni ng process depends on systemtopology i.e. location of
Commi ssi oner and Joiner. Thread networks only operate using | Pv6.
Thread devi ces can devise GUAs (d obal Unicast Addresses) [ RFC4291].
Provision al so exist via Border Router, for Thread device to acquire
i ndi vi dual gl obal address by neans of DHCPv6 or using SLAAC
(Statel ess Address Autoconfiguration) address derived with advertised
net work prefi x.

Thread has the follow ng characteristics:

* Terns: Conmm ssioning, discovery, provisioning.
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* Players: Adninistrator, Border Agent, Border Router, Conm ssioner,
Conmi ssi oner Candi date, Configurator, Device, End Device, End
Devi ce, Endpoint ldentifier, Initiator, Joiner, Joiner Router,
Owmner, Peer, Responder, Server, User

* |Initial beliefs assunmed in the device: The joiner needs to share
credentials with an entity that belongs to the Thread network,
prior to the authentication process.

* Processes: Petitioning, Joining

* Beliefs inparted to the device after protocol execution: Once the
aut hentication takes place, a trust relation is established
bet ween the Joi ner and the Comm ssioner it receives the network
paraneters needed to be attached to the Thread networKk.

Conpari son

There are several stages before a device becones fully operational
There is typically a stage where sone sort of credential is
installed. The nature or purpose of this credential can be varied,
formbeing part of the |oT device authentication, to a credentia
froma 3rd trusted party, be it the manufacturer or the owner
Solution differ on this initial process, and in sone cases this can
even be done in an out-of-band fashion

After sone initial credential is installed, there is a process that
typically involves authentication establishing initial trust, after
whi ch credentials and/or paraneters are configured or installed into
t he device

Finally, when the entities involved in the process are authenticated
and the configuration and key materi al established, the normnal
operation of the 10T device can take pl ace.

1. Conparison of term nol ogy

The specifics of every termvaries depending on the technol ogy, but
we enunerate here the basic term nology and what it neans for the
different solutions.

*  Boot st rappi ng:

- DPP. Cient obtains the ControllerE /i public bootstrapping key
and | P address

- OMA: An |oT device retrieves and processes all the bootstrap
dat a
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- EST: installation of the Explicit TA database
- BRSKI: A protocol to obtain a local trust anchor

- SZTP: The process by which obtains "bootstrappi ng data" such as
conveyed information, owner certificate and owner voucher

-  EAP-NOOB: For an 10T device to be registered, authenticated,
aut horized and for it to derive key material to act as a
trustworty entity in the security domain where it is deployed

* configuration:

- DPP: The process performed by a Configurator by which the
Enrol |l ee is provisioned.

- OMA: Adding or renpbving an LwWMRM Server Account to or fromthe
LWV2M d i ent configuration

- OCF: The necessary information the Device nmust hold to be
consi dered as ready for normal operation

- EST: The basic information (e.g., TA database) needed to
initiate protocol operation

- SZTP: The systemconfiguration to be installed into the device
by the bootstrappi ng process.

- EAP-NOOB: Establishing necessary information for the device to
oper at e.

- LPWAN: In LoRaWAN, the information related to the working of
the device and protocol

* discovery:

- DPP: Exchange that allows obtaining specific information such
as SSI D, operating channel and band.

- OCF: Making the different resources avail able through URIs.

- BRSKI: Locating an entity that needs to take part of the
boot st rappi ng process (e.g., Join proxy)

* enrol | ment:

- EST: The process of obtaining the credentials needed to perform
the device normal operation
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BRSKI : Sane process describe as EST.

SZTP: The process of an owner joining a manufacturer’s SZTP
program

provi si oni ng:

DPP: Securely enabling a device to establish secure
associ ations with other devices in a network.

OVA: Establishing security credentials and access control lists
by a dedi cated LWM2M bootstrap server

OCF: A set of processes that take place both during and after
the ownership transfer. These entail configuration of
credentials, and security-rel ated resources for any services or
devi ces that the provisioned device needs to interact with in
the future

Bl uet oot h: The procedure by which a device is authenticated,
and a secure link is established, becom ng a trustworthy node
in the network.

FI DO Sane as FI DO onboardi ng.

SZTP: The set of steps that take place to enable a device to
establish secure connections with other systens.

LPWAN: I n LoRaWAN, the establishnment of configuration data and
credenti al s.

intialization:

OVA: When Bootstrap-Del ete operation is used, to restore a
devi ce.

FI DO Protocol (D), establishing basic information at
manuf act ur e.

regi stration:

OVA: Establishing a registration session, which is an
associ ation between the client and the server.

EAP- NOOB: Add information about an |oT device in a server
dat abase

onboar di ng:
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- OCF: The device is considered to conplete the onboarding after
the ownership of the Device has been transferred and the Device
provi si oned.

- FIDO The procedure of installing configuration information and
secret to a device so that it nay safely connect to and
conmuni cate with an | oT platform

- SZTP: information related to the boot imge a device nust be
running, an initial configuration the device nmust commit, and
scripts that the device nust successfully execute.

* conmi ssi oni ng:

- Thread: The process of a Thread device joining a Thread
net wor K.

* inprint:
- BRSKI: The process by which a device obtains the needed
information to act as trustworthy entity within the network or
domai n
3.2. Conparison of players
In this section we classify the different players.

Human User: user

Device that intends to securely join a network: pledge, device,
client, peer, persona, enrollee, candidate

Entity that makes the device: Mnufacturer
Entity that owns the device: owner, nmanager

Entity with which the device establishes a connection: 0T platform
Rendezvous Server, Server

Entity that aids in the process: Join Proxy, Bootstrap Server,
Onboar di ng Server, Border Router

Person that manages a depl oynent or system Admi nistrator
Entity that steers the process for the 10T device to securely join

the network: Configurator, Bootstrap Server, Rendezvous Server, JRC
Onboar di ng/ Redi rect Server, Comi ssioner
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External or third-party entity that intervenes in the process:
Regi strar, MASA

3.3. Conparison of initial beliefs

The 10T devices may have different initial beliefs depending on the
credentials pre-installed, during the manufacturing process or prior
to being turned on. There are cases where the initial credentials
that need to be shared to establish basic trust, or they are
exchanged during one of the procedures after the device is turned on,
not installed during manufacturing.

3.3.1. No initial trust established

EAP- NOOB does not require initial configuration of credentials to
establish trust, since its done using the out-of-band process.

The OCF device starts as unowned. It has to perform an ownership
transfer, to establish basic trust to perform onboarding and

provi sioni ng. Depending on the Oanener Transfer Mde (OTM it can be
considered to have not initial trust based on the credentials

i nstal | ed.

Bl uet oot h devices start as unprovisioned. Initial trust is
establ i shed as a consequence of exchangi ng public keys and performng
the authentication. |If the public keys are epheneral, there is no

initial credential establishment.
3.3.2. Initial trust based on the credentials installed

These credentials may very fromthe time of installing, and the
entity to which it related. |In this sense, they could be fromthe
manuf acturer, owner or other entity.

FI DO devi ces have installed during the manufacturing process a set of
ownership credentials (i.e., ownership voucher) and additiona
information to determ ne the current owner of the device. Hence,
there is an initial trust fromthe 10T device and the owner. Wth
this basic setup, and and the cooperati on anmong devi ce, owner and
rendezvous server, the onboardi ng process can take pl ace.

EST devices are configured with the needed information to perform
mut ual aut hentication and for authorization between the EST client
and server.

BRSKI have manufacturer-installed certificates as starting point to
establish trust.
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SZTP have pre-configured initial state which provides the basis for
trust.

LPWAN speci fics depends on the technol ogy, but they all have in
common sone pre-installed credentials that allows the establishnent
of trust and to secure the comuni cati ons.

Thread devi ces, share credentials as well to establish trust.

OVA devi ces can have all the necessary information to start working
on the network where they are deployed, if they have the factory
bootstrap, hence all needed credentials to establish trust. There
need to be installed sone basic credentials to establish trust with
the bootstrap server and performthe bootstrapping.

DPP initial trust is established during the bootstrappi ng where the
public key is transmitted.

3.4. Conparison of processes

Anal yzing the different terns used over the different solutions
reviewed in this docunent, we can identify several processes. These
are naned differently in sone cases, and not every technol ogi es
considers themall as part of their the followi ng common concepts:

* To refer to the process previous to the device being turned on, in
whi ch sone information, or credentials are installed into the
device. This process is commonly referred to as manufacture. |Is
in this phase where the 10T devices have installed the needed
i nformati on (specifics depend on the technol ogy) to provide the
basis for trust and to authenticate other entities.

* To refer to the process after the device is turned on and intends
to locate the entity with which it has to comunicate to start the
aut hentication process to be integrated into the security donain.
Here is where the device start the process to get to performits
nor mal operati on.

* To the process by which the device obtains additional credentials,
in addition to what it already had installed before being turned
on.

* To the process by which the device is authenticated and
established a trust relation.
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3.5. Comparison of know edge inparted to the device

Even though the devices might start froma different place, in terns
of initial credentials as basis for trust, when they finish their
processes, they becone trusted parties within the domain they are
depl oyed or at |east have a trust relation with a specific entity.
The difference may strive in the number of trust relations are
stablished during the process, as they may have not only established
a trust relation with local entities where they performtheir
operation, but other external entities as well.

In FIDO once the onboardi ng process has taken place, the |oT device
is nutually authenticated with the current owner, and the needed
secrets and configuration data is installed into the device, which as
a result is able to connect and interact securely with the target IoT
pl at f or m

I n EAP-NOOB, once the bootstrapping is conpleted, the |oT device not
only has a trust relation with the EAP server, but the EAP

aut henti cator can be established as well, based on the shared
credentials that are derived during the authentication process.

In Bluetooth the trust is expanded to the local network as there is
key material shared anong the different entities of the network.

In Thread once the joiner has successfully conpleted the process, it
can conmmuni cate directly with all Thread devices in the network.

LPWAN has a nore limted scope and they usually have specific keys
for applications and network comuni cati ons.

EST provides the devices with the enroll ment information such as
certificates and symretric keys that can be used to establish trust
with different peers.

BRSKI after running it is able to verify that the communicating
entities are who they claimto be, and obtain domain specific
certificates to act as trustworhty entities within the domain.

SZTP after running, the device has obtai ned onboarding infornmation
and is equi pped to establish secure connections with other systens.

4. Security Considerations
This draft does not take any posture on the security properties of
the di fferent bootstrapping protocols discussed. Specific security

consi derati ons of bootstrapping protocols are present in the
respective specifications.
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Nonet hel ess, we briefly discuss sone inportant security aspects which
are not fully explored in various specifications.

Firstly, an I oT system may deal with authorization for resources and
services separately frominitial security setup in terns of timng as
wel |l as protocols. As an exanple, two resource-constrained devices A
and B may perform nmutual authentication using credentials provided by
an offline third-party X before device A obtains authorization for
running a particular application on device B froman online third-
party Y. In sone cases, authentication and authorization maybe
tightly coupled, e.g., successful authentication also neans

successful authorization

Secondly, initial security setup of 10T devices may be necessary
several times during the device lifecycle since keys have limted
lifetimes and devices may be |l ost or resold. Protocols and systens
must have adequate provisions for revocation and fresh security
setup. A rerun of the security setup nechani smnust be as secure as
the initial security setup regardl ess of whether it is done manually
or automatically over the network.

Lastly, sone 10T networks use a conmon group key for nulticast and
broadcast traffic. As the nunber of devices in a network increase
over time, a common group key nmay not be scal able and the sane
network may need to be split into separate groups with different
keys. Bootstrapping and provisioning protocols may need appropriate
mechani sms for identifying and distributing keys to the current
menber devi ces of each group.

5. 1 ANA Consi derations
There are no | ANA consi derations for this docunent.
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