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Abst ract

Protecting Internet of Things (l1oT) devices against attacks is not
enough. 10T deploynents need to make sure that they are not used for
Di stributed Denial -of-Service (DDoS) attacks. DDoS attacks are
typically done with conprom sed devices or with anplification attacks
using a spoofed source address. This docunment gives exanpl es of
different theoretical anplification attacks using the Constrained
Application Protocol (CoAP). The goal with this docunent is to raise
awar eness and to notivate generic and protocol -specific
recomendati ons on the usage of CoAP. Sone of the discussed attacks
can be mtigated by not using NoSec or by using the Echo option

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://t2trg.github.io/t2trg-anplification-attacks/draft-irtf-t2trg-
anplification-attacks.htm . Status information for this docunment nay
be found at https://datatracker.ietf.org/doc/draft-irtf-t2trg-
anplification-attacks/.

Di scussi on of this docunent takes place on the Thing-to-Thing
Research Goup mailing list (mailto:t2trg@rtf.org), which is
archived at https://mailarchive.ietf.org/arch/

search/?email |ist=t2trg. Subscribe at
https://ww.ietf.org/mailman/listinfo/t2trg/.

Source for this draft and an issue tracker can be found at
https://github.comt2trg/t2trg-anplification-attacks

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 Decenber 2025.
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1. Introduction

One inportant protocol used to interact with Internet of Things (10T
sensors and actuators is the Constrained Application Protocol (CoAP)

[ RFC7252]. CoAP can be used without security in the so called NoSec
nmode but any Internet-of-Things (10oT) deploynent val uing security and
privacy woul d use a security protocol such as DILS [ RFC9147], TLS

[ RFC8446], or OSCORE [ RFC8613] to protect CoAP, where the choice of
security protocol depends on the transport protocol and the presence
of intermediaries. The use of CoAP over UDP and DTLS is specified in
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[ RFC7252] and the use of CoAP over TCP and TLS is specified in

[ RFC8323]. (OSCORE protects CoAP end-to-end with the use of COSE

[ RFC8152] and the CoAP (Object-Security option [RFC8613] and can
therefore be used over any transport. G oup OSCORE
[1-D.ietf-core-oscore-groupcomm can be used to protect CoAP G oup
Comuni cation [I-D.ietf-core-groupcomm bi s].

Protecting Internet of Things (loT) devices against attacks is not
enough. 10T deploynents need to make sure that they are not used for
Di stributed Denial-of-Service (DDoS) attacks. DDoS attacks are
typically done with conprom sed devices or with anplification attacks
usi ng a spoofed source address. DDoS attacks is a huge and grow ng
probl em for services and critical infrastructure [DDoS-Infra] and
mtigations are costly.

The docurent gives exanples of different theoretical anplification
attacks using CoAP. Wien transported over UDP, the CoAP NoSec node
is susceptible to source | P address spoofing and as a single request
can result in nultiple responses frommnultiple servers, CoAP can have
very large anmplification factors. The goal with this docunent is to
rai se awareness and understanding of anplification attacks and to
nmotivate mitigations suitable for constrai ned devices and networKks.
The intent is not to suggest that CoAP is nore vulnerable to
anplification attacks than other protocols.

Sone of the discussed attacks can be mitigated by not using NoSec or
by using the Echo option [ RFC9175].

2. Amplification Attacks using CoAP

In a Denial-of-Service (DoS) attack, an attacker sends a | arge nunber
of requests or responses to a target endpoint. The denial-of-service
m ght be caused by the target endpoint receiving a | arge anount of
data, sending a | arge anount of data, doing heavy processing, or

usi ng too nuch nenory, etc. |In a D stributed Deni al -of -Service
(DDoS) attack, the request or responses conme froma | arge nunber of
sour ces.

In an anplification attack, the anplification factor is the ratio
between the total size of the data sent to the target and the total
size of the data received fromthe attacker. Note that in the
presence of internmediaries, the size of the data received by the
target might be different than the size of the data sent to the
target and the size of the data received fromthe attacker m ght be
different than the size of the data sent fromthe attacker
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In the attacks described in this section, the attacker sends one or
nore requests, and the target receives one or nore responses. By
spoofing the source I P address of the targeted victimand requesting
as nmuch information as possible fromseveral servers an attacker can
multiply the amount of traffic and create a distributed denial -of -
service attack on the target. Wen transported over UDP, the CoAP
NoSec nmode is susceptible to source | P address spoofing.

The anplification factor and the bandw dth depend on the layer in the
protocol stack that is used for the calculation. The anplification
factor and bandwi dth can e.g., be cal cul ated using whol e | P packets,
UPD payl oads, or CoAP payl oads. The bandw dth decreases and the
anplification factor typically increases higher up in the protocol
stack. The bandwi dth should be cal cul ated using the |ayer that is
consi dered to be under attack.

The foll owi ng sections give exanples of different theoretica
anplification attacks using CoAP.

2.1. Sinmple Amplification Attacks
An anplification attack using a single response is illustrated in
Figure 1. |If the response is ¢ tinmes larger than the request, the
anmplification factor is c.

Victim Foe Server

+----- >| Code: 0.01 (GET)
| GET | Uri-Path: random quote
I I
<-mmmmmmm--- + Code: 2.05 (Content)
2.05 Payl oad: "just because you own hal f the county

I

| doesn’t nmean that you have the power
| to run the rest of us. For twenty-

| three years, |’'ve been dying to tel
I
I
I

you what | thought of you! And now. ..
wel |, being a Christian woman, | can’t
say it!"

Figure 1: Amplification attack using a single response

An attacker can increase the bandw dth by sendi ng several GET
requests. |f the server supports PUT/POST and doesn’'t linit the
payl oad size, an attacker may be able to increase the anplification
factor by creating or updating a resource. By creating new
resources, an attacker may al so increase the size of /.well-known/
core. An anplification attack where the attacker influences the
anplification factor is illustrated in Figure 2.
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Victim

CoAP Anmplification

Foe Server

Femmm - >| Code:
| POST | Uri-Path:
| | Payl oad:

I I

I I
oo - >| Code
| GET | Uri-Path

I I
____________ + Code
| 2.05 | Payl oad

I I
oo - >| Code
| GET | Uri-Path

I I
____________ + Code:
Payl oad:

Figure 2: Amplification attack using

anplification

2.2. Anplification Attacks using Cbserve

At t acks

0. 02 (PGsT)
menber
hanpst er dance. hevc

0.02 (GET)
menber

2.05 (Content)
hanpst er dance. hevc

0.02 (GET)
menber

2.05 (Content)
hanpst er dance. hevc

sever al
factor

June 2025

requests and a chosen

Amplification factors can be significantly worse when conbined with

observe [ RFC7641].
responses fromthe server

| ar ge.

As a single request can result

in mltiple
the anplification factors can be very

An amplification attack using observe is illustrated in Figure 3. |If
each notification response is c times larger than the registration

request and each request

anplification factor is ¢ n

Preu Mattsson,

et al.

results in n notifications, the
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Victim Foe Server

| R >| Code: 0.01 (GET)
| | GET | Token: 0x83
| | | Cbserve: 0
| | | Uri-Path: ozone
I I I
| | |
[ + Code: 2.05 (Content)
| | 2.05 | Token: 0x83
| | | Qoserve: 80085
| | | Payl oad: "21.4 ppbv"
I I I
I I
e + Code: 2.05 (Content)

| | oserve: 80086

|

| | 2.05 | Token: 0x84

I

| | | Payl oad: "21.5 ppbv"

Figure 3: Amplification attack using observe

A nore advanced anmplification attack using observe is illustrated in
Figure 4. By registering the same client several tines using

di fferent Tokens or port nunbers, the bandw dth can be increased. By
updati ng the observed resource, the attacker may trigger
notifications and increase the size of the notifications.

If the server supports the pnax conditional attribute
[I-D.ietf-core-conditional-attributes] an attacker may increase the
frequency of notifications and therefore the anplification factor
The maxi mum period attribute pnax indicates the maximumtine, in
seconds, between two consecutive notifications (whether or not the
resource state has changed). Servers should put limts on the pmax
val ues they accept.

If it is predictable when notifications are sent as confirmable and
whi ch Message I D are used the acknow edgenents nmay be spoof ed.
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Figure 4. Amplification attack using observe,

sanme client several and requesting notifications at

2. 3.

Victim

CoAP Anmplification Attacks

Foe Server

tines,

Code:
Token:
Qbserve:
Uri - Pat h:

Ui-Query:

Code:
Token:
Qbserve:
Uri - Pat h:

Ui-Query:

Code:
| Token:
| oserve:
| Payl oad:
|

Code:
| Token:
| oserve:
| Payl oad:
I

Code:
| Token:
| oserve:
| Payl oad:
|

Code:
Token:
bserve:
Payl oad:

0.01 (GET)
0x83

0
tenperature
pmax="0. 1"
0.01 (GET)
0x84

0
tenperature
pmax="0. 1"

2.05 (Content)
0x83

217362

"299.7 K"

2.05 (Content)
0x84

217362

"299.7 K"

2.05 (Content)
0x83

217363

"299.7 K"

2.05 (Content)
0x84

217363

"299.7 K"

10 tines every second

Amplification Attacks using Goup Requests

June 2025

registering the

| east

Amplification factors can be significantly worse when conbined with
observe [ RFC7641].
mul tiple servers,
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As a single request can result

in responses from

the anplification factors can be very |arge.
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As the group request is sent over nulticast or broadcast the request
has to be sent by a node on the | ocal network. An attacker on a

| ocal network (e.g., a conprom sed node) m ght use | ocal CoAP servers
to attack targets on the Internet or on the local network. The
servers mght also be accessible through a gateway (GWN that
transforns unicast requests into nulticast request. In such
architectures, anplification attacks using group requests m ght be
possible to | aunch fromthe Internet.

An anplification attack using a group request is illustrated in
Figure 5. A single unicast request results is transforned into a
mul ti cast group request by the gateway and results in mresponses
frommdifferent servers. |f each response is c times |arger than
the request, the anplification factor is ¢ m Note that the
servers usually do not know the variable m

Victim Foe GwW Servers

|
I | | Payl oad: { 1721 : {
|

I
I AR +---> Code: 0.01 (GET)
I I | - > Token: 0x69
| | | GET | | Wi-Path: </c>
I I I [
[<emmmmmmmie s + Code: 2.05 (Content)
| | | 2.05 | | Token: 0x69
I | | | ] Payl oad: { 1721 : {
I I I [
S + Code: 2.05 (Content)
| | | 2.05 | Token: 0x69
I
I

Figure 5: Amplification attack using multicast

Even hi gher anplification factors can be achi eved when conbi ni ng
group requests [|I-D.ietf-core-groupcommbis] and observe [ RFC7641].
In this case a single request can result in nultiple responses from
multiple servers

An anplification attack using a nulticast request and observe is

illustrated in Figure 6. 1In this case a single request results in n
responses each frommdifferent servers giving a total of n m
responses. |If each response is ¢ tines larger than the request, the

anplification factor is ¢ n m
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Victim Foe GwW Servers
I I I |

||

| oserve: 364

| Payl oad: "293.3 K"
(.

| R +---> | Code: 0.01 (GET)

| | | ----- >| Token: 0x44

| | | GET | | Uri-Path: tenperature

I I I (.

S + Code: 2.05 (Content)
| | | 2.05 | | Token: 0x44

| | | | observe: 217

| | | | Payl oad: "301.2 K"

I I I [

I R + Code: 2.05 (Content)
| | | 2.05 | | Token: 0x44

| | | | | (bserve: 363

| | | | Payl oad: "293.4 K"

I I I |

| .

I I I (.

S + Code: 2.05 (Content)
| | | 2.05 | | Token: 0x44

| | | | Cbserve: 218

| | | | Payl oad: "301.3 K"

I I I [

I R + Code: 2.05 (Content)
| 2.05 Token: 0x44

I

I

I

Figure 6: Amplification attack using nulticast and observe

An attacker can use the sane techniques as in Figure 4 to increase
the nunmber of notifications.

2.4. MTM Amplification Attacks

TLS and DTLS wi thout Connection |ID [ RFC9146][ RFC9147] validate the IP
address and port of the other peer, binds themto the connection, and
do not allow themto change. DILS with Connection ID allows the IP
address and port to change at any tinme. As the source address is not
protected, an M TM attacker can change the address. Note that an

M TM attacker is a nore capable attacker then an attacker just
spoofing the source address. It can be discussed if and how nuch
such an attack is reasonable for DDoS, but DILS 1.3 states that "This
attack is of concern when there is a large asymmetry of request/
response nessage sizes." [RFC9147].
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DTLS 1.2 with Connection |ID [RFC9146] requires that "the receiver
MJST NOT replace the address"” unless “there is a strategy for
ensuring that the new peer address is able to receive and process
DTLS records” but does not give nore details than that. It seens
like the receiver can start using the new peer address and test that
it is able to receive and process DTLS records at sone |ater point.
DTLS 1.3 with Connection ID [RFC9147] requires that "inplenentations
MJST NOT update the address" unless “they first perform some
reachability test” but does not give nore details than that. QOSCORE
[ RFC8613] does not di scuss address updates, but it can be assuned
that nost servers send responses to the address it received the
request fromw thout any reachability test. A difference between

(D) TLS and OSCORE is that in DILS the updated address is used for all
future records, while in OSCORE a new address is only used for
responses to a specific request.

An M TM anplification attack updating the client’s source address in
an observe registration is illustrated in Figure 7. This attack is
possi ble in OSCORE and DTLS with Connection ID. The server will send
notifications to the Victimuntil it at some unspecified point
requires an acknow edgenent [RFC/7641]. |In DILS 1.2 the reachability
test might be done at a later point. |In OSCORE a reachability test
is likely not done.

Client Victim Foe Server

R > S ---- >| Code: 0.01 (GET)

| GET | | | Cbserve: 0O

| | | | Uri-Path: humidity

I I I I

IR D <----+ Reachability test (DTLS)
T > S ---- >|

| | | |

I I I I

| | <---mmmmeme - + Code: 2.05 (Content)
| | | 2.05 | Observe: 263712

| | | | Payl oad: "68 %

| | | |

| I + Code: 2.05 (Content)
| | | 2.05 | Cbserve: 263713

I I

| | Payl oad: "69 %

Figure 72 MTM Amplification attack by updating the client’s
source address in a observe registration request
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Where 'S nmeans the M TM attacker is changing the source address of
the message and 'D neans the M TM attacker is changing the
destination address of the nessage.

An M TM anplification attack updating the server’'s source address is
illustrated in Figure 8. This attack is possible in DILS with
Connection ID. In DTLS 1.2 the reachability test might be done at a
| at er point.

dient Foe Victim Server

I

A L >| Code: 0.01 (POST)

| POST | | | Uri-Path: video

I I I I

| <----- S <---------- | Code: 2.01 (Created)
L T

+---->D - - - > Reachability test (DTLS)
| <----- S Cemmmmmeeaa +

I

N |
oo >| | Code: 0.01 (POST)
| POST | | |  Uri-Path: video
| | | | Payl oad: surveillance_1139. hevc
I I I I
Fommmmmmeee s >| | Code: 0.01 (POST)
| POST | | | Uri-Path: video

I I

Payl oad: surveillance_1140. hevc

Figure 8 MTM Anplification attack by updating the server’s
source address in a response

3.  Summary

CoAP has al ways considered anplification attacks, but nost of the
requirenents in [RFC7252], [RFC7641], [RFC9175], and
[I-D.ietf-core-groupcommbis] are "SHOULD' instead of "MJST", it is
undefined what a "large anplification factor" is, [RFC7641] does not
specify how many notifications that can be sent before a potentially
spoof abl e acknow edgenent nust be sent, and in several cases the
"SHOULD' level is further softened by “If possible" and "general ly".
[I-D.ietf-core-conditional-attributes] does not have any
anplification attack consi derations.
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QUI C [ RFC9000] mandates that ” an endpoint MJUST limt the anount of
data it sends to the unvalidated address to three tinmes the anount of
data received fromthat address” without any exceptions. This
approach should be seen as current best practice for non-constrained
devi ces.

VWiile it is clear when a QU C i nplementation violates the requirenent
in [RFCO000], it is not clear when a CoAP inplementation violates the
requi renment in [ RFC7252], [RFCr7641], [RFCO175], and
[1-D.ietf-core-groupcombis].

In CoAP, an address can be validated with a security protocol or by
using the Echo Option [RFC9175]. Restricting the bandw dth per
server is not enough as the nunber of servers the attacker can use is
typically unknown. For nulticast requests, anti-anplification limts
and the Echo Option do not really work unl ess the nunber of servers
sendi ng responses is known. Even if the responses have the sane size
as the request, the anplification factor frommservers is m where m
is typically unknown. VWhile DoS attacks from CoAP servers accessible
over the Internet pose the |largest threat, an attacker on a | ocal
network (e.g., a conprom sed node) m ght use |ocal CoAP servers to
attack targets on the Internet or on the | ocal network.

4. Security Considerations

The whol e docunent can be seen as security considerations for CoAP.
5. | ANA Consi derations

Thi s document has no actions for | ANA
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