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Abstract

A consistent reference architecture nodel for the QuantumlInternet is
required to progress in its evolution, providing a franework for the
integration of the protocols applicable to it, and enabling the
advance of the applications based on it. This nodel has to satisfy
three essential requirenents: agility, so it is able to adapt to the
evol ution of quantum conmmuni cati ons base technol ogi es,
sustainability, with open availability in technol ogical and
economical terns, and pliability, being able to integrate with the
operations and managenent procedures in current networks. This
docunent proposes such an architecture framework, with the goal of
provi ding a conceptual conmmon franmework for the integration of
technol ogies intended to build the Quantum Internet infrastructure
and its integration with the current Internet. The framework is
based on the already extensive experience in the depl oynent of KD
network infrastructures and on related initiatives focused on the
integration of network infrastructures and services.
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1. Introduction

As anot her case of the "classical vs quantunt apparent

contradictions, the nature of quantum comunications [QITI21],
associated with natural physical effects that require a specific
infrastructure to be used for comunications, poses a significant
challenge in the definition of any network reference architecture to
be used for such comunications. Furthernore, given that a quantum
net wor k necessarily depends on sone classical comunications and
protocols to function fully, we need this reference network
architecture to also incorporate these classical elenents. W should
not think of two separate environments, but rather a unified one
where the classical and quantum parts interoperate as seanl essly as
possible. The growing interest in quantum networking, its
applications, and the eventual availability of a Quantum I nternet,
require of consensus on an architecture franmework able to support the
definition and evolution of different protocols and interfaces.

Several steps have been taken in this direction, including the
identification of architectural principles and base technol ogi es made
in {RFC9340}}, the description of relevant use cases [ RFC9583], and
specific approaches to | ayered nodels for Quantum NetworKki ng,

sunmmari zed and di scussed in [Q PS22]. Wile the principles provide
an extrenely val uabl e common ground for further coll aboration anong
quantum and network practitioners, they are not intended to provide
the solid framework required for progressing in the definition of
specific protocols and other interfaces for comon network managenent
tasks and interactions with user applications. On the other hand,
the proposals nade for a | ayered approach provide interesting

i nsights on requirenents and potential nechanisns to structure

quant um communi cati ons, but, first, they do not include essentia
aspects for a network at scal e and, second and nost inportant, they
do not take into account the need for direct interactions beyond the
| ayered structure, such as those between classical and quantum
net wor ki ng services, between applications and the quantum network,
etc.
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In parallel, the operational experience with the first kind of

i nfrastructures using quantum comuni cati on technol ogi es to provide
an actual network service, those focused on Quantum Key Distribution
(QKD), has allowed practitioners to explore the solution space and
identify design patterns that can serve as concrete exanples within
the general case of a Quantum lInternet. A corpus of architectura
proposal s [1 TUY3802], experinental deploynents [ MADQCI 23] and pil ot
infrastructures [EUROQCI] have becone available in the recent years,
and can be used to derive useful conclusions, especially if comnbined
with recent proposals in network architecture [ RFC8597], intended to
address the conplexity of managenent and integration at scal e beyond
the basic |layered constructs supporting connectivity.

This docunent is intentionally a framework docunent: it does not
prescribe a single protocol stack or a fixed layering. Instead, it
provides a set of architectural anchors that all ow new proposals to
be positioned, conpared, and di scussed consistently. The docunent
proposes a multi-plane reference architecture for the Quantum
Internet, derived from avail abl e proposals and operationa
experience. The proposal attenpts to define a framework with three
essential properties to guarantee a seam ess evolution of the
technol ogy, and the consolidation of applications and nmanagenent
practi ces:

* Agility: Provide abstractions able to incorporate new protocols
and interfaces as the technol ogy evol ves, avoiding a tight
coupling with specific physical technol ogies.

* Sustainability: Considering it at all levels and in full scale,
especially regarding environnmental and social inpacts, including
open availability in technol ogi cal and econom cal terms, and
fostering infrastructure reuse.

* Pliability: Facilitate the seam ess integration of classical and
quant um networ k operational procedures, applying and adapting best
practices in use by the Internet comunity.

And trying to address three essential characteristics already
identified in [ PSON22] :

* Universality, so a quantum network can accommopdat e any
appl i cation.

* Transparency, so quantum network depl oynents allow the coexistence
[ CE24] of classical and quantum signals over the sane nedi um

* Scalability, so quantum networking protocols can support the
growt h of the network
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2

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Base Technol ogi es: Evol ved SDN Concepts and Network Virtualization

SDN concepts are at the core of current networking technol ogi es.
Fromthe original ideas of separating control and forwarding pl anes,
connected by open interfaces and supporting progranmability and

| ogically-centralized managenent. As part of this evolution of SDN
concepts, the Cooperating Layered Architecture for Software-Defined
Net wor ki ng (CLAS) [ RFC8597] described a SDN architecture structured
intw different strata, nanmely Service Stratum and Transport
Stratum On one hand, the Service Stratum contains the functions
related to the provision of services and the capabilities offered to
external applications. On the other hand, the Transport Stratum
comprises the functions focused on the transfer of data between the
conmuni cati on endpoints, e.g., between end-user devices, between two
servi ce gateways, etc.

It is worth noting this nanagenent centralization does not contradict
the distributed principles generally applied in current networks.
Local control decisions are intended to be coordinated by centralized
managenent. Wile the communication between the controller and the
controlled elenents relies on sone kind of SDN protocol, the
control |l er exposes a consistent abstract nodel of the network devices
and topol ogy, that can be structured in a hierarchy of abstractions,
fromlower-Ilevel, elenent-focused ones, up to application-oriented
ones.

Wi | e SDN ensures higher degrees of flexibility and reconfigurability
by all owi ng network functions to be easily nodified and upgraded

t hrough software changes, virtualization enables the abstraction of
har dwar e devices by creating virtual instances, which inproves

scal ability, resource efficiency and allows the dynam c allocation of
softwari zed network functions in different |ocations. As quantum
technol ogy evolves, a virtualized |ayer for softwarized network
functions significantly ai ds adaptation to these changes, ensuring
pliability and responsi veness for seamnl ess updates, and incorporating
new nechani sns w t hout extensive hardware nodifications.

These approaches pave the way for a tighter integration of quantum
functionality with functions already established in state of the art
cl assical networks, including support for user/function
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aut henti cation and authori zation, and support for user and function
mobility, while adhering to established network standards.
Integrating these nechani sns enhance security measures and ensure
that quantum networks can seam essly interface with existing and
future tel ecomunications infrastructure.

The use of these base technol ogi es support a seanless interface with
cl assical networks (commnly identified as OIN, Optical Transport
Net wor ks), addressing three basic principles, related to the ones we
menti oned above: facilitate the coexistence on physica
infrastructure (sustainability and transparency), apply the
abstractions commonly used in open and di saggregat ed networks
(agility and universality), and reuse the best practices in network
managenent being applied in current infrastructures (pliability and
scal ability).

SDN and virtualization support the integration of control and
managenment, even if the distinct nature of network el enents and the
medi ati on nature of the controller role do not nake advi sabl e the use
of comon quantum OIN controllers. There are conmmon abstractions
abl e to support cross-interactions anong controllers and nmanagenent
applications, especially regarding:

*  Quantum managenent applications requiring operations on topol ogies
and physical paths in the OIN nediated by an OTN controller

* OTN managenent applications requiring operation on quantum
t opol ogi es nedi ated by the quantum controller

* Topol ogy updates exchanged between quantum and OTN controllers.

* The coordination through an integrated controller (comonly
referred as "orchestrator"”), able to provide a common view to
application network functions.

4. Applying Base Technol ogi es: The (KD Experience

The desi gn and depl oynment of (KD infrastructures has foll owed a
nunber of design principles, based on the best practices in network
architecture and nanagenent established during the lifetinme of the
Internet (and even before), and focused on the separation of

concerns, that have been converging on the trends around applying SDN
principles and virtualization nechani sns, addressing open

di saggregation strategies and the identification of separate data and
control planes, connected by nmeans of open interfaces. This section
reviews the practical know edge acquired fromthe engi neering and
operation of QKD infrastructures and uses themas a practica
reference point for the architectural discussion that foll ows.
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Al 't hough several of the concepts and interfaces exani ned here have
been shaped by specific KD inpl enentations and standardi zati on
efforts, the intention is to highlight which el enents appear reusable
as general design patterns and which renmain specific to the
assunptions and limtations of (KD. In that sense, (KD is treated in
this docunent primarily as an informative exanple w thin a broader
architectural space, and the discussion is franed in a way that
remai ns conpati ble with other quantum networking technol ogi es and
service nodels as they mature

4.1. A QKD Multi-Plane Architecture

Appl ying the SDN and di saggregation principles, QKD infrastructures
have been essentially structured around three different planes
[QITI21]. Wiile we are not tal king about a rigid, |ayered structure,
where a given layer can only provide services to the i medi ate upper

| ayer and consune services fromthe i mediate |ower |layer, it is
worth noting that interactions anong elenents in the different planes
must use well-defined interfaces [ETSI04] [ETSI14] [ETSI15] [ETSI 18],
and these interactions may incorporate a | ayered approach.

In this approach, the Quantum Forwarding Plane (QFP) is in charge of
perform ng the operations (quantum and classical) to ensure the
exchange of the quantum signals or enable the utilization of

persi stent quantum resources, |ike persistent, distributed
entanglement. In KD, the QFP encapsul ates all the functionality
required to obtain an end-to-end secret key across the network. This
inplies the transm ssion of the quantum signals and the execution of
any associated protocols. Note this would require the use of

cl assical procedures, either via a separated physical "classica
channel " [QTTI21] or the reuse of a conmon channel, as proposed in
"packet-oriented" approaches [PSQ\N22]. In this sense, the forwarding
of the keys at intermedi ate nodes in the multi-hop chains used to
overcone current limtations in propagation of quantum signals or
states, has to be considered part of the Q-P, since it is done

excl usively on behalf of the QKD functionality.
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On its side, the Service Overlay Plane (SOP) supports the use of the
keys derived fromthe QFP by applications. This includes the
storage, identification, delivery, and lifecycle managenent of the
units of consunption (keys of different length, delivered according
to specific patterns) at the endpoints of the network. Al network
functionalities at this plane can be considered application-oriented,
with a clear mapping to an overlay data plane in a classical network,
though the SOP el ements should be aware of the nature and specific
needs of the QFP they interact with. Key managenent mechani sms,
beyond key forwarding by internediate nodes, fit within the SOP

Thi s conpri ses nmet hods such as hybridi zati on and augnentati on

techni ques, or the nmeans for synchronizing key identifiers across API
boundari es.

Finally, the Control and Managenent Plane (CWMP) is nmade of the

el ements that create and supervise the state of the network. This
decoupl i ng between network configuration and (general) data
forwarding is supported by the controller, a nediation |logically
centralized el ement between the control capabilities supported by the
elements in the QFP and SOP and the managenment and control functions.
These managenent and control applications rely on the controller,
taki ng advantage of the centralization it provides, to guarantee the
best performance of the network and avoid diverging |ocal contro

deci sions that mght lead to sub-optiml configurations.

Supported by these abstractions, QKD infrastructures are evol ving
froma conglonerate of |inks, where keys derived fromthe protoco
applied to a link are used to secure the conmuni cation between two
entities directly associated to the endpoints of the link, into rea
networks, able to forward a key to be used between any two entities
attached to the network. The entities in the SOP play a key role for
this, supporting the storage, delivery and |ifecycl e nanagement of
the service units being consuned by the applications attached to the
network. These SOP entities, are conmmonly referred as KME (Key
Managenent Entity), acting as key storage for a specific el enent or
elements in the QFP, and providing an endpoint for applications to
request and consune keys for a specific secure interaction. The
interfaces KMEs use to interact with the QFP el ements are usually
provi ded by specific (commonly software-based) conponents, acting as
agents in the QFP, and therefore terned Key Managenent Agent (KMA).
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Several of these KMEsS can be logically grouped into what is called a
KMS (Key Managenent System, supporting a set of related applications
grouped into a trust dommin, and therefore consistently operated by a
corresponding entity in the CMP. The differentiation between KME and
KMS functionalities becomes nore apparent as networks expand and
consol idate, with nany cases of current QKD link-oriented
infrastructures referring to a KM5 as the entity integrating both

rol es.

In sunmary, QKD infrastructures are converging into an extended SDN
nmodel, with two differentiated data planes, controlled in a

coordi nated manner through a common Control and Managenent Pl ane,
that supports aggregated mechani sns for further orchestration. The
QFP/ SOP duality constitutes a common abstract foundation for a
general approach to quantum conmuni cati ons networks, regardl ess of
their final purpose.

4.2. Applying SDN and Network Virtualization Principles

At the application |evel, end-to-end key managenent and end-to-end
key creation are obviously the main target. Since many applications
of these keys are related to classical communications (direct
encryption, key derivation for symretric algorithns, peer identity-)
there is a clear interface for the SOP, with classical network
functions acting as consunmers of the keys or, in general terns, the
bit streams generated by the QFP. Further on, the application of NFV
mechani sms to any network function allows for its inplementation
through software virtualization techniques (virtual machines, para-
virtualization containers, unikernels, etc.), irrespectively of their
application environnents or specific plane. The |ifecycle nmanagenent
of all network functions, of any nature, under a conmon MANO st ack

[ NFVO6], seens the mpst reasonabl e option

Wiile there is a radical difference between the network elenments in
quant um networks and OTN, and therefore interactions in data
forwarding are not feasible, with only two exceptions: the
possibility of sharing physical media, and the use of classica
channel s to support KD algorithns, as it is the case of distillation
channel s in protocols like BB84. |In this case, a proper control of
the path and physical paraneters has to be applied to mnimze
interferences of any nature and guarantee optical classica
connectivity for the quantum al gorithns.

Recent proposals for KD network managenent have explored the use of
operational nodels that radically |everage the virtualization of
control and key managenent functionalities [EVCK25]. For key
exchange, current technol ogy does not allow direct end-to-end quantum
key exchange between di stant nodes. |nstead, key distribution nust
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rely on trusted internediary nodes to transnmt keys hop-by-hop. A
key managenent |ayer where the actions of all nodes are coordi nated
is needed to ensure secure and efficient key distribution
Virtualizing and decoupling key nanagenent fromthe physical KD

devi ces enhances flexibility and scalability, and supports the
integration of hybrid cryptographic strategies, conbining QKD and
post -quantum al gorithnms to ensure security and performance
Additionally, it allows real-tinme performance nonitoring, data-driven
control and managenent, and tailored access and adm ssi on nechani sns

[ ONSA24] .

The virtualized key managenent |ayer acts as an internediary between
the clients and the cryptographic nmaterial generating devices. This
| ayer woul d have as functions both those that fall within the
framework of the SOP defined in previous sections, as well as key
forwardi ng, specific to the QFP. For the latter, each functiona

el ement of this layer, identified as key managers entities in

[ EVCK25], has a forwarding table, which can be dynamically updated
whenever necessary by the control plane. Additionally, they

i mpl ement a token bucket for each application session, to control the
request rate by limting it to an agreed-upon value at the Quality of
Service (QS) |evel

The virtualized control plane can have different functional elenents,
and, as with the key managenent |ayer, several instances of the sane
el ement can be executed as necessary for the correct operation of the
networ k. Foundational elements include: a controller, an access
control and an adni ssion control conponent, a routing nodule, and a
monitoring element. This set allows the execution of network access
policies, ensuring that no unauthorized user or process enters the
network, verifies the configuration paraneters of new sessions opened
by applications, ensuring that they are granted the appropriate QoS,
and performs performance tests on the physical |inks and collecting
statistics on the QKD nodul es, quickly alerting about any failure or
possi bl e attack on the QFP

5. A Franework Architecture for the Quantum I nternet

Based on the avail abl e experi ence on the depl oynent of existing QKD
infrastructures and on the evol ution of SDN-enabled architectures
described in the previous section, this docunment proposes an
architecture framework intended to offer a conceptual comon
framework for the integration of technologies intended to build the
Quantum Internet infrastructure and its integration with the current
I nternet.
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Once we presented in the previous section the | essons | earned from
XD depl oynents, introducing a general architecture applicable to
those deployments, in this section we propose the generalization of
such architecture towards a Quantum I nternet, augnented by the

ext ended SDN approach proposed by the evolved CLAS in [CLASEVQO . In
what follows, we will discuss how this framework architecture would
support the required properties: agility, allowi ng for technol ogy
evol ution, sustainability, fostering infrastructure reuse, and
pliability, supporting operational best practices.

5.1. CLAS and Quantum Net wor ks

As di scussed in the previous section, SDN principles have enabl ed the
base abstractions for the conceptualization of KD infrastructures,
including the services they provide and the required interactions in
the use of classical infrastructure to support the required
connectivity patterns. The original CLAS architecture, as defined by
[ RFC8597], addresses SDN evol ution considering the forwarding
(transport) and service aspects in two separated but coordi nated

pl anes. This approach matches the nulti-plane approach described for
XD infrastructures, though it seenms somehow limted to address the
required interactions with physical connectivity, as well as to

i ncorporate general requirenents regarding automati on to support
convergence wth operational practices.

The new extension of the CLAS architecture, as defined in [ CLASEVQ,
intends to address the current evolution of networks and the services
t hey support introducing new aspects, in particular the

consi derations of distributed conputing capabilities attached to
different points in the network, and the introduction of evidence-
driven techni ques, such as Analytics, Artificial Intelligence (Al)
and Machine Learning (M) to inprove operations by neans of closed-

| oop automati on.

The CLAS framework provides a sound foundation for incorporating the
experience gained with QKD deploynments in a general proposa
applicable to the Quantum Internet, as it is essentially conpatible
with the architectural |essons learned within the QKD fields, and at
the sane tine supports additional degrees of freedomregarding the
integration of control mechanisns, and the interplay with the
(shared) infrastructure and its nmanagenent.

Furt hernmore, we propose here a general network architecture trying to
i ncorporate relevant trends such as cloud nativeness, the integration
of zero-touch managenment, or the considerations about intent. Wth
this in mnd, in what follows a CLAS based architecture frameworks
for quantum communi cati ons networks is introduced, including the
proposed strata and their main characteristics.
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5.2. Strata for Quantum Networks

The CLAS architecture was initially conceived fromthe perspective of
expl oiting the advantages of network progranmability in operationa
net wor ks, conpl enenting and goi ng beyond the traditional |ayered
structure of the original SDN proposal. Follow ng the CLAS

phi | osophy, as proposed in its recent update [CLASEVQ of decoupling
services, additional functionality, and base connectivity, the
architecture of a quantum network shoul d be conposed of:

* A Service Stratum dealing with the functionality related to the
pur pose of the quantum network, and aligned with SOP described for
XKD networ ks above. At this nonment, the nbst general service,
beyond (KD key nanagement, is obviously entangl erent distribution
in a general quantumnetwork. This stratumis intentionally
defined in a technol ogy and service-agnostic way. It does not
assune a fixed layering or a single, primary service. |n addition
to QKD key nanagenent, candi date services include entangl enent
distribution, time synchronization, identity assurance, or
sensing. The service stratum woul d consi der the rel evant service
units (keys, shared states, identities, timelines...), deal wth
their appropriate disitribution and routing, and deliver these
service units as requested by the user application functions. The
concept of service unit beconmes essential here, as the cornerstone
for fundanental network characteristics (addressing, routing,
information structuring...) and for the interface to the
applications using the network. As the discussion on howto
identify and relate keys in a wide-area QKD network is stil
alive, the need to identify howto “pack” qubits in a way usefu
for, say, distributed conputations or teleportation coding, howto
route these packs, and how to request and consune services based
on themis crucial to define how a gl obal quantum network shoul d
be built and operat ed.

* A Quantum Fabric Stratum in charge of the direct application of
quant um protocol s and al gorithns anong the endpoints of a quantum
i nk, whatever their nunber, providing support to bipartite and
multipartite entangl ement distribution. It is inmportant to note
that this stratumnust be able to support the appropriate service
units, but there is no need for a one-to-one nappi ng between those
quant um ent angl ement units and the service units. As exanple, |let
us consi der entangl ement distribution via swapping, which would
likely occur on a pairw se basis at this stratum but needs to be
considered in a collective view to nake sense to the applications
interacting with the service stratum
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* A Connectivity Stratum taking care of providing the paths to
support the quantum |l inks used by the quantum fabric and service
strata. Typically, the connectivity stratumwould be supported by
OIN infrastructure, via fiber and/or open-space |inks, and would
foll ow a conmon connectivity paradigm specifically a circuit-
based or packet-based one. Wile current quantumlinks deal with
OIN infrastructure according to a circuit-based paradigm recent
proposal s are addressing the idea of "quantum packets" [PSQ\N22]

and the connectivity stratumwould have to deal, in general ternms,
with the classical headers of such packets. Furthernore,
classical links are always required for supporting quantum | i nks

procedures, and by any kind of nonitoring, control, and nanagenent
connections. The provisioning of related quantum and cl assi ca
links, and their consistent operation to neet service levels wll
be the main concern of this stratum

This architecture, followi ng the CLAS proposal itself, is built under
the assunption that planes within and across strata conmuni cate
through wel | -defined, open interfaces supporting progranmbility, as
a generalization of the cormon SDN architecture that defines a
controller as a nedi ator between application and network (forwarding)
devices. It includes the archetypal case of a centralized controller
but is not limted to that particular realization. These broader

i nplications of SDN principles are among the main notivation of the
original CLAS proposal in [CLASEV(Q, and it is the main reason for
using it as the base for the framework proposed by this docunent.

The archetypal case of a centralized controller would be the nost
common depl oynent style, but the architecture is able to support nore
di stributed approaches, in which each participating domain runs a
specific instance of the different strata, providing collaboration by
the exposure of tailored information to the other domains via border
protocol s, as proposed in [ALTOQ4], in a way equivalent to the
peering mechani snms in use anmong current |nternet Autonomous Systens.
Even configurations where a particular domain focuses on one or two
of the strata, supporting the other strata being hosted in different
domains is al so conceivabl e.

Based on the images used to illustrate the strata proposed in
[ CLASEVQ and [RFC8597], the rel ationship anong the strata descri bed
above woul d be as shown in the foll ow ng di agram

Application Functions
I\
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Essentially, this architecture nodel incorporates the findings from
XD depl oynents and addresses the requirenents for providing a
general franmework for quantum networks towards the Quantum I nternet.
It is intended to support the evolution of network base technol ogies,
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provi de the degrees of freedom necessary to enconpass different
depl oynent nodels, and align with relevant trends in network
operation, while considering the practical aspects related to
cl assical connectivity.

The proposed architecture will address the evolution of network base
technol ogi es by providing abstractions able to accommpdate to this
evol ution. Considering the stages analyzed in [Q ROAD18], the (KD
depl oynent patterns described in the previous section already cover
"Trusted Repeater Networks" and "Prepare and Measure Networks", and
the general architecture proposed here is able to accomvpdate the
nmore evol ved stages, nanely "Entangl ement Distribution Networks",
"Quant um Menory Networks", "Few Qubit Fault-Tol erant Networks", and
"Quant um Conputi ng Networks". As inmedi ate exanpl es we can consi der
the integration of features in the Connectivity Stratumw th the
other two strata to support entanglenent distribution anong different
| ocations, or the incorporation of future quantumrepeaters into the
Quantum Fabric Stratumto support nore el aborated behaviors of the
Service Stratum

In addition, these network abstractions are intended to provide
specific degrees of freedomfor network design and depl oynent,
through the incorporation of independent resource and control planes
at each stratum G ven the control mnechanisns identified as "SDN
intelligence" on the di agram above are able to expose open
interfaces, the approach for coordinating the different strata via
mechani sms |i ke those defined in [ETSI 18] is totally feasible, and
different aggregation patterns (nmulti-stratum nulti-domain...) and
nodel s (federated, hierarchical...) can be applied. These
aggregation nmechani snms are equally applicable in the case of
telemetry data and their integration with closed-1oop nmechani sns for
aut omation, in support of the required quantum network agility.

The evol ved CLAS proposal in [CLASEVQ explicitly incorporates
current trends in network automation, in whatever the flavor
including Al and intent expressions. This architecture guarantees
the future pliability of quantum networks, in alignment with the
evol uti on of best practices in general network managenent.

Finally, by explicitly addressing the issues related to the
connectivity of quantumlinks, the architecture considers the
interactions with any other rel evant operational aspects required for
provi di ng quantum network services. The direct integration of a
stratum focused on these aspects makes the proposed architecture
better aligned with the sustainability goal

5.3. The Service Unit Concept
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5.3.1. Applying Service Units in QKD Networks

The service units provided by a QKD network have to be uniquely
identified within the network, so they can be properly nmanaged by the
SOP, including their routing across the different required KMVES, the
requests of appropriate links in the QFP, and the managenent of the
lifecycle events related to naking the key available to the
applications willing to use it. It is inportant to note we are

tal king about a service unit, and not a data unit associated with a
particul ar protocol, and therefore what is relevant here are the
identification of the two application endpoints (that should include
a nonce nmechanismto identify the specific pairing) together with
rel evant parameters regarding the key lifecycle, such as its length

and valid tinme-to-live. Wile these are the two essential lifecycle
paraneters, others, as it mght be the case of applicable crypto

al gorithms, could be considered as well. The service unit identifier
is not directional, i.e., it has no source or destination addresses,

as it defines a shared state to be used by two applications. W can
consi der the anal ogy of transport flows in the current Internet,
rat her than packets

The current proposal we are experinenting with advocate for using
URNs [ RFC8141] as endpoint identifiers, taking advantage of their
nature of |ocation-independent, persistent resource identifiers. The
g- conponent of the endpoint URN can be used to carry the nonce part
of the specific application identifier. |f we consider that
I'ifecycle paraneters can be expressed using a specific URNin its
g-conponent, we have that a service unit identifier consists of the
conbi nation of three URNSs.

As an exanple, let’ s consider URNs for application endpoints use the
gkd nanespace id, and that |ifecycle parameters use the URN
gkd: i fecycl e assigned nane, with the paraneters size and valid-
until. A service unit identifier for QKD between two domains, with
roots madqci and quditto, would | ook Iike:

urn: gkd: madqci : cci ps?=nonce=177923
urn: gkd: qudi tto: enul ator:i psec: control | er ?=ni d=af 33017
urn: gkd: 1ifecycl e?=si ze=256&val i d-until| =1750708945

The nature of the endpoint identifiers support the use of any
aggregation and routing nmechanisns, ranging fromstrictly

hi erarchical and centralized schemas based on orchestration

mechani sms to fully distributed routing algorithms. The approach

al so supports the use of non-routable identifiers, l[imted to that a
gi ven domai n or KMS
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The KD service unit identifies a shared state between two
application entities, and therefore cannot be consider directional,
and the concepts of source and destination do not apply here.
Neverthel ess, directionality is relevant in the process of
establishing the QKD service unit, both in terns of its identifier
and of its contents. In the case of the identifier, one of the
application entities will request a service unit to the rel evant KM/
KME it is attached to, identifying itself and the other peer in the
service unit, together with the applicable |lifecycle parameters.

Rel ying on the available route information and the replies of the
internediate elenents in the SOP, the final identifier of the QKD

service unit will be built. The associated content, i.e., the bit
string defining the key to be shared between the two application
endpoints, will be derived fromthe elenments in the participating

links in the QFP and the application of any additional mechani snms
(key encryption, augnentation, trusted node forwarding---) required by
the participating KVEs and the correspondi ng |inks.

5.3.2. Generalizing Service Units

The fact we renmarked above about the (KD service unit being a shared
state between two application entities supports a direct translation
of the concept to apply it in a generalized quantum network. A
service unit in this context will correspond to the shared quantum
states to be consune by the application entities, according to the
goal s of their sharing of these quantumstates. This inplies that a
XD service unit can be considered a specialized quantum service
unit, where the shared state has been sonehow pre-processed to
distill the bits that define the shared key. A simlar pattern could
be applicable to other specialized quantum network applications, as
it would be the case of distributed quantum sensing or netrol ogy.

The identification of such service units can follow the sane patterns
described for the QKD service units, but in this general case with
N+1 URNs, being N the nunber of application entities (two for the
case of bipartite entanglenent) sharing the state, and a final one
defining the lifecycle paraneters. oviously, these paraneters
should differ fromthe ones postulated for KD, and it is possible to
envi sage paraneters such as shared state size (the nunber of
entangl ed states), a tinestanp regarding lifetinme of the shared
state, and others addressing aspects like fidelity. As the quantum
menory technol ogy at the foundation of these shared states evolve, a
clearer view of the paranmeter URN will become available. Experinents
on this issue will be really useful to identify these paraneters and
shape the g-conponent of the paraneter URN
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The content of a QKD service unit is a bitstring corresponding to the
shared key. This bitstring is stored in the nmenories of the
corresponding KMEs, with individual bits differentiated by their
position in the string. Quantum nenories nust be available at the
resource plane of the Service Stratum (SS), and the service unit
shoul d contain the addresses used by those quantum nmenories to
identify the correspondi ng entangl ed states. The el ements equival ent
to the KMEs in the control plane of the SS interact with these
quantum nenories to identify the applicable addresses, and to require
the elenents in the control plane of the Quantum Fabric Stratum (QFS)
to activate the correspondi ng exchanges in the quantum|inks they
operate. Each of the endpoints of these quantumlinks is expected to
provide a functionality equivalent to the agents di scussed for (KD
networ ks, in support of the SS quantum menori es.

For these service units, directionality (the specification of an
origin and a destination) is not applicable, as service units
correspond to a shared state. The only directional elenent that can
be considered is an originator of this shared state, corresponding to
the application el enent requesting the establishnment of the service
unit. This would trigger the SS control plane element attached to
the application to start its route decision procedures and to start
the interactions with the relevant SS control planes to start the
necessary exchanges to establish the shared quantum states. The
structure and del egati on nechani sns provided by URNs all ow for
arbitrary aggregation of prefixes, enabling any kind of routing
style, fromthe aggregation and inter-domai n announcenent simlar (or
conpatible) to BGP in classical Internet to the decision on which
prefixes are announced and how they are routed by neans of SDN
controllers, whether by nmeans of a federation approach or in a

hi erarchical control structure. The approach also supports the use
of non-routable identifiers that cannot be announced outside a given
domai n and can only establish service pairing with other applications
within the sane domain. These nechani sns woul d be applied by the
correspondi ng el enents in the control and managenent planes of the
Service Stratum

As a result of the routing procedures and the interaction anong SS
control plane elenents, there should be corresponding interactions
with elenents in the control planes of the Connectivity Strata (CS)
and the QFS, to verify and require, as needed, the establishment of
the individual entangled states and, as required, the physical |inks
to support them There is a consolidated corpus of interfaces
(usually known as North-Bound Interfaces, NBI) for the control of

cl assical connectivity, and specially of optical l|inks, such as the
TAPI specification [ TAPI 240], and different proposals to sel ect and
establish paths. |t seens necessary to explore and experinent with

simlar interfaces and procedures for the managenent and control of
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quantum | i nks, addressing the challenges already identified in

[ RFC9340] and exploring the inplications of quantum native routing
proposal s as made in [ QUADDR] and, nore recently, in [QNAD]. A
specially significant question is the mappi ng between the entangl ed
states, as identified by the service unit, and the payl oads exchanged
within the QFS.

Finally, a word on the telemetry planes in each of the proposed
strata. It should be obvious the elenents in the control planes at
each of the strata should start nonitoring nechani sns at the invol ved
el ements in the resource planes and activate telenmetry collection
mechani sms.  This brings the requirement of defining and
experinmenting with appropriate nmetrics and telenmetry data nodels for
both the SS and the QFS, as already being defined for QKD
infrastructures [ETSI 23].

5.4. ldentification of Interfaces and Protocols

The architecture proposed in this docunent is intended as a franmework
to evaluate and explore conpatibility anong the different proposals
on protocols and interfaces for the future availability of quantum
features in the global Internet, with the goal of providing a uniform
ref erence nodel to choose and apply the npbst appropriate solutions to
the Quantum I nternet challenges. Wile the reference architecture
does not intend to identify a concrete set of these protocols and
interfaces, it is useful to analyze current proposals and trends, and
provi de sone gui dance on how the franmework can be useful for
assessing the integration of the solutions applicable to the
different elenments that have to converge to realize the Quantum

I nternet.

There is a significant corpus of standards and operational practica
applicable for the Connectivity Stratum sustained by a well

est abl i shed experience in the nanagenent and use of optical and, to
sone extent, satellite-based networks. The differentiation of the

pl anes considered in the CLAS architecture within the Connectivity
Stratum has been comon practice in the depl oynent and operation of

I P converged services over optical networks. The abstractions and
topol ogy views described in the ACTIN framework defined in [ RFC8453]
constitute a solid foundation to describe the functionality of the

pl anes within the Connectivity Stratum and the interfaces to be used
in the interactions with the other strata. An elenent like the Path
Conput ati on El enent (PCE) described in [RFC8637], able to address the
considerations related to quantum connectivity and the inplications
of entangl enment-based distribution, could constitute the core of the
intelligence and telenetry planes. Specific distribution elenents,
able to fulfill the conditions for quantum signals, including the
potential co-propagation with classical signals, and to interface
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with future quantum repeaters [ QREPS], woul d constitute the essenti al
substrate of the resource plane. The current trends in optica

di saggregati on and the use of orchestrated SDN nmechani sms for network
pat h managenent and nonitoring provide a natural path for |everaging
network virtualization nechanisns within the Connectivity Stratum
facilitating their integration.

In what relates to the Quantum Fabric Stratum current best practices
indicate that telemetry and SDN intelligence planes will follow the
sanme directions as the other strata, with virtualized, likely cloud-
native inplenentations for them Even in the case of the resource

pl ane, one can expect the availability of specific software agent

el ements in charge of nanagi ng devices, interacting with the
Connectivity Plane and providing support to the service units

rel evant for the Service Stratum The proposal in [ QJADDR], beyond
the foundations described in [ RFC9340], can be used to exenplify the
mai n obj ective of the franework architecture described in this
docunent. The proposal presents quantum native nechanisns for
routing procedures, and the correspondi ng addressi ng conventi ons
supporting them and considers network-w de mechani sns, structured in
two tiers defining what could be assinmlated to a | ocal domain and an
i nternetworking domain. This proposal can be naturally integrated in
the Quantum Fabric Stratum (QFS), and its SDN-inspired architecture
woul d map the proposed Entangl ement-Defined Controller (EDC) at the
kernel of the SDN intelligence plane. The integration of an
architecture like this within the framework described in this
docunent would require to anal yze the mappi ng between the node
identifiers described in the paper and the service units discussed
bel ow. The choices for the coordination anong the different strata
if the QFS uses an architecture like the one proposed in the

ref erences paper would need to be al so anal yzed: on the one hand, the
interface between the EDC and Service Stratum should be defined, and
the QFS el enments should need to be extended to include its
interactions with the Connectivity Stratum or consider it oblivious
to physical connectivity and | eave the coordination to the Service
Stratum This is the kind of evaluations the synthetic environnents
di scussed in Section 5.5 will be extrenely useful

The di scussion on the foundations of the Service Stratum (SS) is nmade
on the following section, where the concept of service units, as

al ready introduced for the case of KD networks, is anal yzed.
Furthernmore, As a natural consequence of what is discussed above in
the framework of cloud-native KD, the use of network virtualization
techni ques woul d be essential for the Service Stratum at all of
their planes:
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5.

5.

* The SDN intelligence plane, allow ng the dynan c managenent of
service units and their association with the corresponding units
in the Quantum Fabric Stratum

* The telenetry plane, for dynam c nonitoring and data aggregation

* The resource plane, in support of the different nature of the
interactions at the Quantum Fabric Stratum 1like the case of
ent angl ement persi stence beyond direct physical reachability.

The Rol e of Synthetic Environnents

Due to the early stage of nany, if not all, quantum technol ogi es,
experinenting wi th quantum devi ces and equi pment can be seriously
hi ndered by high costs and limted availability. This challenge is
particularly evident for experinentation at the scale required to
val idate network protocols and inter- and intra-strata interfaces.
In this context, synthetic environments, and synthetic testbeds
enabl ed by these environnments, become an essential tool. They enable
the emul ation of quantum network deployments in a fully controlled
setting, allow ng the execution of experiments and trials, protoco
eval uations, and even security anal yses, where potential network
attacks can be tested without conpronmising the integrity of an

al ready built quantum network or a significant nunber of physica
devi ces.

Based on the results introduced in [ KNDT24] for KD networks, the
concept of a Quantum Network Digital Twin (QNDT) provides a
foundation for such environnents. QN\DTs will enable a better
under st andi ng of the properties of the different network el enents,
interfaces, and protocols, and the applicability of the architecture
proposed in this docunment. It is inportant to note that a QNDT is
not a simulation tool, even though sonme of its conponents may apply
simulation functionality to adapt their behavior to that of a quantum
element. Rather, a QNDT represents a distributed classical system
that mrrors the operational behavior of a quantum network,
responding in real time and accurately reproduci ng the dynam cs and
interactions of quantumentities.

In the case of QKD network depl oynments, significant progress has been
achi eved thanks to both practical deploynents, as exenplified in
[EUROQCI] and the early coordinated efforts of standardization

bodi es. These advances include the definition of standardized APIs
that specify the conmmuni cati on neans between quantum nodes and
custoner applications, like [ETSI04], and the integration of network
managenent nechani sns widely adopted in classical communication
systens, |ike the SDN approach defined in [ETSI15]. This coordi nated
efforts have translated into nore flexible, programmable, and
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scal abl e control of quantumresources, facilitating seam ess
interoperability between quantum and cl assi cal infrastructures.
Despite these advances, several aspects of (KD networking remain
under active devel opnent. These include the definition of interfaces
that ensure interoperability across different adnministrative donains,
as well as the design and validation of architectures capabl e of
supporting | arge-scal e depl oynments, that is, networks conprising
hundreds of interconnected nodes. 1In this regard, platforns such as
the one described in [QUDI TTQl offer a valuable opportunity, as they
enabl e the enul ation of |owlevel quantum network behavi ors using
classical conputational resources. Such synthetic environnents
provi de the neans to nodel and anal yze conpl ex network scenarios that
are currently unattainable in fully physical experinental testbeds.

When consi deri ng general - pur pose quantum networks, particularly those
based on entangl enent distribution and managenent, the role of
synthetic environnents becones even nore significant. Unlike QKD

net wor ks, whose architectural and operational principles are
relatively well understood, entangl enent-based networks are still in
an early stage of devel opnent. Many fundanental networking aspects,
such as entangl ement routing, resource scheduling, and inter-|ayer
coordi nation, remain open research questions, with a crucial |ack of
practical validation. 1In this context, QNDTs offer a unique
opportunity to accel erate progress: by enabling controlled emrulation
of quantum states, interactions, and network behaviors, they allowto
test novel architectures, evaluate protocol perfornmance, and expl ore
scal ability under realistic yet fully reproducible conditions.

However, the devel opnment of a general - purpose QNDT introduces its own
set of challenges. Such a systemnust not only emulate the

functi onal behavi or of quantum conponents but al so ensure that the
underlying classical infrastructure responds within the sanme tenpora
and operational constraints as its quantum counterpart, thereby
enabling accurate validation of protocols and network strategies.

Mor eover, unlike QKD networks where standardi zed interfaces and APIs
have al ready been established (or are at |east energing), no

equi val ent standards currently exist for general quantum networks.
Consequently, a QNDT nmust be designed to be inherently flexible and
ext ensi bl e, capabl e of acconmpdati ng evol vi ng definitions of

i nterfaces, comunication protocols, and architectural abstractions.
In this regard, the QONDT once again beconmes a key enabler for the
devel opnment, integration, and testing of these foundational el enents.

Bui | di ng upon the above di scussion, two primary chal |l enges nust be
addressed as prerequisites for constructing a fully functional QNDT
First, it is necessary to devel op a nechani sm capabl e of handling the
quant um speci fic aspects of the system executing sinulations and
distributing results across nodes, resulting in the enulation of the
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guant um behavi or of network el ements within the underlying classica
infrastructure. Second, there nust be a definition of a niniml set
of core primtives or instructions that serves as the foundation for
constructing nore advanced nechani sns, such as standardi zed

i nterfaces and comuni cati on et hods between network el ements and
external systens. Together, these two pillars will establish the
groundwork for a QNDT franmework capable of evolving in parallel with
t he broader quantum networki ng ecosystem

The core quantum enul ati on nechani sm for such an environnent,
according to the current state of the art, would be the Q\DT

emul ati on engi ne, based on a centralized simulati on conponent
designed to execute the sinulations needed to enul ate the quantum
behavi or of all network elenments. This engine may rely on quantum
networ k sinmul ators such as [ NetSquid], [SeQUeNCe], or [QuNetSinj.
However, these platforns alone do not fulfill the requirenents of a
QN\DT, since, as discussed above, a ONDT is not a sinulation of the
network but a distributed classical systemthat replicates the
behavi or of a real quantum network. Therefore, the centra

simul ati on el enent nust be conplenmented by a result distribution
mechani sm for exanple, through a publish/subscribe (Pub/Sub)
protocol. In such a setup, network el ements subscribe to topics
rel evant to their operation and can comruni cate with the centra
simulati on tool both to request simulations and receive results

t hrough asynchronous interactions.

Anot her essential aspect concerns the handling of tenpora

consi stency between the “sinulation time” , i.e., the time required to
execute a simulation, and the “sinulated tine,” i.e., the time the
simulation calculates the real systemwould take to performthe sane
operation. Since simulation tinme is generally shorter than sinulated
time, the QNDT nust incorporate |logic ensuring that results are
delivered only after the appropriate sinul ated del ay has el apsed.

Thi s guarantees that the QNDT responds within the sane tenpora
boundaries as its physical counterpart, thereby preserving the

fidelity and realismof the enul ated network behavi or

In addition, to maintain state realismwithin the Q\NDT, it is crucial
to take into account the natural decoherence and noi se dynam cs of
quantum states over tine. For instance, when entangled states are

di stributed anong the participating nodes and stored for a period

bef ore bei ng used in subsequent operations, the QNDT nust enul ate the
gradual evol ution and degradation of these states. This entails
tracking the el apsed time between state creation and use, and
updating the state accordingly before executing the next instruction
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6. Related Standardization and | ndustry Wrk

A nunber of standardization bodies and industry/consortiumefforts
are devel oping architectural concepts, interfaces specifications, and
operational practices that are relevant to the franework presented in
this docunment. The following briefly positions those activities as
external reference points.

6.1. ITUT

The International Tel ecommunication Union Tel ecomuni cation

St andardi zation Sector (ITU-T) initiated in 2018 the first work item
on the concept of (KD networks with Recomrendation Y.3800 [ITUY3800].
Since then, it has built an extensive body of Recommendati ons around
XKD networks, incluiding functional arcchitecture [ITUY3802] and
protocol framework material [ITUX160]. In the context of this
docunent, these ITU-T outputs are best read as mature exanples of how
one quantum service ((KD) has been deconposed into functions,

i nterfaces, and operational procedures. They are useful as
comparative input when discussing interface patterns, managenent
hooks, and operational decomposition

The evolution toward the Quantum Internet is being addressed in ITUT
t hrough several conplenmentary initiatives. Technical Report Y.TR Q\
UC [I TUTRONUC] col |l ects and anal yses uses cases of quantum networks
beyond (KD, drawi ng on deliverables fromthe I TU- T Focus G oup on
Quantum I nformati on Technol ogy for Networks (FG Q T4N, active
2019-2022). These use cases enconpass entangl ement distribution,

di stributed quantum sensi ng, quantum enhanced cl ock synchroni zati on,
and distributed quantum conputing, providing a networking-oriented
characterization of the services that a general Quantum I nternet
shoul d support. The draft Technical Report YSTR QN\-TB [I TUQNTB],
anal ysi ng quantum network testbeds gl obally, conplenents this
perspective by identifying the architectural commonalities and

i nterface gaps across existing experinmental infrastructures,
providing a grounded basis for future standards worKk.

6.2. ETS

The European Tel ecomruni cations Standards Institute (ETSI)
established the Industry Specification Goup on Quantum Key
Distribution (1SG QKD) in 2008, which has produced a set of G oup
Specifications that are particularly relevant as concrete,

i mpl ement abl e interface exanples for a quantum enabl ed service. ETS
has specified key delivery APIs [ETSI04][ETSI 14], a SDN contro
interface [ETSI15], a orchestration interface [ETSI 18], and a

moni toring data nodel for KD networks [ETSI23]. This work has had
direct operational relevance, underpinning the deploynents that
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constitute the experience base from which the architecture proposed
here is derived. At the same time, the |1 SG KD scope has been

del i berately bounded to QKD, |eaving the broader quantum networKki ng
chal | enges outside its nmandate.

I n Septenber 2025 the ETSI Board approved the creation of a new
Techni cal Conmittee on Quantum Technol ogies (TC QT). The prinmary
objective of this new conmrittee is to devel op specifications

addr essi ng quant um comuni cati ons and quantum networ ks acr 0ss
multiple sectors, explicitly including quantum networking for

di stributed conputing and cryptography, satellite quantum
communi cati ons, quantum sensi ng, and quantum random nunber
generation. It is the successor forumfor the broader scope that |SG
XD cannot address, and its initial work programincludes a Technica
Report mappi ng the quantum ecosystem and i dentifying cooperation
opportunities, as well as a Quantum Technol ogi es radar docunent
tracking the maturity of the rel evant technol ogy areas.

6.3. ISOIEC

In January 2024, the International El ectrotechnical Comm ssion (IEQC
and the International O ganization for Standardization (1SO jointly
established I SO I EC Joint Technical Conmittee 3 (JTC 3) on Quantum
Technol ogi es. The scope of JTC 3 covers quantum i nfornmation
technol ogi es (quantum conputi ng and quantum si rmul ati on), quantum
met r ol ogy, quantum sources and detectors, quantum comruni cations, and
fundamental quantum technol ogies. It was created as a structured
mechani smto devel op fundanmental standards for quantumtechnol ogy,

i ncluding those related to quantum comuni cation

6.4. Industry and consortia

Beyond formal standards bodi es, several large-scale initiatives and
industrial efforts are generating the experinental evidence and
operational experience that will eventually inform normative
standards work on the Quantum Internet. Recent public mlestones

i ncl ude depl oyments and denonstrations on existing fiber plant and
the enmergence of software stacks that abstract hardware heterogeneity
to enable multi-node quantum applications [ HSESNY]. Large consortia
are buil ding ecosystem roadmaps and testbed prograns ai ned at

evol ving from point solutions toward repeaters/nenories and

entangl ement distribution at scale. The Quantum Internet Alliance
[QA] is one prom nent European exanple in this direction
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8.

8.

1.

These industry activities reinforce the need for a franework that can
(i) conpare alternative architectural deconpositions, (ii) map

di verse services into a common vocabul ary, and (iii) remain flexible
as technol ogy noves from QKD-centric depl oynents toward entangl enent -
centric networKking.

Security Considerations

The general considerations nmade in [ RFC8597] apply, as well as an
el aboration on the follow ng points regarding:

* The requirenents on mutual authentication in the channels used for
quantum interactions, as they should require nethods rooted at
physi cal properties.

* Specific physical attacks related to the particul ar quantum
mechani sns in use by the quantum fabric stratum

* The interaction of these physical attacks with classical attacks
to the control and nonitoring activities, possibly translating
into a threat surface augnentation

* The trust issues in inter-donmain exchanges, especially at the
control and managenent pl anes.

Furthernmore, as the identification of interfaces and protocols
progresses other considerations will be required. |In particular, the
security considerations included in the docunents referenced for the
Connectivity Stratum [RFC8453] and [ RFC8637] apply to the proposed

f ramewor k.
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