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Abst ract

Internet measurenent is inportant to researchers fromindustry,
academ a and civil society. Wile neasurenent of the internet can
give insight into the functioning and usage of the Internet, it can
present risks to user privacy. This docunent describes briefly those
risks. It also outlines considerations for researchers to reference
when designing internet neasurenments to ensuring that those
measurenents can be carried out with user safety as a priority.

Not e

This docunent is a draft. It is not an | ETF product. |t does not
propose a standard. Comments are solicited and shoul d be addressed
to the research group’s mailing list at pearg@rtf.org and/or the
aut hor (s).

The sources for this draft are at:
https://github. com | RTF- PEARG dr af t - saf e-i nt er net - neasur enent
Status of This Menp

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Measurenment of the internet provides inportant insights and is a
growi ng area of research. Simlarly the internet plays a role in
enhanci ng research nethods of different Kkinds.
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Perform ng research using the Internet, as opposed to an isol ated
testbed or sinulation platform neans that experinments co-exist in a
space with other services and end users. Researchers using the
Internet as part of a scientific experinent include academ c,
industry and civil society researchers. This docunent outlines

consi derations for such researchers so they may nitigate risks to the
safety of end users and other services.

It is common today for certain internet measurenents to require an
ethics revi ew before gai ning approval and to report details of that
reviewin the resulting work. Previous work in the area of ethica
concerns includes the Menlo Report [ Menl oReport] and its conpanion
docunent [ Menl oReport Conpani on], [Ethical Concerns for Censorship
Measurenment] as presented at S| GGCOMW and [ Operationali zi ng
Cybersecurity Research Ethics Review From Principles and Guidelines
to Practice] as an exanple of ethical guidelines. Many organi zations
publ i sh specific guidelines around safe neasurenents e.qg.

[ Tor Saf et yBoar d] .

The neasurenent | andscape and community is wide and varied. The
specific context for Internet neasurenents should be taken into
account by researchers/reviewers and applied appropriately. This
docunent does not attenpt to supersede any recomendati ons such as
those cited above, but rather to act as a point of reference for high
| evel considerations with particular enphasis on user consent and
data collection. 1In the growing area of research that includes
internet neasurenment we see this work as part of a larger effort to
better equip review boards to eval uate internet nmeasurenent nethods.
Future work may specialize these considerations for specific types or
contexts of internet neasurenent.

2. Scope of this docunent

The docunent contains considerations for how to nmeasure the internet
while prioritizing user safety. The considerations are particularly
germane to projects that involve the generation, collection and/or
anal ysis of traffic from humans. Wen perform ng research on a

pl atform shared with live traffic fromusers, that research is
considered safe if and only if the users and others are protected
fromor unlikely to experience danger, risk, or injury arising due to
the research, now or in the future

* The considerations presented here are not an exhaustive list.
Dependi ng on the measurement there may be other factors that need
to be taken into account when evaluating the safety of the
nmeasur enent .
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3.

* Foll owi ng the considerations contained within this docunent are
not a substitute for institutional ethics review processes,
al t hough these considerations could help to informthat process.

* Simlarly, these considerations are not |egal advice. Local |aws
must be considered before starting any experinent that could have
adverse inpacts on user safety.

* The scope of this document is restricted to considerations that
mtigate exposure to risks to user safety when neasuring
properties of the internet: the network, its constituent hosts and
l'inks, or user traffic.

Ter m nol ogy

Threat nodel: A threat is a potential for a security violation, which
exi sts when there is a circunstance, capability, action, or event
that could breach security and cause harm [ RFC4949].

User: For the purpose of this docunent, an internet user is an

i ndi vi dual or organi sati on whose data is used in conmuni cations over
the internet, and nost broadly, those who use the internet to
comruni cat e.

Active nmeasurement: Active neasurements generate or nodify traffic.

Passi ve neasurenment: Passive neasurenents involve the observation of
existing traffic without active intervention

On/ of f-path: A neasurenent that is on-path happens on the network.
Of-path indicates activity in a side-channel, end-point or at other
poi nts where the user, their connection, or their data can be
accessed.

One-/two-ended: A one-ended neasurenent is |like a probe or a trace.

A nmeasurenment with two-ended control requires the cooperation of both
endpoi nts, which might include the network itself if that is the
neasur ement target.

Potential user inpact from neasurenent studies

Any concei vabl e i nternet neasurenent study might have an inpact on an
internet user’'s safety. The measurenent of generated traffic nmay
also lead to insights into other users’ traffic indirectly as well.

It is always necessary to consider the best approach to mitigate the
i npact of measurenents, and to bal ance the risks of neasurenents

agai nst the benefits to inpacted users.
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Sone possi ble ways in which users can be affected as a result of an
i nternet neasurenent study:

Breach of privacy: User privacy can be affected or violated in many
ways. The first consideration is at the stage of data collection
itself. First-order data, such as name, can distinguish a person
Second- order data, such as |IP address, can be used to track

behavi our. The second privacy risk is an internet user’s data being
shared beyond that for which a user had given consent, through
accidental, malicious or conpelled disclosure. A third privacy
consideration relates to the risk of re-identification or de-

anonym zation of obfuscated or masked user data. [Kenneally]

I nadequat e data protection: A scenario where data, either in transit
or at rest, lacks sufficient protection fromdisclosure. Failure to
nmeet user expectations for data protection is a concern, even if it
does not result in unauthorized access to the data. This includes
cases of inproper access control (i.e. people having access to user
data who do not need it).

Traffic generation: A scenario where undue traffic is generated to
traverse the internet.

Traffic nodification: A scenario where users’ on-path internet
traffic is non-consensual |y nodifi ed.

| mper sonation: A scenario where a user is inpersonated during a
nmeasur enent .

Legal : Users and service providers are bound by a w de range of
policies from Terns of Service to | aws, each according to context and
jurisdiction. A measurement study may violate these policies, and
the consequences of such a violation my be severe. At the sane
time, legal requests may conpel disclosure of sensitive data to
governnent entities or to courts in lawsuits. [Kenneally]

Unavai l ability: Users or other entities may rely on the information
or systenms that are involved in the research and they may be harned
by unexpected or planned unavailability of that information or
systens [ Menl o].

System or data corruption: A scenario where generated or nodified
traffic causes the corruption of a system This covers cases where a
user’s data may be |l ost or corrupted, and cases where a user’s access
to a systemmay be affected as a result.
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Enotional trauma: A scenario where a measurenent of or exposure to
content or behaviour in an internet measurenent study causes a user
enotional or psychol ogi cal harm

5. Considerations
5.1. General Considerations
5.1.1. Analyze the risks and benefits

The benefits of internet neasurenent shoul d outwei gh the risks.
[ Menl o] [ Kenneal | y]

I nternet measurenents studies should generally advance know edge and
create meani ngful results. Benefits of internet measurenents studies
can include but are not limted to analysis of internet topol ogy;
under standi ng the effect or preval ance of new internet technol ogies,
protocol s or applications; characterisation or prevention of malware
or other security and privacy threats, and much nore. [Kenneally]

The risks of internet neasurenent studies, particularly to user
safety, are summarised in Section 1.3. Consider those risks, but

al so of auxiliary data (e.g. third-party data sets). Note that while
a privacy risk may not be imredi ately apparent or realisable, in the
future increased conputing power may then nake something possi bl e.

Ensuring that a project’s benefits outweigh its risks nmeans the
application of the considerations, but also through regular community
feedback (particularly fromthose who will ostensibly benefit or be
at risk through the project), proper auditing of the study, and

i npact assessnents.

Exanpl e: A research project rel eases encrypted payl oads as a met hod
for mnimsing exposure of sensitive user data. However the
encryption could be trivially broken in the future with typica

i ncreases in conputing power.

5.1.2. Transparency and accountability

Have “a general policy of openness about devel opnents, practices and
policies with respect to personal data.” [OECD

Despite best intentions, things fall apart. |In the case of any
adverse events, researchers should “responsibly inform affected

st akehol ders.” [Menlo] Were contacting users is not feasible,

i nformati on about discovery of security vulnerabilities, inprovenents
and fixes, data conpronise, instances of unauthorized access to

i nformati on shoul d be published publicly.
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If possible, institute a regular accountability and reporting
mechani sm such as an annual review by an advisory board. Such
regul ar accountability nmechani sns can include an assessnment of the
experinment’s inpact on user safety and privacy, analysis of security
events, and an eval uation of whether the experinment is neeting its
expected goal s.

5.1.3. Identification of traffic

Proactively identify your neasurement to others on the network
"This allows any party or organi zation to understand what an
unsol i cited probe packet is, what its purpose is, and, nost
importantly, who to contact."[RFC9511]

Exampl e: For a layer 3 I P packet probe you could mark measurements
with a probe description URI as defined in RFC9511.

This guideline may be ignored if and only if attribution runs
contrary to the purpose of the measurenent study or woul d ot herw se
render it ineffectual. For exanple, for an experiment collecting

i nformati on about |ocal internet censorship, the network may provide
different results if the connections can be identified as serving

t hat purpose.

5.2. (Obtaining consent fromusers

Accountability and transparency are fundanentally related to consent.
As per the Menlo Report, "Accountability demands that research

met hodol ogy, ethical evaluations, data collected, and results

gener ated shoul d be docunented and made avail abl e responsibly in
accordance with bal ancing risks and benefits.” [Menlo] A user is
best placed to bal ance the risks and benefits for thensel ves
therefore consent nmust be obtained. Fromnost transparent to |east,
there are a few options for obtaining consent.

5.2.1. Informed consent

I nfornmed consent should be collected fromall users that may be
pl aced at risk by an experinent.

For consent to be inforned, a reasonable coverage of possible risks
must be presented to the users. The considerations in this docunent
can be used to provide a starting point, although other risks may be
present dependi ng on the nature of the measurenents to be perforned.
In addition, it should be clear fromthe | anguage of consent request
who the asker is, and what the terns of data observation and/or
collection are.
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Exanpl e: A researcher would |ike to use vol unteer-owned nobile
devices to collect informati on about |ocal internet censorship.
Connections will be attenpted by the volunteer’s device with services
and content known or suspected to be subject to censorship orders.

Thi s experinent can carry substantial risk for the user depending on
their specific circunstances. Trying to access censored material can
be seen as (network) policy infringenent or breaking |aws.
Consequences can range fromdisciplinary action fromtheir enpl oyer
to inprisonnent by governnent authorities. |[|f the experinmenter wants
to expose volunteers to this kind of risk, users nust be fully

i nformed, and voluntarily give consent to run the neasurenent. Even
then, experimenters should seriously consider designing their
experinent in another way.

Note that inforned consent is notoriously tricky to obtain.
Conveying all possible risks of a neasurenent is often sinply

i npractical, depending upon how technical the user audience is, the
context of the consent pronpt, what the tool is normally used by
users for, etc. In addition, consent can have network effects. For
exanpl e, asking a user to consent to sharing information about their
conmuni cation with others can have inpacts on users who have not
personal ly consented to the study.

5.2.2. Proxy consent

In cases where it is not practical to collect informed consent from
all users of a shared network, it may be possible to obtain proxy
consent. Proxy consent may be given by a network operator or

enpl oyer that would be nmore famliar with the expectations of users
of a network than the researcher

In sone cases, a network operator or enployer may have terns of
service that specifically allow for giving consent to third parties
to performcertain experinents.

Exanpl e: Some researchers would like to performa packet capture to
determne the TCP options and their values used by all client devices
on a corporate wrel ess network.

The enpl oyer may already have terns of service laid out that allow
themto provide proxy consent for this experinent on behalf of the
enpl oyees, in this case the users of the network. The purpose of the
experinment may affect whether or not they are able to provide this
consent. Say, perform ng engineering work on the network may be

al | oned, whereas acadenic research nay not be already covered
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Exanpl e: A research project |ooks at networked "things", yet users
only interface with the network is through a device that does not
provide interaction to the degree that would be sufficient to obtain
i nformed consent at tinme of use.

However in this case the user can be informed of the use of data for
i nternet nmeasurenment research in the device’'s terns of use and
privacy notice, which can be included in a printed, physical manua
for the device or accessed at any tinme via a webpage. These are
exanpl es of proxy consent such that the device manufacturer may
choose to share data under certain specified conditions, or to
conduct their own nmeasurenents.

5.2.3. Inplied consent

In larger scal e measurenents, even proxy consent collection nay not
be practical. In this case, inplied consent nmay be presuned from
users for some neasurenents. Consider that users of a network will
have certain expectations of privacy and those expectations nay not
align with the privacy guarantees offered by the technol ogi es they
are using. As a thought experinment, consider how users m ght respond
if asked for their informed consent for the nmeasurenents you' d |like
to perform

I mpli ed consent should not be considered sufficient for any
experinment that may collect sensitive or personally identifying
information. |If practical, attenpt to obtain inforned consent or
proxy consent froma sanple of users to better understand the
expectations of other users.

Exanpl e: A researcher would like to run a neasurenment camnpaign to
det erm ne the nmaxi mum supported TLS version on popul ar web servers.

The operator of a web server that is exposed to the internet hosting
a popul ar website would have the expectation that it nay be included
in surveys that | ook at supported protocols or extensions but would
not expect that attenpts be nade to degrade the service with |arge
nunmbers of simnultaneous connecti ons.

Exampl e: A researcher would like to performA/B testing for protoco
feature and how it affects web perfornance. They have created two
versions of their software and have instrunented both to report
telemetry back. These updates will be pushed to users at random by
the software’ s auto-update framework. The telenetry consists only of
performance netrics and does not contain any personally identifying
or sensitive information
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As users expect to receive automatic updates, the effect of changing
the behavi our of the software is already expected by the user. |If
users have already been informed that data will be reported back to
the devel opers of the software, then again the addition of new
metrics would be expected. Note that the reduced inpact of A/B
testing should not be used be an excuse to push updates that night
conprom se user expectations around security and privacy.

In the event that sonething does go wong with the update, it should
be easy for users to discover that they have been part of an
experinment and roll back the change, allowing for explicit refusal of
consent to override the presuned inplied consent.

5.3. Data collection and sharing
5.3.1. Data collection and nmininiszation

When col | ecting, using, disclosing, and storing data froma

measur enent, use only the minimal data necessary to performa task
Reduci ng the anmount of data reduces the anount of data that can be
m sused or | eaked.

When deciding on the data to collect, assune that any data collected
m ght be disclosed. There are many ways that this could happen,
through operational security m stakes or conpul sion by a state

aut hority.

When directly instrunenting a protocol to provide netrics to a
passi ve observer, see section 6.1 of RFC6973 [RFC6973] for the data
m nim zati on consi derations enunerated bel ow that are specific to the
use case.

5.3.1.1. Collect the m ni num anount of data

Collect only that data that is required to performthe study and
di scard data that is not required

When perform ng active measurements, be sure to only capture traffic
that you have generated. Traffic may be identified by IP ranges or
by some token that is unlikely to be used by other users.

Again, this can help to inprove the accuracy and repeatability of
your experinment. For performance benchmarking, [RFC2544] requires
that any frames received that were not part of the test traffic are
di scarded and not counted in the results.
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5.3.1.2. Store data securely

Data should be stored in a secure |location, with appropriate access
controls and full-disk encryption if possible. Access to the
nmeasur enent data should be minimzed to only those personnel who
require access to performresearch

5.3.1.3. Mnimzation techniques

For any data collected eval uate which mninization techni ques can and
shoul d be applied to that data in order to mnimze the risk to users

whilst still safely providing sufficient data for the measurenent to
be effective. A range of pseudo-anonymi zation or anonym zati on
techni ques are avail abl e [ ADD REFERENCES]. |P addresses are

particularly identifying..
5.3.1.3.1. Mask data

Mask data that is not required to performthe task. This technique
is particularly useful for content of traffic to indicate that either
a particular class of content existed or did not exist, or the length
of the content, but not recording the content itself. The content
can be replaced with tokens or encrypted.

It is inportant to note that nmasking data does not necessarily
anonym ze it [SurveyNetworkTraf fi cAnonymi sati onTech].

5.3.1.3.2. Aggregate data
When col l ecting data, consider if the granularity can be linmted by
usi ng bins or adding noise. Differential privacy techniques
[Differential Privacy] can help with this.

Exanpl e: [Tor.2017-04-001] presents a case-study on the in-nenory
statistics in the software used by the Tor network.

5.3.1.3.3. Reduce the accuracy
There are various techniques that can be used to reduce the accuracy

of the collected data and nmake it less identifying while stil
nmeeting the needs of the neasurenent.

Learnmonth, et al. Expires 29 July 2026 [ Page 11]



I nternet-Draft Saf e I nternet Measurenent January 2026

The use of binning to group nunbers of nore-or-1less continuous

val ues, coarse categorization in nmodeling, reduction in
concentrations of |IP address by geography (geoip) or other first- or
second-order identifiers, the introduction of noise and all privacy-
preserving neasurenent techniques that allow researchers to safely
conduct internet measurenent experiments without risking harmto rea
users [Janson].

5.3.2. Data Sharing

Further to use of neasurement data, data is often shared with other
researchers. Measurenment data sharing cones with its own set of
expectations and responsibilities of the provider. Likew se there
are responsibilities that come with the use of others’ measurenent
data. One obvious expectation is around end-user consent (see
"I'nplied consent” above). Allnan and Paxson [Al |l man] provide "a set
of guidelines that aimto aid the process of sharing neasurenent

data... [in] a framework under which providers and users can better
attain a nutual understanding about how to treat particular
dat asets. "

Their guidance for data providers is to:

* explicitly indicate the terns of a dataset’ s acceptable use
* convey what interactions they desire or will accomvpdate.
Their gui dance for researchers is to:

* be thoughtful in the reporting of potentially sensitive
i nformation gl eaned from providers’ data.

* conply with the indications and interactions of the data
provi ders.

Exanpl e: Researchers have obtai ned network neasurenent data from nore
than one provider for purposes of conducting analysis of protocol use
on both. Were privacy paritioning techniques are used, the
researchers’ findings may inadvertently collude to uncover private

i nformati on about users. Once realised, researchers should nmtigate
this privacy risk to end users as well as disclosing this result to
the data providers thensel ves

5.4. Inpact on the network
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5.4.1. Inpact on others’ infrastructure

If your experiment is designed to trigger a response from
infrastructure that is not your own, consider what the negative
consequences of that may be. At the very |least your experinment wll
consunme bandwi dth that may have to be paid for

In nore extrene circunstances, you could cause traffic to be
generated that causes |egal trouble for the owner of that
infrastructure. The internet is a global network that crosses many
| egal jurisdictions and so what may be | egal for one is not
necessarily |egal for another

If you are sending a lot of traffic quickly, or otherw se generally
deviating fromtypical client behaviour, a network may identify this
as an attack which neans that you will not be collecting results that
are representative of what a typical client would see.

One possible way to mtigate this risk is transparency, i.e. mark
measurenent-rel ated data or activity as such. For exanple, the
popul ar internet neasurenent tool ZMap hardcodes its packets to have
IP 1D 54321 in order to allow identification [ZVap].

5.4.2. Miintain a "Do Not Scan" |i st

When perform ng active measurements on a shared network, maintain a
list of hosts that you will never scan regardl ess of whether they
appear in your target lists. Wen devel oping tools for performng
active nmeasurenent, or traffic generation for use in a |arger
measur enent system ensure that the tool will support the use of a
"Do Not Scan" Iist.

If conplaints are nade that request you do not generate traffic
towards a host or network, you should add that host or network to
your "Do Not Scan" list, even if the request is automated. However
it seens reasonable that these requests could be evaluated in
context. (For exanple in censorship nmeasurenment it would be
comrensurate to ensure the request isn’'t an attenpt to hide the fact
that a certain target is unreachable in a particul ar geography.)

You nay ask the requester for their reasoning if it would be usefu
to your experinment. This can also be an opportunity to explain your
research and offer to share any results that may be of interest. |If
you plan to share the reasoni ng when publishing your neasurenent
results, e.g. in an academ c paper, you nust seek consent for this
fromthe requester.
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Be aware that in publishing your measurement results, it may be
possible to infer your "Do Not Scan" list fromthose results. For
exanple, if you nmeasured a well-known |ist of popular websites then
it would be possible to correlate the results with that list to
determne which are mssing. This inference mght [eak the fact that
those websites specifically requested to not be scanned.

On the other hand there may be benefits to publish your "Do Not Scan"
list including the opportunity to reconsider the list over tineg,
invite feedback, ensure research reproducibility, or bootstrapping

ot her neasurenent projects or tools.

6. Security Considerations

Thi s docunent as a whol e addresses user safety considerations for
i nternet neasurenent studies, and thus di scusses security

consi derati ons extensively throughout regarding collection and
storage of user data.

7. | ANA Consi der ati ons
Thi s docunent has no actions for | ANA
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