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Abst ract

Digital Twin technol ogy has seen rapid adoption in Industry 4.0. The
application of Digital Twin technology in the networking field is
meant to devel op various rich network applications, realize efficient
and cost-effective data-driven network nmanagenent, and accel erate

net wor k i nnovati on.

Thi s docunent presents an overvi ew of the concepts of Network Digital
Twi n, provides the basic definitions and a reference architecture,
lists a set of application scenarios, and di scusses such technol ogy’s
benefits and key chal | enges.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 31 August 2026.
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1. Introduction

The rapi d expansi on of network scale and the increasing demands on
these networks necessitate their dynam c adaptation to customer
needs, presenting significant chall enges for network operators.

Net wor k operati on and nai nt enance are beconi ng increasingly conpl ex
due to the advanced nature of the networks and the sophisticated
services they provide. Consequently, introducing innovations in

net wor k technol ogi es, managenent, and operations is becomi ng nore
chal l enging due to the high risk of disrupting existing services and
the elevated costs of trials without reliable emulation platforns.

A Digital Twin is areal-tine digital representation of a physica
entity. It features virtual-reality interrelation and real-tine
interaction, iterative operation and process optinization, and ful
Iife-cycle, conprehensive data-driven network infrastructure.
Digital Twi ns have gai ned w despread recognition in academ c
publicati ons and are now being w dely adopted for Industry 4.0 use
cases. The reader may refer to Section 3 for nore details.

A Digital Twin for networks can be created by applying Digital Twin
technol ogies to networks, resulting in a virtual replica of rea
network facilities (emulation). A Network Digital Twin (NDT) is an
advanced platformfor network emul ation, serving as a tool for
scenari o planning, inpact analysis, and change managenent. Unlike
conventional network simulation, it features an interactive virtual -
real mapping and a data-driven approach to establish cl osed-I|oop

net wor k aut omati on.

Integrating a Network Digital Twin into network managenent all ows
engi neers to assess, nodel, and refine optim zation strategies under
real conditions but in a risk-free environnent. This ensures that
only the nost effective changes are inplenented in the real network,
foll owi ng thorough validation and control checks. Moreover, a
Network Digital Twin captures and aggregates critical data for

anal yzing the root causes of network failures, anomalies,
vulnerabilities, etc. It also offers a sandbox for testing

hypot heses, exercising mtigation scenarios, and validating data-
driven insights wthout affecting end-users.

Through the real -tine data interaction between the real network and
its twin network(s), the NDT platformw |l provide the data for NDT-
based applications and network designers to achi eve greater
sinmplification, automation, resilience testing ("what-if" scenarios),
and full life-cycle operation and infrastructure naintenance.

Zhou, et al. Expi res 31 August 2026 [ Page 3]



I nternet-Draft Network Digital Tw n Concept February 2026

2. Term nol ogy
2.1. Acronyns and Abbreviations
Al: Artificial Intelligence
I BN: I ntent-Based Networking
M.:  Machi ne Lear ni ng
NDT: Network Digital Twin
SDN: Sof tware Defined Networking
2.2. Definitions
Thi s docunent nakes use of the follow ng terns:

Digital Twin: Digital counterpart of a physical system (twi n) that
captures its attributes, behavior, and interactions and is
(continually) updated with the latter’s perfornmance, maintenance,
and health status data throughout the physical systenis life
cycl e.

Network Digital Twin: A digital representation that is used in the
context of Networking and whose physical counterpart is a data
network (e.g., provider network or enterprise network). This is
also called, digital twin for networks. See nore in Section 4.

Physi cal Network: Network entities conposed of network
i nfrastructure (physical network el enments, virtual network
el ements, network topol ogy, physical connectivities anong network
el ements, etc.) that the digital twin is designed to replicate and
represent virtually.

3. Introduction of Concepts
3.1. Background of Digital Twn

The concept of the "twin" dates to the National Aeronautics and Space
Admi ni stration (NASA) Apollo programin the 1970s, where a replica of
space vehicles on Earth was built to mirror the condition of the

equi prrent during the mssion [ Rosen2015].

In 2003, Digital Twin was attributed to John Vickers by M chae
Grieves in his Product Lifecycle Managenent (PLM course as "virtua
digital representation equivalent to physical products"”
[Gieves2014]. Digital Twin can be defined as a virtual instance of
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a physical system (twin) that is continually updated with the
latter’s perfornmance, maintenance, and health status data throughout
the physical systemis life cycle [Madni 2019]. By providing a living
copy of a physical system Digital Twi ns bring numerous advant ages,
such as accel erated busi ness processes, enhanced productivity, and
faster innovation with reduced costs. So far, Digital Twin has been
successfully applied in the fields of intelligent manufacturing,
machi ning, smart city, healthcare, etc., to help with not only object
design and testing, but also managenent aspects [Tao2019] [ Chen2023]
[ WVang2024] [Liu2024]. And it is playing a vital role in fulfilling
various requirenments of Industry 4.0 [Javai d2023].

Conpared with 'digital nodel’ and ’'digital shadow , the key
difference between "digital twin is the direction of data between
the physical and virtual systems [Fuller2020]. Typically, when using
a Digital Twin, the (twin) systemis generated. Then there is a
partial or full synchronization of data flows in both directions

bet ween physical and digital conmponents, so that control data can be
sent, and changes between systens’ physical and digital objectives
are automatically represented. This behavior is unlike a 'digital
nmodel’ or 'digital shadow , which are usually synchronized nmanual |y,
| acking control data, and m ght not have integrated a full cycle of
dat a.

At present (2024), there is no unified definition of Digital Twin
framework. The industry, scientific research institutions, and

st andards devel opi ng organi zations are trying to define a general or
domai n-specific framework of Digital Twin. [Natis-Gartner2017]
proposed that building a Digital Twin of a physical entity requires
four key elenments: nodel, data, nonitoring, and uni queness.

[ Ta02019] proposed a five-di nensional framework of Digital Twin {PE,
VE, SS, DD, CN}, in which PE represents physical entity, VE
represents virtual entity, SS represents service, DD represents twn
data, and CN represents the connection between vari ous conponents.
[1 SO 2023] defined concepts and ternminology of Digital Tw n.

[1SO 2021] proposed a reference framework for Digital Twin

manuf acturing system including data collection domain, device
control domamin, Digital Twin domain, and user domain.

3.2. Digital Twin for Networks

Comuni cati on networks provide a solid foundation for inplenenting

various 'digital twin' applications. At the same time, in the face
of increasing business types, scale and conplexity, a network itself
al so needs to use Digital Twin technol ogy to seek enhanced and

optim zed solutions conpared to relying solely on the real network.

The notivation for Network Digital Twin can be traced back to sone

earlier concepts, such as "shadow M B", inductive nodeling
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techni ques, parallel systenms, etc. Since 2017, the application of
Digital Twin technology in the field of conmunication networks has
gradual |y been researched as illustrated by the (non-exhaustive) |ist
of exanples that are listed hereafter.

Wthin acadeni a, [Dong2019] established the Digital Twin of 5G nobile
edge computing (MEC) network, used the twin offline to train the
resource allocation optimzation and normalized energy-saving

al gorithm based on reinforcenment |earning, and then updated the
schene to MEC network. [Dai2020] established a Digital Twi n edge
network for nobile edge conmputing system in which a twin edge server
is used to evaluate the state of entity server, and the twin nobile
edge computing system provides data for training of floading strategy.
[ Nguyen2021] di scusses how to deploy a Digital Twin for complex 5G
networ ks. [Hong2021] presents a Digital Twin platformtowards
automatic and intelligent nmanagenent for data center networks, and
then proposes a sinplified workflow of network servi ce nanagenent.

[ Dai 2022] gives the concept of Digital Twin and proposes a Digital

Twi n- enabl ed vehi cul ar edge conputing (VEC) network, where Digital

Twi n can enabl e adapti ve network managenent via the two- closed | oops

bet ween physical VEC networks and Digital Twins. |In addition,
i nternational workshops dedicated to Digital Twin in networking field
have al ready been held many tinmes, such as |EEE DTPI - Digital Twn

Net wor k sessions [DTPI 2021] [ DTPI 2022], and | EEE NOVS - Networ k
Digital Twin workshops [ TNT2022] [TNT2023] [TNT2024]. And | EEE

Net wor k Magazi ne solicited a special issue on NDT, highlighted the
advances in the theories, methods, inplenentations, and applications
of the Network Digital Twi n [Cui2024].

Al t hough the application of Digital Twin technol ogy i n networking has
started, the research on Digital Twins for networks technology is
still inits infancy. Current applications focus on specific
scenarios (such as network optimzation), where a Network Digital
Twin is used as a network simulation tool to solve particul ar

probl ems in network operation and mai ntenance. Conbined with the
characteristics of Digital Twin technology and its application in

ot her industries, this docunment believes that Network Digital Twin
can be regarded as an indispensable part of the overall network
system and can play an inportant role generally in architectures
serving use cases across the whole life cycle of a "real" (typically,
physical) network. Such use cases and applications span the range of
network operations (e.g., network planning, construction, maintenance
and optimzation), and aimto inprove the automati on and intelligence
| evel of the network.
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4. Characteristics of Network Digital Twin

So far, there is no unified definition of the "network digital tw n"
characteristics within the networking industry. Referring to the
characteristics of Digital Twins in other industries and the
characteristics of networking itself, this docunment introduces five
key elenents (i.e., data, models, mapping, interfaces, and logic) to
characterize the Network Digital Twin and its use, as shown in
Figure 1. These five elenents can be integrated into a network
managenent systemto anal yze, diagnose, enulate, and control the real
network. To that aim a real-tinme and interactive mapping is
required between the real network and its virtual tw n network.

Whet her a Network Digital Twin supports all or a subset of the
functions above (i.e., analyze, diagnose, emulate, and control) is
use case and depl oynent - specifi c.

- + - +
| _ | | |
| Mapping  +---+ +---+ Interfaces |
I [ I
R + | | R +

| oo e e e e e e i oo oo oo +

o _ ||

| | Logic: Analyze, Diagnose, | |

+--+ Optimze, Control, Enulate +--+

| |

| o e e e e e e oo oo - +
R + | | R +
(. (. I
| Model s +---+ +---+ Dat a |
I I I I
Fomm e oo - + Fomm e oo - +

Figure 1: Key Elenments of Network Digital Twin

Data: A Network Digital Twin should maintain historical data and/or
real -tine data (configuration data, operational state data,
topol ogy data, trace data, netric data, process data, etc.) about
its real-world twin (i.e. real network) that are required by the
nodel s to represent and understand the states and behaviors of the
real -world twn.

The data is characterized as the single source of "truth" and
popul ated in the data repository, which provides tinely and
accurate data service support for building various nodels.

Model s:  Model s provide a basis for emul ating changes in the
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configuration, state or use of network el enents and resources,
provi ding informati on on how the real network operates and
generating reasoning data that nmay be utilized in operationa
deci si on- naki ng.

Various types of nodels including service nodels, data nodels,

dat aset nodels, transfer matrices, know edge graphs etc.can be
used to represent the real network assets and their behaviours,
and conposed to enul ate network changes and behavi ours, serving
the anal ysis needs of various use case-based network applications.

Interfaces: Standardized interfaces ensure the interoperability of
Network Digital Twin with real network operations systens. There
are two maj or types of interfaces:

* The interface between the Network Digital Twin platform and the
real network infrastructure, directly or through an associ ated
operations (i.e. planning, control, managenent) system

* The interface between Network Digital Twin platformand logic -
operations applications - that consume the information provided
by the NDT.

The former provides real-time data collection fromthe rea
network. The latter helps in delivering application requests to
the Network Digital Twin platformand exposing the various

pl atform capabilities to applications.

Mapping: Used to identify the Digital Twin and the underlying
entities and establish a real-tine interactive relation between
the real network and the twin network or between two twn
networ ks. The nmappi hg can be:

* One to one (pairing, vertical): Synchronize between a real network
and its virtual twin network with continuous fl ows.

* One to many (coupling, horizontal): Synchronize anong virtual twin
networ ks with occasi onal data exchange.

Such mappi ngs provide a good visibility of actual status, making the
Digital Twin suitable to anal yze and understand what is going on in
the real network. It also allows using the Digital Twin to optim ze
the performance and nai nt enance of the real network.
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The Network Digital Twin, constructed based on the above four core
technol ogy el ements, can provide crucial enulation-driven information
to support analysis, diagnosis, and control of the real network,
through its whole life cycle, with the help of optimzation

al gorithms, nmanagenent net hods, and expert know edge.

Logic: Network Digital Twin facilitates optimal resource allocation
and configuration, enhancing efficiency and performance. They can
enabl e conprehensi ve troubl eshooti ng mai nt enance and control by
di agnosi ng i ssues using the Network Digital Twin. Moreover
Network Digital Twins play a crucial role in planning and
depl oynent, allowi ng for the simnulation of new designs and
configurations to anticipate their effects before inplenmentation

The Network Digital Twin environment and its el enents nust be
controlled and driven to support required behaviors in use, e.g., to
provi de:

* repeatability: that is the capacity to replicate network
condi ti ons on-denand.

* reproducibility: i.e., the ability to replay successions of
events, possibly under controlled variations.

and "the mirroring pace and scope" should be controlled for a given
twi n usage

Note: Real-tine interaction is not always nandatory for all NDT
use cases. For exanpl e, when assessing sone configuration changes
or emnul ating sonme innovative techniques, the Digital Twin can
behave as an isolated simulation platformw thout the need of
real-tine telemetry data. It mght be useful to have interactive
mappi ng capability so that the validated changes can be eval uated
under real network conditions whenever required by the testers.
Whet her real-time interaction between virtual and real network is
mandatory is a configurable paraneter. Adequate validation guards
have to be enforced at both twin and physical network. Enabling
real-tinme interaction in Network Digital Twin is a catalyst to
achi evi ng aut ononmous networks or sel f-driven network.

5. Benefits of Network Digital Twin

Network Digital Twin can hel p enabl e cl osed-1oop network managenent
across the entire lifecycle, fromdepl oynent and enul ation, to

vi sual i zed assessment, physical deployment, and continuous
verification. By doing so, network operators and end-users to sone
extent, as allowed by specific application interfaces, can naintain a
gl obal, systemic, and consistent view of the network. Also, network
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operators and/or enterprise users can safely exerci se the enforcenent
of network planning policies, deployment procedures, etc., w thout
jeopardi zing the daily operation of the real network.

The main difference between Network Digital Twin and sinmulation
platforns is the use of interactive virtual-real napping to support
integration of nodel (e.g., enulation) based analysis in real network
operations environments, up to and including closed | oops for network
operations automation. Sinulation platforms can be considered as a
predecessor of the Network Digital Twin, one exanple of such a
simulation platformis network simulator [NS-3], which can be seen as
a variant of Network Digital Twin but with low fidelity and | acking
interactive interfaces to the real network. Conpared with those

cl assi cal approaches, key benefits of Network Digital Twin can be
summari zed as foll ows:

(a) Using real-time data to establish high fidelity twins, the
ef fectiveness of network simulation is higher; then the
sinmulation cost will be relatively |ow

(b) The inpact and risk on running networks is | ow when
automati cal ly applying configuration/policy changes after the
full analysis and required verifications (e.g., service inpact
anal ysis) within the twin network.

(c) The faults of the real network can be automatically captured by
anal yzing real -tine data, then the correction strategy can be
distributed to the real network el enents after conducting
adequate analysis within the twins to conplete the cl osed-| oop
automatic fault repair.

The foll owi ng subsections further el aborate such benefits in detail
5.1. Optimzed Network Total Cost of Operation

Large scal e networks are conplex to operate. Since there is no
effective platformfor simulation, network optinization designs have
to be tested on the real network at the cost of jeopardizing its
daily operation and possibly degrading the quality of the services
supported by the network. Such assessnment greatly increases network
operator’s Operational Expenditure (OPEX) budgets too.

Wth a Network Digital Twin platform network operators can safely
enul ate candi date optim zation sol utions before deploying themon the
real network. In addition, operator’s OPEX on the real network

depl oynent will be greatly decreased accordingly at the cost of the
conplexity of the assessnent and the resources invol ved.
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5.2. Optim zed Deci sion Mking

Traditional network operation and managenent mainly focus on
depl oyi ng and managi ng runni ng services, but hardly support
predi ctive nai nt enance techni ques.

Network Digital Twin can comnbi ne data acquisition, big data
processi ng, and Al-based nodeling to assess the status of the
network, but also to predict future trends, and better organize
predictive mai ntenance. The ability to reproduce network behaviors
under various conditions facilitates the correspondi ng assessnment of
the various evolution options as often as required.

5.3. Safer Assessnent of |nnovative Network Capabilities

Testing a new feature in an operational network is not only conpl ex,
but also extrenely risky. Service inpact analysis is required to be
adequately achieved prior to effective activation of a new feature.

Network Digital Twin can greatly help assessing innovative network
capabilities w thout jeopardizing the daily operation of the rea
network. In addition, it hel ps researchers to explore network

i nnovation (e.g., new network protocols, network Al/M. applications)
efficiently, and network operators to depl oy new technol ogi es quickly
with lower risks. Take A/ M application as an exanple, it is a
conflict between the continuous high reliability requirenent (i.e.,
99.999% and the slow | earning speed or phase-in |earning steps of
Al/M. algorithns. Wth Network Digital Twin, Al/M can conplete the
|l earning and training with the sufficient data before depl oying the
nmodel in the real network. This would encourage nore network Al

i nnovations in future networks.

5.4. Privacy and Regul atory Conpli ance

The requirenents on data confidentiality and privacy on network

provi ders increase the conplexity of network managenent, as deci sions
made by conputation |ogics such as an SDN [ RFC7149] [ RFC7426]
controller may rely upon the packet payloads. As a result, the

i nprovenent of data-driven managenent requires conpl enmentary

techni ques that can provide a strict control based upon security
mechani snms to guarantee data privacy protection and regul atory
conmpliance. This may range fromflow identification (using the
archetypal five-tuple of addresses, ports and protocol) to techniques
requiring sone degree of payload inspection, all of them considered
suitable to be associated to an individual person, and hence
requiring strong protection and/or data anonymni zati on nechani sns.
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Wth strong nodeling capability provided by the Network Digital Twn,
very limted real data (if at all) will be needed to achieve simlar
or even higher level of data-driven intelligent analysis. This way,
a | ower denmand of sensitive data will permt to satisfy privacy
requirenents and sinplify the use of privacy-preserving techni ques
for data-driven operation.

5.5. Customized Network Operation Training

Net wor k architectures can be conplex, and their operation requires
expert personnel. Network Digital Twin offers an opportunity to
train staff for custom zed networks and specific user needs. Two
salient exanples are the application of new network architectures and
protocols or the use of "cyber-ranges" to train security experts in
threat detection and mtigation.

6. Challenges to Build a Network Digital Twin

According to [Hu2021], the main challenges in building and
mai ntaining Digital Twi ns can be summarized as the follow ng five
aspects:

* Data acquisition and processing

* High-fidelity nodeling

* Real -time, communication between the virtual and the real tw ns
* Unified devel opnent platformand tools

* Environmental coupling technol ogi es

Conpared with other industrial fields, Digital Twi n in networking
field has its unique characteristics. On the one hand, network

el enents and system have hi gher |evel of digitalization, which
inplies that data acquisition and virtual -real comunication are
relatively easy to achieve. On the other hand, there are various
different types of network el enents and topol ogies in the network
field; and the network size is characterized by the nunber of nodes
and links in it but the network size growth pace cannot neet the
service needs, especially in the depl oynent of end-to-end service
whi ch spans across nultiple administrative domains. So, the
construction of a Network Digital Twin system needs to consider the
foll owi ng maj or chal | enges:

Large-scale challenge: A Digital Twin of large-scale networks wll

significantly increase the conplexity of data acquisition and
storage and the design and inplenentation of rel evant nodel s.
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The requirements of the software and hardware of the Network
Digital Twin systemwll be even nore constrained. Therefore,
efficient and | ow cost tools in various fields should be required.
Take data as an exanple, massive network data can hel p achieve
nmore accurate nodels. However, the cost of virtual-rea

communi cati on and data storage becones extrenely expensive,
especially in the multi- donmain data-driven network managenent
case, therefore efficient tools on data collection and data

compr essi on net hods nust be used.

Interoperability: Due to the inconsistency of technica

i npl ementations and the heterogeneity of vendor-adopted
technologies, it is difficult to establish a unified Network
Digital Twin systemwith a comon technol ogy in a network domain.
Therefore, it is needed firstly to propose a unified architecture
of Network Digital Twin, in which all conponents and
functionalities are clear to all stakehol ders; then define
standardi zed and unified interfaces to connect all network tw ns
Vi a ensuring necessary conpatibility.

Data nodeling difficulties: Based on |arge-scale network data, data

nodel i ng shoul d not only focus on ensuring the accuracy of nodel
functions, but also has to consider the flexibility and
scalability to conpose and extend as required to support |arge
scal e and mul ti-purpose applications. Balancing these
requirenents further increases the conplexity of building
efficient and hierarchical functional data nodels. As an optiona
solution, straightforwardly clone the real network using
virtualized resources is feasible to build the twin network when
the network scale is relatively small. However, it will be of
unaf f ordabl e resource cost for larger scale networks. In this
case, network nodeling using mathemati cal abstraction or

| everaging the Al algorithms will be nore suitable solutions.

Real -tinme requirenents: Network services normally have real -tine

Zhou,

requi renents, and the processing of nodel sinulation and
verification through a digital network twin will introduce service
| atency. Meanwhile, the real-time requirements will further

i npose performance requirenments on the system software and
hardware. However, given the nature of distributed systens and
propagati on del ays, keeping Network Digital Twins in sync or auto-
sync between real network and Network Digital Twin is challenging

Changes to the digital object automatically drive changes in the
real object can be even challenging. To address these
requirenents, the function and process of the data nodel need to
be based on autonmated processi ng nechani sm under various network
application scenarios. On the one hand, it is needed to design a
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sinplified process to reduce the time cost for tasks in network
twin as nuch as possible; on the other hand, it is reconrended to
define the real-time requirements of different applications, and
then match the correspondi ng conputing resources and suitable
solutions as needed to conplete the task processing in the twn.

Security risks: A Network Digital Twin has to synchronize all or a
subset of the data related to involved real networks in real tine,
whi ch inevitably augnments the attack surface, with a higher risk
of information | eakage, in particular. On one hand, it is
mandatory to design nore secure data nmechani sml everagi ng | egacy
data protection nmethods and innovative technol ogi es such as
bl ockchain. On the other hand, the systemdesign can limt the
data (especially raw data) requirenment for building Network
Digital Twin, |everaging innovative nodeling technol ogi es such as
federat ed | earni ng.

To address the above listed challenges, it is inportant to agree on a
unified architecture of Network Digital Twin, which defines the main
functional conponents and interfaces (Section 7). Then, relying upon
such an architecture, it is required to continue researching on the
key enabling technol ogi es including data acquisition, data storage,
data nodeling, interface standardization, and security assurance.

7. NDT Functional Components
Based on the definition of the key Network Digital Twin el ements

introduced in Section 4, a Network Digital Twin architecture is
depicted in Figure 2.

o m o m o e e e +
| Instance of Network Digital Twin |
| E S + o e e e e e o oo + E S + |
| | | Service Mapping Mddels | | | |
i nput | | I R R T + | | | | output
interfaces | | Data +---> | Functional Mdels | +---> Network] | interfaces
------- >| | Repo- | | H----e--oofeeoook || Digital]  ------>
| | sitory | | I I [ | Twin | |
| | v o ||
| <---+ | Basic Mdels | <---+ | |
| I I e EEEEEEEEEE o |
| S . + - + S . + |
o m o o e e +

Figure 2: Reference Architecture of Network Digital Twin

Section 4 describes functional characteristics or elenments of NDT in
four principal classes: data, nodels, interfaces, and mappi ngs.
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This section describes the inmportant functional conponents of NDTs -
reflecting these functional elenents - in greater detail. It also
briefly describes how an NDT consisting of these conponents may be
used in operations systens to deliver the various functional NDT use
cases.

The core functional conponents of an NDT may be posited as follows: a
Dat a Repository conponent, a Service Mappi ng Mddel s conmponent, and an
NDT Managenent conponent. These key conponents m ght be placed
within one single network adm nistrative domain and provi de service
to the operations applications (e.g., SDN controllers, network

enmul ation applications) within that domain or in other network

adm ni strative domains. They nay be al so placed in each network

adm ni strative domain and coordi nate anong each other to provide
services to operations applications. One or nultiple NDT instances
may be naintai ned and operated in service of a given real network.

The Data Repository conponent is responsible for collecting and
storing network data. It collects and updates the real-tine
operational and instrunentation data of the various network el ements
through the appropriate real network-facing input interfaces (e.qg.,
data collection interface and intent interface), as well as from

ot her operations system conponents. It also provides data services
(e.g., fast retrieval, concurrent conflict handling, batch service)
through appropriate output interfaces (e.g., query interface) to a
Servi ce Mappi ng Mddel s conponent.

Servi ce Mappi ng Model s conpl ete data nodeling, and provide data or
ot her functional nobdel instances supporting various network
applications. Models include two maj or types, basic and functiona
nodel s:

0 Basic nodels refer to network el enent nodels and network topol ogy
nodel s used to reflect the basic configuration, environnent

i nformati on, operational state, |link topology, etc. of the network
and its el ements.

o Functional nodels refer to various data or other nodels used to
generate information supporting network anal ysis, enul ation,

di agnosi s, prediction, assurance, etc. The functional nodels can be
constructed and expanded in various ways: by network type; there can
be nodel s serving single or nultiple network domains; by function
type. Functional nodels and the information they generate can rel ate
to state monitoring, traffic analysis, security exercise, fault

di agnosi s, quality assurance and various network |ifecycle managenent
goal - such as planning, construction, maintenance, optinzation and
operation. Functional nodels can also be divided into general nodels
and speci al - purpose nodels. Miltiple nodels can be conbined to
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create a nodel for nore specific application scenarios. New
appl i cations mght need new functional nodels that do not yet exist.
If a new nodel is needed, the Service Mappi ng Mbdel s subsystem may
help to create new nodel s based on data retrieved fromthe Data
Repository.

The Network Digital Twin Managenent conponent nanages the NDT
operation and its subcomponents to useful effect, serving
applications that require and make use of the information generated
by the NDT. It nmanages the session-based operation of the NDT,
managi ng the life-cycle of these operations under the direction of
associ ated applications; it nmonitors the performance and resource
consunption of the NDT (including individual nodels) and controls
various operational aspects of the NDT, including topol ogy
managenent, configuration managenent, perfornmance managenent, and
security nanagenent.

The "real network" the physical counterpart of an NDT - can be a
mobi | e access network, a transport network, a nobile core, a
backbone, etc. The real network can also be a data center network, a
campus enterprise network, or an industrial Internet of Things (loT),
etc. The real network can span across a single network

adm nistrative donmain or nultiple network administrative domains. It
can include both physical entities and sone virtual entities (e.g.,
vSwi t ches), which together carry traffic and provide actual network
services. Al or a subset of network elenments in the real network
deliver network data, directly or through other systens, to the NDT,
through appropriate input interfaces. Network el enents may receive
control inputs, through specific output interfaces, from operations
systens in which NDTs play a role. The input and output interfaces
m ght vary as a function of the specific NDI use case. The nunber of
input interfaces or output interfaces is also determ ned by specific
NDT use cases. This docunment focuses on the IETF-rel ated rea
network such as | P bearer network and data center network

8. A Sanpl e NDT-Based Use Case Realization

Consi derabl e i ndustry work and research has focused on automati on-
supporting network systenms. For example, [ETSI-GS-ZSM 002] descri bes
a framework architecture for network automation. 1t uses so-called
managenent services as a fundanental conceptual unit of currency, and
descri bes the enabl ement of autonation use cases through conposition
and extensions of such managenent services. For exanple, a closed-

| oop m ght be represented as a conposition of appropriate data,

anal ytics, intelligence/decision, and orchestration/control services.
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The role and utility of NDT may be represented architecturally by
following simlar principles, e.g., [ETSI-GS-ZSM 015] or [RFC8969].
As described in Section 7, an NDT instantiation enconpasses nodel s,
data, mapping, and interfaces. These conponents then work in
conposition with other logic, functions or services to deliver an
overal |l functional architecture matching specific NDT use cases.

For exanple: an NDT instance may be used as a core elenent of an
intent-drive network controller. 1In such a case, an "outer" cl osed-

| oop (or, intent-assurance closed-|loop) woul d detect gaps between
target service objectives set by intents and actual observed service
characteristics, propose candidate nitigation solutions to soften the
observed deviation, and drive the enforcement of the mitigation in
the network. Finding such nmitigations would rely, e.g., on an "inner
| oops™ that include an NDT: for exanple, prospective solutions would
be proposed, their inpacts on services evaluated by the NDT acting as
a "sandbox" in virtual space, and the process might be iterated unti
a satisfactory solution is found. At that point, the selected
mtigation is passed to the outer |oop for actuation

Many automation use cases may be thought of as following a simlar
pattern: a solution corresponding to sonme kind of optim zation
criteria is found through iteration in virtual space using an NDT
instance; the solution is then placed at the disposal of other,
active conponents of the operations system However, all use cases
i nvol ving NDTs can be represented as sonme conposition of the core
dat a/ nodel i ng functions, and appropriate other functions/services.

Fomme e e e e n T e Nemeae e +
I |
Service Intents Intents Report
I I
v I
o m s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m—— - +o- - o - - +
o e e e - +
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Fi gure 3: Exanple of Detailed NDT Architecure
9. Enabling Technologies to Build Network Digital Twin

This section briefly describes several key enabling technologies to
build Digital Twin work system based on the challenges and the
reference architecture described in above sections. Actually, each
enabling technology is worth of deep researching respectively and
separately.

9.1. Data Collection and Data Services

Data col l ection technology is the foundation of building data
repository for Network Digital Twin. Target driven node should be
adopted for data collection from heterogeneous data sources. The
type, frequency and data collection nmethod shall neet the
requirenents of the Network Digital Twin application. Wen building
network nodels for a specific network application, the required data
can be efficiently obtained fromthe data repository.
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Di verse existing tools and nethods (e.g., SNWP, NETCONF [ RFC6241],

| PFI X [ RFC7011], and telenmetry [ RFC9232]) can be used to coll ect
different types of network data. YANG data nodel s and associ at ed
mechani sns defined in [ RFC8639] [ RFC8641] enabl e subscriber-specific
subscriptions to a publisher’s event streans. Such nmechani snms can be
used by subscriber applications to request for a continuous and
custom zed stream of updates froma YANG datastore. Mbreover, somne

i nnovative nmethods (e.g., sketch-based neasurenent) can be used to
acquire nore conmpl ex network data, such as network performance dat a.
Furthernore, data transfornati on and aggregati on capabilities can be
used to inprove the applicability on network nodelling. Toward

buil ding data repository for a Digital Twin system data collection
tool s and methods shoul d be as |ightweight as possible, so as to
reduce the volune of required network equi pnent resources, and

meani ngful so it can be useful. Several solutions related to data
collection are work-in-progress in | ETF/ I RTF, e.g., adaptive
subscription [I-D.ietf-netconf-adaptive-subscription], efficient data
collection [I-D.zcz-nnrg-digitaltw n-data-collection], and contextua
information [1-D.ietf-opsawg-coll ected-data-nmanifest].

Data repository works to effectively store | arge-scal e and

het er ogeneous network data and provide data and services to build
various network nodels. So, it is also necessary to study
technol ogi es regardi ng data services including fast search, batch-
data handling, conflict avoidance, data access interfaces, etc.

9.2. Network Mbdeling

The basic network el erent nodel s and topol ogy nodel s hel p generate
virtual twin of the network according to the network el enent
configuration, operation data, network topol ogy relationship, |ink
state and other network information. The operation status can be
moni tored and di spl ayed, and the network configuration change and
optim zation strategy can be pre-verified. For exanple,
[1-D.ietf-nnop-simap-concept] provides a foundation for nulti-Ilayered
t opol ogi es.

For small scale network, network simulating tools (e.g., [NS-3] and
[Mninet]) and emulating tools (e.g., [EVE-NG and [G\S-3]) can be
used to build basic network nodels. By using the packet processing
capability of virtual network el ement, such tools can quickly verify
the functions of the control plane and data plane. However, this
nmodel i ng method al so has many limitations, including high resource
consunption, poor performance analysis ability, and poor scalability.
Mat hemat i cal abstraction methods can be used for | arge-scal e networks
to build basic network nodels efficiently. Know edge graph, network
cal culus, and formal verification can be candi date met hods. Sone

rel evant research has energed in recent years, such as [ Hong2021],
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[&-SI GCOW, and [ DNA-2022]. Mving forward, inproving the
extensibility and accuracy of the nodels represents a significant
chal | enge

As an example, the theory of bottleneck structures introduced in
[&-SIcCow], [&X-SIGAVETRICS] can be used to construct a mathematica
nmodel of the network (e.g.
[I-D.giraltyellanraju-alto-bsg-requirenments]). A bottleneck
structure is a conputational graph that efficiently captures the
topol ogy, the routing and flow properties of the network. The graph
enbeds the latent relationships that exist between bottlenecks and
the application flows in a distributed system providing an efficient
mat hemati cal framework to conpute the ripple effects of perturbations
(e.g., aflowarriving or departing fromthe system or the dynamc
change in the capacity of a wireless |link, among others). Because
these perturbations are nathenmatical derivatives of the conmmunication
system bottleneck structures can be used to conmpute optin zed
networ k configurations, providing a natural engineering sandbox for
bui |l di ng network nodels. One of the key advantages of bottl eneck
structures is that they can be used to compute (synbolically or
nunerical ly) key performance indicators of the network (e.g.,
expected fl ow throughput, projected flow conpletion tinme) without
usi ng conputationally intensive sinmulators. This capability can be
especially useful when building a Digital Twin or a |arge-scale
network, potentially saving orders or magnitude in conputationa
resources in conparison to simulation or emul ati on-based appr oaches.

The functional nodel ains to realize the dynam ¢ evol ution of network
performance eval uation and intelligent decision-making. Data-driven
Al/M. algorithnms will play a great role in building conplex network
functional nodels. As a research hotspot in recent years, many
successful cases have been denonstrated, such as [RouteNet],
[MmcNet], etc. In the future, in addition to inproving the
generalization ability and interpretability of Al nodels, there is

al so a need to focus on howto inprove the real-tine and
interactivity of nodel reasoning based on data and control in Network
Digital Twin |ayer.

9.3. Net wor k Vi sual i zati on

It is the internal requirenent of the Network Digital Twin systemto
use network visibility technology to visually present the data and
nmodel in the network twin with high fidelity and intuitively reflect
the interactive mappi ng between the real network entity and the
network twin. Network visibility technol ogy can hel p users
understand the internal structure of the network and m ne val uabl e

i nformati on hidden in the network.
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Network Visibility can use algorithms such as hierarchical |ayout,
heuristic | ayout or force-oriented |layout (or a conbination of
several algorithms) for topology |ayout. The related topol ogy data
can be acquired using solutions provided in [ RFC8345], [RFC8346],

[ RFC8944], etc. Meanwhile, Network Digital Twin system can sel ect
different interaction nethods or combinations of interaction nethods
to realize the visual dynamic interaction mapping of virtual and rea
networks. The data query technol ogy, such as SPARQL, can express
queries across diverse data sources, whether the data is stored
natively as RDF or viewed as RDF via m ddl eware.

9.4. Interfaces

Based on the reference architecture, there are three types of
interfaces on building a Network Digital Twin system

(d) Network-facing interfaces are twin interfaces between the rea
network and its twin entity. They are responsible for
i nformati on exchange between real network and Network Digita
Twin. The candidate interfaces can be SNVMP, NETCONF, etc.

(e) Application-facing interfaces are Application-facing interfaces
between the Network Digital Twin and applications. They are
responsi ble for information exchange between Network Digita
Twin and network applications. The |ightweight and extensible
[ RESTFul ] interface can be the candi date northbound interface.

(f) Internal interfaces are within Network Digital Twin |ayer. They
are responsi ble for informati on exchange between the three
subsystens: Data Repository, Service Mappi ng Mddel s, and Network
Digital Twin Managenment. These interfaces should be of high-
speed, high-efficiency and hi gh-concurrency. The candi date
interfaces or protocols can be XMPP [ RFC7622] or HITP/ 3.0
[ RFCO114] .

Al these interfaces are recomended to be open and standardi zed so
as to avoid either hardware or software vendor |ock and achieve
interoperability. Besides the interfaces |listed above, some new
interfaces or protocols can be created to better serve Network
Digital Twin system
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9.5. Twi nni ng Managenent

Twi nni ng managenment is the key to the efficient deployment and
potential value of Network Digital Twin systens in production
networks. Twi nni ng nanagenent technol ogy inputs all information and
data fromeach step of the network business into the constructed
nmodel by constructing digital threads for optimnization, prediction,
and gui dance. Then, the inplenentation results are anal yzed to see
if they meet expectations, and any actions are fed back to forma

cl osed | oop. Tw nning nmanagenent involves various network conponents
(e.g., controller, orchestrator) and domains (security, for exanple)
fromend-to-end, including, but not limted to, the follow ng main

t echnol ogi es:

* (Orchestration of twins: Manage and organi ze nultiple tw n node
i nstances, including the creation, deletion, storage, version
control, and depl oynent of nobdel instances, and arrange required
nmodel i ng resources as needed to maxinize resource utilization
efficiency.

* Col | aborati on Managenent: Coordinate nultiple participants, such
as network admnistrators, data scientists, security teans, etc.
to ensure the accuracy and real -tine perfornmance of the twins.

I nvol ve col | aborative tools, workflow design, data sharing, and
perm ssion control to pronote cooperation and information sharing
anong all parties.

* Conflict Detection and Resolution: Identify and address conflicts,
i ncluding user intents, access control policies, or nultiple
applications interacting within the Network Digital Twin system
Conflict detection and resol ution techni ques rmay use vari ous
mechani sms, such as rul e-based policies, rol e-based access
control, or dynamic conflict resolution algorithns (e.g.

[ Pradeep2022] and [ Zheng2022]).

* Energy-Efficient Twinning: Focus on energy efficiency in Network
Digital Twin system It includes nonitoring and optim zing the
ener gy consunption of both network equi pnent and Digital Twi n
system operation, reducing the energy expenditure of network
operation, and achieving the goal of a green (energy efficient)
net wor K.
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10.

11.

11.

Interaction with Intent-Based Networking (IBN)

I ntent-based neans that users can input their abstract 'intent’ to
the network, instead of detailed policies or configurations on the
networ k devices. [RFC9315] clarifies the concept of "Intent" and
provi des an overview of IBN functionalities. The key characteristic
of an IBN systemis that user intent can be assured automatically via
continuously adjusting policies and validating real-time situations.

I BN can be envisaged in a Network Digital Twin context to show how
Network Digital Twin inproves the efficiency of deploying network

i nnovation. Several rounds of adjustnent and validation can be
emul ated on the Digital Twin platforminstead of directly inpacting
real network during the testing phase. Therefore, the Network
Digital Twin can be an inportant enabler platformfor inplenmenting
I BN systens and fostering their depl oynent.

Sanpl e Application Scenarios

Network Digital Twin can be applied to solve different problens in
net wor k managenent and operation

1. Human Trai ni ng

The usual approach to network Operations, Administration, and

Mai nt enance (OAM with procedures applied by humans is open to errors
in all these procedures, which inpact network availability and
resilience. Response procedures and actions for nobst rel evant
operational requests and incidents are comonly defined to reduce
errors to a mnimum The progressive automati on of these procedures,
such as predictive control or closed-1oop managenent, reduce the
faults and response time, but still, there is the need of a human-in-
the-1oop for nultiple actions. These processes are not intuitive and
require training to | earn how to respond.

The use of Network Digital Twin for this purpose in different network
managenment activities will inprove the operators performance. One
common exanpl e is cybersecurity incident handling, where "cyber-
range" exercises are executed periodically to train security
practitioners. Network Digital Twin will offer realistic
environnments, fitted to the real production networks.
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11.

11.

11.

2. Machine Learning Training

Machi ne | earning requires data and its context to be available in
order to be applied. A common approach in the network managenent
envi ronnment has been to sinmulate or inport data in a specific
environnment (the M. devel oper |ab), where they are used to train the
sel ected nodel, while later, when the nodel is deployed in
production, retrain or adjust to the production environment context.
Thi s demands a specific adaptation period.

Network Digital Twin sinplifies the conplete M. |ifecycle devel opnent
by providing a realistic environment, including network topol ogies,
to generate the data required in a well-aligned context. Dataset
generated belongs to the Network Digital Twin and not to the
production network, allow ng information access by third parties,

wi t hout inpacting data privacy.

3. DevOps-Oiented Certification

The potential application of Continuous Integration/Continuous
Delivery (Cl/CD) nodel s network managenent operations increases the
ri sk associated to the depl oynent of non-validated updates, which
conflicts with the goal of the certification requirenents applied by
network service providers. A solution for addressing these
certification requirements is to verify the specific inpacts of
updat es on service assurance and Service Level Agreenents (SLAs)
using a Network Digital Twin environnent replicating the network
particularities as a previous step to production rel ease.

Network Digital Twin control functional block supports such dynanic
mechani sms required by DevQps procedures.

4. Network Fuzzing

Net wor k nmanagenent dependency on programmability increases systens
conpl exity. The behavior of new protocol stacks, APl paraneters, and
i nteracti ons anong conpl ex software conponents are exanpl es that
imply higher risk to errors or vulnerabilities in software and
configuration.

Network Digital Twin allows to apply fuzzing testing techniques on a
twin network environment, with interactions and conditions simlar to
the production network, pernmitting the identification of

vul nerabilities, bugs and zero-day attacks before production
delivery.
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5. Network Inventory Managenent

Wth the devel opnent of enterprise digitization, the nunber of
enterprise |oT devices, virtualized Coud software inventory
conponents (e.g., virtual firewall), and network hardware inventory
(e.g., switches or routers) also increases. YANG data nodels of
various network inventories are being specified in [I ETF-1VY] working
group. The endpoints connected to an enterprise network |ack
coherent nodelling and |ifecycle managenent because different
services are nodelled, collected, processed, and stored separately.
The sane category of network devices (including network endpoints)
may be repeatedly di scovered, processed, and stored. Therefore, the
inventory is difficult to manage when tracked in different places

wi t hout formal synchronization procedures.

Network Digital Twi n nanagenent can be used as a neans to ensure
consi stent representation and reporting of inventory conponent types.
In doing so, the enforcenment of security policies and assessnents
will be further sinplified. Such an approach will ease the

i mpl ementation of a unified control strategy for all inventory
component types connected to an enterprise network. It also nakes
actors on assets nore accountable for breaching their conpliance
promi ses. Special care should be considered to protect the inventory
data since it nmay gather privacy-sensitive infornation.

The network inventory nanagement for twins or various inventory
components can be used, for exanple, to exercise the inplication of
End of Life (EolL), dependency, and hardware dependency "what-if"
scenari os.

Research Perspectives: A Sumary

Thi s docunent presents an overview of the Network Digital Twin
concepts and reference architecture. Fromthe perspective of system
architecture and functional inplenmentation, building a conplete
Network Digital Twin still faces challenges in data accuracy,
nmodel i ng conpl exity, and real-time synchronization. Future research
must continue to address the standardi zation of interfaces and data
nmodel s to ensure that NDTs can effectively aggregate heterogeneous
network data and support cross-domain interoperability.
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Mor eover, conpared to the early stages of NDT research, the field is
now rapi dly evolving al ongsi de advancenents in Al, particularly Large
Language Mddel s (LLMs) and Al Agents. Future research should
prioritize the synergy between NDT and t hese technol ogi es,

i nvestigating how NDT can function as a high-fidelity "sandbox" to
verify the actions of autononous agents and mitigate the risks of
nmodel hal lucinations. The integration of Agentic Al and NDT will be
a key driver toward higher |evels of autonony in network managenent.

Security Considerations

Thi s docunent describes concepts and definitions of NDI. As this
docunent presents systemarchitecture, the following security

consi derations are abstract and generic, i.e., they provide mainly
principles, guidelines or requirenents. However, the inplenentation
and depl oynent of NDT will need to carefully investigate the
followi ng security considerations, which may be categorized into

di fferent aspects:

* Data Managenent

Synchroni zation: Synchroni zi ng the data between the real and twn
networks may increase the risk of sensitive data and infornation
| eakage.

Data Access: Strict control and security nechani sns must be provided
and enabled to prevent data | eaks. Al so, appropriate access
rights nust be provisioned to prevent unauthorized entities to
access sensitive data (e.g., logging data used for |egal data
retention).

* Data Security and Privacy Protection

Confidentiality: Ensuring that sensitive data used in the Digita
Twin is protected fromunauthorized access. This includes
encrypting data both at rest and in transit.

Integrity: Ensuring that the data used in and produced by the
digital twin is accurate and unaltered. This can be achieved
t hrough cryptographic hash functions and other integrity
verification nethods.

Access Control: Inplementing strict access control neasures ensures
that only authorized users can access, nodify, or interact with
the digital twin. This includes using multi-factor authentication
(MFA) and rol e-based access control (RBAC).

* System Security
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Aut henti cation and Authorization: Ensuring robust authentication and
aut hori zati on nechani sns to prevent unauthorized access to the
digital twin environnent.

Vul nerability Managenent: Regularly auditing, updating, and patching
the digital twin software and underlying infrastructure to
mtigate vulnerabilities.

Moni toring and Loggi ng: |nplenmenting conprehensive | oggi ng and
monitoring to detect and respond to security incidents in real-
time.

*  Network Security

Segnmentation: Isolating the NDT environnment fromthe main
operational network to limt the potential inpact of a security
br each.

Encryption: Encrypting network conmunications to prevent
i nterception and eavesdroppi ng.

Access Control List: Deploying , e.g., firewalls and IDS/IPS wth

appropriate policies to protect the NDT fromexternal and interna

t hreats.

* (Qperational Security

System Access: Data verification, nodel validation, and napping
operations between the real and digital counterpart networks by
aut henti cated and authorized users only.

Secure Devel oprment Practices: Ensuring the NDT software is devel oped
foll owi ng secure coding practices to mnimze vulnerabilities.

I nci dent Response: Having a well-defined incident response plan
(e.g., playbooks) to address and nitigate any security incidents
qui ckl y.

Regul ar Audits and Assessnents: Conduct security audits and risk
assessnents to identify and address potential security gaps.

* Resilience and Reliability

Redundancy: | npl enenting redundancy and fail over nechani sns ensures
the Digital Twin remains operational during and after a security/
failure incident.

Backup and Recovery: Regularly back up NDT data and have a robust
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recovery plan to restore operations in case of data | oss or
corruption.

14. | ANA Consi derati ons
Thi s docunent has no requests to | ANA
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