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Abstract

Thi s docunent proposes several use cases of |ntent-Based Networking
(I'BN) and the nethodol ogies to differ each use case by follow ng the
lifecycle of a real IBN system It includes the initial system

awar eness and data collection for the I BN system and the construction
of the IBN system which consists of intent translation, deploynent,
verification, evaluation, and optim zation. Practice |earning and
general learning are also sunmarized to instruct the construction of
next generation network managenent systems with the integration of

I BN techniques. Finally, this docunent discusses three aspects for
the depl oyment of IBN systens on the real world. They are Milti-
Domai n Depl oynent, Network Digital Twin, and IBNwith Artificial
Intelligence (Al).

Requi renent s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

[ RFC9315] gives the concepts and definition of Intent-Based
Net wor ki ng (I BN), and [ RFC9316] proposes a conprehensive taxonony of
the intent classifications. Although the intent life cycle has been
defined, including all the core functional conponents |ike intent
injestion, intent translation, policy generation, and intent
assurance, there is still a big gap between defining these high-I|eve
functionality and building realistic |IBN systens. This docunent
summari zes the met hodol ogi es, proposes several |BN use cases, and
then practice | earning and general |earning when building an | BN
system Min objectives of this docunent is to instruct future
research directions of IBN and other related network managenent
technol ogies in the perspective of network operators and vendors as
wel | as service providers.

2. Methodol ogies for Building | BN Systens

Thi s section summari zes the met hodol ogies to build an I BN system
These net hodol ogies refer to the nodeling of an intent life cycle and
its high-level core functional conponents, as well as the specific
solutions to inplenment those conmponents [ RFC9315]. The net hodol ogi es
are essential to build a real IBN system beyond the definition in

[ RFC9315]. The nethodol ogies to an I BN system are conposed of

several inportant parts, including the system awareness and data

coll ection, the construction of an IBN system integration and

depl oynent, eval uation, optimzation, and the reconfiguration of
intents and policies.
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2.1. System Awareness and Data Col | ection

Syst em awar eness requires the collection of various network status
indicators, like network traffic and resources. Building a valuable
dataset is essential for IBN systems. A conprehensive data
col l ecti on depends on suitable nmethods and tools, appropriate
sampling netrics, and reasonable granularity for data collection

1. Met hods and Tool s

* There are many existing ways to collect network data which can
be primarily classified into two types, active nmeasurenent and
passi ve nmeasurenent. Active measurenent |ike In-band Network
Tel enetry (INT) [INT] can grab networking information by
inserting tinestanps into the programrable field of on-path
packets. Passive neasurenent, on the other hand, uses sone
tools like Tcpdunp or Wreshark to collect data at specific
targets, |like endpoint servers. |BN systens need both of the
ways to collect data, depending on what scenarios they m ght
be applied to.

2. Metrics

* Metrics include traffic-related and network-rel ated
information. Traffic-related netrics include performance
i ndi cators, such as |atency, throughput, and traffic
congestion signals. Network-related information includes
net work device information, such as the nunber and health
status of ports, and network topology information (e.g., link
connectivity and structures). To neet a specific user
intention, such as |oad bal anci ng and congestion elimnation
on the entire network, |IBN systens need to collect and process
traffic and device related information.

3. Ganularity

* Network Traffic: Network traffic is usually collected in
various forns, such as per-packet [INT] and per-flow (or per-
flowet) [INntFlow, and these are two nmpbst typical types of
data collection. Per-packet tracking | ets each packet be
tracked, which is very accurate, but it requires greater
nmoni toring overhead and state nmi ntenance overhead [INT]. In
contrast, per-flow tracking does not need to nmaintain too nany
states, and it generally uses five-tuples (i.e., source IP
address, destination |IP address, source port nunber,
destination port nunber, transport |ayer protocol) to identify
each flow, which often brings good observation results
[IntFlow. Gher collection methods are |like per-cell and
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per-flow [IntFlow]. Per-cell tracking tracks each cell unit
whose | ength remai ns unchangeabl e, which is nmore friendly to
system managenent and control. This nmethod is often applied
to Artificial Intelligence (Al) data center network
monitoring. Per-flowlet tracking cuts a flowinto severa
smal |l flows at a certain interval, which is nore suitable for
i mpl ementing refined | oad bal ancing scenari os. Thus, the |IBN
system shoul d sel ect an appropriate traffic collection
granularity (e.g., packet, flow, flowet, and cell).

* Time Granularity: Tinme granularity neans that the data
acqui sition needs to adopt the appropriate tine interval for
data sanmpling. In the extreme case, data is collected without
interruption. For exanple, the status information of each
data packet is reported to a nonitoring nodul e without
interruption. This collection nmethod often brings too nuch
redundant infornmation, which leads to a | ot of storage and
conmputing overhead to the nonitoring nodul e. However, the
met hod of sanpling without interruption or at a very lowtine
interval can better observe m cro-bursts of the networking
system A mcro-burst occurs when a | arge amount of burst
data is received in mlliseconds. For some bl ack-box network
systens and sone hi gh-concurrency network systens, it is
necessary to sacrifice a certain amount of storage and
conputing costs to collect data in a finer granularity tine
slot, so as to make better a trade-off between system overhead
and data acquisition accuracy. By analyzing the historica
behavi or of IBN systens, a reasonable tinme interval can be
sel ected for data acquisition.

* Spatial Granularity: Spatial granularity indicates that it is
necessary to select an appropriate physical scope of a network
for data collection. 1In sone cases, the information
coll ecti on met hod based on the whole network and the whol e
domai ns may not be suitable for all situations, and sonetines
the results obtained fromthe processing and analysis of the
coll ected data may not be accurate (e.g., RTT-based congestion
control in data center networking) or incur too nuch overhead
(e.g., hop-by-hop performance nonitoring over the Internet).
The best way is to match the nost appropriate spati al
granularity for user intents. For exanple, in w de-area data
transm ssion, users need to select an optimal path. In this
case, sanpling is not required for all paths froma source to
a destination. Only partial sanpling is required for certain
pat h segments whi ch share endpoints, to ensure the correctness
of decision nmakings on path setup in a scenario of nmulti-path
data transm ssion.
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2.2. The Construction of an |IBN System

An | BN system consists of intent translation nodule, policy
generati on and mappi ng nodul e, intent verification nodule, intent
depl oynent nodul e, nonitoring nodule, intent validation nodule, and
policy optim zation nmodul e. Each nodule in the | BN system matches
with each module in the Intent Life Cycle in [RFC9315]. The
different construction methods and different construction tools used
in these nodul es may affect the advantages of realizing a user
intent. For different nodul es, we sumarize the methods and tools
that have been used and nay be used.

1. Intent Translation

* Translating and refining intents require the systemto explore
and exploit the semantic rel ationships of different service
intents [I-D.gu-nnrg-intent-translator][|-D. pedro-ite]. It is
necessary to build a general nodel to extract the key semantic
information fromthe service intents in different
representation fornms. 1In the intent translation nodul e,
several possible intent expressions and transl ation nethods
are as foll ows:

- Alimted range of tenplates are preset in advance, and
users can only express corresponding intentions by filling
in or selecting tenplates. The advantage of this method is
that the requirenents for users and translation are very
low, and all users can use it without |learning. The
di sadvantage is that there are many restrictions, which can
only be achi eved through a preset tenplate, but the preset
template is limted, and cannot really neet the flexible
and di verse needs of users.

- Using Natural Language Processing (NLP), such as Flan-T5
[Flan-T5] and GPT-3 [GPT-3], for intent translation is
anot her possi bl e approach. NLP is used to convert a user’s
intent in a human | anguage (e.g., English) into a text
intent in a computer programm ng | anguage (e.g., XM, JSON
and YAM.). This translation froma verbal intent in a
natural |anguage to a text intent in a conputer progranm ng
| anguage is performed by an intent translator
[I-D.gu-nnrg-intent-translator]. The advantage of this
method is high flexibility, users can directly express
their intents in a natural |anguage according to their own
needs, without being limted by tenplates. The
di sadvantage is that it is difficult to inplenent and has
hi gh requirenments for the intent translation nodule. This
needs to be able to accurately identify the real intent of
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a user, and different intent expression paradigns wll

af fect the generation of subsequent policies. Thus, it is
necessary to formalize normative intent expression
gramar s

- In addition, there are some preset expression |anguages for
I BN networks, such as Nile (Network Intent Language) [N | e]
and NEMO ( Networ k Mbdel i ng Language)

[1-D. xi a-sdnrg-neno-| anguage]. In the designs of these

| anguages’ expressions, nost of them consider the
flexibility of the expressions, which can be extended and
adj usted according to the intent scenario of the business
under consideration. However, these |anguage designs have
some di sadvantages (e.g., the capabilities of intent
expressions). Most of the users are network practitioners,
requiring the users to have certain network know edge
backgr ound.

2. Policy Translation

* In an Intent-Based Network, the translation froma user intent
to the corresponding network policy is required. The
generated network policy needs to be mapped to an appropriate
network function or network device to execute the policy.
Thus, both the policy translation and napping are required for
intent enforcement in the target intent-based network.

* A given user intent needs to consider both the intent and the
network state, that is, the policy needs to satisfy the user
intent and ensure that a network operation can be executed to
satisfy the requested intent. The policy generation nodul e
can be inplenmented by setting up a repository of “intent” and

“policy” , and mapping rel ati onship between the intent and
policy should be stored and updated as know edge in a

know edge datastore (e.g., know edge graph [ Know edge- Graph])
according to various intents and dynam c network state
telemetry

* There is a mapping subnodule in the policy translation nodul e.
Thi s mappi ng subnodul e can sel ect an appropri ate network
function or network device to execute the requested policy.
The sel ection of such a network function or network device can
be done by a set-cover algorithmor decision tree algorithm
One of these selection algorithnms searches for a network
function or network device that can acconmodate the keywords
in the policy.
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* Simlar to different ways of expressing an intent, there are
di fferent approaches for the policy generation

- As opposed to the default tenpl ate-based representation in
the intent translation nodule, the sinplest approach to
policy generation is based on a default tenplate or rule-
based provisioning. After the user conpletes the
correspondi ng i ntent expression through the graphica
interface (e.g., a web-based graphical user interface
(GU)), a user or an Al agent can select the corresponding
policy according to the preset tenplate in the policy
generation or the rules in a constructed rul e-based policy
generator. Simlar to the above analysis, this approach
has the advantage of being very sinple to inplenent, but
the di sadvantage is that it is too restrictive and only a
limted nunber of preset strategies can be sel ected.

-  The second comon nmethod of policy translation is
i nf erence-based generation, such as reasoni ng based on
keywords in an intent expression, associating keywords with
policies, and using G rcular Reasoning [Ci rcul ar- Reasoni ng]
to generate policies. This nmethod is nore flexible than
the tenpl ate class description nmethod, but the precision of
policy generation is nore related to the keyword
extraction, and there is some uncertainty. |n addition,
there are policy generation methods based on network
service description, which are widely used in Service
Function Chaining (SFC) [RFC7665], network slicing or
Net wor k Functions Virtualization (NFV)
[ ETSI - NFV] [ ETSI - NFV- Rel ease-2]. |In essence, this approach
can al so be seen as inference-based strategy generation

- In addition to the above met hods, Al technol ogy-based
policy generation nmethods have al so energed in recent
years, such as machi ne | earning technol ogy, which selects
the correspondi ng policies through nodel training according
to keywords extracted froman intent expression. Wth the
devel opment of Al technology, in addition to selecting
preset policies, for exanple, based on Deep Reinforcenent
Learning [DRL], reasonable reward functions are set to
generate strategi es that consider user intents and network
status.

3. Policy Verification
* Policy verification checks whether the policy nmeets a specific

user’'s requirenments or not. Also, it includes policy conflict
detection and policy conflict resolution [Al-Intent-Network].
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The policy conflict detection includes two types: the
conflicts between different policies thenselves and the
conflicts between policies and network states of the target
network to performthe requested policy. The conflict of
the policies my be due to the conflict between the network
states that different users want to obtain. The sinplest
example is that both users A and B request to increase the
bandwi dth of 10Gbps, but the network bandw dth of the
shared network for users A and B is |less than 20Gps. This
conflict caused by different user requirenments can be

resol ved by a policy conflict handler that checks whet her
the policies can be deployed in practice, that is, you can
choose to execute only the policies that can be executed
according to the preset rules, and reject other conflicting
policies. |If the generated policy conflicts with the
network state, the intent-based system nust detect that the
generated policy cannot be executed by the target network.
Also if the generated policy cannot be executed, the policy
needs to be re-generated. Qherwi se, the failed policy
generation should be reported to the intent user as a
failure.

In ternms of whether the policy is satisfied or not, the
first way is to feedback the result to the user, and the
user judges whether it is satisfied or not. For this

pur pose, the execution result can be presented through a
graphi cal user interface. The second way is to use an Al
agent such as deep reinforcenent learning [DRL] to
determ ne whether the results neet the needs or not.

Pol i cy Depl oynent

* Policy deploynent is to deploy the policy translated from an
intent into a network function or network device in a target
network and | et the configurations or commands of the policy
operate in the network.

et al.

The policy translator delivers a policy with detailed
configurations or commands to a policy renderer which

depl oys the policy into target network functions or devices
(e.g., switch, router, firewall, web filter, and DDoS-
attack mtigator), which are called target network
entities.

The policy renderer delivers the policy to the target

network entities with a policy delivery protocol such as
NETCONF [ RFC6241], RESTCONF [ RFC8040], or REST APl [ REST].
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*

Po

Pol

- The target network entities execute their own configuration
for the requested network services which are specified by
the policy.

icy Munitoring

Policy monitoring is to collect nonitoring data from network
entities (e.g., switch, router, firewall, web filter, and
DDoS-attack mitigator) for policy validation to judge whether
the requested policy is enforced well or not in the target
net wor K.

- Network entities send their nonitoring data to a validation
modul e (e.g., analyzer) via a delivery protocol such as
NETCONF [ RFC6241], RESTCONF [ RFC8040], and REST APl [ REST].

- The validation nodule stores the nonitoring data into its
| ocal repository for further analysis and investigation

icy Validation

Policy validation is to judge whether the requested policy is
satisfied by network entities in a target network or not. The
policy may have goals in terns of performance (e.g.,

t hroughput, delay, and loss rate) and services (e.qg.,
firewall, web filter, and DDoS-attak mtigator).

- Avalidation nodule (e.g., analyzer) uses the collected
moni toring data for evaluation and check whet her the
required goals for each policy are net with specific
metrics fromthe nonitoring data or not. This checking can
be performed by Artificial Intelligence (Al) and Machi ne
Learning (M) al gorithns.

- Evaluation results need to be delivered to an optim zation
modul e (e.g., optimzer) which can augnent the existing
policy or generate a new policy for further inprovenent.

icy Optimzation

Policy optimzation is to augnent the existing policy or
generate a new policy to neet the goals of the requested
intent. Wth the evaluation results, an optimzation entity
(e.g., optimzer) perfornms optimzation for each registered
i ntent.
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- There are two kinds of optim zation, such as Quality of
Service (QS) and Service Provisioning. First, the
optimzer for QoS deals with the inprovenent of performance
metrics (e.g., throughput, delay, and loss rate). Second,
the optim zer for service provisioning handl es the service
requirenents (e.g., firewall filtering, web filtering, and
DDoS-attack mitigation). For each optinization, the
optimzer augnments the existing policy or generates a new
policy for further inprovement. It delivers the policy to
the policy renderer so that the renderer can enforce the
augnented or generated policy into the target network
entities.

- Thus, the steps from Policy Deployment to Policy
Optim zation construct a cl osed-1oop policy control to
guarantee the goals of the requested intent in a target
network. This is network service automation using the |IBN
t echnol ogy.

I ntent Report

*

Intent report is to abstract and report the operation results
in atarget network for a given intent. Abstration subnodul e
abstracts results in the formof text, figures, and tables.
Reporting subnodul e delivers the abstracted results to the
user to let him(or her) know the activity and performance of
t he networ k.

- There are two kinds of subnodules for intent report, such
as abstraction subnodul e and reporting subnodul e.

- The abstracti on subnodul e anal yzes the activity and
performance of target network entities in the target
network. The analysis is expressed in the formof text,
tables, and figures by various statistics, A, M, and
graphi cs tools.

- The reporting submodul e delivers the analysis report to the
user (e.g., network adm nistrator and operator) so that
(s)he may check the enforcement and quality of the
requested network services for the given user intent in the
target network with relevant network entities. The user
can render another intent or nodified intent to satisfy his
(or her) user intent in the target network.
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2.3. Mapping between IBN System and Intent Life Cycle

There is a mappi ng between the nodul es of an IBN Systemin
Section 2.2 and the nodules of the Intent Life Cycle in [ RFC9315].

* |Intent Translation in the IBN Systemis napped to (i) Intent
I ngestion and Interaction with Users and (ii) Intent Translation
in the Intent Life Cycle.

* Policy Translation in the IBN Systemis nmapped to |Intent
Orchestration in the Intent Life Cycle.

* Policy Verification in the BN Systemis nmapped to |ntent
O chestration in the Intent Life Cycle.

* Policy Deploynment in the IBN Systemis mapped to Intent
Orchestration in the Intent Life Cycle.

* Policy Mnitoring in the IBN Systemis mapped to Mnitoring in the
Intent Life Cycle.

* Policy Validation in the IBN Systemis mapped to Intent Conpliance
Assessnent in the Intent Life Cycle.

* Policy Optimization in the BN Systemis nmapped to |ntent
Conpl i ance Actions in the Intent Life Cycle.

* |Intent Report in the IBN Systemis napped to Abstraction,
Aggregation, and Reporting in the Intent Life Cycle.

3. |IBN Use Cases
In this section, we will describe several scenarios where |IBN can be
applied. These use cases can reflect the aforenentioned
met hodol ogi es of IBN systens fromdifferent perspectives.

3.1. IBN for Routing and Path Sel ection

I BN can be applied in building network path and generating routing
policies according to network adm ni strators’ requests.
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3.1.1. IBN for Service Function Chaining

An intent-based dynamc SFC is an exanple to solve the network
managenent chal |l enges (e.g., cross-domain orchestrati on and service
functions are tightly coupled with the underlying equipnent). An

I ntent - Based Network Managenent (IBNM platformcan be devel oped on
top of the OpenStack [ OpenStack]. The systemarchitecture is shown
as Figure 1, which includes the application |layer, the intent-enabl ed
|l ayer and the infrastructure layer. The application |ayer collects
intents fromvarious users and applications, and provi des a nunber of
programabl e net wor k managenent services to the users. The intent-
enabl ed | ayer consists of the intent translation nodule, intelligent
pol i cy mapping nodul e, and intent guarantee nodul e, whose functions
are to build a bridge between the application |ayer and the
infrastructure | ayer. Heterogeneous physical devices are deployed in
the infrastructure layer. This |ayer can execute nmanagenent
instructions fromthe intent-enabled | ayer and upl oad underlying
network situation information to the intent-enabled | ayer

Information interaction between different |ayers is done through
different interfaces, such as the northbound and sout hbound

i nterfaces.
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Figure 1: The Architecture of an | BNM System

The system denonstration inplenents the whol e process fromintent
input to intent translation to intent policy generation for intent
depl oynent, and the details are as foll ows.

The user inputs an intention that is cross-donain |ink-building
requests in a natural |anguage at a web page. An exenplary intent is
"Transfer a conmmon-| evel video service fromuser Ain Beijing to user
B in Nanjing while constraining the execution tinme of the intent."
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Wth the intention in the natural |anguage, the intent translation
modul e outputs a conflict-free translation result (e.g., intent),

whi ch indicates that the external intent input (called intention) and
the intent translation nodul e have conmuni cated with each other. The
translation result is intent tuples, which are displayed on the
front-end interface (e.g., web interface) in the form of name-val ue
pairs. After the intent translation nodule, the translation result
will be converted to a JavaScript Object Notation (JSON) request
(e.g., intent) and transnmitted to the intent policy mappi ng nodul e.

The intent policy mapping nodule translates the JSON request as an
intent into policies as an SFC. service function 1 (e.g., network
address translation) and service function 2 (e.g., firewall). It
then constructs the SFC request (having nane, tenant_id, description,
service requirements, etc.). Then it queries whether there is an
atom c policy conbination that satisfies the current intent
requirenents in the policy repository or not.

Foll owi ng that, an SFC is constructed based on the SFC interface,
which is extended by Neutron. OpenStack schedul es network resources,
constructs subnets and ports, and generates a two-di mensi onal space
topol ogy. Meanwhile, during the SFC construction process, the intent
guar ant ee nodul e nonitors and nanages network resource utilization as
well as network failures in real tine.

Overall, I BNM achi eves the decoupling of service application and
net wor k, and cross-domai n network orchestration, while reducing the
conpl exity of network nmanagenent.

3.1.2. |IBN for SRv6 Networks

For the automation of configuration and monitoring of Segnent Routing
version six (SRv6) routers, an |IBN-based SRv6 network managenent is
proposed by [I-D. park-nnrg-i bn-networ k- managenent-srv6é]. The
proposed | BNM franmework for SRv6 consists of system conponents and
interfaces, as shown in Figure 2. This figure shows an | BNM
framework for 5G core networks using SRv6. This framework is built
on the framework for Interface to Network Security Functions (12NSF)
[ RFC8329] .
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Figure 2: Intent-Based Network Management in SRv6 Networks

A high-level network policy for SRv6 nodes (e.g., NSFs) is

constructed by a Consuner-Facing Interface YANG data nodel. On the
other hand, a |ow1level network policy is constructed by an NSF-
Facing Interface YANG data nodel. A high-level network policy is

delivered to IBN Controller by IBN User via the Consuner-Faci ng
Interface. On the other hand, a lowlevel network policy is
delivered to a Network Service Function (NSF) by IBN Controller via
the NSF-Facing Interface.

To automate Network Policy Translation (NPT), IBN Controller needs a
network policy translator performng the translation of a high-Ieve
network policy into the corresponding | owlevel network policy (i.e.,
SRv6 policy [RFC9256]). As a prerequisite step for this automatic
NPT service, the IBN framework needs to associate a high-level YANG
data nodel and a | ow | evel YANG data nodel in an automatic manner,
like a data nodel mapper [I-D.ietf-spring-sr-policy-yang], [SPT].
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For the policy assurance, NSFs send their nonitoring data to | BN
Anal yzer on the basis of either periods or events via Mnitoring

Interface. |IBN Analyzer analyzes the NSF nonitoring data by Al and
M. al gorithnms to check whether NSFs are working appropriately
according to a network policy (called an intent). |1BN Analyzer sends

a report with either policy reconfiguration or feedback to | BN
Controller for further actions for the policy assurance. Optionally,
I BN Controller sends a report to IBN User to report the network
status and events for the IBN User’s high-level policy (called
intent).

3.2. IBN for Guaranteeing Service-Level Agreenent

The performance nmetrics for Service-Level Agreement (SLA) in a target
networ k are packet |oss, delay, throughput, etc. An |BN based
approach can ensure that these performance paraneters conply with

wel | - defined SLAs.

If we consider the delay, the sinple schematic diagramis shown in
Figure 3. Different thresholds, warning values, and alert val ues
shoul d be set for network del ay neasurenent in advance. Wen the
del ay value is below warning, the network is nornmal and the business
is normal. Wen the delay is between a warning value and an alert

val ue, the network fluctuation is abnormal, but the business is
normal .  When the del ay exceeds the alert value, both the network and
busi ness are abnormal. For the delay in different thresholds,

di fferent measurenent strategies should be adopted:

*  \When the network del ay exceeds an alert value, or when the

hi storical data predicts that the delay will exceed the alert

val ue, passive nmeasurenment requires 100% sanpling of business
data, and the transm ssion frequency of active nmeasurement is
adjusted to the maxi mumvalue. At the same time, the | og and

al arm data of the whole network equipnent is collected to realize
the nost fine-grai ned nmeasurenent of the network, |ocate the root
cause of the problem and repair the network in tine.

* \When the network del ay exceeds a warning value but is |ower than
an alert val ue, passive neasurement sanples 60% of business data,
and the transm ssion nessage frequency of the active neasurenent
is adjusted to the nedi an value, and the running state data of
sone key devices in the network is collected synchronously.

* \Wen the network delay is | ess than a warning val ue, passive
measurenent data is sanpled at 20% and active nmeasurenent nessage
frequency is adjusted to the | owest value, and the network
equi pnent running state of key nodes can be collected as needed.
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Figure 3: Network SLA Performance Metrics

The desired approach is to accurately neasure the network state,
especially when there are sone issues affecting the service, but at
the sane tine, reduce the resources to be enployed to achi eve the
desired accuracy.

The exampl e of network del ay has been provided, but the sane approach
can be applied to other perfornmance indicators (e.g., packet |oss,
t hroughput, and goodput) as well.

3.2.1. On-Path Telemetry Methods

The On-path Tel emetry Methods refers to performance nmeasurenent

techni ques that can provide flow information on the entire forwarding
path on a per-packet basis inreal tine. Differently fromthe
traditional active tools for Operations, Admnistration, and

Mai nt enance (OAM), which inject test packets for neasurenents, the
On-path Telenetry Methods (e.g., AltMark [ RFC9341] and | GAM

[ RFC9197]) allow to nmonitor real service packets and thereby all ow ng
to directly neasure network performance indicators fromthe |ive

net wor ks.
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Al t er nat e- Mar ki ng Met hod [ RFC9341] (Al tMark) and In-situ Operations,
Admi ni stration, and Mai ntenance (1 QAM [RFC9197] are the standard On-
path Telenmetry Methods. AltMark is a technique used to perform
packet |oss, delay, and jitter neasurenents by marking in-flight
packets according to the nethodol ogy described in [RFC9341] and

[ RFC9342]. 10AMis a nethod that allows to produce operational and
telemetry information that nmay be exported using the in-band or out-
of -band method. The data types and data formats for | OAM data
records have been defined in [RFC9197] and [ RFC9326] .

Wth AltMark and 10OAM the real-tine traffic nonitoring of the
network can be used to optim ze the network performance. Figure 4
shows an exenplary traffic nmonitoring systemw th a high-level |BN
wor kfl ow for dynam c network control based on traffic nmonitoring with
On-path Tel enetry Met hods.

. +
| I BN On-Path Tel enetry |
| Controller |
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| N
I I
v I
. + . +
| I'ntent | | Conpliance |
| Acquisition | | Assessnent |
Fomm oo Fomm oo + T +
| AN
I I
v I
S RIS I T +
| Configuration and | | Data Collection |
| Optimzation | | and Anal ytics |
o e e e e oo + o e e e e oo +
| AN
I I
v I
et +
| Net wor k |
oo e e e e e e e e e e e e e e e e e e e e oo +

Figure 4: A Traffic Mnitoring Systemw th | BN-Based On-Path
Tel enetry

The Controller for BN On-Path Telenetry in Figure 4 configures the
nmoni toring of the network according to a specific performance
nmeasurenent intent. For this nonitoring, AltMark or | OAM can be
used. Then it collects data and analytics fromthe sel ected
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met hodol ogy (e.g., AltMArk or ITOAM in order to verify the conpliance
with the intent. Optimzation actions can be eventually taken and
can be related to network path nodification or perfornmance
neasurenents variation.

The next section describes an exanple of the workflow for | BN based
On-path Telenetry focusing on the use of [ RFC9342].

3.2.1.1. Cdustered Alternate-Mirking Methodol ogy

The Clustered Alternate-Marking franework in [ RFC9342] adds
flexibility to performance nmeasurenments in [RFC9341], because it can
reduce the order of nagnitude of the packet counters. This allows
the Controller to supervise, control, and nanage AltMrk measuremnents
in |arge-scal e networks.

[ RFC9342] introduces the concept of cluster partition of a network.
The nonitored network can be considered as a whole or split into
clusters that are the smallest subnetworks (e.g., group-to-group
segnments), maintaining the packet |oss property for each subnetwork.
The clusters can be conbined in new connected subnetworks at
different levels, which can formnew clusters, depending on the |eve
of detail to achieve

A clustered performance neasurenment intent represents the spatia
accuracy, that is, the size of the subnetworks to consider for the
monitoring. It is possible to start the nonitoring w thout exam ning
in depth and, in case of necessity, the “network zoonming” approach
can be used.

¢

This approach is called “network zoomi ng” and can be perfornmed in two

different ways:
1. To change the traffic filter and select nore detailed flows;

2. To activate new neasurenent points by defining nore specified
clusters.

The networ k-zoom ng approach inplies that some filters, rules or flow
identifiers are changed. But these changes nust be done in a way
that do not affect the performance. Therefore, there could be a
transient time to wait until the new network configuration takes
effect. Anyway, if the performance issue is relevant, it is likely
to last for a tine nmuch |onger than the transient tine.

The concrete steps of the clustered performance neasurenent intent
are as foll ows:
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* The performance neasurenent intent acquisition is initially
recogni zed. For exanple, the intent can be a specific SLA for the
network in terms of performance paraneter values. Then, the
performance neasurenent intent is analyzed and it is translated
into specific configurations and neasurenent policy, such as
network partition and the spatial accuracy needed for the
nmoni t ori ng.

* The configuration step arranges and cali brates the neasurenent
with the specific configuration according to the neasurenent
policy in order to split the whole network into clusters at
different levels. Note that, for the configuration, the YANG Data
Model for the Al ternate Marking Method
[1-D.ydt-i ppmalt-mark-yang] can be used.

* The data collection and analytics step gets the neasurenent data
fromthe different clusters, and then validates the actua
performance for each cluster against the required perfornmance
according to the intent. Note that, for the collection of the
measur enent data, the On-path Tel emetry YANG Data Model
[1-D.fz-i ppmon-path-tel emetry-yang] or the IPFI X Alternate-
Marking Information [I-D.ietf-opsawg-ipfix-alt-mark] can be used.

* The conpliance assessnment checks whether the initial intent is net
or not, that is, for exanple, if a cluster is experiencing a
packet loss or the delay is higher than the expected value. In
this case, the Controller is notified of such an outage in order
to nodify the cluster partition of the network for further
i nvestigation. The network configuration can be i mediately
nmodified in order to performa new partition of the network but

only for the cluster with bad performance. |In this way, the
probl em can be | ocalized with successive approximtion up to a
flow detailed analysis. This is the so-called “Intent-Based

Cl osed- Loop Performance Managenment” .
I BN for C oud-Based Security Service Managenent

A C oud-Based Security Service Managenent is proposed in
[1-D.jeong-i2nsf-security-nmnagenment-automation]. It describes
Security Managenent Autonation (SMA) of cloud-based security services
in the framework of Interface to Network Security Functions (| 2NSF)

[ RFC8329]. The security managenent automation deals with cl osed-|oop
security control, security policy translation, and security audit.

To support these three features in SMA, an augnmented architecture of
the 1 2NSF framework is proposed by introduci ng new system conponents
and new interfaces.
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Figure 5: Security Managenent Automation in |I2NSF Framewor k

Figure 5 shows an IBN-driven |2NSF framework for Security Managenent
Automation (called SMA) of cloud-based security service nanagenent.

I 2NSF User conposes a high-1level security policy (as an intent) and
delivers it to Security Controller. Security Controller translates
the high-level security policy into the corresponding | owl evel
security policy that is understandable to Network Security Functions
(NSFs) for actual security services. Security Controller has a
Security Policy Translator (SPT) for this security policy translation
[ SPT].
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As shown in Figure 5, for closed-1oop security control, this |I2NSF
framework has Monitoring Interface and Analytics Interface along with
| 2NSF Anal yzer. |2NSF Anal yzer collects nonitoring data from NSFs
via Monitoring Interface. It analyzes the nonitoring data using
Artificial Intelligence (Al) and Machine Learning (M). |2NSF

Anal yzers delivers a policy reconfiguration nessage (e.g., defense
agai nst a new security attack) or feedback information nmessage (e.g.
action for handling overl oaded conmputi ng and comuni cati on resources)
to Security Controller. Security Controller receives the nessage and
takes an appropriate action for the nessage, such as translating the
message into a security policy reconfiguration for target NSFs and
taking a renmedy action for the feedback information.

Therefore, with a security policy translator and a cl osed-| oop
security control, we can provide service custoners wi th | BN based
security services according to the intent life cycle in [ RFC9315].

3.4. IBN for |oT Device Managenent in 5G Networks

A Networ k Managenent Automation (NMA) can be provided for cellular
network services in 5G networks
[1-D.jeong-nnrg-ibn-network-nmanagenent -automation]. This NVA is
feasible on top of an IBN-enpowered franework. It deals with a

cl osed-1 oop network control, network intent translator, and network
managenment audit. To support these three features in NMA it
specifies an architectural franmework with system conponents and
interfaces. Also, this framework can support the use cases of NMVA in
5G networks such as the data aggregation of Internet of Things (IoT)
devices, network slicing, and the Quality of Service (QS) in

Vehi cl e-to- Everyt hi ng (V2X).
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Figure 6: Network Managenment Automation in |IBN Framework for 5G
Net wor ks

Figure 6 shows an I BN framework for Network Managenent Automation in
5G networks. This framework is based on the |2NSF franmework for

cl oud- based security services

[ RFC8329][I-D. j eong-i 2nsf-security-nmanagenent-automation]. Like the
framework for Security Managenent Automation (called SMA) of cloud-
based security services, this framework supports an intent
translation with a Network Intent Translator (NIT) and a cl osed-I| oop
control mechanism it realizes an | BN-based | 0T device managenent in
5G net wor ks.

An intent is expressed with YAML [ YAML] according to an intent

specification in [TS-28-312]. The delivery protocol of an intent and
a tranl sated policy can be REST APl [REST].
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3.5. IBN for Sofware-Defined Vehicle Managenent

Sof t war e- Defined Vehicle (SDV) is an electrical vehicle with a
software platform (e.g., AUTOSAR [ AUTOSAR], Eclipse SDV

[ Ecl i pse-SDV], and COVESA [ COVESA]) towards autononpus vehicles in
Intelligent Transportation Systens (ITS). An SDV is constructed by a
software platform having a cloud-native system (e.g., Kubernetes

[ Kubernetes]) and has its internal network (e.g., a giga-bit

Et hernet). For facilitating the easy and efficient configuration of
networ ks, security, and applications in the SDV'S in-vehicle

net wor ks, an intent-based managenent is required. An intent-based
managenent framework for SDVs is proposed by

[1-D.jeong-opsawg-i ntent-based-sdv-framework]. This framework lets
SDVs be configured and nonitored by a vehicular cloud in terms of
net wor ks, security, and applications in SDVs. 1In this framework,
SDVs can communicate with other SDVs and infrastructure nodes for
safe driving and infotai nnent services in |ITS.

SDV User : Transl ati on/ : Network Ops/
Space : | BS Space :  App Space
Ful fill : :
F--- - - + . I i + I i S R +
| Recogni ze/|---->| Translatel/ |-->| Learn/ | -->|] Configure/|
| Generate | : | Refi ne | | Pl an/ | : | Provision |
| Intent | <----] | | Render | o |
Fomm oo - + Fomm e oo - + Fomm e oo - T o +
AN AN |
............ T I
| S + Vv
| | Validate | Fommmeeee - +
| R +<----| Monitor/ |
Assure | | | Cbserve |
E S + Fom e - - - + Fom e - - - +<--- - |
| Report |<----- | Abstract |<----- | Analyze/ | A +
L + AR + | Aggregate|
dememmaaaa +

Figure 7: The Intent Life Cycle of IBS for SDV Managenent

According to the intent life cycle of an Intent-Based System (IBS) in
[ RFC9315], as shown in Figure 7, the intent life cycle of the IBS for
SDVs can be enforced for SDV managenent. The |life cycle consists of
three spaces, nanely SDV User Space, Translation & | BS Space, and

Net wor k Operations (Ops) & Application (App) Space. These spaces are
divided into two phases in the life cycle space, such as fulfill nent
and assurance. The fulfillnent phase (denoted as “Fulfill” )

pi pelines the steps for an intent enforcenent, such as intent input,
transl ation/refinement, | earning/planning/rendering, and
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configuration/provisioning toward the target Service Functions (SFs),
such as Network Functions (NFs) and Application Functions (AFs) in
SDVs. On the other hand, the assurance phase (denoted as “Assure” )
performs the steps for an intent validation and optim zation by
collecting final results of the intent fulfillment fromthe NFs and
AFs for SDVs. |If an action for the found problemis needed, the life
cycle inserts a reconfigured policy or feedback information into the
fulfillment phase or report a required action to an SDV User.
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Fi gure 8: Intent-Based Managenment Framework for Software-Defined
Vehi cl es

Figure 8 shows a framework of intent-based managenent for SDVs. The
framework consists of a vehicular cloud and SDVs. The two parts of

Vehi cul ar C oud and SDV borrow t he conponents and interfaces of the

I 2NSF framework in

[ RFC8329] [ I -D. j eong-i 2nsf-security-managenent - aut omati on] and
custom ze their conponents and interfaces for |BN based SDV
managenent .

For sinplicy, Vehicular Coud can be treated as SDV User (i.e.,
network administrator) like |I2NSF User in [RFC8329]. In this case,
the SDV framework in Figure 8 is simlar to the |I2NSF framework in
[ RFC8329] .

3.6. |[IBN for Interconnection

New network capabilities based on programmability and virtualization
are produci ng service situations where a connectivity-only approach
is not sufficient. The increasing availability of conputing
capabilities internal to the networks, or attached to them enable
new scenari os where those capabilities can be consuned through the
advertisement or exposure of these execution environments (i.e.,
comput e, storage, and associ ated networking resources). |In addition
to that, even services or network functions could be advertised in
order to nake them avail able for interconnection

Figure 9 captures the intent procedure for the fulfillnment phase of

the Interconnection Intent. Note that SLO, SLE, and SDP stand for
“Service Level bjective” , “Service Level Expectation” , and “Service
Demar cation Point” , respectively.
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Figure 9: Fulfillment Phase of Interconnection Intent

Simlarly, Figure 10 sketches the intent procedure for the assurance
phase of the Interconnection Intent.
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SRR + :
| val i dat e| T +
: +----N---4 <----| moOnitor/ |
Assure  +------- + R R + +o---- +---+ . | observe/
|report | <---- |abstract |<---| analyze | <----| |
e + I + | aggr egat e| I +
. SR -
Provi der A Provi der B
- Analysis of the : - Checking of nonitored data : - Collection of
reported metrics : for inner closed-loop to : telemetry
agai nst the intent : ensure conmtted SLGs : i nformation
r equest : : related to
- Trigger of actions : - Aggregation of data to : al | ocat ed
i f needed, e.g., : produce an abstracted view : resources (e.qg.

new i ntent (outer : fitted to the intent request: routes, conpute,
cl osed- | oop) : : quot es, and
service functions)

Fi gure 10: Assurance Phase of |nterconnection |ntent

In Figure 9 and Figure 10, both Fulfillnment and Assurance phases are
integral parts of the Interconnection Intent, respectively, according
to the intent life cycle in [RFCO315]. For the nore detail ed

di scussion on an intent-based interconnection framework, refer to
[1-D.contreras-nnrg-interconnection-intents].

3.7. |IBN for IETF Network Slices

Network slicing is enmerging as a future nmodel for service offering in
tel ecom operator networks. Conceptually, network slicing provides a
custoner with an apparent dedi cated network which is built on top of
logical (i.e., virtual) and/or physical functions and resources
supported by a shared infrastructure. This infrastructure is

provi ded by one or nore tel ecomoperators. As part of an End-to-End
(E2E) network slice, it is expected to have a nunmber of network
slices at a transport level (referred as | ETF network slices)

provi ding the necessary connectivity to the rest of conponents of the
E2E slice, e.g., mobile packet core slice

Wth this respect, the GSMA [ GSMA] has been devel opi ng a uni versa

bl ueprint that can be used by any vertical custonmer to request the
depl oynent of a Network Slice Instance (NSI) based on a specific set
of service requirenents. Such a blueprint is a network slice
descriptor called Generic Slice Tenplate (GST). The GST contains
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multiple attributes that can be used to characterize a network slice.
A particular tenplate filled with values generates a specific Network
Slice Type (NEST).

The previous slice tenplates provide a nunber of paraneters that
functionally characterizes the behavior of the network slice as
expected by the slice custoner. However, apart fromthe slice
characteristics, further information is needed in order to request
the realization of a slice towards the I ETF Network Slice Controller
(NSC), such as the identification of the slice endpoints and

i nformati on about the virtual network topol ogy expected to formthe
requested | ETF Network Slice.

Figure 11 captures the intent procedure for the fulfillnent phase of
the ETF Network Slice Service Intent. Note that NBI and SBI stand

for “Northbound Interface” and “Southbound Interface” , respectively.
User Space : Translation / |1BS : Network Ops
: Space : Space
F--- - - + F--- - - + F-- - - - + F-- - - - +
Fulfill |recognize/|---> |translate/|-->] learn/ | -->|] configure/|
| generate | | | | plan/ | | provision
| i ntent |<--- ] refine | | render | o |
Fomm oo - + Fomm oo - + N T o +
Slice Custoner Slice Provider
- Custom zed Slice ; - ldentification of |IETF : - Slice request
Tenpl at es : network slice endpoints : to | ETF NSC
- Service SLCs as and connectivity patterns : by using slice
under st ood by : - Derivation of network SLGCs : NBI YANG nodel

Slice Custoner : and SLEs from hi gh-1eve
: Cust oner Service SLOs

Figure 11: Fulfillnent Phase of |IETF Network Slice Service Intent

Simlarly, Figure 12 sketches the intent procedure for the assurance
phase of the IETF Network Slice Service Intent.
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SRR + :
| val i dat e| T +
: +----N---4 <----| moOnitor/ |
Assure  +------- + R R + +o---- +---+ . | observe/
|report | <---- |abstract |<---| analyze | <----| |
e + I + | aggr egat e| I +
. SR -
Slice Custoner Slice Provider
- Analysis of the : - Checking of nonitored data : - Collection of
reported metrics : for inner closed-I|oop : moni t ori ng
against the slice : to ensure commtted SLOs and i nformation
r equest : SLEs : related to the
- Trigger of actions : - Aggregation of data : slice (e.g.
i f needed, e.g., : produci ng an abstracted V|emr SLGCs and SLEs
slice nodification : fitted to the slice request : of connectivity
(outer closed-1oo0p): : constructs and

SDP)
Fi gure 12: Assurance Phase of |ETF Network Slice Service |Intent

In Figure 11 and Figure 12, both Fulfillnent and Assurance phases are
integral parts of the IETF Network Slice Service Intent,

respectively, according to the intent life cycle in [RFC9315]. For
the nore detail ed di scussion on an intent-based network slice service
framework along with those terns, refer to
[1-D.contreras-nnrg-transport-slice-intent].

3.8. IBN for Geen Service Managenent

Wth the increasing need for sustainability in network services,

I ntent - Based Networking can be applied to enable custoners to express
green service objectives as network intents
[1-D.contreras-nnrg-green-intent]. These intents allow customers to
specify constraints and preferences related to energy consunpti on,
carbon em ssions, and the use of renewable energy in the provisioning
and nmanagenent of network services

The green service intent includes attributes such as:

* Energy Consunption: Specifies maxi numthresholds for total energy
used by the network service.

* Energy Efficiency: Specifies mninmmthresholds for energy
efficiency netrics (e.g., bits per Joule).
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* Carbon Enmissions: Specifies limts on carbon intensity (grams CO2
per kW) associated with the service.

* Use of Renewabl e Energy: Specifies mnimumratios of renewable
energy sources powering the network functions.

These attributes can be specified individually or conbined in a green
intent, allow ng flexible expression of sustainability goals.

Figure 13 captures the intent procedure for the fulfillnent phase of
the Green Intents.

User Space : Translation / |IBS : Network Ops
: Space : Space
I + I + I + I +
Ful fill |recognize/|---> |translate/|-->] learn/ | -->] configure/]
| generate | | | | plan/ | | provision
| i nt ent | <--- | refine | | render | o |
TS + TS + R S I U +
Cust oner Provi der
- Generate a green : - Translation of attributes as: - Configuration
i ntent using one : constraints to check against: of the network
or nore of the : pre-defined policies : according to
attributes in the: : policies
docunent : :

Figure 13: Fulfillnment Phase of the Green Service Intent

The process begi ns when the custoner generates a green intent that
specifies the desired sustainability and energy-efficiency objectives
for the network service. This intent is then interpreted by the
intent transl ation nodul e, which converts the high-level green
obj ectives into concrete network policies and constraints. Next, the
pol i cy mappi ng nodul e enforces these constraints by selecting
appropriate network resources and configurations that align with the
green goals, for instance, routing traffic through energy-efficient
pat hs, | everagi ng equi pnent with | ower carbon footprints, or
prioritizing data centers powered by renewabl e energy. Finally, the
configuration and provisioning nodul es depl oy these configurations
across the network infrastructure to realize the intended green
servi ce objectives.
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phase of the Green Service Intent.

| val i dat e|

R e SR

| abstract |<---|
S R +

anal yze
| aggr egat e|
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Fi gure 14 sketches the intent procedure for the assurance

moni tor/ |
| observe/ |

<-e- |

Assur e Fo-m- - + :
| report | <----
S + :
Cust omer

- Analysis of the
reported nmetrics
agai nst the intent:
request :

- Trigger of actions:
i f needed (outer
cl osed | oop)

Checki ng of nonitored data
for internal closed |oops
to ensure commted SLGCs
(inner closed | oop)
Exposure of green data by
APl's, e.qg.

[1-D. petra-green-api]

Col I ection of
green netrics
[1-D.cx-green
green-netrics]
suitable for
the intent
attributes

Fi gure 14: Assurance Phase of the Green Service Intent

In the case of assurance,
green netrics fromvarious network el enents.

moni t ori ng nodul es conti nuously coll ect
The gat hered

information is then analyzed by an anal ytics or validation nodul e,

Yao,

whi ch eval uates the network’s performance and checks conpliance with
the established green intent objectives based on standardi zed green
networking nmetrics. |f any discrepancies or deviations fromthe

i ntended goal s are detected, the optim zation nodul e intervenes by
adj usting network policies or reallocating resources to better align
with the green objectives. |In sone cases, this process may al so
trigger a renegotiation or feedback |oop with the custoner to refine
the intent or update the service paraneters accordingly.
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4.

4.

The green intents build upon existing green networking nmetrics and
standardi zed APIs for energy and carbon reporting, such as those
defined in [I1-D. cx-green-green-netrics] and [|-D. petra-green-api].
Wthin this framework, the systemnust effectively nmanage trade-offs
between traditional Quality of Service (QS) objectives and green
goal s, maintaining service reliability and performance while
optinizing energy efficiency and reduced em ssions. Furthernore, the
intent framework shoul d incorporate negotiation and vali dation
mechani sms, recogni zing that network providers may only be able to
partially fulfill green intents depending on their current
infrastructure capabilities and operational policies.

Practice Learnings
1. Difficulties and Chall enges

Sone key | earnings and takeaways can be extracted fromthe practices
and i npl enentation of IBN systens in different use cases. Commonly,
there involve the follow ng technical challenges in building |IBN
systens, incluing handling the dynanmic and tine variant nature of the
network, the efficient managenent of cross-domain resources, and the
reliability of automatic configuration, etc.

Let us take Service Function Chaining (called SFC) as an exanple to
show three chal |l enges as foll ows.

1. Stability in Dynamic Network Environments: For instance, in the
space-terrestrial networks where the network topology is with
frequent changes, it is essential to design efficient service
function chain reconstruction and service recovery nmechani sns.
But how to guarantee the effectiveness of the chaining rule in
these scenarios is still a challenge.

2. Col | aborative Managenent of Cross-Domain SFC. To ensure the
network intents across nulti-domain networks, intent-based
net wor ks shoul d be designed with a cross-domain orchestrati on and
managenment framework to ensure an E2E optim zation of Quality of
Service (called QS)

3. Depl oynent under Resource-Constrained Conditions: It is inportant
to consider how to effectively deploy and nanage these service
function chains within linmted resources. Methods such as intent
negoti ati on can be introduced to optimnize resource allocation in
t he SFC.
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4. 2.

Future Research Directions

Al t hough there have been extensive research achi evenments from
academic, industrial, and standardization fields, there are the
following three future research considerations.

1.

Yao,

Generic Intent nodel for Full Life-Cycle Assurance: It is
necessary to construct an intent nodel for the full life-cycle
fromboth top-to-down and down-to-top perspectives, including the
intent input state, the intent execution state, and the intent
conpletion state, etc, nmerged in a generic logic nodel. It nakes
sense of ensuring the E2E guaranteed inpl enentati on of any
network intent and verifying the intent state through consistent
mat hemat i cal 1 ogic.

Aut ononobus End-to-End Network Policy Generation: |ntent-based

net wor ks shoul d provide the network configuration policies to

al ways wel |l understand the requested network services in tine, in
particul ar towards various dynani c on-demand service
requirenents. Therefore, intent-based networks shoul d make the
network QoS satisfy the users’ Quality of Experience (QE) froma
vertical perspective of a network protocol or different intent

hol ders. Meanwhile, the current network i s based on donmi n-
specific local policy optimzation, and it is hard to ensure an
E2E QoS guarantee, in particular a cross-domai n gl oba
optimization. Therefore, intent-based networks should provide an
E2E optimni zation policies across multi-domain networking
appl i cations.

Intent Inplenmentation with Large | anguage Models (LLMs): Large

| anguage nodel s (LLMs) such as Flan-T5 [Fl an-T5] and GPT-3
[GPT-3] will play an inportant role in enhancing the accuracy of
intent refinement, resulting fromthe powerful understanding
capabilities of LLMs and the entity relationships in know edge
graphs [ Knowl edge-Graph]. It is also beneficial to network
policy generation according to the network status. Although we
have invol ved different kinds of Al nodels at each intent-based
networks’ stages, there still lack of generality and accuracy.
Meanwhi | e, human interference is still in the full life-cycle of
i ntent -based networks, and in the future the know edge graph-
assi sted LLMs can further reduce the human intervention, and even
make the human conpletely be out of the full life-cycle of the

i ntent - based net works.

et al. Expires 7 May 2026 [ Page 36]



Internet-Draft | BN Use Cases Novenber 2025

5. Di scussion

Thi s section discusses three aspects for the depl oynent of |BN
systens on the real world. They are Miulti-Domain Depl oynent, Network
Digital Twin, and IBNwith Al.

5.1. Milti-Domain Dichotony for |BN

I BN shows two different aspects and relations with nulti-domain
concepts such as nulti-domain intents and nmulti-domain intent
resol ution.

5.1.1. Mul ti -Domain | ntents

Sone network intents involve multiple domains. They can be explicit,
especi ally when being expressed in a natural |anguage, or inplicit.
The resolution of the former is generally straightforward. Probably
a mapping is required to let the intent resolution system e.g., one
followi ng the specification in [I-D. pedro-ite], to know the rea
identity of the domain nentioned in the intent.

On the other hand, the resolution of the inplicit domains in network
intents requires a much larger and consistent structure and nmappi ng
functions. They must be able to determ ne the invol venent of
mul ti pl e domains, and the reason nust be clearly stated in the
structures. For instance, if the network intent is resolved into a
network service that involves a security function and the security
function is only available at a different domain to the domain that
is resolving the intent, the involvenent of nultiple domains is
justified. Similarly, other scenarios nust provide justifications
for involving multiple domains inplicitly.

5.1.2. Mul ti-Domain I ntent Resol ution

Regardl ess of a network intent being single-domain or multi-domain in
Section 5.1.1, a network intent can be resolved by a standal one
system i.e., doing single-domain intent resolution, or by nultiple

i nterconnected systens, i.e., doing nulti-domain intent resolution

Involving multiple domains in the resolution of an intent has nmany
benefits, such as using bigger know edge bases and bi gger network
function structures. This is particularly beneficial for nulti-
domain intents. However, it also neans that network managenent
systens nmust consider additional security concerns and general domain
i nformati on borders and policies for its transmssion. This is being
actively researched, but results are still early to say that a
consistent nulti-domain systemcan be built for network intent

resol ution.
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5.2. The Integration of IBN and Network Digital Twin

As described in [I-D.irtf-nnrg-network-digital-twi n-arch], the
Network Digital Twin (NDT) can be an inportant enabler platformfor
i mpl ementing | BN systens and fostering their deploynent. A user
gives his (or her) intent to the network systemw th NDT. Through
the closed-l1oop control with nonitoring, validation, and adjustnent
in NDT, the |IBNbased network nmanagenent will be effectively
performed with a mnimumtrial and error in the real networks. For
nmore details on IBN interaction with Network Digital Twin, refer to
Section 10 of [I-D.irtf-nnrg-network-digital-tw n-arch]

5.3. IBNwth Al

Thi s section proposes sone discussions on IBNwith Al. Al techniques
have been integrated by IBN, but there is still nuch space in
researching on topics related to IBN with Al, such as different

| earning patterns, Al agents, and agentic Al.

5.3.1. Transfer Learning

[1-D. cgfabk-nnrg-ibn-generative-ai] describes how transfer |earning
techni ques can be adopted to design generative Al specialized nodels
for | BN

I BN represents a paradigmshift in network managenment, aimng to
bridge the gap between busi ness objectives and network
configurations. |IBN allows operators to specify high-level intents,
whi ch the systemthen automatically translates, enforces, and
continuously validates. Generative Al, particularly Large Language
Model s (LLMs), can enhance | BN by automating intent parsing, policy
generation, and network troubl eshooting. LLMs can understand natura
| anguage intents, generate high-level policies, and adapt the
policies inreal time. Transfer |earning enables pretrai ned nodel s
to adapt to specific tasks with significantly |ess data and

conmput ational resources. |In the context of IBN, this approach offers
a dual advantage: (i) enhancing the efficiency of nodel training and
(ii) inmproving the reliability of intent recognition and execution

5.3.2. Al Agent-Enabled | BN

In the future, IBNwill be closely intertwined with Al Agents and

Mul ti-Agent systenms. Milti-Agent systens, equipped with capabilities
of distributed perception, collaborative decision-nmaking, and

aut ononous execution, will serve as the core technical engine for IBN
to achieve full-process automation. For exanple, the Confucius
framework in [ Confucius] has proven that nulti-agent coll aboration
can inprove the accuracy of network managenent tasks by over 34%
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The core research issues in the integration of the IBNwith Al focus
on three dinmensions as foll ows:

1. Accurate translation and deconposition of intents: This dinension
considers the accuracy of intent translation. It needs to
resolve the anmbiguity of intents expressed in a natural |anguage.

2. Coll aboration and managenent of nulti-agents: This di nension
considers network scalability. As the network scal e expands, the
increase in the nunber of agents |eads to issues such as decision
consi stency and resource conpetition. Additionally, it is
necessary to handl e the reasonabl e deconposition and dependency
managerent of conpl ex tasks among multiple agents.

3. Systemreliability and security: This dimension considers the
stability and cybersecurity. This not only includes the |ogica
verification of instructions generated by Al Agents (e.g.,
Donmai n- Speci fi ¢ Language (DSL) syntax conpliance) but al so
i nvol ves issues such as data privacy protection, malicious
behavi or identification, and Byzantine fault tol erance in agent
interactions. Note that the Byzantine fault tol erance allows the
I BN systens to keep operating correctly or reach right consensus
even if sonme conponents of the I BN systnes are nalicious or
faul ty.

Potential research directions and technol ogi es can be as foll ows:

* Enhanced intent understanding: It optimzes intent parsing by
conbi ni ng domai n know edge graphs [ Know edge- G aph] and Retrieval -
Augnent ed CGeneration (RAG [RAG. It can realize simulation
verification and preview of intents (e.g., Wuat-I1f analysis)
through digital tw ns.

* FEfficient multi-agent collaborative architectures: It adopts a
hi erarchi cal agent design to reduce cross-layer comruni cation
overhead. Federated |earning nay enabl e dynam ¢ task scheduling
and parall el execution while protecting |ocal data in each agent.

* Trusted agent technologies: It includes a nulti-layer verification
mechani sm of “agent pre-verification” and “manual approval” and
al so abnornmal behavi or detection algorithns based on traffic
fingerprints.

* Performance accel eration and resource optim zation technol ogi es:
It matches the conputing power needs of agents with network | oads
t hrough dynami c resource scheduling algorithnms to inprove the
operational efficiency of the I BN systens.
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6. Security Considerations

There are many consi derations on security. First, the IBN systens
shoul d be strong and resilient against variable security attacks from
outsider attacks (e.g., Distributed-Denial-of-Service (DDoS) attacks
and virus) and to insider attacks (e.g., supply chain attacks).

A malicious intent can break down the whole IBN systemif the

anal ysis of each intent for the inpact on the IBN systemis not
performed appropriately on tinme. Thus, the |IBN defense system shoul d
execute both the security check for an intent during the Fulfill nment
Phase and the attack nonitoring during the Assurance Phase. Such
security check and attack nonitoring need to be perforned by the

col | aborati on between Al agents and network adnini strators.

7. | ANA Consi derations

Thi s docunent has no requests to | ANA
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