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Abst ract

Reduci ng humanki nd’ s envi ronnental footprint and naking technol ogy
nmore environnental |y sustai nabl e are anong the bi ggest chall enges of
our age. Networks play an inportant part in this challenge. On one
hand, they enable applications that help to reduce this footprint.

On the other hand, they contribute to this footprint thenselves in no
insignificant way. Therefore, nmethods to make networking technol ogy
itself "greener" and to manage and operate networks in ways that
reduce their environnental footprint wthout inpacting their utility
need to be explored. This docunment outlines a correspondi ng set of
opportunities, along with associ ated research chall enges, for
net wor ki ng technol ogy i n general and nmanagenent technology in
particular to beconme "greener", i.e., nore sustainable, with reduced
greenhouse gas em ssions and | ess negative inpact on the environnent.

Thi s docunent is a product of the Network Managenent Research G oup
(NVRG of the Internet Research Task Force (IRTF). This docunent

reflects the consensus of the research group. It is not a candidate
for any level of Internet Standard and is published for informationa
pur poses.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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I ntroduction
Mot i vati on

Climate change and the need to curb greenhouse gas (GHG em ssions
have been recogni zed by the United Nations and by npbst governnents as
one of the big challenges of our tine. As a result, curbing those
em ssions is beconing of increasing inportance for society and for
many industries. The networking industry is no exception

The sci ence behi nd greenhouse gas em ssions and their rel ationship
with climte change is conplex. However, there is overwhel mng
scientific consensus pointing towards a clear correlation between
climte change and a rising anmount of greenhouse gases in the

at mosphere. One greenhouse gas of particular concern, but by no
means the only one, is carbon dioxide (CO2). Carbon dioxide is
emtted in the process of burning fuels to generate energy that is
used, for exanple, to power electrical devices such as networking
equi pnent. Notable here is the use of fossil fuels, such as oil

whi ch rel eases CO2 that had | ong been renoved fromthe earth’s

at mosphere, as opposed to the use of renewable or sustainable fuels
that do not "add" to the anmpbunt of carbon in the atmosphere. There
are additional gases associated with electricity generation, in
particul ar Methane (CH4) and Nitrous Oxide (N2O). Although in
smal l er quantities, they have an even hi gher d obal Warm ng Potenti al
(GWP) .

Greenhouse gas emissions are in turn correlated with the need to
power technol ogy, including networks. Reducing those em ssions can
be achi eved by reducing the anount of fossil fuels needed to generate
the energy that is needed to power those networks. This can be

achi eved by inproving the energy mx to include increasing anmounts of
| ow carbon and/ or renewabl e (and hence sustai nabl e) energy sources
such as wind or solar. It can also be achieved by increasing energy
savings and inproving energy efficiency so that the same outconmes are
achi eved while consum ng | ess energy in the first place.

The anmount of greenhouse gases that an activity adds to the

at mosphere, such as CO2 that is enmtted in burning fossil fuels to
generate the required energy, is also referred to as greenhouse
footprint, or carbon footprint (accounting for greenhouses gases
other than CO2 in terms of CO2 equivalents). Reducing this footprint
to net-zero is hence a major sustainability goal. However,

sustai nability enconpasses al so other factors beyond carbon, such as
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sust ai nabl e use of other natural resources, the preservation of
natural habitats and bi odiversity, and the avoi dance of any form of
pol I uti on.

In the context of this docunent, we refer to networking technol ogy
that helps to inprove its own networking sustainability as "green"
Green, in that sense, includes technol ogy that helps to | ower

net wor ki ng’ s greenhouse gas em ssions including carbon footprint,

whi ch turn includes technol ogy that helps to increase efficiency and
realize energy savings as well as facilitating nanagi ng networks
towards stronger use of renewabl es.

Arguably, networks can al ready be considered a "green" technology in
that networks enabl e many applications that allow users and whol e
industries to save energy and thus become environnentally nore
sustainable in a significant way. For exanple, they allow (at |east
to an extent) to substitute travel with tel econferencing. They
enabl e many enpl oyees to work from home and "tel ecommute", thus
reducing the need for actual conmute. 10T applications that
facilitate automated nonitoring and control fromrenpte sites help
make agriculture nore sustainable by mnimzing the application of
resources such as water and fertilizer as well as |and use.

Net wor ked smart buil dings allow for greater energy optinization and
sparser use of lighting and HVAC (heating, ventilation, air

condi tioning) than their non-networked not-so-smart counterparts.
That said, calculating precise benefits in ternms of net
sustainability contributions and savings is conplex as a holistic
picture involves many effects, including substituion effects (perhaps
savi ng on em ssions caused by travel but incurring additional cost
associ ated with additional hone office use) as well as behaviora
changes (perhaps higher nunber of neetings than if travel were

i nvol ved).

The I ETF has recently initiated a reflection on the energy cost of
hosting neetings three tinmes a year (see for instance [IETF-Net0]).

It conducted a study of the carbon em ssions of a typical neeting and
found out that 99% of the enissions were due to the air travel. In
the sane vein, [Framework] conpared an in-person with a virtua
meeting and found a reduction in energy of 66%for a virtual neeting.
These findings confirmthat networking technol ogy can reduce

em ssi ons when acting as virtual substitution for physical events.

That said, networks themnmsel ves consune significant anmounts of energy.
Therefore, the networking industry has an inportant role to play in
meeting sustainability goals not just by enabling others to reduce
their reliance on energy, but by also reducing its own. Future
net wor ki ng advances will increasingly need to focus on beconi ng nore
energy-efficient and reducing carbon footprint, both for econonic
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reasons and for reasons of corporate responsibility. This shift has
al ready begun, and sustainability is already becom ng an inportant
concern for network providers. In sone cases, such as in the context
of networked data centers, the ability to procure enough energy
becones a bottl eneck prohibiting further growth and greater

sustai nability thus beconmes a business necessity.

For exanple, in its annual report, TeleflfEnica reports that in 2021
its network’s energy consunption per PB of data anobunted to 54MM

[ Tel ef oni ca2021]. This rate has been dramatically decreasing (a
seven-fold factor over six years) although gains in efficiency are
being of fset by sinultaneous growh in data volume. |In the sane
report, it is stated as an inportant corporate goal to continue on
that trajectory and aggressively reduce overall carbon em ssions
further.

1.2. Approaching the Probl em

An often-considered gain in networking sustainability can be made
with regards to inmproving the efficiency with which networks utilize
power during their use phase, reducing the amount of energy that is
required to provide comunication services. However, for a holistic
approach other aspects need to be considered as well.

Envi ronmental footprint is determ ned not by energy consunption

al one. The sustainability of power sources needs to be considered as
well. A deploynment that includes devices that are | ess energy-
efficient but that are powered by a sustainable energy source can
arguably be considered "greener" than a deploynent that includes
highly efficient device that are powered by Di esel generators. In
fact, in the same Telef fHnica report nentioned earlier, extensive
reliance on renewabl e energy sources i s enphasized.

Simlarly, deploynents can take other environnental factors into
account that affect carbon footprint. For exanple, deploynments in
whi ch factors such as the need for cooling are reduced, or where
excessive heat that is generated by equi prent can be put to

productive use, will be considered greener than depl oynents where
this is not the case. Exanples include deploynments in cooler natura
surroundings (e.g., in colder climtes) where that is an option

Li kewi se, manufacturing and recycling of networking equipnent are

al so part of the sustainability equation, as the production itself
consunmes energy and results in a carbon cost enbedded as part of the
device itself. Extending the lifetime of equiprment may in many cases
be preferable over replacing it earlier with equipment that is
slightly nore energy-efficient but that requires the enbedded carbon
cost to be anortized over a much shorter period of tine.
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Managenment has an outsized role to play in approaching those

probl ems. To reduce the amount of energy used, network providers
need to maxi m ze ways in which they nmake use of scarce resources and
elimnate use of resources which are not needed. They need to
optinmize the way in which networks are depl oyed, which resources are
pl aced where, how equi pnent |ifecycles and upgrades are bei ng nanaged
- all of which constitute classic operational problens. As best
practices, methods, and al gorithnms are devel oped, they need to be
automated to the greatest extent possible and mgrated over time into
the network and performed on increasingly short tine scal es,
transcendi ng managenent and control pl anes.

1.3. Structuring the Probl em Space

From a techni cal perspective, multiple vectors al ong which networks
can be made "greener" should be consi dered:

*  Equi prent | evel

Per haps the nost prom sing vector for inproving networking
sustainability concerns the network equi pnment itself. At the nobst
fundanental |evel, networks (even softwarized ones) involve
appl i ances, i.e., equipnent that relies on electrical power to
performits function. There are two distinct |ayers with
different opportunities for inprovenent:

- Hardware: Reduci ng enbedded carbon during material extraction
and manufacturing, inproving energy efficiency and reducing
energy consunption during operations, and reuse, repurpose, and
recycle notions.

- Software: Inproving software energy efficiency, maxim zing
utilization of processing devices, allowing for software to
interact with hardware to inprove sustainability.

Beyond maki ng network appliances nmerely nore energy-efficient,
there are other inportant ways in which equi pnent can help

net wor ks become greener. This includes aspects such as support
for port power saving nodes or down-speeding of links to reduce
power consunption for resources that are not fully utilized. To
fully tap into the potential of such features requires
acconpanyi ng managenent functionality, for exanple to determ ne
when it is "safe" to down-speed a link or enter a power saving
mode, and manage the network in such a way that conditions to do
so are maxi m zed

Most inportantly from a nmanagenent perspective, inproving
sustainability at the equi pnent |evel involves providing
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managenent instrunentation that allows to precisely nonitor and
manage power usage and doing so at different |evels of
granularity, for exanple accounting separately for the
contributions of CPU, nenory, and different ports. This enables
(for exanple) controller applications to optim ze energy usage
across the network and that | everage control |oops to assess the
effectiveness (e.g. in terns of reduction in power use) of
measures that are taken.

As a side note, the ternms "device" and "equi pnent”, as used in the
context of this draft, are used to refer to networking equi pnent.
We are not taking into consideration end-user devices and

endpoi nts such as nobile phones or conputing equi pnent.

*  Protocol |evel

Energy-efficiency and greenness are aspects that are rarely

consi dered when desi gning network protocols. This suggests that
there may be plenty of untapped potential. Some aspects involve
desi gning protocols in ways that reduce the need for redundant or
wast eful transmi ssion of data to allow not only for better network
utilization, but greater goodput per unit of energy being
consuned. Techni ques night include approaches that reduce the
"header tax" incurred by payl oads as well as nethods resulting in
the reduction of wasteful retransmissions. Sinmilarly, there may
be cases where chattiness of protocols may be preventing equi pnent
fromgoing into sl eep node. Designing protocols that reduce
chattiness in such scenarios, for exanple, that reduce dependence
on periodic updates or heartbeats, nmay result in greener outcones.
Li kewi se, aspects such as restructuring addresses in ways that
allow to mnimze the size of |ookup tables and associ ated nenory
sizes and hence energy use can play a role as well.

Anot her role of protocols concerns the enabling of managenent
functionality to i nprove energy efficiency at the network |evel,
such as discovery protocols that allow for quick adaptation to

net wor k conponents bei ng taken dynamically into and out of service
dependi ng on network conditions, as well as protocols that can
assist with functions such as the collection of energy telenetry
data fromthe network

*  Network | eve

Per haps the greatest opportunities to realize power savings exi st
at the level of the network as whole. Many of these opportunities
are directly related to managenent functionality. For exanple,
optim zing energy efficiency may involve directing traffic in such
a way that it allows for isolation of equi pnent that m ght not be
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needed at certain nonents so that it can be powered down or
brought into power-saving nmode. By the sanme token, traffic should
be directed in a way that requires bringing additional equipnent
online or out of power-saving nbde in cases where alternative
traffic paths are available for which the increnental energy cost
woul d anmount to zero. Likew se, sone networking devices may be
rated |l ess "green" and nore power-intensive than others or powered
by | ess-sustai nabl e energy sources. Their use mght be avoi ded
unl ess during periods of peak capacity demands. GCenerally,

i ncremental carbon em ssions can be viewed as a cost netric that
net wor ks should strive to mnimze and consider as part of routing
and of network path optim zation.

* Architecture | eve

The current network architecture supports a w de range of
applications, but does not consider energy efficiency as one of
its design paraneters. One can argue that the npbst energy
efficient shift of the |last two decades has been the depl oynent of
Content Delivery Network overlays: while these were set up to
reduce | atency and mnimze bandw dth consunption, froma network
perspective, retrieving the content froma |ocal cache is al so
much greener. What other architectural shifts can produce energy
consunption reduction?

In this docurment, we will explore each of those vectors in further
detail and attenpt to articul ate specific challenges that coul d nake
a difference when addressed. As our starting point, we borrow sone
material froma prior paper, [GeenNet22]. For this docunent, this
mat eri al has been both expanded (for exanple, in ternms of sonme of the
opportunities) and pruned (for exanple, in terns of background on
prior scholarly work).

Thi s docunent is a product of the Network Managenent Research G oup
(NVRG of the Internet Research Task Force (IRTF). This docunent
reflects the consensus of the research group and was discussed and
presented nultiple tinmes, each tine receiving positive feedback and
no objections. It is not a candidate for any |evel of Internet
Standard and is published for informational purposes.

2. Definitions and Acronyns
Bel ow you find acronynms used in this draft:
Car bon Foot print:
As used in this docunent, the anount of carbon em ssions

associated with the use or depl oynent of technol ogy, usually
correlated with the anpunt of energy consunption
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HVAC:
I CN:
| GP:
| oT:
| PU:

LEED:

LEC

LPM

MPLS:

NI C:
QE:
QS
Qi C
SNI C:

SDN:

Clemm et

Content Delivery Network

Central Processing Unit, that is the main processor in a
server

Data Center

Fl ow Conpl etion Tine

G eenhouse Gas

G aphi cal Processing Unit

Heating, Ventilation, Air Conditioning
Information Centric Network

Interior Gateway Protocol

I nternet of Things

Infrastructure Processing Units

Leadership in Energy and Environmental Designh, a green
buil ding rating system

Low Earth Orbit

Longest Prefix Match, a nmethod to | ook up prefixes in a
forwardi ng el enent

Mul ti-Path Label Switchin

Maxi mum Transmi ssion Unit, the | argest packet size that can be
transmtted over a network

Network Interface Card

Quality of Experience

Quality of Service

Qui ck UDP I nternet Connections
Smart N C

Sof t war e- Def i ned Net wor ki ng
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TCP: Transport Control Protoco
TE: Traffic Engi neering
TPU: Tensor Processing Unit
WAN: W de Area Network
3. Network Energy Consunption Characteristics and I nplications

Carbon footprint and, with it, greenhouse gas em ssions are

determ ned by several factors. A main factor is network energy
consunption, as the energy consuned can be considered a proxy for the
burning of fuels required for correspondi ng power generation

Net wor k energy consunption by itself does not tell the whole story,
as it does not take the sustainability of energy sources and energy
m x into account. Likew se, there are other factors such as hidden
carbon cost reflecting the carbon footprint expended i n manufacturing
of networking hardware. Nonethel ess, network energy consunption is
an excellent predictor for carbon footprint and its reduction key to
sustai nabl e solutions. Exploring possibilities to inprove energy
efficiency is hence a key factor for greener, nore sustainable, |ess
car bon-i ntensi ve networks.

For this, it is inmportant to understand sone of the characteristics
of power consunption by networks and which aspects contribute the
most. This helps to identify where the greatest potential not just
for power savings but also for sustainability inprovenents lies.

Power is ultimately drawn by devices. Devices are not nonoliths but
are conposed of multiple conponents. The power consunption of the
device can be divided into the consunption of the core device - the

backpl ane and CPU, if you will - as well as additional consunption
incurred per port and line card. 1In addition, GPU and TPU may be
used as well in the network and may have different power consunption

profiles. Furthernore, it is inportant to understand the difference
bet ween power consunption when a resource is idling versus when it is
under load. This helps to understand the incremental cost of

addi tional transm ssion versus the initial cost of transm ssion.
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In typi cal networking devices, only roughly half of the energy
consunption is associated with the data plane [Boll a20llenergy]. An
idl e base systemtypically consumes nore than half of the energy over
the sanme systemrunning at full |oad [Chabarek08], [Cerverol9].
General ly, the cost of sending the first bit is very high, as it
requires powering up a device, port, etc. The increnental energy
cost of transmi ssion of additional bits (beyond the first) is nany
orders of magnitude | ower. Likew se, the increnmental cost of
incremental CPU and nenory needed to process additional packets
becones fairly negligible.

This nmeans that a device’'s energy consunption does not increase
linearly with the volunme of forwarded traffic. Instead, it resenbles
more of a step function in which energy consunption stays roughly the
same up to a certain volunme of traffic, followed by a sudden junp
when additional resources need to be procured to support a higher

vol ume of traffic.

By the same token, it is generally nore energy-efficient to transmt
a large volune of data in one burst (and subsequently turning off or
down-speeding the interface when idling) than to continuously
transmt at a lower rate. |In that sense it can be the duration of
the transm ssion that dom nates the energy consunption, not the
actual data rate.

The inplications on green networking froman energy-savi ngs
standpoint are significant. O utnost inportance are schenes that
all ow for "peak shaving": networks are typically di mensioned for
peri ods of peak demand and usage, yet any excess capacity during
peri ods of non-peak usage does not result in correspondi ng energy
savi ngs. Peak shaving techniques that allow to reduce peak traffic
spi kes and thus waste during non-peak periods may result in outsize
sustainability gains. Peak shaving could be acconplished by

techni ques such as spreadi ng spi kes out over geographies (e.g.
routing traffic across nore costly but less utilized routes) or over
time (e.g. postponing and buffering non-urgent traffic).

Li kewi se, | arge gains can be made whenever network resources can
effectively be taken offline for at |east sonme of the tinme, managi ng
networks in a way that enables resources to be renoved from service
so they can be powered down (or put into a nore energy-saving state,
such as when down-speedi ng ports) while not needed. O course, any
such met hods need to take into account the overhead of taking
resources offline and bringing themback online. This typically
takes sone anmount of time, requiring accurate predictive capabilities
to avoid situations in which network resources are not avail abl e at
ti mes when they would be needed. In addition, there is additiona
over head such as synchroni zation of state to be accounted for
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At the same tinme, any non-idle resources should be utilized to the
greatest extent possible as the incremental energy cost is
negligible. O course, this needs to occur while still taking other
operational goals into consideration, such as protection agai nst
failures (allowing for readily avail abl e redundancy and spare
capacity in case of failure) and | oad bal ancing (for increased
operational robustness). As data transmission needs tend to
fluctuate wildly and occur in bursts, any optimzati on schemes need
to be highly adaptable and allow for control |oops at very fast tine
scal es.

Similarly, for applications where this is possible, it may be
desirable to replace continuous traffic at low data rates with
traffic that is sent in burst at high data rates in order to
potentially maxim ze the tinme during which resources can be idl ed.

As a result, enphasis needs to be given to technology that allows for
exanple to (at the device level) exercise very efficient and rapid

di scovery, nmonitoring, and control of networking resources so that
they can be dynam cally be taken offline or back into service,

wi thout (at the network |evel) requiring extensive convergence of
state across the network or recal cul ation of routes and ot her
optinization problens, and (at the network equi pnent |evel) support
rapid power cycle and initialization schenes. There may be sone

| essons that can be applied here fromIloT, which has long had to
contend with power-constrai ned end devices that need to spend much of
their tine in power saving states to conserve battery.

4. Chall enges and OQpportunities - Equi pnent Leve

We are categorizing chall enges and opportunities to inprove
sustainability at the network equi pnent |evel along the follow ng
l'i nes:

* Hardware and manufacturing. Related opportunities are arguably
anong the nost obvi ous and perhaps "l argest". However, sol utions
here lie largely outside the scope of networking researchers.

* Visibility and instrunentation. |Instrunenting equipnent to
provide visibility into how they consune energy is key to
managenent sol utions and control |oops to facilitate optim zation
schenes.
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4.1. Hardware and Manufacturing

Per haps the nost obvi ous opportunities to nmake networking technol ogy
nmore energy efficient exist at the equipnment level. After all
net wor ki ng i nvol ves physi cal equipnent to receive and transmt data.
Maki ng such equi prent nore power efficient, have it dissipate |ess
heat to consume | ess energy and reduce the need for cooling, nmaking
it eco-friendly to deploy, sourcing sustainable materials and
facilitating recycling of equipnent at the end of its lifecycle all
contribute to nmaking networks greener. Mre specific and unique to
net wor ki ng are schenes to reduce energy usage of transmi ssion
technology fromwi reless (antennas) to optical (lasers).

One critical aspect of the energy cost of networking is the cost to
manuf act ure and depl oy the networking equipnent. |In addition, even

t he devel opnent process itself conmes with its own carbon footprint.
This is outside of the scope of this docunent: we only consider the
energy cost of running the network that applies during the
operational part of the equipnment’s lifecycle. However, a holistic
approach would include into this the enbedded energy that is included
in the networking equi pnent. As part of this, aspects such as the

i mpact of depl oying new protocols on the rate of obsol escence of

exi sting equi pnment shoul d be considered. For instance, increnental
approaches that do not require to replace equi prent right away - or
even extend the lifetine of deployed equiprment - would have a | ower
energy footprint. This is one inportant benefit al so of technol ogies
such as Software-Defined Networking and Network Function
Virtualization, as they nay all ow support of new networking features
t hrough software updates w thout requiring hardware repl acenents.

An attenpt to conpute not only the energy of running a network, but
al so the energy enbedded into manufacturing the equipnent is
described in [Emergy] . This is denoted by "energy", a portnmanteau
for enbedded energy. Likew se, an approach to recycling equi pnent
and a proof of concept using old cell phones recycled into a
"junkyard" data center are described in [Junkyard].

One trade-off to consider at this level is the selection of a

pl atform that can be hardware-optim zed for energy efficiency vs a
platformthat is versatile and can run multiple functions. For
instance, a switch could run on an efficient hardware platform or
run as a software nodul e (container) over sone nulti-purpose
platform While the first one is operationally nore energy
efficient, it nmay have a hi gher enbedded energy froma smaller scale,
| ess efficient production process, as well as a shorter shelf life
once new functions need to be added to the platform
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4.2. Visibility and Instrumentation

Beyond "first-order" opportunities as outlined in the previous
subsection, network equi pnment just as inportantly plays an inportant
role to enabl e and support green networking at other levels. O
prime inportance is the equipnment’s ability to provide visibility to
managenment and control plane into its current energy usage. Such
visibility enables control |oops for energy optimzation schenes,

all owing applications to obtain feedback regardi ng the energy
inplications of their actions, fromsetting up paths across the
network that require the | east increnental amount of energy to
quantifying netrics related to energy cost used to optimze
forwardi ng deci sions. Absent an actual neasurenent of energy usage
(and until such measurenent is put in place), the network equi prent
coul d advertise some proxy of its power consunption (say, a |labelling
schene as silver, gold, platinumsinilar to the LEED sustainability
metric in building codes or the Energy Star |abel in hone appliances;
or a description of the type of the device as using CPU vs GPU vs TPU
processors with different power profiles).

One prerequisite to such schemes is to have proper instrunentation in
pl ace that allows to nonitor current power consunption at the |eve

of networking devices as a whole, line cards, and individual ports.
Such instrunmentation should also allow to assess the energy
efficiency and carbon footprint of the device as a whole. In
addition, it will be desirable to relate this power consunption to

data rates as well as to current traffic, for exanmple, to indicate
current energy consunption relative to interface speeds, as well as
for incremental energy consunption that is expected for increnental
traffic (to aid control schemes that aimto "shave" power off current
services or to mininize the incremental use of power for additiona
traffic). This is an area where the current state of the art is
sorely | acking and standardi zation | ags behind. For exanple, as of
today, standardi zed YANG data nodel s [ RFC7950] for network energy
consunption that can be used in conjunction with nmanagenent and
control protocols have yet to be defined

To remedy this situation, efforts to define sets of green networking
metrics [|I.D.draft-cx-green-green-netrics] as well as YANG data
nodel s that include objects that provide visibility into power
measurenents (e.g. [I.D.draft-li-green-power]) are getting underway.
Agreed sets of nmetrics and corresponding data nodels will provide the
basis for further steps, beginning with their inplenentation as part
of managenent and control instrunentation

Instrunentation should al so take into account the possibility of

virtualization, introducing layers of indirection to assess the
actual energy usage. For exanple, virtualized networking functions
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coul d be hosted on containers or virtual machines which are hosted on
a CPUin a data center instead of a regular network appliance such as
a router or a switch, leading to very different power consunption
characteristics. For exanple, a data center CPU coul d be nore power
efficient and consune power nore proportionally to actual CPU | oad.
Instrumentation needs to reflect these facts and facilitate
attributing power consunption in a correct nanner.

Beyond nmonitoring and providing visibility into power consunption,
control knobs are needed to configure energy saving policies. For

i nstance, power saving nodes are comon in endpoints (such as nobile
phones or notebook conputers) but sorely |acking in networking

equi prent .

The foll owi ng summari zes sone chal |l enges and opportunities in this
space that can provide the basis for advances in greener networKking:

* Basic equi pnent categorization as "energy-efficient" (or not) as a
first step to identify inmedi ate potential inprovenents, akin to
the EnergyStar programfromthe US s Environmental Protection
Agency.

* Equi prrent instrunentation advances for inproved energy-awareness;
definition and standardi zati on of granul ar nmanagenent i nfornation.

* Virtualized energy and carbon metrics and assessnment of their
ef fectiveness in solutions that optimze carbon footprint also in
virtualized environnents (including SDN, network slicing, network
function virtualization, etc.).

* Certification and conpliance assessnment nethods that ensure that
green instrunentati on cannot be nani pul ated to give fal se and
m sl eadi ng dat a.

* Methods that allow to account for energy m x powering equi pnent,
to facilitate solutions that optim ze carbon footprint and
m nimze pollution beyond nere energy efficiency [Hossai n2019].

5. Challenges and Opportunities - Protocol Leve

There are several opportunities to inprove network sustainability at
the protocol level. W characterize them along several categories
The first and arguably nost inpactful category concerns protocols
that enabl e carbon footprint optimzation schenes at the network

| evel and managenent towards those goals. O her categories concern
protocol s designed to optim ze data transnission rates under energy
consi derations, protocols designed to reduce the volune of data to be
transmtted, and protocol aspects related to network addressing
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schenes. Wile those categories may be |less inpactful, even areas
with small er gains should not be |eft unexpl ored.

There is also substantial work in the area of 10T, which has had to
contend with energy-constrained devices for a long tine. Mich of
that work was notivated not by sustainability concerns but practica
concerns such as battery life. However, many aspects appear to al so
apply in the context of sustainability, such as reducing chattiness
to allow I oT equi prment to go into | ow power node. Accordingly, there
is opportunity to extend IoT work to nore generalized scenarios. The
use of power-constrained protocols into the w der |Internet happens
regularly. For instance, ARM based chipsets initially designed for
energy-efficiency in battery-operated nobile devices have been
enbraced in data centers for a simlar trajectory.

5.1. Protocol Enablers for Carbon Optim zati on Mechani sns

As will be discussed in Section 6, energy-aware and poll ution-aware
schenes can hel p i nprove network sustainability but require awareness
of related data. To facilitate such schenmes, protocols are needed
that are able to discover what links are available along with their
energy efficiency. For instance, links may be turned off in order to
save energy and turned back on based upon the elasticity of the
demand. Protocols should be devised to discover when this happens,
and to have a view of the topology that is consistent with frequent
topol ogy updates due to power cycling of the network resources.

Al so, protocols are required to quickly converge onto an energy-
efficient path once a new topology is created by turning |inks on/
off. Current routing protocols may provide for fast recovery in the
case of failure. However, failures are hopefully relatively rare
events, while we expect an energy efficient network to aggressively
try to turn off links. There may be synergies with tinme-variant
routing [I.D. draft-ietf-tvr-requirenents] that can be explored, in
whi ch topol ogy varies over tine with nodes and |inks turned on or off
according to a schedule. There may even be overlaps in use cases,
for exanple in cases where regul ar changes in the energy mx (and
hence carbon footprint) of some nodes occur that coincide with the
time of day (such as switching fromsolar to fossil fuels at night).

Sone nmechanismis needed to present to the managenent |ayer a view of
the network that identifies opportunities to turn resources off
(routers/links) while still providing an acceptable I evel of Quality
of Experience (QQE) to the users. This gets nore conplex as the

| evel of QoE shifts fromthe current Best Effort delivery nodel to
nor e sophi sticated nmechanisnms with, for instance, |atency, bandw dth
or reliability guarantees.
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Simlarly, schenes m ght be devised in which |links across paths with
a favorable energy mx are preferred over other paths. This inplies
that the discovery of topology should be able support correspondi ng
paraneters. More generally speaking, any nechani smthat provides
applications with network visibility is a candidate for
scrutinization as to whether it should be extended to provide support
for sustainability-related paraneters

The foll owi ng summari zes sone chal |l enges and opportunities in this
space that can provide the basis for advances in greener networKking:

* Protocol advances to enable rapidly taking down, bring back
online, and discover availability and power saving status of
net wor ki ng resources while mninzing the need for reconvergence
and propagation of state.

* An assessnent of which protocols could be extended with energy-
and sustainability-related paraneters in ways that woul d enabl e
"greener" networking solutions, and exploration of those
sol uti ons.

Prot ocol Optim zation

The second category invol ves designing protocols in such a way that
the rate of transm ssion is chosen to maxinize energy efficiency.

For exanple, Traffic Engineering (TE) can be mani pul ated to inpact
the rate adaptati on mechani sm[Ren2018j ordan]. By choosing where to
send the traffic, TE can artificially congest links so as to trigger
rate adaptation and therefore reduce the total anmount of traffic.
Most TE systens attenpt to minimze Maximal Link Utilization (MU)
but energy saving nechani sns could decide to do the opposite
(maximze minimal [ink utilization) and attenpt to turn off sone
resources to save power.

Anot her exanple is to set up the proper rate of transmission to
mnimze the flow conpletion tinme (FCT) so as to enable opportunities
to turn off links. In a wireless context, [TradeOif] studies how
setting the proper initial value for the congestion w ndow can reduce
the FCT and therefore allow the equi pnent to go faster into a | ow
energy node. By sending the data faster, the energy cost can be
significantly reduced. This is a sinple proof of concept, but
protocols that allow for turning links into a | ow power node by
transmtting the data over shorter periods could be designed for

ot her types of networks beyond W-Fi access. This should be done
carefully: in the limt, a high rate of transm ssion over a short
period of tine nay create bursts that the network would need to
acconmodate, with all attendant conplications of bursty traffic. W
conjecture there is a sweet spot between trying to conplete flows
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faster while controlling for burstiness in the network. It is
probably advisable to attenpt to send traffic paced yet in bulk

rat her than spread out over nultiple round trips. This is an area of
wor t hwhi | e expl orati on.

The foll owi ng sunmari zes sone chal | enges and opportunities in this
space that can provide the basis for advances in greener networking:

* Protocol advances that allow greater control over traffic pacing
to account for fluctuations in carbon cost, i.e., control knobs to
"bul k up" transm ssion over short periods or to snmoothen it out
over |onger periods.

* Protocol advances that allowto optimze link utilization
according to different goals and strategies (including maxin zing
mnimal link utilization vs minimzing maximal |ink utilization,
etc.)

* Assessnents of the carbon inpact of such strategies.
Dat a Vol ume Reduction

The first category involves designing protocols in such a way that
they reduce the volune of data that needs to be transnitted for any
gi ven purpose. Loosely speaking, by reducing this volume, nore
traffic can be served by the same anmpbunt of networking
infrastructure, hence reducing overall energy consunption
Possibilities here include protocols that avoi d unnecessary

retransm ssions. At the application |layer, protocols nmay al so use
codi ng nmechani snms that encode infornmation close to the Shannon linmt.
Currently, nost of the traffic over the Internet consists of video
stream ng and encoders for video are already quite efficient and keep
inmproving all the tine, resulting in energy savings as one of many
advant ages (of course being of fset by increasingly higher

resolution). However, it is not clear that the extra work to achi eve
hi gher conpression ratios for the payloads results in a net energy
gain: what is saved over the network may be of fset by the

conpr essi on/ deconpression effort. Further research on this aspect is
necessary.

At the transport protocol layer, TCP and to sone extent QU C react to
congestion by dropping packets. This is a highly energy inefficient
met hod to signal congestion, since the network has to wait one RTT to
be aware that the congestion has occurred, and since the effort to
transmt the packet fromthe source up until it is dropped ends up
bei ng wasted. This calls for new transport protocols that react to
congestion wi thout dropping packets. ECN [RFC2481] is a possible
solution, however, it is not w dely deployed. DC TCP
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[ Ali zadeh2010DCTCP] is tuned for Data Centers, L4S is an attenmpt to
port simlar functionality to the Internet [RFC9330]. Qualitative
Conmuni cati on [ QUAL] [ Westphal 2021qualitative] allows the nodes to
react to congestion by dropping only some of the data in the packet,
thereby only partially wasting the resource consuned by transnitted
the packet up to this point. Novel transport protocols for the WAN
can ensure that no energy is wasted transmitting packets that will be
eventual |y dropped.

Anot her solution to reduce the bandw dth of network protocols by
reduci ng their header tax, for exanple applying header conpression

An example in IETF is [ RFC3095]. Again, reducing protocol header
size saves energy to forward packets, but at the cost of nmaintaining
a state for conpression/deconpression, plus conputing these
operations. The gain fromsuch protocol optimzation further depends
on the application and whether it sends packets with | arge payl oads
close to the MIU (the header tax and any savings here are very
limted), or whether it sends packets with very snall payl oad size
(maki ng the header tax nore pronounced and savings nore significant).

An alternative to reducing the anbunt of protocol data is to design
routing protocols that are nore efficient to process at each node.
For instance, path-based forwarding/labels such as MPLS [ RFC3031]
facilitate the next hop | ook-up, thereby reduci ng the energy
consunption. It is unclear if some state at router to speed up | ook
up is nore energy efficient that "no state + | ookup” that is nore
computationally intensive. Oher nmethods to speed up a next-hop

| ookup include geographic routing (e.g., [Herzen2011PIE]). Sone
networ k protocols could be designed to reduce the next hop | ook-up
conputation at a router. It is unclear if Longest Prefix Match (LPM
is efficient froman energy point of viewor if constitutes a
significant energy burden for the operation of a router.

Beyond the volune of data itself, another consideration is the nunber
of nmessages and chattiness of the protocol. Sone protocols rely on
frequent periodic updates or heartbeats, which nmay prevent equi prnent
to go into sleep mode. In such cases, it nakes sense to explore the
use of feasible alternatives that rely on different comrunication
patterns and fewer nessages.

The foll owi ng sumari zes sone chal |l enges and opportunities in this
space that can provide the basis for advances in greener networking:

* Assessments of energy-related tradeoffs regardi ng protocol design
space and tradeoffs, such as maintaining state versus nore conpact
encodi ngs or extra conputation for transcodi ng operations versus
| arger data vol une.
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* Protocol advances for inproving the ratio of goodput to throughput
and to reduce waste: reduction in header tax, in protocol
verbosity, in need for retransm ssions, inprovenents in coding,
et c.

* Protocols that allow to nanage transm ssion patterns in ways that
facilitate periods of link inactivity, such as burstiness and
chatti ness.

Net wor k Addr essi ng

There may be other ways to shave off energy usage from networks. One
exanpl e concerns network addressing. Address tables can get very
large, resulting in large forwarding tables that require considerable
anount of menory, in addition to | arge anpbunts of state needing to be
mai nt ai ned and synchroni zed. From an energy footprint perspective,
bot h can be consi dered wasteful and offer opportunities for

i nprovenent. At the protocol |evel, rethinking how addresses are
structured can allow for flexible addressing schemes that can be
exploited in network depl oynents that are | ess energy-intensive by
design. This can be conpl enented by supporting cl ever address

al | ocati on schemes that mnimze the nunber of required forwarding
entries as part of deploynents.

Al ternatively, the address could be designed to allow for nore
efficient processing than LPM For instance, a geographic type of
addressing (where the next hop is conmputed as a sinple distance

cal cul ation based on the respective position of the current node, of
its neighbors and of the destination) [Herzen2011PI E] coul d be
potentially more energy efficient.

The foll owi ng summari zes sone chal l enges and opportunities in this
space that can provide the basis for advances in greener networKking:

* Devise nethods to assess the magnitude of the carbon footprint
that is associated with addressi ng schenes.

* Devise methods to inprove addressi ng schenes, as well as address
assi gnnent schemes, to minimze their footprint.

Chal | enges and Opportunities - Network Leve
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6.1. Network Optimnization and Energy/ Carbon/ Pol | uti on- Aware Networ ki ng

Net wor ks have been optim zed for many years under many criteria, for
exanple to optim ze (maxinmze) network utilization and to optim ze
(mnimze) cost. Hence, it is straightforward to add optim zation
for "greenness" (including energy efficiency, power consunption,
carbon footprint) as inportant criteria.

Thi s includes assessing the carbon footprints of paths and optim zing
those paths so that overall footprint is mninzed, then applying
techni ques such as pat h-aware networking or segnent routing [ RFC8402]
to steer traffic along those paths. (As nentioned earlier, other
proxy measures could be used for carbon footprint, such as an energy-
efficiency ratings of traversed equipnent.) It also includes aspects
such as considering the increnmental carbon footprint in routing
decisions. Optimzing cost has a long tradition in networking; many
of the existing mechani snms can be | everaged for greener networking
sinmply by introducing carbon footprint as a cost factor. Low hanging
fruit include the inclusion of carbon-related paraneters as a cost
paraneter in control planes, whether distributed (e.g., IGP) or
conceptual ly centralized via SDN controllers. Likewi se, there are
opportunities in right-placing functionality in the network. An
exanpl e concerns placenent of virtualized network functions in
carbon-optim zed ways - for exanple, cohosted on fewer servers in
close proximity to each other in order to avoid unnecessary overhead
in long-distance control traffic.

O her opportunities concern addi ng carbon-awareness to dynam ¢ path
sel ection schenes. This is sonetines also referred to as "energy-
awar e networking" (respectively "pollution-aware networking"

[ Hossai n2019] or "carbon-aware networking", when carbon footprint

rel ated paraneters beyond pure energy consunption are taken into
account). Again, considerabl e energy savings can potentially be
realized by taking resources offline (e.g., putting theminto power-
savi ng or hi bernati on nbde) when they are not currently needed under
current network demand and | oad conditions. Therefore, weaning such
resources fromtraffic becones an inportant consideration for energy-
efficient traffic steering. This contrasts and indeed conflicts with
exi sting schenmes that typically aimto create redundancy and | oad-
bal ance traffic across a network to achi eve even resource
utilization. This usually occurs for inportant reasons, such as
maki ng networks nore resilient, optinizing service |evels, and
increasing fairness. One of the big chall enges hence concerns how
resource weani ng schemes to realize energy savings can be
acconmodat ed whil e preventing the canni balization of other inportant
goal s, counteracting other established nechani snms, and avoi di ng
destabilization of the network.
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An opportunity may lie in making a distinction between "energy nodes”
of different dommins. For instance, in a highly trafficked core, the
energy challenge is to transmt the traffic efficiently. The anount
of traffic is relatively fluid (due to multiplexing of multiple

sessions) and the traffic is predictable. In this case, there is no
need to optim ze on a per session basis nor even at a short tine
scale. In the access networks connecting to that core, though, there

are opportunities for this fast convergence: traffic is nuch nore
bursty, less predictable and the network should be able to be nore
reactive. Oher domains such as DCs may have al so nore vari abl e
wor kl oads and different traffic patterns.

The foll owi ng sunmari zes sonme chal | enges and opportunities in this
space that can provide the basis for advances in greener networKking:

* Devise nethods for carbon-aware traffic steering and routing;
treat carbon footprint as a traffic cost netric to optim ze.

* Apply M. and Al nethods to optim ze networks for carbon footprint;
assess applicability of game theoretic approaches.

* Articulate and, as applicable, noderate tradeoffs between carbon
awar eness and ot her operational goals such as robustness and
r edundancy.

* Extend control -plane protocols with carbon-rel ated paraneters.

* Consider security issues inposed by greater energy awareness, to
m nimze the new attack surfaces that would all ow an adversary to
turn off resources or to waste energy.

Assessi ng Carbon Footprint and Network-Level Instrumentation

As an inportant prerequisite to capture nany of the opportunities
outlined in Section 6.1, good abstractions (and correspondi ng
instrumentation) that allow to easily assess energy cost and carbon
footprint will be required. These abstractions need to account for
not only for the energy cost associated with packet forwarding across
a given path, but related cost for processing, for nenory, for

mai ntaining of state, to result in a holistic picture.

Optim zation of carbon footprint involves in many cases trade-offs
that involve not only packet forwardi ng but also aspects such as
keepi ng state, caching data, or running computations at the edge

i nstead of el sewhere. (Note: there may be a differential in running
a conputation at an edge server vs. at an hyperscale DC. The latter
is often better optim zed than the latter.) Likew se, other aspects
of carbon footprint beyond nere energy-intensity should be
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consi dered. For instance, some network segnents may be powered by

nmor e sustai nabl e energy sources than others, and sone network

equi prrent may be nore environnmentally friendly to build, deploy and
recycle, all of which can be reflected in abstractions to consider

Assessi ng carbon footprint at the network | evel requires
instrumentation that associates that footprint not just with

i ndi vi dual devices (as outline in Section 4.2 but relates it also to
concepts that are nmeaningful at the network level, i.e., to flows and
to paths. For exanple, it will be useful to provide visibility into
the carbon intensity of a path: Can the carbon cost of traffic
transmtted over the path be aggregated? Does the path include
outliers, i.e., segnents with equi pnent with a particularly poor
carbon footprint?

Simlarly, how can the carbon cost of a flow be assessed? That m ght
serve many purposes beyond network optinization, fromthe option to

i ntroduce green billing and charging schenes to the ability to raise
carbon awareness by end users.

The foll owi ng summari zes sone chal |l enges and opportunities in this
space that can provide the basis for advances in greener networKking:

* Devise nmethods to assess, to estimate, to predict carbon-intensity
of pat hs.

* Devise methods to account for carbon footprint of flows and
net wor ki ng servi ces.

Di mensi oni ng and Peak Shavi ng

As nentioned in Section 3, the overall energy usage of a network is
in large part determ ned by how the network is di nensioned,
specifically: which and how many pi eces of network equi pnent are
depl oyed and turned on. A significant portion of energy is drawn
even when sinply in idle state. Mnimzing the anount of equipnent
that needs to be turned on in the first place presents hence one of
the bi ggest energy saving opportunities.

Net wor k depl oynents are general |y di nensi oned for periods of peak
traffic, resulting in excess capacity during periods of non-peak
usage that nonethel ess consunmes power. Shaving peak usage may thus
result in outsized sustainability gains, as it reduces not only
energy usage during peak traffic, but nore inportantly waste during
non- peak peri ods.
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Wiile traffic volume is largely a function of demand traffic that
networ k providers have little influence over, sonme peak shaving cand
nevert hel ess be acconplished by techni ques such as spreadi ng spikes
out over geographies (e.g. redirecting sone traffic across nore
costly but less utilized routes, particular in cases when traffic

spi kes are of a nore |ocal or reginal nature) or over time (e.g.

post poni ng non-urgent traffic, storing or buffering using edge clouds
or extra storage where feasible).

To make techni ques effective, accurate |learning and prediction of
traffic patterns is required. This includes the ability to perform
forecasting to ensure that additional resources can be spun up in
time should it be needed. Cearly, this presents interesting
chal I enges, yet also opportunities for technical advances to nake a
di fference.

The foll owi ng sumari zes sone chal |l enges and opportunities in this
space that can provide the basis for advances in greener networking:

* Support for methods that allow to nonitor and forecast traffic
demand, involving new nechani sns and/or performance inprovenents
of existing mechanisns to support the collection of telenetry and
generation of traffic matrices at very high velocity and scale

* Additional methods that allow for even traffic | oad distribution

across the network, i.e. load bal ancing on a network scale, and
enabl enent of those methods through control protocol extensions as
needed.

Conver gence Schenes

One set of chall enges of carbon-aware networking concerns the fact
that many schenmes result in nuch greater dynam city and conti nuous
change in the network as resources may be getting steered away from
(when possi ble) and then | everaged again (when necessary) in rapid
succession. This inposes significant stress on convergence schenes
that results in challenges to the scalability of solutions and their
ability to performin a fast-enough manner. Network-w de convergence
i mposes high cost and incurs significant delay and is hence not
susceptible to such schenes. 1In order to mitigate this problem
mechani snms shoul d be investigated that do not require convergence
beyond the vicinity of the affected network device. Especially in
cases where central network controllers are involved that are
responsi bl e for aspects such as configuration of paths and the
positioning of network functions and that aimfor gl oba

optim zation, the inpact of churn needs to be mnimzed. This neans
that, for exanple, (re-) discovery and update schenes need to be
sinmplified and extensive recal culation e.g., of routes and paths
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based on the current energy state of the network needs to be avoi ded.

The foll owi ng summari zes sone chal |l enges and opportunities in this
space that can provide the basis for advances in greener networKking:

* Protocols that facilitate rapid convergence (per Section 5.1).

* Investigate methods that mitigate effects of churn, including
met hods that maintain menory or state as well as nethods relying
on prediction, inference, and interpolation

The Rol e of Topol ogy

One of the nost inportant network management constructs is that of
the network topol ogy. A network topology can usually be represented
as a database or as a mathematical graph, with vertices or nodes,
edges or |inks, representing networking nodes, |inks connecting their
interfaces, and all their characteristics. Exanples of these network
topol ogy representations include routing protocols |link-state

dat abases, and service function chaini ng graphs.

As we desire to add carbon and energy awareness into networks, the
energy proportionality of topologies directly supports sustainability
visibility and inprovements via autonation.

The foll owi ng summari zes sone chal l enges and opportunities in this
space that can provide the basis for advances in greener networKking:

* Enbeddi ng carbon and energy awareness into the representation of
t opol ogi es, whether considering I GP LSDBs (I|ink-state databases)
and their advertisements, BGP-LS (BGP Link-State), or netadata for
the rendering of service function paths in a service chain.

* Use of those carbon-aware attributes to optim ze topology as a
whol e under end-to-end energy and carbon consi derati ons.

Chal | enges and Opportunities - Architecture Leve

Anot her possibility to inprove network energy efficiency is to
organi ze networks in a way that they allow inportant applications to
reduce energy consunption. Exanples include facilitating retrieva

of content or perform ng conputation in ways that mnimze the anount
of comuni cation that needs to take place in the first place, even if
energy savings within the network may at least in part be offset by
addi tional energy consunption el sewhere. The follow ng are some
exanpl es that suggest that it nay be worthwhile reconsidering the
ways in which networks are architected to mninmize their carbon
footprint.
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For exanple, Content Delivery Networks (CDNs) have reduced the energy
expenditure of the Internet by downl oadi ng content near the users.
The content is sent only a few tinmes over the WAN, and then is served
locally. This shifts the energy consunption fromnetworking to
storage. Further nethods can reduce the energy usage even nore

[ Bi anco2016ener gy] [ Mat hew20llenergy] [ sl ank0l2eval uating]. Whether
overal | energy savings are net positive depends on the actua

depl oynent, but fromthe network operator’s perspective, at least it
shifts the energy bill away fromthe network to the CDN operator

Wil e CDNs operate as an overlay, another architecture has been
proposed to provide the CDN features directly in the network, nanely
Information Centric Networks [Ahl gren2012survey], studied as well in
the IRTF ICNRG. This however shifts the energy consunption back to
the network operator and requires sonme power-hungry hardware, such as
chips for larger nane | ook-ups and nenory for the in-network cache.
As a result, it is unclear if there is an actual energy gain fromthe
di ssemination and retrieval of content wi thin in-network caches.

Fog computing and placing intelligence at the edge are other
architectural directions for reducing the anmbunt of energy that is
spent on packet forwarding and in the network. There again, the
trade-off is between perforning conputation in an energy-optin zed
data center at very large scale (but requiring transm ssion of
significant volumes of data across nmany nodes and | ong di stances)
versus perform ng conputational tasks at the edge where the energy
may not be used as efficiently (less multiplexing of resources and

i nherently lower efficiency of smaller sites due to their smaller
scal e) but the ampbunt of |ong-distance network traffic and energy
required for the network is significantly reduced. Softwarization,
contai ners, microservices are direct enablers for such architectures,
and t he depl oynent of programmabl e network infrastructure (as for
instance Infrastructure Processing Units - IPUs or SmartN Cs that
of fl oad sone conputations fromthe CPU onto the NIC) will help its
realization. However, the power consunption characteristics of CPUs
are different fromthose of NPUs, another aspect to be considered in
conjunction with virtualization.

O her possibilities concern taking econom c aspects into

consi deration inpact, such as providing incentives to users of
net wor ki ng services in order to mninize energy consunption and
em ssion inpact. An exanple for this is given in

[ WI f 2014choi cenet], which could be expanded to include energy
i ncentives.

O her approaches consider performng a | ate binding of data and

functions to be performed on the data [Krol 2017NFaaS]. The CO N
Research Goup in | RTF focuses on simlar issues. Jointly optimzing
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for the total energy cost that takes into account networking as well
as conputing (along with the different energy cost of conputing in an
hyperscal e DC vs at an edge node) is still an area of open research

In sunmary, rethinking of the overall network (and networked
application) architecture can be an opportunity to significantly
reduce the energy cost at the network |ayer, for exanple by
performng tasks that involve massive comunications closer to the
user. To what extend these shifts result in a net reduction of
carbon footprint is an inportant question that requires further
anal ysis on a case-by-case basis.

The foll owi ng sunmari zes sonme chal | enges and opportunities in this
space that can provide the basis for advances in greener networKking:

* | nvestigate organi zati on of networking architecture for inportant
cl asses of applications (exanples: content delivery, right-placing
of conputational intelligence, industrial operations and control,
massi vely distributed machine | earning and Al) to optimnmize green
foot print and holistic approaches to trade off carbon footprint
bet ween forwardi ng, storage, and conputati on.

* NMbdels to assess and conpare alternatives in providing networked
services, e.g., evaluate carbon inpact relative to alternatives
where to perform conpute, what information to cache, and what
communi cati on exchanges to conduct.

8. Concl usi ons

How to make networks "greener" and reduce their carbon footprint is
an inportant problemfor the networking industry to address, both for
soci etal and for econom c reasons. This docunent has highlighted a
nunber of the technical challenges and opportunities in that regard.

O those, perhaps the key challenge to address right away concerns
the ability to expose at a fine granularity the energy inpact of any
networ ki ng actions. Providing visibility into this will enable many

approaches to come towards a solution. It will be key to
i npl ementing optimzation via control |oops that allow to assess the
energy inmpact of decision taken. It will also help to answer

questions such as: is caching - with the associ ated storage energy -
better than retransmitting froma different server - with the

associ ated networking cost? |Is conpression nore energy-efficient
once factoring the conmputation cost of conpression vs transnitting
unconpressed data? \Wich conpression schene is nore energy
efficient? 1s energy saving of conputing at an efficient hyperscale
DC conpensated by the networking cost to reach that DC? |Is the
overhead of gathering and transnmitting fine-grained energy telenetry
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10.

data offset by the total energy gain by ways of better decisions that
this data enables? |Is transnmitting data to a Low Earth Obit (LEO
satellite constell ati on conpensated by the fact that once in the
constellation, the networking is fueled by solar energy? |Is the
energy cost of sending rockets to place routers in Low Earth O bit
anortized over tinme?

Det erm ni ng where the sweet spots are and optim zi ng networks al ong
those lines will be a key towards naking networks "greener". W
expect to see significant advances across these areas and believe
that researchers, devel opers, and operators of networking technol ogy
have an inmportant role to play in this.

| ANA Consi derati ons
Thi s docunent does not have any | ANA requests.
Security Considerations

Security considerations rmay appear to be orthogonal to green
net wor ki ng consi derati ons. However, there are a nunber of inportant
caveats.

Security vulnerabilities of networks may manifest thenselves in
conmprom sed energy efficiency. For exanple, attackers could aim at

i ncreasing energy consunption to drive up attack victins’ energy
bill. Specific vulnerabilities will depend on the particul ar

mechani sns. For exanple, in the case of nonitoring energy
consunption data, tanmpering with such data mght result in

conprom sed energy optim zation control |oops. Hence any nechanisns
to instrunent and monitor the network for such data need to be
properly secured to ensure authenticity.

In sone cases, there are inherent tradeoffs between security and
maxi mal energy efficiency that mght otherw se be achieved. An
exanple is encryption, which requires additional conputation for
encryption and decryption activities and security handshakes, in
addition to the need to send nore traffic than necessitated by the
entropy of the actual data stream Likew se, nmechanisns that allow
to turn resources on or off could becone a target for attackers.

Energy consunption can be used to create covert channels, which is a
security risk for information | eakage. For instance, the tenperature
of an el enent can be used to create a Thermal Covert Channel [TC(C,
or the reading/sharing of the neasured energy consunption can be
abused to create a covert channel (see for instance [ DRAM or

[ NewCl ass]). Power information may be used to create side-channe
attacks. For instance, [SideChannel] provides a review of 20 years
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12.

13.

of study on this topic. Any new paraneters considered in protoco
designs or in neasurenments are susceptible to create such covert or
si de channel and this should be taken into account while designing
energy efficient protocols.
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